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Resume. Scientific organizational and legal approaches are analyzed in relation to forming in the sector of 

safety and defensive of Ukraine of strategy of peaceful opposition and counteraction to the aggressor. 
Keywords: aggressor, active defense, security and defense sector of Ukraine, Defense Forces. 

 

Formulation of the problem. Now 
increasingly becomes apparent that undeclared 
attack Russia's armed forces by the decision of its 
present rulers of the territory of Ukraine and the 
application on the eastern borders and the Crimea 
military force against the sovereignty, territorial 
integrity and independence of Ukraine, or in any 
other manner inconsistent with the UN Charter, 
international law defined as aggression (from the 
Latin. aggression - attack). 

Other ways to this shameful inhuman act in 
accordance with international law belongs attack 
attributed Russia’s armed forces for military 
ground, marine, air force and military ships 
Ukraine, Crimea annexation, occupation of the 
territory of the eastern regions of Ukraine, etc. 

We must understand that this is not a civil 
war, which the aggressor is trying to name their 
blatant military aggression, using the most 
modern weapons and lethal military equipment 
that Russia’s representatives in the Hague court 
make desperate attempts, these are evident 
throughout the international community facts to 
recognize. 

According to the Military Doctrine of 
Ukraine - is armed clash between the two states 
within the territory of Ukraine for actively driving 
and continuous comprehensive support rulers of, 
especially professionally trained its military 
personnel with more than 40 various types of 
modern military equipment and weapons. 

The Russian Federation has already sent in 
Donbas about 1000 various artillery systems, 400 
tanks and 200 missile systems of volley fire. Now 
they crowded around 4,200 regular troops and 
40,000 fighters and have approximately 23,000 
troops in the occupied Crimea. 

So - this is war, which has killed more than 
10 thousand Ukrainian - civilian and military. It 
continues today. Overall, the monitoring mission 
of the Human Rights in Ukraine documented 

33,146 conflict victims among the civilian 
population, the military and armed groups were 
killed and 9900 wounded 23,246. 

The civil war - this is another format fight. 
This usually is between citizens of one country or 
society for power, less of everything between the 
two formations of the wreckage is still a single 
state, not Russian aggression. 

Analysis of recent research and 
publications. Russian aggression, as emphasized 
by the President of Ukraine, which is still ongoing, 
and the military threat from the East, evident in a 
long historical perspective - is the defining factors 
of our security policy and military planning. 

Now most researchers are actively seeking 
new approaches to more effectively counter the 
Russian aggressor. In particular, academician 
V. Horbulin outlined five scenarios, which can be 
further development of the events, including on the 
Crimea. 

First Deputy Minister of Defense of Ukraine 
Doctor of Military Sciences, Professor Ivan 
Rusnak in his article examines the experience of 
defense building in the hybrid wars, specifies 
priorities for further strengthening national 
defense, gives the basic perspective directions to 
counteract external aggression gives his author's 
views on the conceptual and programmatic 
foundations for further development of national 
defense, taking into account the international 
dimension of security, stresses the importance of 
further development of the security and defense of 
Ukraine as an integrated system and so on. It 
justifies some other way on the need for timely and 
adequate response to modern challenges and 
threats, taking into account significant changes in 
the geopolitical space and Ukrainian society and 
committed errors. 

However, in this situation, as claimed, the 
British General Deputy Supreme Allied 
Commander Adrian Bradshaw to confront Putin 
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needed “grand strategy”. Above it should work 
now. 

The purpose of the article. Analyze the 
problem, to outline possible ways and directions 
of formation of a new strategy against Russian 
aggression in order to improve the capacity of the 
Armed Forces and other components of the 
security forces and defense, increasing their 
readiness to repel armed aggression. 

What are the reasons for such aggressive 
behavior “brotherly” state? 

FAQ first. Some militarists argue that 
armed resistance if based on the will of the 
majority of the population, as it is explained and 
Russian rulers. However, history knows little 
wars that appeared the result of the will of the 
people. Most often people forcibly drawn into a 
war with their rulers. Is no exception and so-
called “popular will of the Russian people” 
against Ukraine and beyond. 

Recent studies show that attitude to war 
mainly neutral and wars occur only when the 
leaders come to power with a psychologically 
abnormal condition and attitude toward 
casualties. Among those called Napoleon, Hitler, 
Macedonian and some current Russian rulers. 
They led their country in times of crisis is when 
people looked leader (idol) with a strong will and 
hand, which, as it seemed, able to solve their 
everyday problems. But this contradicts even the 
Christian commandments. 

It is dangerous turns and now “strategy to 
return as Russian aggression”. It is said even the 
British Financial Times interview, General 
Deputy Supreme Allied Commander Adrian 
Bradshaw. He rightly argues that Russia will 
remain a threat as long as its president Putin is in 
power and what the consequences could be 
disastrous if the West loses coherence in response 
“to the enemy, in whose hands all the levers of 
power”. 

Explanation of the second. The aggressive 
intentions and actions of the Russian rulers to 
expand their allegedly of Russian national 
interests, the struggle for leadership in the 
geopolitical space and greater influence in the 
international arena can be roughly divided into 
four main stages. 

Stage one concerns the Russian Federation 
inwardly political solve problems after 
suspending its territory the democratic process 
that began with the collapse of the USSR and the 
formation of a new ideological platform, creating 
convenient power of political parties to ensure its 
dictatorship. Confronting Rush dictatorship led to 
the war in the Caucasus, which claimed the lives 
of thousands of innocent people. 

Stage two – the restoration of political and 
economic independence of former Soviet 
republics, prompting furious opposition of their 
democratic reforms and to prevent their 
independent entry geopolitical and geo-economic 
space. To this end, Russia is stepping up a hefty 
military power and launched direct military 
aggression and the seizure of some areas of former 
Soviet republics, as happened in Transnistria, 
Georgia and Ukraine. 

Stage three – the creation of a number of 
international associations of Russia for economic 
confrontation between the West and enhance its 
role in the geo-economic space: SCO (China, 
Russia, Kyrgyzstan, Kazakhstan, Tajikistan and 
Uzbekistan); BRICS (Brazil Russia India China 
South Africa), and to combine raw regions – 
Africa, South America and Asia with a strong 
production capacity in China, Russia and India. 

Step four – an unprecedented increase 
Russian military-industrial complex and military-
economic potential to intimidate the international 
community in the geopolitical rivalry and military 
superiority for the creation of the armed forces of 
neighboring countries. 

His strategic goal of Russia became the 
return of the former territories of the Russian 
Empire by any means and methods open up to 
direct aggression against the former Soviet 
republics. To this end, in 2014 it defined 
doctrinally legitimate use of its forces outside of 
and use of nuclear weapons as if in response to the 
application against it or its allies even conventional 
weapons. 

Analysis of the causes of armed conflict 
unleashed by the Russian Federation against 
Georgia and Ukraine confirms that this doctrine is 
the basis of modern defense policy, which has 
created and continues to create new challenges and 
military threats to the entire civilized world. 

What possible strategy for combating the 
aggressor? 

As we see it, the current strategy to fight 
Ukraine from Russian aggression advisable to 
focus on four areas. 

The direction of the first – the peaceful way 
of upholding economic, energy, market, transport 
and other national interests in the geo-economic 
space under international law, bilateral and 
multilateral agreements, etc, political, diplomatic, 
legal, including judicial, and other non-forcible 
methods and active participation in international 
legal, commercial, financial and other 
organizations, is the most civilized and promising 
to counter the aggressor. 

Experience confirms that only under 
conditions of peaceful settlement of international 
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disputes in all visible and invisible areas and 
“fronts” can achieve a balance of national 
interests that fosters peaceful coexistence 
previously opposing parties. Conversely. 

Second direction – strengthening the fight 
and defend national interests in the information 
space to mobilize supporters, “demobilization” of 
opponents and neutralize opponents and those 
who try to directly or indirectly promote 
informational aggression of the enemy. 

Third direction – strengthening internal 
security, which is based must be: 

fight against the aggressor special service 
interventions in the internal affairs of Ukraine; 

countering terrorism, banditry, separatism; 
struggle against espionage and foreign 

intelligence services; 
monitoring and promoting stability of 

interethnic, interfaith, interethnic relations and 
other national and more. 

It should be borne in mind that the 
aggressor State other than outright lies, actively 
uses the whole arsenal of “asymmetrical” means 
inwardly political to destabilize the situation in 
Ukraine and internationally. 

The direction of the fourth – a reflection of 
the military aggression, restoration and protection 
of the territorial integrity of the state. Bitter 
experience has shown that one of the basic 
conditions for invasion of Russian aggressor’s 
armed groups on the territory of Ukraine 
appeared to support some part of the secret 
services of Russia prepared in advance and his 
mercenaries local population and the Donbas. The 
absence of such support would have prevented 
the occupation or annexation of these territories 
even in terms of international law. 

It is important and timely intervention in 
confrontation with the aggressor Ukraine and 
sanctions against Russia, which allowed prevent 
the spread of armed conflict in other areas and 
encourages a certain extent aggressor to end the 
conflict on the diplomatic level. These actions 
should be stronger. 

Some politicians as the main way of 
achieving peace with the aggressor put forward 
the thesis if some need negotiations, including 
with Russian mercenaries in the Donbas, 
manifested utopia, which pushes itself aggressor. 
It is worth remembering the wise words of the 
famous German politician Otto von Bismarck, 
who advised not to look for signing agreements 
with Russia if we justify because they are not 
even worth of paper on which are written. 
Striking evidence of this is signed by Russia 
December 5, 1994 Budapest Memorandum on the 
refusal of Ukraine of nuclear weapons with the 

commitment of Russia “refrain from the threat or 
use of force against the territorial integrity or 
political independence of Ukraine, and that none of 
its (RF) weapons will not be used against 
Ukraine.” Bismarck argued that since Rush 
necessary or fair play or do not play and never 
fought for in every stratagem they will tell 
unpredictable stupidity. This is a lesson which 
finds its echo in the Hague court. 

In Ukraine is sometimes pronounced calls 
for input on its territory or in Donbas “martial 
law”. It seems that it is desperate, but still not fully 
thought out appeals. Here we must consider that 
this is not a simple legal procedure as the results 
and the order of implementation, which even at the 
request of numerous ranks of supporters of the 
event, can not always use the Ukrainian 
authorities. 

The legislation of Ukraine defines two 
consonant but ambiguous concept of “state of war” 
and “martial law”. According to the Hague 
Convention on the opening of hostilities in 1907 
and Art. 106 of the Constitution of Ukraine 
declaration of a state of war is made by the 
President of Ukraine to the Verkhovna Rada of 
Ukraine in the event of armed aggression against 
Ukraine. He makes a presentation and decides on 
the use of the Armed Forces of Ukraine. 

Declaration of a state of war – a complex 
legal and diplomatic procedure, which is the 
official report of the state-aggressor established 
international norms order to terminate her peace 
and transition to a state of war. About the declared 
state of war should immediately notify the neutral 
state. 

Declaration of a state of war even if it is not 
accompanied by their own combat action marks 
the beginning of the state and has certain legal 
consequences for both parties, in particular: 

stop diplomatic and consular relations 
between states, withdrawn staff of embassies and 
consulates; 

terminate the validity of contracts (non-
aggression, the neutrality of the military alliance, 
economic and cultural agreements between the 
warring states). Some multilateral agreements 
terminate in relations between the countries 
participating in the war; 

begin to act international standards adopted 
specifically to armed conflict (union contracts and 
mutual and military assistance agreements on the 
rules of war, the latter can not be denounced, etc.); 

property owned by a hostile power (except 
for property diplomatic missions and consular 
offices), subject to confiscation; 

belligerent merchant ships that were before 
the war in enemy ports must leave the enemy port, 
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which set a deadline for their release free, after 
which such vessels are subject to requisition and 
detention of the war, regardless of their origin; 
warships subject to compulsory requisitioning; 

for aggressor citizens can apply a special 
regime, restricting freedom of choice of 
residence, internment or forced settlement in 
certain places and so on. 

Second. “State of War” is not to be 
confused with the “martial law” or the special 
legal regime. Such a regime could be introduced 
in Ukraine or in its particular areas only in the 
manner specified claim 19 century. 92 of the 
Constitution of Ukraine and the laws of Ukraine. 

Special legal regime of martial law may be 
introduced in the following cases: 

a) armed aggression or threat of attack; 
b) danger to the state independence of 

Ukraine and its territorial integrity. 
Special legal regime involves: 
A) providing national authorities and local 

authorities, military command, military 
government powers required to: 

a) the threat, rebuff an armed aggression; 
b) national security; 
c) eliminate the threat of danger Ukraine's 

independence, its territorial integrity. 
B) Temporary, due to the threat, restriction 

of constitutional rights and freedoms of citizens 
and the rights and legitimate interests of entities 
indicating the validity of these restrictions. 

C) special measures law regime: 
1) the enhanced protection of important 

state facilities; 
2) the introduction of labor for working 

people; 
3) the use of facilities and human resources 

of enterprises, institutions and organizations of all 
forms of ownership for defense; 

4) forced alienation of property in private 
or municipal property, delete the property of state 
enterprises; 

5) a special regime of entry and exit 
restrictions on freedom of movement of citizens, 
foreigners and stateless persons and movement of 
vehicles; 

6) establishment of military-housing 
obligations for military cantonment so on. All 24 
of the law provide special measures to ensure the 
legal regime of martial law. 

In addition, in terms of the special regime 
of martial law shall be prohibited: 

1) change the Constitution of Ukraine and 
the Constitution of Crimea; 

2) the presidential elections in Ukraine and 
the Verkhovna Rada of Ukraine, the Verkhovna 
Rada of Crimea and local governments; 

3) conduct of national and local 
referendums; 

4) carrying out strikes, mass meetings and 
events. 

According to the International Covenant on 
Civil and Political Rights in the case of the 
introduction of martial law regime must 
immediately report by UN Secretary General 
States Parties to the present Covenant, to limit the 
rights and freedoms of man and citizen, which is a 
deviation from the obligations under the 
International Covenant and the extent of the 
deviation and the reasons for such a decision 
stating the date of termination of the relevant 
deviations from the obligations under the said 
Covenant. 

Conclusions 
1. Under current security conditions 

peacetime defense and active defense of Ukraine 
from Russian aggression is most relevant strategy 
today. It is about the format defensive strategy 
referred to in Military Doctrine of Ukraine (p.21). 

Anti-aggressor state can not be limited to 
individual military, economic, informational, 
internal political or other measures. Weighty 
aggressor conflict can be achieved only if the 
consolidated applying a determined and 
appropriate actions and measures by all available 
forces and means and in all possible directions and 
“fronts” of the unequal struggle for national 
interests of Ukraine. 

2. The rapid development of the media 
should more actively used to reinforce influence as 
the world population of the aggressor and its 
henchman and on the international community to 
geopolitical space. Information in this area has 
become one of the main squares countering 
aggressor. 

3. Aggravation fight the aggressor for the 
expansion of their interests and leadership in the 
geopolitical space, attempts to restore lost 
influence in the international arena, etc., require 
significant reforms and greater consolidation of 
international organizations, primarily the UN and 
the Security Council, the IMF, WTO, especially in 
terms of strengthening the responsibility for 
violation of the aggressor or even disregard 
international law and the failure of the undertaken 
international obligations Russia has once again 
ignored. 

4. The main strategic direction counter the 
aggressor in the present situation remains 
preparedness of the security and defense of 
Ukraine, its economy and society to repel Russian 
aggression. 
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The problem statement and its 

connection with important scientific and 
practical tasks. In this year will be tree years 
how Russia started of the real war in the Ukraine. 
She broke of the board, occupied part of the 
territory of Donbas and full territory Crimea. In 
this ware killed approximately ten thousand 
Ukrainian peoples – civil and military. This war 
continues today. President of Ukraine said about 
it recently. 

Most pressing problems in this tame is 
defense software in this condition Russian 
aggression. It is for this held defense reform. At 
its base is mission in approximation and 
integration Ukraine to EU and make some 
condition for accession to NATO, search 
effective road achieving strategic goals in the 
difficult current conditions. 

Research and using this road achieving 
strategic goals defense reform and avoid this if 
possible errors and risks is the most important 
today. 

The purpose of this article. To take 
analyses visions on the high-level direction 
effective defense reform and avoid if it possible 
errors and risks on this road.  

The main materials research exposition 
and full explanation of the results. Analysis of 
documents elaborated in Ukraine, particularly 
about the defense reform shows that the lion's 
share falls to the Armed Forces. And according 
to the Concept of the security and defense of 
Ukraine approved with  the Decree of the 
President of Ukraine on March 14, 2016 
№92/2016, the Ministry of Defense and the 
Armed Forces of Ukraine are the main 
organization responsible for planning, responding 
to the threats of all components of the defense 
forces to ensure defense of Ukraine, protect its 
sovereignty, territorial integrity and inviolability. 
This is the goal of the Action Plan for 

implementation of defense reforms in 2016 –  
2020 years.  

The expected result is to create it on the 
principles and standards adopted in the states-
members of NATO, effective, mobile, equipped 
with modern weapons, military and special 
equipment Defense Force model 2020 can provide 
such defense is guaranteed.  

Given the hybrid Russian aggression that 
constantly goes on and does not give us another 
chance to “survive” than the timely warning of 
effective changes, especially in the defense sector. 
Change – is the law of life, persuaded 35th US 
President John F. Kennedy. For those who 
addressed only to the past or present, he has 
warned, will certainly lose future. 

Many scientists in the world working on the 
study of the phenomenon of the need for “change”. 
But do they succeed easily. “Nothing is so hard not 
running great Machiavelli argued, and nothing is 
so much doubt and success is not as dangerous in 
handling as the establishment of a new order. Each 
innovation is fierce enemies, he argued, that life 
was good before, and lingering supporters, who are 
unsure whether they live in a new way”. Among 
them is the so-called technical “well-wishers”.  

To solve these problems it is important to 
take into account the best international experience. 
In particular, the German-American psychologist 
Kurt Lewin Tsadek in 1947, proposed a three-stage 
model of change: unfreezing, transformation, 
freezing. This model was improved other classics. 

Thus, great interest to solve these problems 
cause publication of our outstanding specialist 
Professor at Harvard Business School Jhon P. 
Kotter. His ideas and developments are broadly in 
the world, including in respect of joint defense 
capabilities of the state. An example of such use 
serves as the final report of the special group of 
experts who worked on the improvement of 
strategic planning, resource support and their use 
for the development of the combined capacity of 
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the Ministry of Defense USA (Joint Defense 
Capabilities Studies (Improving DOD Strategic 
Planning, Resourcing and Execution to Satisfy 
Joint Capabilities), Final Report 2004). 

The overall changes in J. Cotter has eight 
consecutive stages: 

A) Phase unfreezing:  
earliest people a sense of the need for 

change;  
creation of reformers to change 

management;  
statement of the ultimate goals and 

development strategies change;  
promotion of vision;  
a broad delegation of authority to the 

maximum low level of subordination;  
ensuring rapid measurable progress. 

B) Phase change (transformation):  
consolidate the achievements and the 

transition to these problems. 
C) Phase freeze: 

rooting changes in corporate culture.  
The author warns that in every given stage 

can appear in one of the eight mistakes that can 
derail success and have very serious 
consequences:  

error №1: excessive complacency. It 
happens when beginning of changes in the 
managers and staff do not have sufficient 
understanding of the inevitable need for change. 
This has fatal consequences because excess 
complacency always prevent the objectives of the 
restructuring;  

error №2: the inability to create enough 
influential team of reformers. For the success of 
the structural adjustment characteristic that the 
president (head of the highest structures), head of 
department or head and another five or fifteen 
active advocates improvement of the organization 
should work together as a team;  

error №3: underestimation of the ability to 
formulate final goal. Every time when you can 
not describe in five minutes that perspective that 
identifies and addresses the specific program of 
modernization and did not find the audience 
understanding and interest - know that you are 
waiting for big trouble; 

error №4: Propaganda vision lag of 10, 100 
or more times. Agitate for change can and word 
and deed. Nothing discredits the idea of reform 
more than the behavior of senior officials (heads), 
contradicting the fact that they preached in words.  

The greatest damage confidence in the 
workers action plan amendments provide 
managers performed at odds with the concept of 
change. With this rule derive important 
conclusions:  

1) until the top leaders of their behavior will 
not implement new ideas to persuade officials to 
justice and their appeal is not easy, and sometimes 
impossible,  

2) even if the promotion of new ideas 
progressing successfully, you should always keep 
an eye on the behavior of senior managers to 
identify and promptly remove differences between 
their words and actions;  

error №5: passivity to obstacles, thus allow 
to block the new vision. New beginnings much less 
succeed if the employees, even if there is 
understanding of the need for reform, feeling 
powerless before the huge obstacles along the way. 
In some cases, these traffic congestion exist only in 
their imagination, and the problem arises is to 
convince these people in no real obstacles. Each 
time the most energetic and full of the best 
intentions of the leaders shy away from fighting 
with obstacles, it necessarily affects the 
willingness of employees to work for change;  

error №6: the lack of a sense of rapid 
progress. There is a risk of loss of tempo changes, 
if at the same time not to put short-term tasks that 
give tangible (visible) result;  

error №7: premature celebration of victory. 
While the changes have not yet become an integral 
part of corporate culture (which may take from 
three to ten years), the share of new principles of 
the organization “hanging by a thread”, so how can 
prevail old tradition;  

error №8: changes are not rooted in the 
corporate culture. Changes in the life of rooting 
only after becoming an everyday habit, a way of 
being in the workplace, when members of the 
“flesh and blood” not only in the production units, 
and in the management of the organization. As 
long as a new style of behavior will not be in the 
organization generally acknowledged, not become 
the norm, followed by freely employees, it will 
degrade every time, as soon as the reform process 
stops.  

The above errors are not fatal. If you know 
the likelihood of their occurrence and proactively 
act skillfully for their prevention, it is possible to 
avoid errors, or significantly mitigate their 
negative effects. 

Speaking of the problematic aspects of 
defense planning in the transition period should 
take into account that, according to independent 
consultant “GG Consulting” Glin Grant that 
transformation should not be limited only to the 
weapons, units and processes. It is also a change in 
the nature and way of thinking especially 
managerial staff. It is contained in the culture, 
values and ideas. 
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The magazine “Harvard Business Review” 
in 2011 shows the figure of 70%. This part of all 
initiatives concerning changes fails. It is a cruel 
figure. In fact, as the most defensive reviews 
management structures and divisions of troops 
(forces) in the post the successful achievement of 
transformation almost did not happen. In this 
context to outline a model that will help make 
these changes were at least parts of the 30% 
success rate.  

Practice proves that transformation mostly 
fail because of erroneous focus on processes and 
structures instead focus on thinking, beliefs, 
convictions and relation to the phenomena.  

The key to success in the defense reform 
may understand of their own culture. It is worth 
mentioning two of the world’s scientists – E. 
Shane and G. Hofstede to manage organizational 
culture.  

The concept of “culture” in simplified form 
can be described as a way of thinking and 
behavior. Great Dictionary of Modern Ukrainian 
defines this concept as a set of material and 
spiritual values created by mankind throughout its 
history; is created to meet the spiritual needs of 
man; education.  

Understanding the need for transformation 
to a more rapid and effective achievement of the 
strategic goals of defense reform - so we can 
formulate the mission of this publication.  

Conclusions. To ensure more effective 
implementation of defense reform, based on 
research, as appropriate:  

to develop and adopt, especially the Law of 
Ukraine “On the security and defense sector of 
Ukraine”, recommended by the Supreme Council 
of Ukraine of 05.07.12 number 5086-VI, as well 
as the Law of Ukraine “On planning in the 
security and defense sector of Ukraine”;  

to develop and adopt established 
procedures relevant legal act of national level 
“On organization and strategic planning in the 
defense and security sector of Ukraine”, and the 
relevant guidelines for its implementation and 
execution;  

to organize work to improve the common 
functional components of the defense forces in a 
given situation and crisis situations, as such is 
defined in functional strategies and plans of the 
USA, Poland etc;  

to increase the professional level of 
managers at all levels and personnel, creating a 
consolidated, more effective system for training 
and appointment of staff.  

In order to achieve the mission outlined 
defense reform, leaders at all levels should make 

corporate culture in organizations (units) 
understanding of the need for change, and the daily 
use of these classical practices of world-renowned 
scientists on the order of execution and ensuring 
these changes, avoiding assumptions described 
them errors.  

The direction of future research. To solve 
the problems outlined a need to further study the 
leadership of staff and existing approaches to their 
implementation in practice of troops (forces) and 
in the process of defense reform in all areas 
envisaged by the Action Plan. 
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Directions of further perfection of national legislation in the 
field of mobilizational preparation and mobilization 

 
Resume. In the article the analysis of influence of operating normatively-legal base of Ukraine is conducted 

in the field of mobilizational preparation and mobilization. A necessity and directions of further perfection of the 
legal field of the state are set forth. 
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Raising of problem. On implementation of 
Decrees of President of Ukraine during 2014-2015 
years six turns of partial mobilization are conducted 
in the state. 

Due to the conducted measures of 
mobilization it was provided: increase of battle and 
numeral composition of groupments of troops 
(forces); 

maintenance on a due the levels of military 
efficiency of troops (forces), in particular those 
which execute task in an anti-terror operation; 

strengthening of echelon of guard of state 
boundary and constituent is from a technical 
protection and proceeding in the objects of a 
transport infrastructure; 

completing of soldiery parts (subdivisions) 
which was created again, by a personnel and 
transport vehicles of national economy; 

creation of the system of addition to not 
complete set  losses of personnel. 

The analysis of realization of the first turns of 
partial mobilization allowed to educe problem 
questions, namely: insufficient volumes of geared-
up mobilizational resources on an account in 
soldiery commissariats; 

a necessity of forming of the modern system 
of social defence of servicemen and increase of 
motivation of liable for military service is to passing 
of military service. 

Therefore there was a necessity for the 
further improvement of national legislation in the 
sphere of mobilizational preparation and 
mobilization. 

Degree of worked out of problem. It is 
devoted the question of mobilizational preparation 
and mobilization the determined amount of 
publications. [1-4] 

In a greater degree there were the lighted up 
problems of logistical support of mobilizational 
development of troops (forces). By the question of 
making up of the staff connections and soldiery 

parts by a personnel, the technique of national 
economy was spare less attention. 

By a research purpose estimation of scope of 
all questions in the sphere of mobilizational 
preparation and mobilization of the state the modern 
legal field and his influence on implementation of 
tasks of the noted sphere. 

Exposition of basic material. Legal 
framework of mobilizational preparation and 
mobilization in the state is Constitution of Ukraine, 
Laws of Ukraine "On the defensive of Ukraine", 
"About Military Powers of Ukraine", "About 
mobilizational preparation and mobilization", "About 
a military duty and military service" and other laws 
of Ukraine, and also the normative acts given out in 
accordance with them. [5-11] 

It is possible to assert that resulted legislative 
documents determine position in relation to 
realization of mobilizational preparation and 
mobilization for classic wars and soldiery conflicts, 
when maintenance of life of all population of the 
state, effort of all national economy the victories sent 
to achievement at armed to the fight and conditioning 
for signing a peace treaty. 

Other business is legal accompaniment of 
scale anti-terror operation (farther АТО) which takes 
place on Ukraine first. In the conditions of peaceful 
life of considerably anymore part of population, than 
that, which is attracted for realization of operation, 
operative adaptation of the legal field is needed 
foremost for the successful decision of tasks of 
completing of troops (forces) by a personnel. It is 
needed for this purpose, as practice showed, to decide 
three key tasks: 

stimulation of liable for military service is to 
passing of military service; 

providing of social defence of servicemen is in 
modern economic terms; 

an increase of responsibility of participants of 
process of mobilization is for end-point of process. 

To the first block of initiations of bill, in 
relation to stimulation of liable for military service to 
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passing of military service, it would be expediently 
to enter: confession of military service after an 
appeal during mobilization as new separate type of 
military service, that would allow to pay to the 
citizens, called during mobilization, cash cover at 
the level of servicemen of contract service; 

a grant to possibility voluntarily to conclude 
contract on passing of military service in a special 
period and repressing right to remain on military 
service after demobilization; 

increase of maximum age of stay in a supply 
for liable for military service mens  of all categories 
to 60 years (except for higher officers - 65 years), 
that allows to carry out a constitutional duty in 
relation to defence of Motherland to the volunteers, 
first of all those, which have an experience of 
participating in battle actions, peacemaking 
operations. 

To the second block, in relation to social 
defence of servicemen in modern economic terms, it 
was considered expedient to take: distributions on 
servicemen, which became soldiery after an appeal 
during mobilization, all complex of guarantees of 
social and legal defence, set by a legislation for 
servicemen; 

maintenance after servicemen of job in civil 
life, position, average earning on an enterprise, 
payments of pensions to all citizens which are called 
during mobilization on military service; 

maintenance of right is on entrepreneurial 
activity for sole proprietors, at their to the prize on 
military service during mobilization; 

release of servicemen from an extra charge to 
them of penalty approvals and percents for 
possessing a credit on the special period; 

maintenance of social privileges mobilized, 
which got a wound, were taken prisoner or 
acknowledged obscurely disappearing. 

To the third block, in relation to the increase 
of responsibility of participants of process of 
mobilization for end-point, it is expedient to enter: 
for maintenance on the account of military taught 
resources which are freed from military service and 
accepted the direct participating in battle actions, 
creation of the functional component system of 
completing of by a personnel of military of 
operative reserve, as a mechanism of the rapid 
bringing in them in interests of Military Powers; 

abolition (ungrant) of postponement is from 
mobilization (on 6 months) to the reservists of 
operative ready reserve. 

For realization resulted by Department of 
defense of Ukraine and General staff of Military 
Powers of Ukraine geared-up suggestions to the 
legislation of Ukraine, which were considered and 
accepted by the corresponding public organs of 
power. It was worked out and accepted six Laws of 
Ukraine. 

In addition, after lessons and experience of 
six turns of partial mobilization it is worked out and 

accompanied changes to the legal field, which it is 
foreseen:  

expansion of social privileges to the reservists 
(money reward at closing of deal, favourable pension, 
additional vacation); 

obligation of citizens independently to arrive 
to the military commissariat in ten days' term in the 
case of announcement of mobilization; 

strengthening of criminal responsibility for 
avoiding an appeal after mobilization, stay in the 
state of alcoholic intoxication in a battle situation; 

establishment of criminal responsibility is for 
an obstacle to the measures of mobilization and 
implementation of military cargo duties; 

perfection of the system of military account 
with determination of the personal responsibility of 
leaders of organs of local self-government, 
enterprises for his conduct and obligation of organs 
of local self-government, leaders of enterprises to 
carry out notification and arrival of the workers 
during mobilization; 

to carry out the obligation of the National 
police search, detention and occasion of citizens 
which avoid mobilization. 

Thus, including to the due to changes, brought 
in the legal field of the state, on results mobilization 
in the rows of Military Powers of Ukraine from a 
supply about 200 thousand and more than 8000 units 
of transport vehicles persons are called. 

Conclusion: the existent legal field, 
amendments and supplements to him during 
realization of partial mobilization allowed 
successfully to execute a task to mobilization of 
human and transport capitals of the state. 

Unfortunately substantially the legal providing 
of questions of satisfaction of mobilizational 
necessities of Military Powers of Ukraine is worse 
estimated in an armament, military technique, 
rockets, live ammunitions, other material facilities 
and services. Logistical support (farther МтP) of 
troops (forces) which відмобілізовувались and 
brought to battle readiness during realization of АТО 
carried out due to the accumulated supplies in troops 
(forces), from the bases (compositions) of Center and 
(with the use of legal instrument of government 
defensive order) by a supply from the enterprises of 
national economy. During 2003-2013 years the 
defensive sector of national economy was high-usage 
soldiery orders only on 3-4 % from his possibilities.  

With beginning of АТО, when in times 
increased order to the enterprises, it appeared that 
they are unable them in time to execute. The 
differences of out-of-date were given material and 
technical base and technologies, critical condition of 
providing of enterprises highly skilled working, 
technical and engineerings shots. It is not 
advantageous to contain proprietors, leaders of 
enterprises, industries of national economy on 
enterprises mobilizational tasks. All of it, in large 
ступіні, is related to imperfection of the legal field at 
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it to the sphere of activity of public and not state 
organs of management, organs of local self-
government, leaders of enterprises, establishments 
and establishments. 

With the purpose of improvement of 
legislation at marked to the sphere and providing of 
implementation of measures of defensive reform in 
the field of mobilizational preparation and 
mobilization of defensive of Ukraine Ministry and 
by the General staff of Military Powers of Ukraine, 
soldiery educational establishments, it is suggested 
to expound Law of Ukraine scientific 
establishments "On mobilizational preparation and 
mobilization" in a new release taking into account 
experience of realization of mobilization of national 
economy of Ukraine, Military Powers of Ukraine, 
other soldiery formings during implementation of 
tasks from defence of sovereignty and territorial 
integrity of Ukraine. A project is foresee 
determination of new terms which are used in the 
field of mobilizational preparation and mobilization. 

It is foreseen by maintenance of mobilization 
of Military Powers of Ukraine, other soldiery 
formings to count their bringing to readiness to 
implementation of tasks on purpose. Before under 
maintenance of mobilization of Military Powers of 
Ukraine translation of them was understood on the 
states and structure of war-time from 
доукомплектуванням by a personnel, armament, 
military technique, other material and technical 
facilities. In further realization of measures of the 
battle arranging and measures  preparation of 
soldiery organisms was foreseen to implementation 
of tasks on purpose. By the way, on results 
mobilization during АТО a structure and quantity of 
MF of Ukraine changed substantially. The project of 
law is offer determination of maintenance of 
demobilization. In a current legislation absent 
norms are in relation to maintenance of 
demobilization, and a term "demobilization" is 
determined exceptionally. 

It is suggested to maintenance of 
mobilizational preparation to include the question of 
the mobilizational planning, forming, placing, 
storage, use, addition, freshening (renewal) of 
supplies of material and technical and raw material 
resources, necessary for realization of mobilization 
and functioning of the state in the conditions of the 
special period and others like that. It is considered 
expedient to complement a legislation norms, which 
determine principles of planning, forming and 
mobilizational ordering fulfillment. 

Geared-up positions, that the liable for 
military service, which work on the enterprises of 
defensive-industrial complex, which produce works 
from development, making, repair, modernization of 
armament, military technique and other wares of 
military-oriented for satisfaction of necessities of 
Military Powers of Ukraine, other soldiery formings 
in accordance with agreements (contracts), are 

subject reserving, the term of implementation of 
which presents not less than 6 months. 

The list of enterprises, which in connection 
with their high public necessity rid of transmission of 
transport vehicles and technique to Military Powers 
of Ukraine, other soldiery formings, is offered to the 
statement. 

The project of law gives interpretation of 
questions of organization of preparation to the 
rationed providing of population food and unfood 
stuffs, by medical service, services of connection, 
transport, building and domestic services, technical 
protection in a special period of objects, building and 
transport highways of defensive and important 
national value, transport system to providing of 
mobilization, redistribution of labour resources in a 
special period and informative providing of 
mobilizational preparation and mobilization; 

By authors certain plenary powers of public, 
other public organs authorities in relation to 
organization of the mobilizational planning and 
mobilizational ordering, organization of work 
fulfillment in relation to forming, placing, storage, 
use, addition, freshening (renewal) of supplies of 
material and technical and raw material resources, 
necessary for realization of mobilization and 
functioning of corresponding sphere of management, 
administrative units in a special period, organizations 
of education and preparations to development of the 
special formings. 

The project of law is formulate the duties of 
leaders of enterprises in relation to mobilizational 
ordering, assistance to the soldiery commissariats 
fulfillment in their work in a peace-time and during 
mobilization, providing of admittance and access of 
corresponding public servants of soldiery 
commissariats to the documents from a military 
account on enterprises for realization of control after 
the state of account of liable for military service; 
providing during mobilization of unimpeded 
notification of liable for military service and 
suppliers of transport vehicles and technique by the 
public servants of soldiery commissariats and 
appointed by them by persons; education and 
maintenance in readiness to work of certain elements 
of the system of notification, collection and 
supplying with mobilizational resources during 
mobilization. The variant of duties of citizens of 
actual maintenance is also offered. 

The brought material over allows to draw 
conclusion, that the legal field corrected and has a 
tendency of к of further adaptation to the terms of 
hybrid war of contemporaneity. It must allow the 
public, not state organs of management, organs of 
local self-government, to the leaders of enterprises, 
establishments and establishments more effectively to 
prepare and conduct the measures of mobilizational 
preparation and mobilizations in interests of 
territorial integrity of Ukraine and inviolability of her 
borders. 
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soldiery conflicts 

 
Resume. A comparison of traditional or quarantinable types of the armed conflicts and modern soldiery 

conflicts that on essence are the conflicts of new type is made. The concept of modern military conflict is entered; 
his constituents and features are examined. 

Keywords: quarantinable military conflict, modern military conflict, constituents, features. 
 

Formulation of the problem. The 
essence of modern military conflicts(MMC) 
significantly transformed and classic scenarios to 
solve them fail to deliver effective solutions. 
Some experts do not recognize the modern 
military conflicts, other insist that their inherent 
specificity. However, the scientific definition of 
modern military conflicts significantly affects 
both the choice of scenarios prevention and the 
entire system of strategic and defense planning in 
the defense and security sector. Logic seems to 
provide a scientific definition of modern military 
conflicts, determine their components and 
features. 

Analyze of main publications. 
Unambiguous definition of what constitutes the 
MMC in the scientific literature and no. 
Uncertainty and fuzzy nature of the MMC is 
reflected in the terminology multiple titles a wide 
range of military conflicts such as formal and 
informal, traditional and non-traditional, 
symmetrical and asymmetrical, low and high 
intensity etc. 

Objective. Analyze and determine the 
features and components of the MMC and further 
development of the relevant provisions of the 
Military Doctrine of Ukraine. 

Presenting main material.  
The features of conventional military 

conflict of the past century are: availability of 
subjects military and political relations, 
contradictions between these entities, use of 
weapons as the principal means of solving the 
aggravation of contradictions, fighting in a 
limited area. 

Postindustrial era marked by a 
fundamentally new and different from the 
conventional, type of military conflicts. The 
official conclusion of the Hague Tribunal, 
Ukraine in 2014 in a state of armed conflict. 

There are medium-term forecasts of the 
military and political situation in the world united 
opinion on the increasing number of MMC. 

Military Doctrine of Ukraine in 2015 defines 
the following two features MMC: 

asymmetric use of military force is not 
statutory armed groups; 

integrated use of military and non-military 
instruments, economic, political, and psychological 
information. 

The traditional understanding of military 
conflict is changing and requires correction. There 
are two extreme views on the issue. According to 
one, the traditional vision of military conflict is out 
of date and can not contribute to solving the 
security problems posed by the XXI century. From 
another perspective, transforming the character and 
nature of armed conflict, but its nature remains 
unchanged. No doubt the mere fact that 
conventional military conflict as “a form of 
resolving interstate or intrastate contradictions 
Double use of military force” is now obsolete. 

Define MMC as actions undertaken by 
combining political, military, economic, 
information and international legal driving conflict 
scenarios in order to achieve military and strategic 
objectives. MMC is different from the conventional 
military and a clear political decision aggressor and 
use scenarios together. Scripts are used, are not 
chaotic, and built-in single and logical chain that 
binds the military and non-military warfare and 
used as weapons. 

Analysis of actual and potential MMC allows 
you to set some differences from conventional 
military conflict, which belong to one of the 
groups: overall, political, military, economic, 
international law. 

MMC is a continuous process that takes time 
and does not have a clear start and end frames. 
However, MMC is a cyclic process with the 
following phases: hidden training; strained 
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relations, the beginning of the conflict actions; 
crisis; conflict resolution. 

MMC takes place on the geopolitical, 
military-political and military levels and consists 
of a multi-level actions aimed at destabilization. 

Military and strategic objectives of the 
MMC is undermining the aggregate power of the 
state, position and influence government 
domestically and internationally, changes in 
government, divisions and the formation of new, 
more dependent states, bringing to a situation 
where the use of military force will simply 
unnecessary. 

The subjects of the MMC is the state, 
oligarchic clans, some individuals, terrorist 
organizations, structures of transnational 
organized crime, international organization or 
group of countries concerned. 

Conclusions.  
1. The current military conflict is complex, 

its main components is the political, military, 
economic, information and international law. 

2. Military strategic goal of modern armed 
conflict is a territorial division and the formation 
of new dependent countries. 

3. Scenarios of modern military conflicts 
have many similarities, their implementation and 
development process is managed. 

4. Military force is not decisive in modern 
military conflict is achieved primarily its optimal 
combination of economic and information 
component. 

5. The participation of the armed forces in 
the modern military conflicts require significant 
rethinking concepts of development, changing 
the system transition to the formation of not only 
site-specific, but also to interdepartmental groups 
of forces and the transformation of strategic 
defense planning. 

6. The need to develop and implement the 
practice of criteria and methods based primarily 
quantitative methods that allow rapid selection 
scenario Prevention modern military conflicts. 

Below we developed a system of criteria 
and methods of selection of effective prevention 
scenario modern military conflicts. 
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International legal regulation of the use of armed forces in 
modern military conflicts 

 
Resume. The principles of formation and use of international legal regulation of the use of armed forces in 

modern military conflicts are considered. Practical examples are given from the legislation of the United States and 
the Russian Federation on the direction of national armed forces to carry out tasks outside national territories. 

Key words: military conflict, armed forces, military operations, regulatory framework for the use of armed 
forces. 

 

Formulation of the problem. Modern 
military conflicts and how to use them in military 
strength characterized by reducing the role of 
international law. Actual practice is to consider 
use of the international legal framework in the 
direction of the Armed Forces and the US and 
Russia in military conflicts. 

Objective. The article is an analysis of the 
international legal framework use of armed forces 
in the modern military conflicts 

Presenting main material. The 
international legal basis for the use of armed 
forces and general rules of international 
humanitarian law, the laws and customs of war 
(fighting), the provisions of international and 
Union (coalition) agreements. These standards are 
defined by the UN Charter, UN Security Council 
resolutions, the Hague Convention of 1907, the 
Geneva Conventions of 12 August 1949 and 
Additional Protocols of 8 June 1977 and a 
number of others. According to the documents of 
the legal regulation of military conflicts defined 
by international humanitarian law, establishing 
the laws of war. International humanitarian law 
does not set the goal to determine responsibility 
for the resolution of armed conflicts. This applies 
only to the competence of the UN. 

The UN Charter laid the foundations of the 
system security. The main principle of 
international law is to exclude the use of force or 
the threat of international communication practice 
(p. 4. 2 of the UN Charter). This principle is 
complemented by another: all international 
conflicts and disputes should be resolved only by 
peaceful means (para. 3, Art. 2 of the UN 
Charter). Integral aspect of these regulations is 
the principle of non-intervention (non-
intervention), which provides for the maintenance 

of any state from interfering in the internal affairs 
of another, that respect for state sovereignty. 

In practice not always followed these 
principles and rules. The reason for violations is to 
address priority military-political and military-
strategic objectives that the national interests of the 
country and the implementation of allied 
commitments. 

The exception is self-defense. Art. 51 of the 
Charter allows for individual or collective self-
defense, the use of force only when it is committed 
in an armed attack. There has been striving to 
expand the concept of "self-defense". The question 
of the extent to which this or that particular 
situation suggests the legitimacy of the use of force 
in self-defense, given at the discretion of not only 
the Security Council, but in fact most states. As a 
result, the emergence of the concept of "pre-
emptive" and "preventive" use of force as a 
"natural development of the concept of self-
defense" that allows individual states formally 
legally use the armed forces for the application of 
pre-emptive strikes. 

Also, there is a tendency unjustified use of 
armed force during military operations without a 
UN Security Council sanctions. Thus violated a 
key element of the UN Charter - the principle of 
non-use of force in international relations. 
However, military and political leadership of a 
number of states to justify their use of the Armed 
Forces allegedly under international law brings a 
number of arguments, which include "special 
powers", "exceptional circumstances" and 
"humanitarian intervention." 

An important aspect of the international 
legal framework of the Armed Forces - justify the 
legitimacy of their use outside the national 
territory. 
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Thus, the military and political leadership 
of Russia believes that sending troops abroad 
only enough domestic law. In connection with the 
murder of 7 July 2006 Russian diplomats in Iraq, 
the Federation Council adopted a resolution 
which authorized the President sending units of 
the Armed Forces and special units outside the 
national territory in order to prevent international 
terrorism against Russia or Russian citizens and 
persons without citizenship who permanently 
reside in. 

After the war with Georgia in August 2008 
was amended in Federal Law "On Defense", 
which contains a list of grounds for use of armed 
forces of the Russian Federation abroad. Units of 
the Armed Forces can be used for: repel 
aggression, preventing aggression against another 
state, protect Russian citizens abroad, to combat 
piracy, maritime security, repel the attack on the 
armed forces or other troops stationed outside the 
country. 

In the US legal foundations of any stay of 
US troops abroad is an international treaty under 
Art. 102 of the UN Charter and the Vienna 
Convention on the Law of Treaties of 23 May 
1969. International agreements must meet 
generally recognized principles and norms of 
international law, to ensure respect for the 
sovereignty of the receiving troops, foreign troops 
compliance of national law tradition of 
noninterference in the domestic and foreign 
policies of these countries, non-use against them 
or threat of force. 

The question of responsibility for the 
unlawful use of armed forces governed "Code of 
Conduct relating to political and military aspects 
of security" (Code of Conduct on Politico-
military Aspects of Security) in 1994, aimed at 
solving important problems in building trust, but 
compared to Vienna document, it lacks 
verification mechanisms. 

In the case of special operations in 
peacetime, and especially international (coalition) 
forces under UN auspices, obtained legally from a 
so-called operational requirements of the law. 
This concept is defined as a set of legal principles 
and rules of international, domestic law and the 
rights of other foreign countries that have a direct 
impact on the conduct of military operations. 
Under this law using specific documents detailed 
operational nature, taking into account the terms 
and requirements of other international 
instruments. These include the UN mandate, 
"Agreement on the status of forces", "Agreement 
on task" and "Rules of forces." 

In addition, the legal basis for international 
transactions involving the Armed Forces formed 

directives of UN Secretary General, "UN 
legislative developments" and Directive 
peacekeeping force commander of the UN. 

The practice of armed forces in modern 
terms as part of the international (coalition) 
military operations (operations in the Persian Gulf, 
Iraq, Afghanistan, Libya) has identified the need 
for special attention to international legal aspects 
of operations. In this regard, there has been a 
steady trend of creating unified international legal 
groups. 

Along with the main legal instruments of 
the international community an important element 
of the international legal framework applying 
national Armed Forces are bilateral and 
multilateral agreements. These include the 
prohibition of agreements and distributing 
weapons of mass destruction, missile and nuclear 
technology, the use of landmines and demining in 
zones of conflict voэnnyh, development and use of 
incendiary and laser weapons ammunition and 
others. 

 Many of the above international agreements 
and conventions incorporated into statutes and 
guidelines US Armed Forces, which regulate the 
legal aspects of their application and conduct 
military operations. 

Conclusions. By the problematic aspects of 
the application of IHL in contemporary armed 
conflicts and for the future include the following: 

basic rules concerning the use of the Armed 
Forces outside the national territory; 

Regulation of Legal Cooperation of States 
in the implementation of peacekeeping; 

coordination of the implementation of IHL 
rules into national law, its dissemination and 
practical application in the military states; 

determine whether the requirements of new 
weapons and international humanitarian law 
treaties; 

objectives and mode of application of forces 
that are not part of the Supreme State; 

an accurate manner and form of use of the 
latter in the event of an international armed 
conflict. 

In the following will be considered 
especially the application of international law in 
hybrid conflicts. 
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An approach to defining the essence of Defence Forces 
“desired capability”, “actual capability”, and “eva luated 
capability” notions  to improve strategic planning basics 

 

Summary. The essence of the notion of “desired capability” and its relationship with the notions of 
Defence Forces “actual capability” and “evaluated capability” is defined to eliminate the differences existing in the 
views of military experts involved in the process of gradual transition to new principles and methodology of 
strategic and defence planning based on threats tailored target capabilities developement.  

Key words: desired capability, actual capability, evaluated capability, notions, inter-relations, defence 
forces, strategic planning.  

 

Problem description. According to the 
Strategic Defence Bulletin of Ukraine 
(hereinafter - SDB) the strategic objectives have 
been identified as follows: effective policies 
implementation, systems planning and resource 
management in the defence and security sector 
using modern Euro-Atlantic approaches and 
achieving operational (combat, special) desired 
capabilities of defence forces needed to guarantee 
a rebuff of a military aggression, state defence, 
assurance of peace and international security [1]. 

However, as of today there are 
inconsistencies in the theory and practice of 
strategic planning and there are disagreements 
among experts. These inconsistencies are related 
to the lack of a common vision, definitions and 
methodology on transferring defence forces 
capability data to quantitative and qualitative 
indicators that would ensure transition of the 
Armed Forces of Ukraine and other defence 
components to building planning based desired 
capabilities. Also, a common vision on 
definitions and methodology would help 
developing scientific and analytical tools for 
Defence Forces components evaluation, 
identification of those of them that require 
support and augmentation (upgrading),  the 
formation of new defence forces components and 
recycling the ones that are in excess (surplus). 

In addition, in the legal acts of Ukraine, 
scientific works, and articles such terms with 
ambiguous definition as "desired capability," 
"actual capability", and  "evaluated" are used 
and, therefore, require clarification. 

Analysis of recent research and 
publications, as well as modern conceptual 
documents of Ukraine for defence forces 
planning, response and capacity based use [1-11] 

shows that researchers and experts have different 
points of view on the issue of problem solving and 
achieving improvement in the field of Defence 
strategic planning and management. Existing 
polyphony of ideas and beliefs, particularly 
regarding the terminology in this area, does not 
have a negative meaning, but rather it serves as an 
evidence of cultural pluralism and efforts in place 
to resolve existing differences in opinions and 
terminology. 

At the same time the use of terms with 
ambiguous definition in various documents, 
including legal acts, for modeling and describing 
strategic and defence planning on the basis of 
defence forces desired capabilities development 
hampers strategic planning methodological 
foundations development  in the defence and 
security sector of Ukraine, undermines research of 
this complex process in general, and interfere with 
resolution of practical issues. 

Thus, the current status of conceptual and 
categorical apparatus in the field of defence 
indicates the need for its proper formation, 
adjustment and implementation. 

The aim of the article is to define the 
notions of defence forces “desired capability”, 
“actual capability”, and “evaluated capability” as 
well as clarification of these terms to improve 
methodological bases of strategic planning desired 
capabilities of Defence Forces components. 

Main body of the article. Currently, the 
preliminary findings of research on developing 
methodological foundations of strategic defence 
planning show it should be based on the results of a 
comprehensive Defence review of all Defence 
Forces components and contain basic baseline data 
to develop strategies for their development based 
on strategic forecasts of socio-economic 



DEFENSIVE AND BUDGETARY PLANNING  

 25 

development of the country, its Defence and 
resource desired capabilities. 

Additionally, during the development of 
national strategic documents and security sector 
reforms implementation in Ukraine NATO 
approches and experience shall be used when it 
comes to development of a unified procedure and 
methodology of strategic documents, determining 
their methodological, legal and institutional 
framework and terms.During the research, it has 
become obvious that there is a necessity to clarify 
the terms (notions) of Defence Forces “desired 
capability” “actual capability” and “evaluated 
capability”. This is due to their multiple 
meanings, their nature and inter-relations during 
the development of methodological basis that are 
used for building Defence Forces components 
strategic planning target capabilities, and for 
evaluation procedures. Thus, the Military 
Doctrine of Ukraine [2] introduces the term 
“Defence Forces desired capabilities”, defined as 
the ability to achieve the desired result when 
performing defence tasks in certain 
circumstances in accordance with the scenarios 
forseen by using the resources available. 
However, in the text there are expressions 
containing the term “actual capabilities” (Chapter 
II, para. 7, paragraphs 3, 7, p. 12, paragraph 1) 
and others that focus on the term “evaluated 
capability”. 

The Concept of the security and defence of 
Ukraine [3] contains such expressions as “the 
operationally desired capabilities of the security 
and defence sector components” (Sec. I), “ the 
preservation of desired capabilities to build 
operational capabilities” (Sec. III, para. 3.2), and 
others. 

In the Recommendations on the 
organization and conduct of the Defence review 
[4] the plural term of “Defence Forces desired 
capabilities (actual capabilities)” means the 
ability to achieve the desired effects in the 
performance of the security and (or) defence 
tasks in particular circumstances according to the 
defined action scripts by using the resources 
available. In other words, it is implied that in this 
document the notions of “desired capability” and 
“actual capability” mean the same thing and 
collectively define the word “ability”. 

In the Temporary guidelines [5] the term 
“desired capability” means the characteristic that 
enables performance of certain actions to achieve 
specific goal having accounted for the resources 
identified. Thus, the operational (combat) 
desired capabilities mean a set of characteristics 
that determine the ability of military C2 body, 

military unit ( or a Navy ship) to accomplish their 
tasks according to standards. 

In Annex 2 to the SDB [1] “desired 
capabilities” are defined as quantitative and 
qualitative indicators characterizing the ability of 
the Defence Forces components to carry out their 
tasks of National defence and repel an armed 
aggression against Ukraine with consideration of 
actual capabilities of the state. 

In addition, in other concept documents 
of Ukraine different word combinations have 
been used that indicate existing pluralism of 
certain terms, i.e.: 

the Defence Forces desired capabilities; 
the naval desired capabilities of Ukraine; 
the Defence Forces Joint desired 

capabilities; 
the Defence Forces operational (combat, 

special) desired capabilities; 
communication desired capabilities;  
vital desired capabilities; 
functional desired capabilities; 
operational (combat) actual capabilities 

(desired capabilities); 
fire support and C2 actual capabilities. 
In NATO dictionary the term “desired 

capabilities” (capabilities) has been defined as the 
ability to achieve the desired effect corresponding 
to given standards having used particular means 
and methods for the solution of the tasks set. 

The Capability Codes and Capability 
Requirements for ACO and ACT  approved as of 
14.10.2011 are widely used in all NATO structures, 
providing a single conceptual apparatus to describe 
target capabilities, they have also been approved by  
the EU Military Staff. 

Capability Codes are unique alphanumeric 
identifier of the functional capacities, while the 
characteristics of the target capabilities express the 
basic requirements to military units capabilities 
considering all areas of development (guidelines 
(doctrinal) documents preparation, organizational 
structure, training, equipment and logistics systems 
management, manning, logistics support, and 
achievement of  interoperability). 

The standard description of each Capability 
Code is used to determine the main characteristics 
with a focus on the task, which is supposed to be 
accomplished. 

Each Capability Code includes: 
basic desired capability requirement – it 

describes the main purpose of the Capability Code 
(one requirement per code); 

Basic requirements for a desired capability - 
describes the actions that need to be taken in order 
to achieve the desired result (basic operation 
tailored desired capabilities); 
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Additional requirements for desired 
capability – they describe enabling characteristics 
that ensure desired capability main purpose 
implementation. 

The results of the analysis of existing 
definitions (notions) of “desired capability”, 

“actual capability”, “evaluated capability” and their 
inter-relationships in the legal acts of Ukraine 
(Table. 1) indicate the differences that currently 
exist. 

Table 1 
Comparative table of existing definitions in legal acts of Ukraine 

Legal acts of Ukraine Term definition Terms inter-relations  

Military Doctrine of 
Ukraine 

Defence Forces desired capabilities - 
the ability to achieve the desired result 
when performing defence tasks  in 
certain circumstances in line with the 
scenarios prescribed and resources 
available 

... Ability to achieve the desired result ... 

The Concept of 
Security and Defence 

Sector of Ukraine 
Development   

NIL 

... Increasing the operationally desired 
capabilities of Security and Defence 
Forces and their level of preparedness ...; 
... Operationally desired capabilities of  
Security and Defence Sector components 
(Sec. I), desired capability saving; 
p. 2. Ways to achieve target capabilities 
required; 
... Strengthening of desired capabilities 
...; 
... Acquiring of the necessary operational 
and technical actual capabilities ...; 
... evaluated capability to defend the 
national interests of Ukraine ...; 

The Strategic Defence 
Bulletin of Ukraine 

Desired capabilities - quantitative and 
qualitative indicators characterizing 
Defence Forces components ability to 
carry out the tasks of National Defence 
and repel of an armed aggression 
against Ukraine assigned to them 
considering the actual capabilities of 
the state  

... Defence Forces  components 
evaluated ability to carry out the tasks of 
National Defence and repel of an armed 
aggression against Ukraine assigned to 
them considering the actual capabilities 
of the state; ... ... resource actual 
capabilities of the state; ... Naval desired 
capabilities of Ukraine…; 

The MoD of Ukraine 
Order # 303 dated as of 

13 May 2013  

Requirements for operational (combat) 
actual capabilities (desired capabilities) 
- a list of conditions (military, physical, 
technical, etc.), criteria and 
accomplishment indicators of the tasks 
contained in the situations scenarios  

... evaluated ability to achieve the desired 
result ...; 
... requirements for operational (combat) 
actual capabilities (desired capabilities) 
...; 

Temporary Instruction 
on the organization and 
conduct of inspections 

and evaluation of 
operational (combat) 
desired capabilities in 
the Armed Forces of 

Ukraine 

desired capability – a property that 
allows to perform certain actions to 
achieve a specific goal considering 
allocated resources identified based 
resources  

The term “actual capabilities” is not 
mentioned. Operational (military) desired 
capabilities - a set of properties that 
determine the ability of military C2 body, 
...; 

 

The Table 1 shows the differences in 
definitions of the terms. Other examples, 
references and statements that describe desired 
capabilities, actual capabilities and 
evaluated ability of the management cycle stake 
holders to describe the planning and management 
processes of the security and defence sector of 
Ukraine.  

Let’s summarize the ideas mentioned above 
so a common approach in determining the nature 
of notions (concepts) could be applied.  

1. The terms of “desired capability”, 
“actual capability”, and “evaluated 
capability” are quite common, but interpreted 
and used in different ways.  
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2. They have consolidated various 
principles, roles, activities, functions and 
functional areas. 

3. The most often, the term “desired 
capability” is used in two meanings: a functional 
notion (concept) that covers any processes, 
procedures and functions that characterize 
standards or requirements / properties 
(characteristics); organizational notion (concept) 
that describes the objects by functional areas and 
sub areas (organizational structure, strength and 
resources) and by decision-makers, their role (i.e. 
Reception, Staging, Onward movement 
management group). 

4. The selected dates are interdisciplinary 
and are often used in theory and practice as 
synonyms.  

5. The term “actual capability” describes 
the achievement of a desired effect in a particular 
environment for a specific period of time and 
maintaining this effect for a fixed period of time 
(actual / available). 

6. The term “evaluated capability” is 
basically a gap analysis which describes the end 
state of desired capabilities acquisition by a stake 
holder (meets or does not meet the requirements). 

7. The Modern terms and definition 
dictionary [12, p. 279], gives the following 
definitions of the terms "able" ...for what ... - that 
can, is capable of performing something, to 
do/make; “capability” – ability to do / accomplish 
something; “actual capability”. 

8. The term “desired capability” describes 
the processes, possible actions and state of C2 
stake holders by time, conditions, requirements, 
situations, objectives, properties available and 
needed, indicators, the end states and evaluation.  

10. It is suggested that the notions of 
"desired capability", "actual capability" , 
"evaluated capability" should be delineated and 
understood in a kind of a sequence chain to 
eliminate differences of perceptions on the 
definitions of terms (Fig. 1). 

 
11. The idea of putting these concepts 

(terms) in a sequence chain aims at unification 
and differentiation of these concepts (terms) by 
quantitative and qualitative characteristics for the 
selection of indicators, development of the 
Armed Forces of Ukraine and other Defence 
Forces components, development of scientific 
and methodological desired capabilities 
evaluation system, evaluation and application in 
Defence Forces desired capabilities development 
strategic planning. 

So it is suggested that these notions are 
given the following key meanings:  

desired capability - standard or requirement 
to achieve the required result ... (identification of 
main, basic, supplemantary requirements / 
properties);  

actual capability – actual / available 
capability tailored to enabling needs / 
requirements... (as compared to main, basic, 
supplementary desired capabilities); 

evaluated capability – gap analysis 
between the desired capability and actual 
capability,  a criterion or assessment / end state of 
desired result achievement .... (The level of 
achievement of the main, basic, supplementary 

requirements/properties of desired capabilities to 
determine appropriate measures). 

The following example illustrates the ideas 
mentioned above: 

1. The main desired capabillity requirement 
for a pontoon company - to construct and maintain a 
bridge with the length of 150 meters as the main 
river/ water barrier crossing point. 

2. The actual capability of the pontoon 
company - to construct and maintain a bridge with 
the length of 119 meters as the main river/ water 
barrier crossing point. 

3. The pontoon company evaluated 
capability – it is partially able to construct and 
maintain a bridge with the length of 150 meters as 
the main river/ water barrier crossing point. It is 
necessary to take appropriate measures to reach the 
desired capability of the pontoon company ( i.e. to 
increase its capabilities from 119 to 150 m.) 

The gap analysis between the pontoon 
company desired capability and actual capability 
(as in the example) helps visualizing its evaluated 
ability to perform the mission. This very approach 
makes it possible to distinguish between these 
terms (concepts), their characteristics, requirements 
and nature. Additional discussions will be required 
to tackle the discrepancies in the views of experts 

Desired capability – 
standard or 
requirement 

Actual capability – 
actual/available vs. 
requirement/need 

 

Evaluated capability 
– gap analysis 

 

Рис. 1. Notions (terms) inter-relations 
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on the definitions of such notions as “principal 
purpose”, “mission”, “function”, “aim”, “goals”, 
“objectives”, “stage” to enable their appropriate 
use in theory and practice of military C2. 

Summary. An approach to defining the 
essence of the concepts of “desired capability,” 
“actual capability,” and “evaluated capability” is 
offered in the article. An idea of putting these 
concepts (terms) in a sequence chain aimed at 
unification and differentiation of these concepts 
(terms) that would clarify the overal conceptual 
apparatus of Strategic planning theory and 
practice is also suggested. The clarification of the 
terms will facilitate a transfer to the new 
principles and methodology of Strategic and 
Defence planning based on threat oriented 
desired capabilities. 

Further research prospect The prospect 
of further research in the view of the results 
obtained will be classification of Defence Forces 
components target capabilities (in functional 
areas, forces, means, operations, etc.) and the 
development of foundations of the target 
capabilities for typical organizational structures 
of Defence Forces to model strategic planning 
process in the Security and Defence Sector of 
Ukraine using current Euro-Atlantic approaches. 
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Черняховського, Київ 
Підхід до визначення сутності понять “ спроможність”, “ можливість”, 

“ здатність” сил оборони для вдосконалення основ стратегічного планування 
Резюме. Визначено сутність поняття “спроможність” та його взаємозв’язок з поняттями 

“можливість” і “здатність” сил оборони для усунення існуючих розбіжностей у поглядах військових 
фахівців у процесі поступового переходу на нові принципи та методологію процесів стратегічного й 
оборонного планування на основі розвитку спроможностей, орієнтованих на загрози. 
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Резюме. Определена сущность понятия "возможность" и его взаимосвязь с понятием и 

"способность" сил обороны для устранения существующих расхождений во взглядах военных 
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Ключевые слова: возможность, способность, понятие, взаимосвязь, силы обороны, стратегическое 
планирование. 



                             Research papers collection of the Center of military and strategic studies of the         1(59), 2017 
National Defence University of Ukraine named after Ivan Chernyahovsky 

 30 

UDK 321:355.02(477) 
 

A. Lobanov, Dr (Military Sciences), professor1; 
V. Trochko, Ph.D (Military Sciences), senior researcher 2; 
A. Chernenko3 
 
1 – Management department by troops of the National Defence University of Ukraine named after Ivan Chernyhovsky, Kyiv 
2 – Ukrainian research institute of civil defence; 
3 – Scientific center of ground forces of the National academy of ground forces named after Petre Sahajdachny 
 

Ground of the system of indexes for the evaluation of 
efficiency of charges on maintenance and development 

Armed Forces of Ukraine in interests providing of defensive 
sufficientness of the state on a short-term period 

 
Resume. In the article the system of indicators for evaluating the effectiveness of spending on maintenance and 

development of the Armed Forces of Ukraine. For the evaluation of the proposed common structures that make up the category 
of operational (combat) capabilities assignments for all scenarios to respond to the threat. 

Keywords: costs for maintenance and development of the Armed Forces of Ukraine, performance metrics, operational 
(military) capabilities. 
 

Formulation of the problem. 
Improvement of the defense planning and rational 
budget expenses in modern situation is one of the 
priorities of Ukraine's military policy. Despite the 
significant increase in the defense budget, the 
improvement of the qualitative parameters of the 
equipping of the Armed Forces of Ukraine still 
remains quite problematic. The latter is a result of 
difficult military-political situation concerning 
Ukraine, of the needs to react on whole range of 
problems including resistance to the military 
aggression from Russian Federation, as  well as 
of  the tasks concerning cooperation with NATO 
and corresponding approach of Ukraine standards 
to the standards of the organization, the 
implementation of qualitative weapon 
modernization, providing the proper motivation 
for military personnel and compliance with social 
standards for them and their families, etc. 
Addressing of these challenges will provide 
possibilities for achievement of the required level 
of defense of Ukraine in modern situation in 
accordance with the directives of the military and 
political administration [1, 2]. 

Statements of the Defense Review of 
Ukraine [3], which provides a comprehensive 
determination of operational (combat) capabilities 
or capacities, could form a basis for evaluation of 
the effectiveness of the expenses for maintenance 
and development of the Armed Forces of 
Ukraine, being aimed to provide short term 
sufficiency of the state defense. According to this 
definition, the “Operational (combat) possibilities 
(capabilities) are quantitative and qualitative 
parameters of the capability of the troops (forces) 

and equipment of the Defence Force for 
operational (combat) tasks, classified according to 
certain categories, designed for typical conditions 
and accepted standards of their  performance.” 

According to this definition the operational 
capabilities are parameters, characterizing the 
ability of troops (forces) and their equipment for 
accomplishment of assignments in operations 
(combat), which are designed for typical 
conditions and accepted standards of performance. 
Regarding the Armed Forces of Ukraine they are 
the characteristics of military formations and units 
(groups of troops (forces)) that perform the tasks in 
conditions of implementation of a given scenario 
of their application. The latter concerns only these 
scenarios of application of Armed Forces of 
Ukraine. They do not imply the state's ability to 
provide these opportunities (this is provided by 
another one, namely by “The amount of resource 
requirements to achieve the required capacity 
(ability) for long terms (5-10 years)” Annex 11. 
[3], according to which The material basic needs 
(capacity) are the following elements of the 
organizational structure and forces: 

weapons and military technology (WMT); 
stocks; 
military infrastructure (the fleet and 

aviation, etc.). 
In other words, in the context of the short-

term planning the following questions need to be 
answered. 

1. What should be a system of parameters 
for evaluation of the efficiency of expenses for 
maintenance and development of the Armed 
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Forces of Ukraine aimed to provide short 
sufficiency for the state defense? 

2. How does this system should be linked 
to the performance of short-term resource 
planning and cost allocation aimed for defense 
sufficiency of the state? In this regard the scoring 
study evaluating the efficiency of expenses for 
maintenance and development of the Armed 
Forces of Ukraine is greatly demanded scientific 
challenge. 

Analysis of recent research and 
publications. The problems of expenses for 
maintenance and development of the Armed 
Forces of Ukraine in the interests of State defense 
sufficiency have been considered in the works of 
Rusnak I. S, Dyenyezhkin M. M Didichenko V. 
P., Slyusarenko M. O., Askarov V. Kh, Aparshyn 
I. M., Khoma V. V., Loza I. V. and many others 
[4-9]. 

In these studies a number of issues relating 
to defense planning, including the question of the 
impact of implementation, program performance, 
the combination of budgeting and planning 
activities and so on have been examined in detail. 
Concerning the evaluation of the efficiency of 
short-term planning the only problems of budget 
formation, definition of objectives and 
consistency of their achievements in a given 
period have been considered. The question of cost 
efficiency of maintenance was considered only in 
the context of achieving or not achieving the goal. 
In our opinion, at present not enough attention is 
paid to the problems of the efficiency of the 
expenses for the maintenance and development of 
the Armed Forces. One of the components of 
expenses efficiency study is the justification of 
the system of parameters for the evaluation of 
expenses efficiency for the short term defense 
planning. 

The goal of this paper is the justification of 
the system of scoring parameters for evaluation of 
the efficiency of expenses for maintenance and 
development of the Armed Forces of Ukraine for 
the sake of the sufficiency of state defense. 

Presentation of the main material. The 
system of the scoring parameters for evaluation of 
the efficiency of maintenance and development 
expenses of the Armed Forces of Ukraine with 
the goal of short term defense sufficiency of the 
state should be linked to the unified system of 
defense planning, based on a review of defense. 
Therefore, the use of capacity categories specified 
in the governing document of the Defense Audit 
in Ukraine [3] is enough logical and obvious. 
Consecutive examination of these categories will 
allow for revealing their essence and to consider 
the justification in a systematical way. It is worth 

noticing that in previous studies these issues have 
not been done yet.  

The first category refers to the combat 
readiness of troops (forces). According to the 
definition, “The combat readiness of troops 
(forces)  defines the capability to create and retain 
the necessary (sufficient) amount of troops (forces) 
for the prompt and effective response to threats 
(challenges) in predicted situations caused by 
changes in the situation, in providing opportunities 
for the increase of troops (forces) using the 
established system of the combat readiness and 
providing rotations of troops (forces), which will 
be involved in current operations (actions) to 
perform tasks in predicted situations. It also 
includes preparedness of the personnel to perform 
the combat tasks, training of the personnel, and 
experience being capable to perform tasks in 
predictable situations “[3]. 

Forces and tools, which provide the 
realization of opportunities, covered by this 
category, are troops (forces) of branches and their 
sub-branches of the Armed Forces of Ukraine. The 
troops (forces) consist of units or sub-units of the 
Armed Forces of Ukraine, which by the definition 
should provide response to threats (challenges) for 
the security of Ukraine. If one analyzes expenses 
belonging to this category, then they can be 
classified as follows.  

Formation of troops (forces) implies 
expenses for formation of military units and sub-
units which include: 

manning; 
formation of the infrastructure; 
provision by the military equipment and 

ammunition; 
formation of groups of troops (forces). 
Support service of the troops (forces) 

includes expenses for the provisional support of 
troops (forces), namely: 

financing of the personnel; 
maintenance of weapons and military 

equipment in combat readiness conditions; 
education and training of personnel 

(individual training, operational training, combat 
training); 

maintenance of infrastructure; 
rotation of personnel. 
It should be noted that the category of 

combat readiness of troops (forces) concerns to all 
armed force units, without any exception, as well 
as to the facilities of the Armed Forces of Ukraine, 
since it implies the ability to fulfill the missions by 
all formations and units (which in fact means to 
react to threats (challenges) for the security of 
Ukraine). 
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The category “intelligence” covers all 
types of intelligence capabilities: technical, 
organizational and others, the ability to collect 
and process the information, to deliver promptly 
the reliable information to the management office 
for its effective use in predictable situations. It 
also includes the ability to gather information not 
only by units of the Armed Forces, but also by 
those of other ministries and agencies, including 
the information exchange (for example 
concerning the natural or man-made accidents 
and disasters). 

Forces and facilities, providing realization 
of possibilities covered by this category are 
troops and their sub-units, involved in collection, 
processing and delivering the information. 

Expenses for collecting and processing of 
the information can be classified as following: 

support of the groups of the radio and 
radio-technical intelligence service, groups of air 
space and other intelligence service, which are 
supposed to collect and process the information.  

Expenses for prompt delivering of the 
information: 

formation and providing of quick, safe and 
efficient functioning of the system of information 
exchange within the Armed Forces and between 
other ministries and departments. 

This category covers the additional 
expenses for intelligence service units (troops), 
which belong, first of all, to the list of standard 
troops, Annex 8 [2]. 

The category “deployment and mobility” 
covers the ability for prompt dislocation of the 
troops (forces) and facilities in a defined location 
(of deployment) and their quick motion, when  
performing tasks in the area of operations 
(mobility), in accordance with the condition of 
predicted situation. It implies the ability to move 
by means of transport of different types and 
access to them. 

Forces and facilities, providing realization 
of possibilities covered by this category, are 
groups, which provide transportation of troops 
(forces), public transport structures, 
infrastructure. 

Expenses for the deployment and mobility 
categories are following: 

preparation of the territory for the 
deployment activities; 

preparation of the facilities for tasks of  
mobility and deployment; 

providing of interaction with other 
government agencies to address issues of 
transportation for certain situations according to 
given scenarios. 

The category “application of troops 
(forces)” implies the ability for effective 
application of troops (forces), weapons and 
military equipment at any environmental 
conditions, especially for tasks concerning 
predictable situations. 

Forces and facilities, providing realization 
of possibilities covered by this category, are 
weapon systems and military equipment as well as 
the personnel (military units, divisions), capable 
for effective employment  of WMT for the 
situations according to predicted scenarios. 

Expenses for the category application of 
troops are following: 

combat operative training of the troops 
employment of the properly trained and 

experienced  personnel. 
The category “Management and 

communications” the ability of troops (forces) 
concerning the organization and implementation of 
effective control of troops (forces) during the 
preparation and during the performance of certain 
tasks in predictable situations. 

Forces and facilities, providing realization 
of possibilities covered by this category, are 
military units (sub-units) which provide control 
and communications, communication facilities and 
systems. 

Expenses for this category are following: 
equipping of troops (forces) by facilities, 

communication and information systems; 
equipping of the administrative organisms 

with facilities for data processing and related 
software; 

Security issues for protection of the 
information from hostile penetration and breaking 
of the systems of operation and communications. 

The category “Logistics (military parlance, 
technical and medical support)” implies the 
ability of organization and effective 
implementation of prompt logistics, medical 
support tasks in different situations, including in 
operations, combat actions of the troops (forces) 
during the whole period of their application, to 
achieve the goal of their application. 

Forces and facilities, providing realization 
of possibilities covered by this category, namely: 
military parts and logistics agencies. 

Expenses by the category are following: 
formation and keeping of material inventory 

in storages; 
formation of military medical institutions 

(military units, units) engaged in the recreation of 
the personnel;  

organization and functioning of the supply 
system. 
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The category “survivability and protection 
of troops (forces)” implies the ability of troops 
(forces) to maintain combat readiness and 
perform task in conditions of fire exposure by the 
enemy combatant (including the use of weapons 
of mass destruction) and the negative influence of 
the environment, including the consequences of 
natural and man-made disasters and accidents or 
other factors of a predictable situation. 

Forces and facilities, providing realization 
of possibilities covered by this category are units 
of the engineering troops, NBC protection 
structure, State emergency service of Ukraine 
(SESU) and other institutions. 

Expenses by the category are following: 

building of a system of fortification and 
defensive structures; 

equipping of troops (forces) by systems and 
equipment for protection and sustenance; 

interaction with other organizations, which 
perform tasks of civil defense and elimination of 
disaster consequences.  

The categories considered above form an 
integrated system, which allows for realization of 
the situation according to the predicted scenarios. 
The relationships between the elements of the 
system (of the categories of opportunities) in the 
context of their operation during implementation 
scenarios for situations are shown in fig. 1. 

 
Table 1 

№  Tittles of typical structures of forces Opportunity category 
1 All the forces in accordance with the degree of readiness Readiness 

Transport Aviation Brigade  
The transport helicopter 
Regiment of material support 

2 

Squadron of transport helicopters 

Logistics 

Bomber (Reconnaissance) Squadron 
Radio Engineering brigade 
Radio Engineering battalion 
Squadron of remotely controlled aircraft (SRCA) 

3 

Regimen (brigade) of SRCA 

Intelligence 

Transport Aviation Brigade 
The transport helicopter 
Squadron of transport helicopters 
Engineering Regiment 

4 

Engineering battalion 

Deployment and mobility 

Aviation Brigade of tactical aircrafts (TA) (fighter) 
Air Mobile (airborne) brigade (regiment) 
Air Mobile (airborne) battalion 
Artillery Division 
Marine Battalion  
The battalion of electronic warfare (EW) 
Coast anti-ship complex 
Bomber (Reconnaissance) Squadron 
Fighter squadron 
Squadron of combat helicopters 
Mechanized brigade 
Mechanized battalion 
Marine Aviation Squadron 
Marine helicopter squadron 
The regiment of marines 
Marines Battalion  

5 

Antitank battalion 

Application of troops (forces) 

READINESS 

LOGISTICS 

Management and 
communications 

Application of 
troops (forces) 

Intelligence 
Survivability and 

protection of 
troops 

Deployment 
and mobility 

Fig. 1. Relationships between the categories of opportunities in the context of their 
operation during the realization of the situation according to the predicted scenarios. 
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№  Tittles of typical structures of forces Opportunity category 
Rocket Division  
Artillery Division 
Self-propelled artillery battalion 
Tank brigade 
Tank battalion 
Communications Battalion 
Communications regiment 
Office (headquarters) of Operational Command (OC) 

6 

Office (headquarters) of Air Command 

Control and communications 

Division of Antiaircraft Missile of medium range 
Antiaircraft Missile Regiment 
Antiaircraft Missile Brigade  
Antiaircraft missile artillery division 
Antiaircraft missile division of short-range 
Antiaircraft missile complex of short-range 
Anti-aircraft missile system of medium-range 
Engineers regiment 
Engineering battalion 
Engineering company (military unit) 
The battalion electronic warfare (EW) 
EW company (military unit) 
Battalion of radiation-chemical protection (BRCP) 

7 

Company (military unit) of radiation-chemical protection (CRCP) 

Survivability and protection of troops (forces) 

 
 

It is proposed to accept the typical force 
structures with the same number of personnel, 
weapons and equipment and facilities, listed in 
the Table. 1 as parameters for the scoring 
evaluation of the expenses sufficiency, since they 
have the following properties:  

can be evaluated in terms of expenses for 
maintenance; 

can be compared with each other using 
peer evaluation scale; 

can be applied to all situations according to 
predicted scenarios;  

have the same lifetime cycle in terms of 
weapons and equipment operation; 

have almost the same composition and are 
equipped with the same number of these types of 
WMT. 

Since the composition of typical structures 
should be almost identical, the number and types of 
facilities should also be identical the expenses for 
maintenance of such structures should be almost 
the same or very close, which makes it possible to 
evaluate not only the amount, but also the cost 
efficiency. A significant deviation from the values 
of the amounts of costs for typical units should be 
an indication of the necessity for further analysis of 
the reasons for this. 

 
 
 

 
 

Fig. 2. Relationship for the category of opportunities “Readiness” 

Expenses of category 
 “Intelligence”  

Expenses of category 
 “Survivability”  

Expenses of category 
 “Logistics”  

SUPPORTING FORMATION 

Expenses of category 
“ Management and 
communications ”  

Expenses of category 
 “Application”  

Expenses of category 
“ Deployment and 

mobility ”  

READINESS 
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The synthesis according to each of the 

capability class makes it possible to form groups 
(clusters) corresponding to the category to which 

they belong in grouping of troops (forces) involved 
in the realization of scenarios of predicted 

Formation and storing of 
inventories in storages 

LOGISTICS 
(rearward, technical and medical support) 

Organization and 
functioning of the 

supply system 

Typical structures 
Aviation Transport Brigade 
Regiment of material support  
Squadron of transport helicopters 

Expenses for 
collection and 

processing of the 
information 

INTELLIGENCE  
Expenses for 

prompt 
delivering of the 

information 

Typical structures 
Bomber (Reconnaissance) Squadron 
Radio Engineering brigade 
Radio Engineering battalion 
Squadron remotely controlled aircraft (SRCA) 
Regiment (brigade) of SRCA 

DEPLOYMENT AND MOBILITY 
- preparation of the territory for deployment 
activities; 
- formation of tools for the tasks of mobility and 
deployment; 
- providing of cooperation with other 
government agencies to address the issues of 
transportation for certain situations according to 
the predicted scenarios. 

Typical structures 
Aviation Transport Brigade 
The transport helicopter 
Squadron of transport helicopters 
Engineering regiment 
Engineering battalion 

MANAGEMENT AND COMMUNICATION  
- equipping by systems and data transfer for troops 
(forces); 
- equipping the management office units with 
information processing systems; 
- performing issues for protection of the information 
from hostile intervention and breaking of the systems 
management and communication. 

 

Typical structures 
Communications Battalion 
Communications Regiment 
Office (Headquarters) of the Army Corps 
Office (headquarters) of the Operational 
Command (OC) 

THE APPLICATION OF TROOPS (FORCES) 
- operational combat training of troops (forces); 
- staffing by the personnel with appropriate 
training; 
- equipping by weapons and equipment, which 
allows for application of troops (forces) in the 
realization of the situations according to the 
predicted scenarios. 

 
Typical structures 

Aviation Brigade of tactical aircraft (TA) 
(fighter 
Air Mobile (airborne) brigade (regiment) 
Airborne (Airborne) Battalion 
The battalion of electronic warfare (EW) 
Coast anti-ship facility 
Bomber (Reconnaissance) Squadron 
Fighter squadron 
Squadron of combat helicopters 
Mechanized brigade (battalion) 
Marine aviation (helicopter) squadron 
Battalion of Marines 
The regiment of marines 
Antitank battalion 
Реактивний артилерійський дивізіон 

VITALITY AND DEFENCE OF TROOPS 
(FORCES) 

- creation of the system of fortification and 
protective building; 
- rigging of troops (forces) by the systems of 
defence and life-support; 
- co-operating with other structures that execute 
the task of civil defence and liquidations of 
consequences of emergencies 

Typical structures 
Artillery Brigade 
Artillery division of medium range 
Antiaircraft missile Regiment 
Antiaircraft missile artillery battalion 
Antiaircraft missile division of short-range 
Antiaircraft missile complex of short-range 
Anti-aircraft missile system of medium-range 
Engineering regiment 
Engineering battalion 
The battalion of electronic warfare (EW) 
Battalion of radiation-chemical protection 
(RCPB) 

Fig. 3. A relation is for the categories of possibilities 
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situations. The formation of such groups of 
troops (forces) will: 

combine the functional properties of 
strength categories and necessary number of 
them to perform tasks for the realization of the 
situations according to the predicted scenarios; 

form a dependency relationship between 
different features and costs of their formation and 
maintenance; 

form conditions for the evaluation of the 
influence of the element clusters on cost-
efficiency; 

account for features of lifecycle 
capabilities in the short term and its impact on 
cost efficiency. 
 

Conclusion. Thus, a system of scoring 
parameters based on the list of capabilities of 
troops (forces) is proposed using the expert-
analytical methods for the evaluation of the 
expenses for maintenance and development of 
the Armed Forces. 

Each of the opportunity categories is a 
list of forces, short-term maintenance expenses 
for which can be estimated by analysis of the 
total costs for  typical structures which belong to 
this list. 

In case of formation of a new typical 
structures (for performance of certain (specific) 
task) the list of structures alluded to above in 
Table 1 can be extended.  

The direction of future studies implies 
development of methods for the evaluation of the 
efficiency of maintenance and development 
expenses of the Armed Forces of Ukraine for the 
sake of state defense sufficiency for a short term. 
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Resume. Based on the test data the calculation of the integral indicator to assess the financial-economic 
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economic activity. 
 

Formulation of the problem. To make 
informed decisions for effective funding of the 
Armed Forces of Ukraine (Ukraine Armed 
Forces) in the structural units of the Ministry of 
Defence of Ukraine (MoD Ukraine) is formed to 
senior management report, which contains 
information about the structure of expenditure, 
the budget program. This data serves as a 
“planned financial resources” and “actual receipt 
of funds” and the difference between them. Also 
highlighted data and accounts receivable, 
operational and capital expenditures. These 
figures are expressed in general and special funds 
in physical terms and in percentage. However, 
there is no possibility to track the dynamics in the 
planning and spending of the defense budget. 

Analysis of recent research and 
publications. In [1-5] are defined problem issues 
in the area of planning and spending of defense 
budget and ways to overcome them. However, the 
questions of operational assessment of the 
financial condition of the Armed Forces of 
Ukraine are not covered and remains relevant. 

The purpose of the article. On the basis of 
demonstration example to prove the adequacy 
calculations to assess the financial support of the 
Armed Forces of Ukraine, using the proposed key 
indicators. 

Presenting main material. Providing 
effective planning, allocation and use of financial 
resources - the main goal of the functioning of 
financial MoD Ukraine and Armed Forces of 
Ukraine. To assess the financial security Forces 
of Ukraine will use key performance indicators 
that were covered in [6]. For each level of 
management of financial and economic activity 
by target effective functioning and indicators 
describing financial and economic activity. After 

which was made attachment of indicators 
corresponding to the purposes of spending money 
on each level of the hierarchy and based on expert 
estimates calculated level of specific gravity 
(determining influence on each other) for each 
indicator. For the purpose of leveling large spread 
in estimates of impact indicators on each other 
geometric mean was calculated for each indicator 
and brought to another measurement scale. 

The integral indicator determined on the 
basis of multi-additively-multiplicative models 
estimates generalized indicators [7, 8], the choice 
of which is due to the dependence of indicators at 
all levels of cascading. 

Here is an example calculation for the 
sphere “Providing financial resources of the Armed 
Forces of Ukraine”, direction Sufficient 
availability of financial resources for life support 
the Armed Forces of Ukraine. To assess this 
direction used 10 indicators listed in the Table. 1. 

Calculation of indicators will be carried out 
for the situation of uneven funding of the Armed 
Forces of Ukraine of life during a particular year. 
The scenario calculation, the following: in the first 
months (January, February) is a significant under-
funding in the coming months (March, April) - a 
slight financing (compensation for previous 
months), then the funding is in acceptable limits, 
but the deficit accumulates, which in at the end of 
the year covered significant excessive funding. 

The values of the indicators related to 
receivables and payables are established by to the 
permissible limits, and those that should decrease - 
during the year reduced. The values other 
indicators related to the fulfillment of the budget 
will sometimes be in limits. There will be use test 
data (see Tab. 2-11). 
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Table 1 
List of financial performance indicators of the Armed Forces Ukraine 

№ The name and symbol indicator 
1. q1 Coefficient of overdue accounts receivable 
2. q2 Coefficient of overdue accounts payable 
3. q3 Coefficient of uncollectible accounts receivable 
4. q4 The coverage ratio of accounts payable 
5. q7 Coefficient of of timeliness repayment of accounts payable 
6. q8 Coefficient of budget performance the general fund 
7. q10 General fund deficit coefficient 
8. q11 Relative indicator of deviation amount of actual financing from planned 
9. q12 Indicator expenditure budget 
10. q13 Indicator deviation amount budgeted allocations of the amount needs 

 

Table 2 
Coefficient of overdue accounts receivable 

 Months 
 I II III IV V VI VII VIII IX X XI XII 
ARov 113,4 153,3 275,6 423,5 543,9 674,6 743,6 899,1 960,7 1002,5 1087,2 1154,5 
AR 374,2 743,6 1487,3 2111,6 2783,6 3156,6 3465,3 3788,0 4006,8 4154,4 4265,5 4301,5 

q1<0,3 0,30 0,21 0,19 0,20 0,20 0,21 0,21 0,24 0,24 0,24 0,25 0,27 
ARov –overdue accounts receivable; 
AR –accounts receivable. 

Table 3 
Coefficient of overdue accounts payable 

 Months 
 I II III IV V VI VII VIII IX X XI XII 
APov 113 102 89 81 72 61 45 34 24,5 17 11 7 
AP 354 334 324 301 287 267 254 248 230,1 221 201 189 

q2↓ 0,319 0,305 0,275 0,269 0,251 0,228 0,177 0,137 0,106 0,077 0,055 0,03 
APov – overdue accounts payable; 
AP – accounts payable; 
q2↓ - reduction of fixed value. 

Table 4 
Coefficient of uncollectible accounts receivable 

 Months 
 I II III IV V VI VII VIII IX X XI XII 
ARun 9,7 8,9 8,1 7,3 6,5 5,7 4,9 4,1 3,3 2,5 1,7 0,9 
AR 374,2 743,6 1487,3 2111,6 2783,6 3156,6 3465,3 3788,0 4006,8 4154,4 4265 4301 
q3↓ 0,0259 0,0120 0,0054 0,0035 0,0023 0,0018 0,0014 0,0011 0,0008 0,0006 0,000 0,0002 

ARun – uncollectible accounts receivable 
AR – accounts receivable 
q3↓ - reduction of fixed value 

Table 5 
The coverage ratio of accounts payable 

 Months 
 I II III IV V VI VII VIII IX X XI XII 
Remass 352 355 324 303 290 269 255 248,3 235 224 205 191 
AP 354 334 324 301 287 267 254 248 230,1 221 201 189 
q4≥1 0,994 1,063 1,000 1,007 1,010 1,007 1,004 1,001 1,021 1,014 1,020 1,01 

Remass – remains of budget assignments; 
AP– accounts payable. 

The values indicator for the first month is due to underfunding beginning of the year scenario, 
the value indicator for second month in comparison with other values than by excessive funding. 

Table 6 
Coefficient of of timeliness repayment of accounts payable 

 Months 
 I II III IV V VI VII VIII IX X XI XII 
Bal 45 55 34 44 56 45 41 34 32,5 35 44 41 
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AP 354 334 324 301 287 267 254 248 230,1 221 201 189 
q7= 0,1-0,25 0,127 0,165 0,105 0,146 0,195 0,169 0,161 0,137 0,141 0,158 0,219 0,21 

Bal – balance of funds on accounts; 
AP – accounts payable. 

Table 7 
Coefficient of budget performance the general fund 

 Months 
 I II III IV V VI VII VIII IX X XI XII 

DIS 1374 5505 4057 4423 4407 4301 4313 4356 4231 4988 6510 6256 
EST 1465 5211 4176 4567 4510 4300 4378 4356 4234 4988 6300 5888 

q8=0,9-1 0,94 1,06 0,97 0,97 0,98 1,00 0,99 1,00 1,00 1,00 1,03 1,06 
DIS – distribution of funding at the moment of formation of the report; 
EST – estimates appointment for a year taking into account changes. 

According to the scenario in the first month of underfunding (0.6); carried in the next month the 
previous compensation - excessive funding. In the coming months as there is not a large underfunding 
(within 0,01-0,03), which compensated for at the end of the year. 

Table 8 
General fund deficit coefficient 

 Months 
 I II III IV V VI VII VIII IX X XI XII 
DIS 1304 5805 4057 4423 4407 4301 4313 4356 4231 4988 6510 6256 

TAR 1515 5543 4277 4634 4591 4357 4411 4465 4244 4999 6411 6101 
q10=0,75-1 0,86 1,05 0,95 0,95 0,96 0,99 0,98 0,98 1,00 1,00 1,02 1,03 

DIS – distribution of funding at the moment of formation of the report; 
TAR - target for costs. 

Usually, the demand always exceeds revenues, as shown in the table. However, the value of the 
coefficient also indicate uneven funding at the beginning and at the end of the year. 

Table 9 
Relative indicator of deviation amount of actual financing from planned 

 Months 
 I II III IV V VI VII VIII IX X XI XII 
DIS 1421 5385 4057 4423 4457 4301 4313 4356 4231 4988 6510 6056 
EST 1465 5211 4126 4527 4510 4300 4378 4356 4234 4988 6300 5888 
q11 3,00 -3,00 2,00 2,00 1,00 0,00 1,00 0,00 0,00 0,00 -3,00 -3,00 

Topically at divergence of sums of the actual financing from the annual estimate setting; 
DIS – distribution of funding at the moment of formation of the report; 
EST – estimates appointment for a year taking into account change. 

Ideally, the coefficient should be 0, ie the amount estimated revenues correspond purposes. The 
positive percentage characterizes the underfunding and negative - excessive funding. 

Table 10 
Indicator expenditure budget 

 Months 
 I II III IV V VI VII VIII IX X XI XII 

SP 1465 5211 4176 4567 4510 4300 4378 4356 4234 4988 6300 6256 
DIS 1465 5211 4176 4567 4510 4300 4378 4356 4234 4988 6300 5888 
q12=1 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,06 

SP – spent financial resources 
DIS – distribution of funding at the moment of formation of the report 

This indicator must equal one, but the end of year it exceeds the established standard that 
characterizes the a significant excessive funding. 

Table 11 
Indicator deviation amount budgeted allocations of the amount needs 

 Months 
 I II III IV V VI VII VIII IX X XI XII 

EST 1465 5211 4176 4567 4510 4300 4378 4356 4234 4988 5888 6300 
TAR 1515 5543 4277 4634 4591 4357 4411 4465 4244 4999 6411 6101 
q13=1 0,97 0,94 0,98 0,99 0,98 0,99 0,99 0,98 1,00 1,00 0,92 1,03 

EST – estimates appointment for a year taking into account changes 
TAR -- target for costs 
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The need for financial resources usually exceeds the estimated destination, as shown in Table 11, 
except the last month, when carried excessive finance. 

Table 12 
The values the integral indicator (picture 1) 

 Months 
 I II III IV V VI VII VIII IX X XI ХІІ 

Q 0,8096 0,1713 0,6979 0,7012 0,5920 0,4862 0,5905 0,4782 0,4812 0,4796 0,1495 0,1702 
State Поган Поган Задов. Поган Задов. Добре Задов. Добре Добре Добре Поган Поган 
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Fig. 1 The values the integral indicator during the year 

 

We perform the Analysis of the received integral indicator values, find out what factors have 
influenced them in a table, where the symbol “+” - marked positive impact, and the symbol “-”–  
negative impact. 

Table 13 
Analysis of the integral indicator 

 Months 
 I II III IV V VI VII VIII IX X XI XII 

q1 - + + + + + + + + + + + 
q2 + + + + + + + + + + + + 
q3 + + + + + + + + + + + + 
q4 - + + + + + + + + + + + 
q7 + + + + + + + + + + + + 
q8 - - - + - + - + + + - - 
q10 - - + + + + + + + + - - 
q11 - - - - - + - + + + - - 
q12 + + + + + + + + + + + - 
q13 - - - - - - - - + + - - 

Q 1,685 -0,704 0,8079 0,8112 0,702 0,486 0,590 0,47 0,48 0,48 0,15 -0,16 

State badly badly 
satisfa
ctorily 

satisfac
torily 

satisfac
torily 

fine 
satisfac
torily 

fine fine fine badly badly 
 

Analysis Table 13 shows that good 
condition of financial resources for the viability 
of the Armed Forces of Ukraine, is when not one 
factor adversely affecting the results (IX, X) or 
only one (VI, VIII), satisfactory condition is 
when individual indicators (2 or 3) negative affect 
(III, IV, V, VII), bad condition - when more than 
three indicators affect negatively (I, II, XI, XII). 
The most negative impact in this scenario render 
coefficient of budget performance the general 
fund (q8), relative indicator of deviation amount 
of actual financing from planned (q11) and the 
indicator deviation amount budgeted allocations 
of the amount needs (q13). Due to the relative 

indicator deviation amount of actual financing 
from planned can be a negative value (excessive 
funding). 

Conclusions. Thus, the proposed key 
performance indicators of financial support of the 
Armed Forces of Ukraine to adequately reflect the 
state of financial resources for the viability of the 
Armed Forces of Ukraine, which allows further 
provide a basis for information and analytical 
support of process of management decisions and 
implementation of internal control and risk 
management of financial support of the Armed 
Forces of Ukraine. 
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Areas for further research. One of the 
issues when using integration indicators are 
qualitative interpretation of the values obtained 
(“badly”, “satisfactorily”, “fine”), the definition 
of borders and limits of of ambiguity between 
qualitative assessments that require further 
research. 
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Formulation of the problem. The 
introduction of a new concept of defense 
capability planning faced a number of problems. 
Some of them were minor and were taken 
through consultations. Others are systemic in 
nature and require attention from all participants 
in the strategic planning process. 

Analysis of key studies and publications. 
Paradigm shift defense planning was announced 
in the “Four Defense Review of US Forces” in 
2001. To implement CBDP have been actively 
developed new principles, principles and models. 
Thus, already in 2002 there CBDP theoretical 
principles, developed by RAND Corporation. In 
January 2004, an influential research group led 
by Deputy Secretary of Defense Edward 
Aldridge finalizing principles CBDP. “Strategic 
Planning Guide” in 2004 finally approved the 
transition of US defense planning system to force 
development based on capabilities. “Catalog of 
the Joint Capabilities”, became common base 
output data for all US Military Forces. Staffs of 
the Armed Forces of species made changes to the 
organizational structure, methods and procedure 
of their work. 

The purpose of the article. The article is 
an analysis of the problems of introducing the 
concept of CBDP. 

Main material . Ukraine's Strategic 
Defense Bulletin 2016 involves the development 
of defense planning system as part of the national 
planning system in the defense and security 
sector through the introduction of modern 
methods, particularly CBDP. These efforts will 
provide the following results: expand the list of 
task forces of defense and security, especially in 
the conditions of the special period in peacetime; 
increase the effectiveness of the defense and 
security sector, is to reduce the risks to security; 
optimize resource costs. 

Consider the basic problem of introducing 
the new concept of defense planning. 

1. Terminology. US DoD introduced 
universal definition of “capacity”: the capacity - is 
“the ability to achieve the desired result, the criteria 
and conditions with a combination of capabilities 
and techniques and methods of their use for the 
tasks”. Study Group Aldridge central focuses 
refinement and formulation of “capabilities” as the 
basis of all prospective defense planning system 
[3]. The national legal framework and specialist 
literature does not give a clear and precise 
definition of the term. 

2. The principles of the new concept of 
defense planning. Approaches to the defense 
planning of the Cold War provided support 
stability and balance in politics and military power 
parity countries. The transition from strategic 
planning purposes to force structure represented a 
complex but well established process. With the 
collapse of the bipolar system revival reliable 
method of allocating resources to address new 
challenges was logical. 

3. Changing approaches to strategic 
forecasting  and development baseline. Currently, 
strategic forecasting are less predictable than in 
previous years, but this does not mean that 
baselines may not be used under the new approach. 
A set of scenarios that existed before should be 
substantially expanded and revised, including 
considering what specific options neutralize threats 
should not replace the CBDP. 

4. Use the category of “risk” as the primary 
efficacy evaluation planning. One figure cited 
experts on defense planning - is the risk. As far as 
strategic planning, business development is usually 
to increase profits, and so national security strategy 
should include a significant reduction of risk. 

5. Development of methods, models and 
methodologies of the new system of defense 
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planning. Traditional models of military conflict 
aimed at destroying potential opponents with full 
exertion of all available human and material 
resources, gradually sidelined in the strategic 
planning. Relevant are hybrid scenarios involving 
the entire spectrum of national power as well as 
Allied Forces which play a significant, but not 
the main part. CBDP requires developing artists 
use several options groupings of troops (forces) 
in different conditions IDPs. 

6. Additive steadily expanding list of tasks 
to perform which should be ready force security 
and defense. Forces must have the necessary 
flexibility and adaptability of defense planning 
their reaction to meet any possible changes IDPs. 

7. Compatibility with existing defense 
programs.Initially, the military must be identified 
in terms of the main tasks of defense and security 
sector and established standards of performance 
and only then in terms of alternative 
combinations required to perform the tasks 
resources. 

8. Compliance Requirements integrated 
defense and security forces at any stage of 
planning. World experience in defense planning 
over the past 25 years is the history of progress in 
life the concept of a truly united forces of defense 
and security. CBDP concept provides additional 
opportunities to achieve this important goal. 

9. Determination of capacity under the 
networking concept. The experience of crises 
shows that the best problem-solving does not 
always depend on the tactical and technical 
performance. Opportunities defense and security 
forces increasingly conditioned by the presence 
of innovative concepts driving operations, the 
introduction of new forms and methods of 
personnel and formation commanders with the 
necessary skills of management, including the 
use of business processes. The concept CBDP 
intangible factors become another element of 
planning. 

10. The combination of capacity planning 
in the medium and long term and current needs 
of the security forces and defense. In addition to 
differences in organizational, methodological, 
technological plan, and the culture of long-term 
and current planning, another difference is in the 
head end of the system. 

11. Formation of the desired list (catalog) 
capabilities of the security and defense of the 
forecast variants. CBDP implementation problem 
is not only the need to develop separate lists of 
capabilities for different forecasting horizons 
(which are often radically different from each 
other), but also in the application of this basic 
planning principles. Oriented capacity planning 

system from the final result applies to both the 
short and the medium and long term planning. 

12. Organizational problems are the most 
difficult for implementation CBDP. CBDP concept 
requires that the translation strategy military 
capabilities held in joint planning body, and all the 
military resources included structural and financed 
almost entirely from the budget. 

Conclusions. CBDP concept is the next 
stage of the strategic planning of the security and 
defense. Its implementation requires a deep 
multifunctional reform that covers all the principles 
of national security and defense. Implementation 
CBDP faced some problems. Some of them can be 
removed quickly enough additional training 
specialists in defense planning. Other problems are 
systemic and require greater attention by all 
components of the defense and security sector. 

In the future will be the basic components 
of the defense planning process through the 
development of capabilities. 
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Formulation of the problem. Experience 
modern local wars and armed conflicts shows that 
the course and outcome of the battle depends 
greatly on how to establish cooperation between 
all departments that are involved in it, and the 
system of logistics. It is clear that reliable 
functioning of logistics significantly increase the 
combat effectiveness of troops and their capacity 
to perform the tasks. Therefore, the assessment of 
the efficiency of logistics processes has very 
important significance in the system of Logistics 
of the Armed Forces of Ukraine (LAF Ukraine). 

Analysis of recent research and 
publications. The analysis of the last researches, 
publications shows that the question of economic 
calculations of possibilities of the state in relation 
to providing of implementation of put before LAF 
of Ukraine of tasks is give considerable attention 
from the side of guidance of the state and AF of 
Ukraine [1-6]. Transition from a concept 
"satisfaction of necessities of AF in full", that 
existed at Soviet Union to the modern terms of 
development of AF of Ukraine, the necessity of 
realization of the detailed фінансово-
економічних calculations shows after any 
possible variant of their application with the aim 
of estimation of economic efficiency of logistic 
processes of logistical support. Speed of increase 
of necessities of AF of Ukraine today far more 
than speed of proceeding in economic feasibilities 
of the state, hereupon, constantly divergence 
increases between the volumes of necessary 
financial resources for functioning AF of Ukraine 
and volumes that the state is able to distinguish. 

It is today determined Conception of 
development to the sector of safety and defensive 
of Ukraine, that "financing to the sector of safety 
and defensive will need aspiration annually not 
less than 5 % from a gross domestic product 
annually, in particular on charges on a defensive - 
not less than 3 % gross domestic products 

annually". At the same time, for effective 
allocation of material resources necessary 
realization of the special researches of existent 
problems in the system LAF of Ukraine, and also 
development of corresponding scientifically-
methodical vehicle for their decision. Limit nature 
in resources causes the necessity of estimation of 
economic efficiency of logistic processes of 
logistical support of AF of Ukraine with further 
optimization of allocation of present resources 
after objects, that use them. Therefore a decision of 
question in relation to the estimation of economic 
efficiency of logistic processes of logistical support 
of AF of Ukraine is the actual enough and timely 
task of present time. 

The aim of the article is an improvement of 
methodological bases of estimation of economic 
efficiency of logistic processes of logistical support 
of AF of Ukraine. Exposition of basic material. 
Obviously, that at the terms of limit nature of 
resources for providing of necessary level of 
defensive capacity of the state high organization of 
work and close co-operation of all links of 
management, coordination of economic efforts and 
timeliness of realization of any measures, are 
needed, in fact during implementation of tasks 
from LAF of circumstance can sharply change, can 
put new tasks subdivisions, and accordingly, new 
tasks will arise out of their providing. In modern 
terms the basic requirements to logistical support 
of AF of Ukraine are: is ability to carry out in short 
spaces shifting of troops (forces) in the districts of 
the operative setting; it is readiness to the trouble-
free supply of troops (forces) during different by 
the nature and scales of military operations; it is a 
presence of reliable control system by logistical 
support.  

Presenting main material. By basic 
problems that stipulate the necessity of 
development of existent scientifically-methodical 
vehicle for an estimation and ground of efficiency 
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of logistic processes (LP) in the system LAF is: is 
reduction of quantity of organs of LAF, that 
resulted in objective contradiction between a 
structure and composition of the system LAF, by 
the volume of the functions fixed on them and 
possibilities taking into account the necessities of 
present time; it is creation of new subdivisions in 
LAF of Ukraine, that must be provided; are 
changes of forms and methods of application 
LAF of Ukraine, them LAF; it is a presence of 
budget constraints and question of effective 
allocation of resources, troops (forces) 
distinguished on the necessities of LAF. 

Obviously, that at the terms of limit nature 
of resources for providing of necessary level of 
defensive capacity of the state high organization 
of work and close co-operation of all links of 
state power, coordination of economic efforts and 
timeliness of realization of large and small 
measures of the resource providing are needed. 

Having a special purpose efficiency of 
logistic processes in the system LAF is 
determined from positions of theory of efficiency 
of purposeful processes, as a degree of 
achievement of certain goal, for example, 
timeliness of delivery of material facilities [7]. 
Under general efficiency of logistic processes a 
between’s understands by the charges of 
resources on their realization and eventual effect 
a receipt of that for set time is the aim of 
operation. Thus, military-economic efficiency of 
logistic processes represents a between’s by 
economic and having a special purpose 
efficiency. 

Every logistic process will be realized at 
certain external terms and in interests of the put 
aims of Ц1,…, Цi. Thus there is a consumption of 
resources in size of С1,..., Ср, that in course of 
time Т1,..., Тm results in the partial effect of 
Э1,..., Эk, that shows up in eventual efficiency of 
Е. 

The task of estimation of economic 
efficiency of logistic processes in the system LAF 
results in the necessity of account of plenty of 
different indexes (preparation, loading-unloading, 
transporting of LAF and other). Some indexes 
have a permanent value and behave to the 
normative parameters, for example: norms of 
providing, norm of storage of supplies, norm a 
day and others like that. Separate indexes have 
certain limitations carrying capacity of transport 
vehicles, capacity of syllables, removal of 
suppliers of LAF and others like that. Thus, the 
estimation of efficiency of logistic processes it is 
expedient to determine as correlation of size of 
the got effect to the charges of resources or vice 
versa. In first case the index of efficiency will 

characterize the size of effect on unit of the inlaid 
facilities, in the second amount of the used 
resources on unit of the got effect or cost of unit of 
effect. It is necessary for the decision of these 
tasks, first of all, to define the aim of logistic 
processes in the system LAF, then to set criteria 
and to work out the algorithm of estimation them 
military-economic efficiency. 

During realization of researches, in the 
first turn, the decoupling of aims of basic logistic 
processes comes true on a task and operations of 
more subzero level. Obviously, that at functioning 
of the system LAF an aim will be arrived at by 
realization of potential possibilities and to the 
decisions of all component tasks, which, in turn, 
require an objective estimation. Simultaneous or 
successive implementation of these tasks provides 
gaining end of logistic processes, and their totality 
creates the multilevel system of aims and tasks of 
logistic processes in the system LAF troops. Every 
task at corresponding hierarchical level has 
concrete maintenance that takes into account the 
terms of his decision (methods of storage and 
delivery, plenitude of financing and other). 
Character of these tasks determines general and 
partial aims of logistic processes and 
corresponding to them efficiency. From it swims 
out, that the general aim of logistic processes is 
arrived at as a result of achievement of partial aims 
and decision of partial tasks, troops sent to timely, 
complete and rational LAF. Decoupling of general 
aim of logistic processes (Хо) on stakes, presented 
on the tree of aims taking into account 
maintenance of the decided tasks in accordance 
with fig. 1 [8, 9]. 

Thus, carried out the decoupling of aims, 
get count of aims and tasks. Aims are up-diffused 
after levels. For example, the aim of Х0 is arrived 
at, if achieved objective Х1, 1, Х1, 2 and Хz. Farther 
like, aim of Х1, 1 arrived at, when the tasks of the 
second level of Х2 will decide Х2, 2 and Х2, z. Thus 
the aims of the first level (Х1) are formed coming 
from the aims of basic logistic processes (storage, 
receipt and delivery of material facilities), second 
level (Х2) - going out tasks after the types of 
logistic processes (loading, transporting, 
unloading), third and next levels (Хm) - going out 
totality of all operations. Importance 
(meaningfulness, priority) of tasks of every 
hierarchical level of "tree of aims and tasks" is 
determined in future, and in further and a ration 
participating of forces and facilities in the 
achievement of primary objective. In connection 
with hierarchical subordination of tasks of more 
subzero level to the higher aims, arc can be 
characterized by the relation of importance (to 
meaningfulness, priority) of decision of z-task (of 
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i+ 1)th level for the achievement of j-aim of i-
level. In this case to the arcs it is possible to put 

weighed coefficients in accordance of number gijz, 
                             0,10 ≤≤ ijzg .                     (1.1) 

 

 

Thus,                       0,1
1

1

=∑
+

=

jl

z
ijzg ,                 (1.2) 

then sum of weighed coefficients of all arcs that 
go out any top (any j- and tops of i- level) must 
equal unit. However, the weighed coefficients of 
g will depend on the stage of operation, logistic 
processes. It can set the weighed coefficients of 
arcs (coefficients of importance) an expert way 
and ration them so that they satisfied correlation 
(1.1) and (1.2). Weighed coefficients of arcs, that 
combine aims at the level of i with aims at level 
and +1 create a matrix  

                          = ijzi gQ ,                        (1.3) 

what carries the name of matrix having a special 
purpose “facilities”. It goes out from a formula 
(1.2), that the sum of coefficients of this matrix in 
every line will equal unit. If now to provide for, 

that the known vector-column of coefficients of 
importance of aims of i-level us 

                    ( )ijiii pppp ,...,, 21= ,            (1.4) 

what satisfies to the terms 

                       ,1,10
1

=≤≤ ∑
=

il

j
ijij pp                (1.5) 

then, using a matrix having a special purpose 
“facilities”, can be defined vector of coefficients of 
importance of aims (i+1) of th level after a formula 

                           iili PQP ⋅=+1 ,                   (1.6) 

where matrix ilQ  -matrix, that transposed to iQ . 

Postulated formula (1.2), it is possible to 
dignify the vectors of criticality, starting from i=2 
to i=m-1-th level. Vector of important factor for 
the first time i=1 known as the importance of any 
purpose first level Xiz equal weighting factors arc 
that goes from the top Х0 and enters the top Х1z. 

According to formula (1.6) value z-ї 

component vector 1+iP  equals 

,,...,2,1,2,...,1, 1
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then ratio importance of goals ziX ,1+  will be 

the sum of the coefficients of the importance of 
goals i, weighted coefficients importance of arcs 

within the top ziX ,1+  of all of the level i. 

In accordance .1
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Simultaneously with the solution of the 
problem can determine the importance of the tasks 
of each hierarchical level "tree of goals and 
objectives" that is, their significance, and upon 
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Pic. 1 A decoupling of aims of logistic processes and tasks is in the system LAF 
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closer study of equity participation and 
capabilities to achieve the main goal. 

Conclusion and direction for further 
research. The degree of security forces LAF is 
the basic parameter for finding ways to improve 
logistics processes. The proposed scientific 
approach will help determine the integral index 
of efficiency of logistic processes, which will 
characterize the amount of costs per unit 
cumulative effect, leading to obtain a 
comprehensive assessment of their economic 
efficiency and help them make informed choice 
rational option under current conditions. 

Focus on the end result is the need for 
constant change priorities criteria for evaluating 
the efficiency of logistics processes in the 
logistics by which to reduce the time of decision, 
the best option criteria for evaluating the 
efficiency of logistics processes in the logistics 
and will be the next step for further research. 
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Raising of problem. In XXI century there 
is further dynamic development of soldiery 
technologies which substantially influence and 
determine forms and methods of conduct of battle 
actions. For today informative space next to dry 
land, sea, air and space actively used in the 
military opposing. Becomes more obvious, that 
than more possibility is in an informative sphere, 
the more so political and soldiery advantages. 
Therefore the problems of forming of the 
effective system of counteraction to the 
informative threats, in particular cybernetic 
threats in the field of defensive of the state, 
become extremely actual taking into account the 
processes of reformation and development of 
defensive of the state of Ukraine. 

Informative space, resources, infrastructure 
and technologies, largely influence on the level of 
military potential of the state and her military 
powers. Today, as never, informative constituent 
in strategy of providing of national and military 
safety of the state went out on the first plan [1, 4, 
12]. 

It is conditioned by the following: 
the results of destruction and 

disorganization of informative infrastructure of 
the state are compared to the consequences of 
application of weapon of mass defeat; 

in the conditions of stopping of cold war 
normalizations of intergovernmental relations in a 
traditional military sphere, the centre of gravity of 

opposing of the developed states moves to the 
informative sphere; 

facilities which are used for negative 
influence on the informative and 
telecommunication systems became accessible not 
only state to the special services but also separate a 
criminal and terrorist groupment, as a result the 
problem of providing of informative safety became 
international and compared to global economic and 
ecological security. 

Swift development of information 
technologies and globalization of the Internet 
resulted in a volume, that the informative 
infrastructure of the state became the object of 
criminal activity - more vulnerable places appeared 
for criminal encroachments. Criminal and terrorist 
groupments got possibility of the use of global 
network for achievement of the aims. From it a 
problem of providing of safety of informative 
infrastructure is substantial in the defensive 
capacity of the state, her to economic and social 
development. The processes of global 
informatization led to that modern society 
practically fully depends on the state of safety of 
informative infrastructure. 

A cyberspace gradually grows into separate, 
next to traditional there is “earth”, “air”, “sea” and 
“space”, sphere of conduct of battle actions, in 
which more active corresponding subdivisions of 
military powers of the leading states of the world 
[operate 4]. Taking into account the wide use of 
modern information technologies in the sector of 
safety and defensive, creation of single CAS of 
management of Military Powers of Ukraine of 
cybernetic defence of our state vulnerable becomes 
to cybernetic threat. 

In Constitution of Ukraine of providing of 
informative safety it is adopted among the major 
functions of the state, by the matter of all 
Ukrainian people (century 17). The sphere of 
informative safety is regulated by operating 
normatively-legal documents: Constitution of 
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Ukraine; Strategy of national safety of Ukraine 
(in the release of Decree of President of Ukraine 
from May, 26, 2015 № 287/2015); Conception of 
development to the sector of safety defensive of 
Ukraine, brought into an action by Decree of 
President of Ukraine from March, 14, 2016 № 
92/2016); the Military doctrine of Ukraine, 
ratified by Decree of President of Ukraine from 
Septembers, 24, 2015; Strategy of cybernetic 
safety of Ukraine (in the release of Decree of 
President of Ukraine from March, 15, 2016 № 
96/2016); Strategic defensive bulletin of Ukraine 
(brought into an action by Decree of President of 
Ukraine from June, 6, 2016 № 240/2016); 
Strategy of communications of Military Powers 
of Ukraine, ratified by the order of Secretary of 
defence of Ukraine from September, 30, 2015; 
ratified international agreements, in particular, 
Convention about cybernetic criminality [12]. 

For today threat to cybernetic safety 
actualization because of act of such factors:  

insufficient level of security of critical 
infrastructure, state electronic informative 
resources and information from cyber threat; 

unsystematic of measures of cyber defense 
of critical infrastructure; 

insufficient development of 
organizationally-technical infrastructure of 
providing of cyber safety and cyber defence of 
critical infrastructure and state electronic 
informative resources. 

Large actuality is acquired by actions in 
cybernetic space. Intellectual influence on 
informative and telecommunication networks 
with the purpose of violation of functioning of 
control system by troops and weapon opens wide 
asymmetric possibilities in relation to the decline 
of battle potential of opponent. 

Strategy of cyber safety of Ukraine (farther 
- Strategy) has for a purpose conditioning for the 
safe functioning of cyberspace, his use in 
interests of person, society and state [4]. 

For achievement of this purpose necessary 
is: creation of the national system of cybersafety; 

strengthening of possibilities of subjects to 
the sector of safety and defensive for providing of 
effective fight from cyber threats of military 
character, cyber terrorism and cyber criminality , 
deepening of international cooperation in this 
sphere; 

providing of cyber defense of state 
electronic informative resources, information, 
requirement in relation to defense of which set by 
a law, and also informative infrastructure which is 
under jurisdiction of Ukraine and violation of the 
permanent functioning of which will have a 
negative influence  

on the state of national safety defensive of 
Ukraine (critical informative infrastructure). 

Analysis of the last researches and 
publications. For specialists the looks of domestic 
and foreign scientists of Бірюкова Д.С., 
Грачева Г.В., Дубова Д.В., Кондратова С.І., 
Турка Н.І., Устименка О.В., Манойла А.В., 
Петренка А.І., Фролова Д.Б, Прохожева А.А., 
Литвиненка О.В., Почепцова Г.Г., Козер Л.and 
other 6, 11-14]. 

The analysis of works shows that in the 
modern terms of development of person, society, 
state a role and place of informative component 
activity rises, acquires all yet greater weight and 
becomes one of major elements of providing of her 
national safety, informative safety and others like 
that. 

Taking into account, that informative wars 
are constantly perfected lately, change and more 
used for achievement of political, economic and 
soldiery aims, this question requires a deep study, 
system and constancy. 

The examples of many countries of the 
world (The USA, countries of ЄС, South Korea 
and others like that) with the developed 
informative infrastructure testify to the 
considerable increase of dependence of socio-
economic stability, national safety, informative and 
cyber safety on the whole from the level of 
security of the informative, telecommunication and 
informative-telecommunication systems. One of 
major tasks there is development and realization of 
measures on prevention, removal and 
neutralization of threats to interests of the state, 
society and rights for citizens in the field of 
informative safety. 

Virtual space of global informative networks 
becomes a strategic battle-field which changes 
geopolitical and military-political priorities 
radically. Already there is not a sharp necessity to 
conquer territory and hold it under control. Cyber 
attack is far more cheap and more effective of 
"classic" wars. It is enough to put out of action 
command not foci’s, but systems and lines of 
management of civil and military informative 
infrastructure of the state for that an out of control 
process began, id est chaos. 

Research workers and soldiery analysts 
mark such factors which stipulated the indicated 
situation [6, 11, 12]: change of maintenance of 
primary objective of war, which is now sent to 
decline of will of opponent to resistance, 
destruction of him political, military-economic and 
morally-psychological potential, with further 
establishment of the loyal political mode; 

high battle efficiency of high-fidelity 
weapon and facilities of informative influence 
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(especially informatively-psychological), that 
defined the dominant role of electronic-fire and 
informative operations, creation of high-
efficiency facilities of informative influence 
(opposing) and high-fidelity weapon with the 
elements of "artificial intelligence"; 

growing non-acceptance by society of 
power methods of decision of international 
disputes, which requires substituting of traditional 
decimators by new more effective: informative, 
power, biotechnical, unlethal and others like that. 

The purpose of the article is development 
of methodical approaches in relation to providing 
of cybernetic safety of objects of critical 
informative infrastructure, which decide in the 
defensive capacity of the state, her to economic 
and social development. 

Exposition of basic material. Such basic 
terms and determinations of their concepts, which 
are used in the articles [1-5, 8, 10]. 

Cybernetic safety (cyber safety) - is the 
state of security vitally important interests of man 
and citizen, society and state in a cyberspace. 

Cybernetic defense is an aggregate of 
methods measures of organizational, normatively-
legal and technical character, sent to providing of 
cybernetic safety. 

Note. Carried out by defense of elements of 
informative infrastructure, which form own 
cybernetic space (CASS of management, 
informative systems of design and support of 
decisions, informative-telecommunication 
systems and others like that) from destructive 
informative actions. 

A critical infrastructure - is an aggregate of 
objects infrastructures of the state, which are most 
essential for an economy and industry, 
functioning of society and safety of population 
and lay-up or destruction of which can have a 
substantial influence on national safety and 
defensive, natural environment and to result in 
considerable financial losses and human victims. 

Objects of critical infrastructure - of 
enterprise and establishment (regardless of 
pattern of ownership) of such industries as 
energy, chemical industry, transport, banks and 
finances, information technologies and 
telecommunications (electronic communications), 
food, health protection, communal economy, 
which is strategically important for functioning of 
economy and safety of the state, society and 
population. 

Cyber attack is unauthorized actions, which 
are carried out with the use of informatively-
communication technologies and sent to violation 
of confidentiality, integrity and availability of 
information, which is processed in the electronic 

communications system, or violation of the 
permanent functioning of such system. 

The measures of cybernetic defense are sent 
to protecting of own CASS of management, 
control system and critical infrastructure by a 
weapon from cyber attack opponent, warning of 
attempts of realization and neutralization of educed 
cyber threat, exposure and blocking of built-in 
programmatic and programmatic vehicle facilities 
of establishment, realization of anti-virus defence, 
realization of control (to monitoring) of the state of 
cybernetic safety and her providing in the 
electronic communications systems of military-
oriented. 

A public informative policy in the field of 
cyber defense is activity of subjects of providing of 
cyber defense, related to prevention of cyber to 
war and to the soldiery conflicts in a cyberspace, 
by organization and realization of preparation of 
Military Powers of Ukraine, Government service 
of the special connection and priv of Ukraine, 
other formed in accordance with the laws of 
Ukraine soldiery forming, state, reconnaissance 
organs, and also law enforcement authorities of the 
special setting to the cyber defense state. 

To the basic objects of critical informative 
infrastructure it is possible to take control system 
in: government; to the defensive; to the health 
protection; social defense; informatizations; to the 
credit-financial and bank system; research sector; 
to industry; to energy, including atomic; petroleum 
production; agriculture; public food consumption; 
transport; water-supply; communal economy; 
telecommunications; to the civil defensive. 

To the objects of critical informative 
infrastructure of Ukraine, which in the first turn 
need defense, it is possible to take the informative 
systems and facilities of supervision, navigation, 
automation of management technological 
processes, informative-telecommunications 
systems, and also informative resources and 
control system of subjects to the sector of safety 
defensive of Ukraine, national transport system, 
power system, financial system, defensive-
industrial complex, chemical production, medicine, 
civil defense of population and others like that. 

To the objects of critical informative 
infrastructure in the field of defensive, to our 
opinion, it is possible to take: control system of 
central organs of military management, organs of 
management of types of Military Powers of 
Ukraine and births of troops, associations, 
connections, soldiery parts and organizations, 
which are included in Military Powers of Ukraine, 
state enterprises of Department of defense of 
Ukraine; 
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informative resources of enterprises of 
defensive complex and leading research 
establishments which perform the government 
defensive orders or engage in defensive problem; 

programs facilities of automated and 
automatic control system, armament and military 
technique, equipped by facilities of 
informatization by troops and weapon; 

informative resources, communication 
networks and informative infrastructure of other 
troops, soldiery forming and organs; 

military objectives of the increased danger 
(arsenals, bases and compositions of storage of 
armament, rockets, live ammunitions, 
components of rocket fuel and fuel of Military 
Powers of Ukraine). 

The purpose of informative activity of 
subjects of providing of cybernetic safety of 
the state is warning, timely exposure and 
prevention of external and internal cyber 
threats safety of objects of critical informative 
infrastructure of the state, removal of terms, 
that they are assisted, and reasons of their 
origin. 

Basis of the national system of cyber safety 
Department of defense of Ukraine, Government 
service of the special connection and priv of 
Ukraine, security of Ukraine Service, National 
police of Ukraine, National bank of Ukraine, 
reconnaissance organs on which such basic tasks 
[must be fixed in accordance with established 
procedure 4, will present]: on Department of 
defense of Ukraine, General staff of Military 
Powers of Ukraine in accordance with the 
competence - of realization of measures on 
preparation of the state to the reflection of 
military aggression in a cyberspace (cyber 
defense); realization of military collaboration 
from NATO, related to safety of cyberspace and 
compatible protecting from cyber threat; 
providing is in co-operating with  

Government service of the special 
connection and priv of Ukraine and security of 
Ukraine of cyber defence of own informative 
infrastructure Service; 

on Government service of the special 
connection and priv of forming Ukraine - and 
realization of public policy in relation to defense 
in the cyberspace of state informative resources 
and information, requirement in relation to 
defence of which set by a law, cyber defense of 
critical informative infrastructure, state control in 
these spheres; co-ordination of activity of other 
subjects of cyber safety is in relation to cyber 
defence; realization of organizationally-technical 
measures from prevention, exposure and reacting 
on cyber incident and Cyber attack and removal 

of their consequences, informing of cyber threat 
and corresponding methods of protecting from 
them; providing of functioning of state center of 
cyber defense; realization of audit of security of 
objects of critical informative infrastructure is on 
vulnerability; 

on security of Ukraine - of warning, 
exposure, stopping and opening of crimes Service 
against the world and safety there are humanities 
which is accomplished in a cyberspace; realization 
of against reconnaissance and operative-search 
measures, sent to the fight from cyber terrorism 
and cyber espionage , and also in relation to 
readiness of objects of critical infrastructure to 
possible cyber attack and cyber incident; 
counteraction of cyber criminality, the possible 
consequences of which directly create a threat 
vitally to important interests of Ukraine; 
investigation of cyber incident and cyber attack in 
relation to state electronic informative resources, 
information, a requirement in relation to defense of 
which is set by a law, critical informative 
infrastructure; providing of reacting is on computer 
incidents in the field of state security; 

on the National police of Ukraine - of 
providing of defense of rights and freedoms of man 
and citizen, interests of society and state from 
criminal trespasses in a cyberspace; prevention, 
exposure, stopping and opening of cyber 
criminality; an increase of being informed of 
citizens is about safety in a cyberspace; 

on the National bank of Ukraine - of 
forming of requirements in relation to cyber safety 
of critical informative infrastructure in a bank 
sphere; 

on the reconnaissance organs of Ukraine - of 
realization of reconnaissance activity in relation to 
threats to national safety of Ukraine in a 
cyberspace, other events and circumstances which 
touch the sphere of cyber safety. 

To basic directions of increase of level of 
security of objects of critical informative 
infrastructure of the state it is possible to take: 
providing of the complex going near the decision 
of tasks of  

informative safety taking into account the 
necessity of differentiation of her levels; 

development of general model of threats to 
informative safety (passports of informative 
dangers - calls, threats, influences); 

determination of technical requirements and 
criteria of category objects of critical informative 
infrastructure (including. is an estimation of 
vulnerability of the noted objects, including. for to 
the undeclared channels of vulnerability); 

creation of state register (state system of the 
passport system) of objects of critical informative 
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infrastructure, development of measures is on 
their defense and facilities of technical 
supervision after  

the observance of corresponding 
requirements; 

providing of the effective monitoring of the 
state of informative safety; 

there is perfection of normatively-legal and 
methodical base (conceptions) in area of defense 
of objects of critical informative infrastructure; 

development and perfection of the 
protected facilities of treatment of information of 
general application, and also systems of their 
audit; 

creation of the effectively operating system 
of exposure and counteraction to negative 
informatively-psychological influences. 

It should be noted that in connection with 
realization of Strategy of cyber safety of Ukraine, 
national security Council defensive of Ukraine 
made decision about creation of the special 
working organ - the National co-ordination center 
of cyber safety. 

Strategy of cyber safety of Ukraine 
determines, in particular, such basic priorities for 
a safe, stable and reliable cyberspace in Ukraine: 
development and operative adaptation of public 
policy in the field of cyber safety, achievement of 
compatibility  

with the corresponding standards of ЄС 
and NATO; 

creation of national normatively-legal and 
terminology basis is in this sphere, harmonization 
of normative acts in the field of electronic 
communications, priv, informative and cyber 
safety in accordance with international standards 
and standards of ЄС and NATO; 

development of technologies of cyber 
safety of mobile communication means; 

development of electronic infrastructure of 
connection; 

development and perfection of the state 
checking of informative safety system, and also 
independent audit of the system of informative 
safety; 

development of network of commands of 
reacting is on computer extraordinary situations; 

development of international cooperation 
in the field of cyber safety, support of 
international initiatives in the field of cyber 
safety, which answer national interests of 
Ukraine, activation of collaboration between 
Ukraine and ЄС and NATO with the purpose of 
strengthening of possibilities of Ukraine in the 
field of cyber safety. 

The complex going near providing of 
informative safety foresees unity of conceptual, 

theoretical and technological bases of her 
providing at informative level of safety of all 
spheres of government and public activity 
(political, economic, social, military, ecological, 
spiritual and others like that), and also spheres of 
forming, appeal, accumulation and use of 
information (informative space, informative 
resources, informative-analytical providing of 
organs of state administration in all varieties of 
activity and others like that). The article of 
methodology of informative safety is research of 
methods, methods, facilities and channels of 
realization of threats to national interests at 
informative level, them timely exposure, 
prevention and neutralization. 

A public informative policy in the field of 
cyber safety must be directed on: making and 
adaptation of public policy in the field of cyber 
safety, sent to development of cyberspace of 
military sphere, achievement of compatibility with 
the corresponding standards of ЄС and NATO; 

creation of domestic and department 
normatively-legal and terminology base in this 
sphere, harmonization of normative documents in 
the field of electronic communications, priv, 
informative and cyber safety in accordance with 
international standards and standards of ЄС and 
NATO; 

an increase of informative literacy of 
auxiliary personnel and culture of safety conduct is 
in a cyberspace, complex knowledge, skills and 
capabilities, necessary for support aims of cyber 
safety, introduction of state projects of increase of 
level of awareness of personnel of battle   

in relation to cyber threat and cyber safety 
(cyber defense); 

periodic realization of studies in relation to 
reacting on possible extraordinary situations and 
incidents in a cyberspace; 

development and improvement of the 
checking system is after the state of priv in the 
telecommunication systems, and also input of the 
best world practices and international standards 
from the questions of cyber safety and cyber 
defense; 

an improvement of informative-analytical 
activity (works) is in interests of cyber safety of 
the state in a military sphere (to the sphere of 
defensive); 

to the cyber secret service (monitoring) 
cyberspace, operative exposure of potential and 
real cyber threat to national safety and defensive of 
Ukraine, realization of analysis of military-political 
and informative (cybernetic) situation and 
determination of level of potential (real) threat to  

national safety of Ukraine with the use of 
cyberspace; 
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preparation of objects of critical 
informative infrastructure of the state to 
functioning in a special period and terms of 
martial law. 

At the same time, noticeable 
underestimation of methods of management 
cybernetic safety, which enable to build 
problems, take away indexes, optimize decisions 
which are accepted. Often about a management 
safety does not even remember, discussing 
providing of safety in general and ignoring 
circumstance that working out the problems of 
safety (cyber safety) of the important 
telecommunication and informative systems is 
impossible without the decision of tasks of 
management by them, such as a construction of  

models of threats, exposure of influences, 
estimation and analysis of risks, construction of 
models and types of defense, control of 
implementation of requirements in relation to 
safety. 

Worked out and accepted to 
implementation, including. in Ukraine, 
international standards in area of informative and 
cybernetic safety, such as ISO 15408, ISO 27001, 
enable to form a certain culture in providing of 
cyber safety. 

Providing of necessary informative 
strength of objects of critical informative 
infrastructure security it must be based on the use 
of only requirements of priv from an 
unauthorized division or change, action of 
destructive informative influences, and also the 
certificated facilities of warning and exposure of 
informative dangers and priv, that are supplied 
enterprises which got necessary licenses 
(permissions) in accordance with established 
procedure. 

For realization of complex approach in 
relation to providing of informative safety 
necessary development of Conception of defense 
of objects of critical informative infrastructure of 
the state and realization of practical measures on 
her providing [13]. 

Conception must be the officially accepted 
system of looks to the problem of providing of 
informative safety of Ukraine on the whole and to 
defense of critical informative infrastructure and 
to be the systematized teaching of aims and tasks, 
principles, sources of threats; methods of 
prevention and neutralization of informative 
influences; objects and subjects of defence of 
critical informative infrastructure of the state; 
bases of the concerted public policy of the 
resource providing; role and place of state and 
non-state to the sector realization of public 
informative policy and providing of informative 

safety; plenary powers and responsibility are for 
the state and providing of defense of objects of 
critical informative infrastructure of the state. 

Conception must present basis for forming 
of single public informative policy (to activity), 
development and realization of measures, in 
particular preventive, in relation to defence of 
national informative resources, informative 
environment, informative resources and objects of 
critical informative infrastructure to the sector of 
safety defensive of Ukraine. 

Positions of this Conception must be taken 
into account at: forming and realization of public 
informative policy (to activity) in industry of 
defense of objects of critical informative 
infrastructure of the state; 

development of plan of measures and 
perfection of the system of the resource providing 
of defence of objects of critical informative 
infrastructure of the state; 

development and realization of the having a 
special purpose programs of providing of 
informative safety of Ukraine and measures of 
defense of objects of critical informative 
infrastructure of the state. 

It follows to take into account at 
development of Conception of defense of objects 
of critical informative infrastructure of the state, 
that on a change to management principles in many 
industries of informative activity, based on 
centralization, more attention spared to the 
management, when in his basis not only the 
accustomed objects (man, machine, standard of 
technique, system and others like that) but also 
situation their activity or functioning is carried out 
in which. The informative providing it follows 
carefully to take into account at making decision in 
relation to an informative sphere and sphere of 
safety. 

The informative-telecommunications 
systems of objects of critical infrastructure 
included to the list are the critical informative 
infrastructure of the state which is on the defensive 
from cyber attack in the first turn. 

Protecting of the informative-
telecommunications systems of objects of critical 
infrastructure of the state from cyber attack is 
provided by the proprietor (by a manager) of such 
systems in accordance with a legislation in the 
field of priv and cyber safety. 

The possible ways of improvement of 
defense of objects of critical informative 
infrastructure of the state can be [6, 11,  

12]: creation of the systems of early 
exposure of informative dangers (calls, threats, 
influences); 
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creation of the effective system of defense 
of objects of critical informative infrastructure is 
taking into account their  

categories after the degree of vulnerability; 
increase of efficiency of informative-

telecommunications work; 
creation of base of these violators 

(violations), including. Cyber terrorism. 
It is also necessary to create terms for the 

observance of the mode of export control and 
non-proliferation of the uncertificated 
programmatic-vehicle facilities and systems, 
computer technique, operative reacting on 
incidents which are related to out commissioning 
telecommunication systems defensive to the 
sector; creation of channels of formal  

and informal exchange by information 
about the threat of computer criminality and 
cyber terrorism. 

Estimation of efficiency of the systems of 
defense of objects of critical informative 
infrastructure in modern methods it is 
recommended to conduct with the use of 
programmatic complexes which require high-
cube of actual state information defense of object 
of critical informative infrastructure. 

For realization of aims tasks of realization 
of public policy in informative space in relation 
to defense of objects of critical informative 
infrastructure of the state the corresponding 
subjects of providing of informative safety must 
follow such principles: principle of the 
continuous monitoring and prognostication of 
possible threats, which consists in collection of 
information on a socio-political, technological, 
criminal and other situation in  

informative (cybernetic and others like 
that) space, her timely analysis in relation to 
changes in the attained level of his security, 
prognostication of further development of events 
and development of suggestions in relation to the 
adequate reacting on changes which take place, 
and threats (influences) which arise up; 

principle of accordance of the system of 
reacting to the current and expected degrees (to 
the levels) of threats, which consists in creation of 
the system of operative counteraction, which is 
based on her comprehensive rigging the modern 
technical systems and facilities, account of factors 
of external and internal, intentional and 
unintentional, natural (natural calamities) threats. 
The created system of counteraction must be 
counted on counteraction to the  

professionally geared-up and equipped 
malefactor (to the group of malefactors); 

principle of sufficientness of duty forces of 
reacting of degree of threats is from the side of 

violators, which consists in the immediate and 
absolute stopping of violation, sufficient amount of 
operative (attendants) forces, corresponding their 
equipped and preparation; 

principle of analogies, which stipulates the 
use of the approved technical and technological 
decisions and progress of the systems of secret 
service (exposure) and operative monitoring of 
other analogical structures trends; 

principle of non-admission of 
asymmetricness of illegal actions, which consists 
in realization of preventive measures on non-
admission of interference with work of objects of 
critical informative infrastructure, id est to create 
the invariant system to unauthorized interference 
with work of objects of critical informative 
infrastructure; 

principle of evidentialness and documenting 
of wrong acts in cybernetic space defensive to the 
sector which consists in a receipt and storage of 
information about unauthorized interference for the 
legal estimation of actions of violators; 

principle of computer-integrated approach of 
the systems, which foresees obligatory continuity 
of process of conduct of secret service of 
cyberspace of possible objects of negative 
influence (on all technological cycle of activity) 
with the obligatory account of all possible types of 
influences (unauthorized division, output of 
information, terrorism,  

fire, natural calamities and others like that), 
understanding and realization of that, how, from 
whom, what to be on the defensive. 

To our opinion, expedient development and 
acceptance of Conception of defence of objects of 
critical informative infrastructure of the state, input 
of the state system of the passport system of 
informative dangers and state register of major 
objects of critical informative infrastructure 
(including. in a military sphere), will assist making 
of single technical policy in relation to providing 
of cyber safety of objects of critical informative 
infrastructure of the state during their life cycle. 

The passport of safety of object - it a 
document which contains information about 
providing of security of object and plan of 
measures on providing of security of object. 

At forming of passport of informative 
danger and state register of major objects of critical 
informative infrastructure (including. in a military 
sphere) is it necessary to give successive answers 
for the row of questions which in a general view it 
is possible  

to formulate so : that/who is subject to 
defense? (national values, technical systems of 
informative infrastructure, personnel of troops, 
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organs of military management and others like 
that); 

from whom/what is it needed to protect? 
(informative dangers, informative calls, risks, 
natural calamities and others like that);  

how is it necessary to protect? (secret 
service, prognostication, exposure, measures in 
reply, stopping and liquidation of influences, 
removal of their consequences, minimization of 
risks and others like that); 

who must protect? (system of providing of 
informative safety, measures of the informative 
opposing and others like that); 

as far as effective system of defense of 
object of critical informative infrastructure in 
relation to possible illegal actions?; 

as far as does the system of defense of 
every object of critical informative infrastructure 
answer modern requirements? 

Conclusions. 
1. Development and acceptance of 

Conception of defense of objects of critical 
informative infrastructure of the state, input of the 
state system of the passport system of informative 
dangers and state register of major objects of 
critical informative infrastructure (including. in a 
military sphere) will assist making of single 
technical policy in relation to providing of 
defense of objects of critical informative 
infrastructure of the state during their life cycle. 

2. A necessity is application of complex of 
measures for the improvement of defense of 
objects of critical informative infrastructure 
defensive to the sector in a normatively-legal, 
organizational and technological sphere (creation 
of the systems of early exposure of threats 
(influences); increase of efficiency of 
informative-analytical work; creation of base of 
these cyber criminality (cyber terrorism); 
logistical support; skilled providing; informative 
providing). 

3. It is necessary to create terms for the 
observance of the mode of export control and 
non-proliferation of the uncertificated 
programmatic-vehicle facilities and systems, 
computer technique, operative reacting on 
incidents which are related to out commissioning 
telecommunication systems defensive to the 
sector; creation of channels of formal and 
informal exchange by information about the 
threat of computer criminality and cyber 
terrorism. 

4. Realization of realization of measures on 
defense of objects of critical informative 
infrastructure of the state it is expedient to carry 
out by creation of subdivisions of the rapid 
reacting on crimes against the noted objects, 

capable on a collaboration with international 
organizations and others like that. 

Further researches it is expedient to devote 
to the questions development of Conception of 
defense of objects of critical informative 
infrastructure of the state, perfection of 
normatively-legal base of cyber safety of objects of 
critical informative infrastructure, organization and 
conduct of state register of major objects of critical 
informative infrastructure in a military sphere. 
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Determination of normatively-legal aspects of protection of 
the personal data is in the informative systems of the Armed 

Forces of Ukraine 
 
Resume. Analyzed the issues related to integrity of the personal data during processing and transmission of 

information in a distributed information management system of the administrative processes of the Armed forces 
of Ukraine. The analysis of aspects of providing of protecting is conducted from trenching upon integrity of the 
personal information in the informative systems of the developed states.  

Analyzed the problematic issues related to the integrity of personal data during processing and transmission 
of information in a distributed information management system of the administrative processes of the Armed 
forces of Ukraine. The analysis of the aspects of ensuring protection against attacks on the integrity of personal 
data in information systems of developed countries. 

Keywords: the personal data, integrity of the personal data, automated system, informative system of the 
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Statement of the problem. Today attempts 
targeted attacks on the servers of state-run 
enterprises and institutions to obtain certain 
personal data of individuals for further 
distribution, or harm sensitive security. 
Meanwhile there is an active creation of an 
international spatial social and information 
systems, the handling of personal confidential 
information which needs protection. The 
importance is now gaining legislative control 
over the development of the digital environment, 
the protection of information in information 
systems. 

The use of information management 
systems and decision-making in addition to 
convenience in the use of conceal many dangers 
in the context of the use of their personal data 
during the registration of users [1]. 

Analysis of recent researches and 
publications. In Ukraine in professional journals 
investigated the development and improvement of 
guidelines and regulations for the protection of 
personal data, and creating appropriate software. 
These issues are the subject for such national 
experts, as T. Kostecka, M. Shcherbatyuk, V. 
Brisco and others [11, 12]. Among foreign 
scientists should be noted, A. Miller, G. Hallberg 
and I. Welder [4, 5]. 

Despite the fact that this issue was engaged 
in a significant number of scientists, many 
aspects currently remain unexplored or require 

further development, especially in the context of 
legal regulation of protection of personal data and 
organizational data protection to ensure national 
security. Most studies on this subject carried out to 
prevent violations of the integrity of personal data, 
i.e. the analysis focused on technical deficiencies 
in the protection system, as a rule, already after the 
alleged cyber attacks. 

The aim of the article is substantiation of 
rational decisions on the protection of personal 
data in information systems of the Armed forces of 
Ukraine on the basis of analysis of the experience 
of developed countries on the protection of 
personal data in information systems for future use. 

Presentation of the basic material. In the 
Armed Forces (AF) of Ukraine since 2006 
implemented a unified management system, the 
administrative processes of the AF of Ukraine 
(UMS AP). In particular, the functional subsystem 
“Mayno” (Property) and “Jitlo” (Housing) of the 
Unified system for management of administrative 
processes of the AF of Ukraine, containing the 
personal data of servicemen. This information 
needs to be protected from interference by any 
persons. The data can be identified. That is, 
according to the Ukrainian legislation and 
international law, such data are in fact “personal 
data” that define an integral part of private life [2-
3]. 

Significant experience on issues about the 
need to protect the right to private life while 
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interacting in various information systems, in 
particular, in social networks, received the 
English and American researchers and scientists. 
British Explorer Arthur Miller notes that “the 
Potential breach of privacy could prompt you to 
abandon information systems. Therefore, the 
global success in the development and diffusion 
of information systems depends on the adoption 
of appropriate measures for the protection of 
personal data of users” [5]. This statement of an 
English scholar is one of the determinants in the 
formation of approaches to the protection of 
personal data in social networks. In our country 
adopted the Law of Ukraine “On personal data 
protection”, which specifies the requirements for 
the processing and protection of personal data, 
including in information and telecommunication 
networks [2]. 

In General, in European countries the legal 
protection of personal data covers almost two 
dozen of European conventions, directives and 
guidance, each EU country has issued its basic 
legislative and regulatory acts, adopt specific 
laws regarding the handling of personal data in 
different spheres of activities. 

Provisions that reflect the requirements of 
the protection of personal data imposed by the 
Council of Europe Convention No. 108 as they 
are processed in the automated system [3] and 
developed in more detail in the Directive of the 
European Parliament and of the Council 
95/46/EC on the protection of users during 
treatment in these systems of personal data and 
the free circulation of these data in the system [6]. 
The protection of personal data in the Internet 
environment, in particular in social networks 
dedicated to other guidance documents of 
different European institutions: 

- the recommendations of experts of the 
working group, which functions under article 29 
of Directive 95/46/EC (WP 39 –“Privacy on the 
Internet”); 

- the recommendations of experts of the 
international working group on data protection in 
telecommunications (“Berlin group”) [7]. 

The approach to the protection and 
processing of personal data are the relevant basic 
principles of collection, processing, storage and 
transmission. So personal data must be: 

- treated fairly and established by law; 
- collected for specified, clear and 

legitimate purposes and not further processed in a 
way incompatible with those purposes; 

- accurate, relevant and not excessive in 
relation to certain legitimate purposes for which 
they are collected for further use; 

- accurate and, where necessary, updated 
(should take all legal measures to ensure the 
security integrity and reliability, taking into 
account the purposes for which they are used, 
processed, deleted, or corrected); 

- kept in a form that allows you to set a 
person-the data subject (state agencies establish 
appropriate safeguards for personal data stored for 
a predetermined time); 

- treated with respect for the rights of 
individuals and guarantee the right to access their 
own data; 

- processed compliance with legislative 
requirements protection of confidential 
information; 

- are appropriately protected during 
transmission outside the country in compliance 
with the international standards for foreign 
dissemination of personal data. 

These basic principles of the approach to the 
construction of the protection system were taken in 
the 90-ies with interests of several countries of the 
world. Now, some legal norms of developed 
countries have implemented a list of similar 
principles in national legislation or refer to the 
above-mentioned Convention of the Council of 
Europe domestic legislation. Modern information 
technologies are improving day by day, activate 
social network, significantly change methods and 
processes for the collection and processing of 
personal data (hereinafter – PD). Today continues 
to improve the multifunctional information space 
in which there is an increasing demand to further 
protects the PD, and the old methods and 
approaches are becoming ineffective. 

In October 2012, on the initiative of the 
Ukrainian public organization adopted a 
Declaration “For privacy in the Internet”, joined by 
a number of leading national telecommunications 
companies, and in February 2013, the “Ukrainian 
Association of personal data protection” conducted 
a study on the topic: “How to ensure transparency 
and openness in the processing of personal data on 
the web” [10]. In the course of the study revealed 
that most of the personal data using web-based 
resources are handled in such processes: 

- users complete the online resources 
provided questionnaires; 

- registration and further authorization 
username and password; 

- registration on a specific account in the 
social network; 

- the user has submitted their email address 
or phone number for feedback. 

From the point of view of domestic law 
(article 6, 11 Law of Ukraine “On protection of 
personal data”) the fact of registration of the user 
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in the social network is a mandatory element and 
with the consent of the customer (user), with 
subsequent processing (using) personal data in a 
social network. However, a large number of 
social networks does not adhere to certain legal 
conditions for the processing of personal data, 
and therefore actually illegal to image process 
this data and transfer them to other institutions. In 
the course of the study found that in many social 
networks available to the General public, 
registration is performed based on input of 
personal data, according to which the user can be 
identified, namely: name; geographic location, 
place of study; your phone contacts. 

All the data about the person are filled with 
the subject of personal data without a notification 
of their possible further use during the operation 
of the personal pages in social networks. On the 
one hand, you can avoid this problem by entering 
false information, but in fact, this social network 
is more of a utility, which is used for the purpose 
of entertainment, however, if the person has the 
intention to create a personal page for 
communication or other purposes, a mandatory 
condition which is an indication of “truthful 
information” on which it can be identified, there 
arises a problem legal situation. 

To address this problem we propose to 
introduce the option, the essence of which will be 
to ensure that in the process of registration of a 
person in the social network of the mandatory 
initial step will be the answer individuals 
question: “Do you agree that in the process of 
functioning your personal page in any social 
network possible processing of your personal 
data?”, and determination of liability of owners of 
social networks for their storage and integrity. On 
the one hand, it will give the opportunity to avoid 
the spread of the data about the person that 
certainly not wished by the actual warning, on the 
other, it will contribute to practical harmonization 
of the national legislation of Ukraine, and forced 
the owners of social networks responsible attitude 
to the protection and storage of the information 
provided. Another problematic aspect of privacy 
in social networks – the inability to completely 
and permanently remove your data from the 
personal pages in social networks. This problem 
violates the so-called private right of individuals 
to protection of personal data – “right to be 
completely remote from the network” but does 
not provide the ability to locate and track 
criminals. These questions are entrusted to the 
respective state bodies. 

The so-called “right to be completely 
remote from the network” existed in Europe since 
1995, in all member countries of the EU (with the 

basic Directive 95/46/EC). Every user of any social 
network may request to delete your data at any 
time. But on the contrary, there are certain limits, 
limits. For example, if personal data are used with 
the purpose of freedom of speech and expression in 
the media, and, of course, in this case, if there is a 
certain legal inconsistency and, if the state or a 
private company is entitled to process these data in 
accordance with certain legitimate purposes of data 
processing or the consent of the person concerned. 
So there are limitations, although in General the 
rights of individuals must be guaranteed, unless 
there are reasons for such restrictions. The 
corresponding “right to be completely remote from 
the network” is given considerable attention in the 
draft of the new General EU regulation on the 
protection of personal data, which is now 
undergoing a public hearing in the EU institutions, 
in which security administrator system user 
required for clear, coherent legal and technical 
mechanism to implement this law. 

It is also necessary to consider that 
according to the Directive 97/66/EC of the 
European Parliament and of the Council of Europe 
[8] legal, regulatory, and technical requirements 
governing the protection of PD, the rights of 
individuals and legitimate interests of legal entities 
should be clearly defined and not to create 
obstacles for the development in the field of 
information security. Achieving that balance is 
possible if the definition of a limited and 
reasonable number of requirements that do not 
prevent the development of new technologies and 
the proper functioning of the PD bases. Also, in 
accordance with the requirements of the Directives 
of the European Parliament and of the Council of 
Europe [6, 8] owners of information systems with 
the assistance of the Authorized state body on 
personal data protection should cooperate in the 
implementation process and develop appropriate 
technology to provide safeguards to protect the 
rights of individuals. In all developed countries, 
the recognition of activities that can be considered 
adequate for protection within the competence of 
the authorized state bodies on protection of PD, 
including through appropriate publications. 

To solve these problems, proposed an 
approach by which authorized state bodies on 
protection of PD suggest that the owners of 
information systems where personal data is stored, 
to determine the measures of protection given 
these existing hazards: 

- possible risks associated with processing 
and data storage in automated systems (hereinafter 
– AS); 

- nature and volume of offenders who 
interfere in the AS; 



                             Research papers collection of the Center of military and strategic studies of the         1(59), 2017 
National Defence University of Ukraine named after Ivan Chernyahovsky 

 62 

- cost of measures for the implementation 
of systems of protection in the AS; 

- characteristics and capabilities as where 
the circulated information and more. 

First of all, in most cases the owners AS 
where it circulates personal information is not 
required special measures of protection, in 
particular the standard (described in ISO/IEC 
27001). In most cases, focuses on the availability 
of qualified system administrators control PD 
protection systems (institutions, organizations) 
and training of staff, during processing and 
storage PD. 

Our government takes important steps in 
addressing and overcoming problematic issues 
and the realization of the right to protection of 
personal data in social networks. So, in the 
recommendations of the parliamentary hearings 
on “Legislative provision of information society 
development in Ukraine”, approved by the 
resolution of the Verkhovna Rada of Ukraine 
dated 03.07.14 G. No. 1565-VII), there is a 
recommendation of the government of Ukraine 
“to ensure that in secondary schools the 
presentation of the subject the rules of work in 
social networks, participation in shared forums, 
personal data protection, and network ethics, 
given the current state of development of 
information systems”. The effectiveness of these 
recommendations the Government of Ukraine can 
only be evaluated after a certain period of time. 

It should be noted that today the 
confirmation of compliance of the integrated 
systems of information protection (hereinafter – 
CISIP) in information systems/automated system 
(hereinafter – IS/AS), in Ukraine is carried out 
according to the results of state expertise in the 
order established by legislation. The owners 
(managers) of its that meet the criteria specified 
in paragraph 1.6 the Regulations on state 
expertise in the sphere of technical protection of 
information [9], with modifications [10], have the 
right to free choice regarding the use of any of the 
possible options (ways) of the public examination 
system. However, subject to the provisions of the 
Directives of the European Parliament and of the 
Council of Europe, it is advisable to expand the 
list of IS/AS according to which it is possible to 
apply this procedure. 

Conclusions. State legislation of Ukraine 
in the sphere of protection of the PD continues to 
adopt best practices and best practical 
achievements of the EU countries with the aim of 
providing quality level of personal data 
protection. 

Tools and methods of use of personal data 
for illegal purposes is rapidly evolving and 

improving, therefore, neglect the implementation 
of measures to protect PD are processed IS/AS 
departmental assignment may result in the 
potential for improper actions with this 
information. 

Measures for the protection of PD, the 
mechanisms, the establishment of bodies 
responsible for PD protection, you need to plan 
and implement the prevention of misconduct. We 
emphasize that the protection of personal data in 
all spheres of national security should be merged 
under a unified leadership.  

The basic principles for the collection, 
processing, storage and transmission will allow us 
to significantly reduce the risks from information 
leaks, violation of its integrity, and availability. 

The proposed approach in the protection of 
PD will improve the efficiency of the perspective 
of CISIP IS/AS departmental assignments in the 
areas of medicine, logistics, surplus military 
property, in particular the functional subsystem 
“Jitlo”(Housing) of the Unified system for 
management of administrative processes of the AF 
of Ukraine, which, according to the technical 
requirements handled sensitive information 
(personal data). 

Further research should focus on finding 
more optimal ways of addressing issues 
illuminated in the following areas: 

- general use by the Government of Ukraine 
already existing recommendations of the leading 
countries); 

legal active position of the Ombudsman of 
the Verhovna Rada of Ukraine of the person on 
human rights concerning the organization of 
information meetings, providing clear and practical 
recommendations of publications to a wide 
information audit results information systems for 
the protection of personal data; 

- protection of personal data in corporate 
networks to ensure the effective protection of the 
PD users AS, to introduce the ability to develop 
corporate codes, which will be important in the 
promotion of government legislation in various 
fields, processing and transmission of data. 
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Statement of the problem. Today in the 
Ministry of Defense (MoD) of Ukraine and 
Armed Forces (AF) of Ukraine continues the 
process of development and implementation of 
new information technologies. Given the need 
to maintain developments of the System project 
of Unified control system of Armed Forces of 
Ukraine [1], subject to the standards of NATO 
in the interests of the MoD of Ukraine and 
development priorities of the AF of Ukraine, 
was developed a Road map for building the 
information infrastructure of the MoD of 
Ukraine. One of the points of the Road map is 
the creation of programs for standardization of 
information infrastructure of the MoD of 
Ukraine on the basis of international standards 
and approaches of NATO. 

At the same time, these intentions are 
confirmed by the provisions set out in the 
Decree of the President of Ukraine “On 
decision of National Security Council and 
Defense of Ukraine from 20 may 2016 
“Strategic Defense Bulletin of Ukraine” [2], 
namely, in the second section, which is 
dedicated to the control of the Defense force. It 
refers to the creation by 2020 the national 
telecommunications network, modernization 
and translation the special communication 
system, departmental information networks and 
government communication systems into 
modern digital technology, as well as the 
creation of the automated system of C4ISR 
(Command, Control, Communications, 
Computers, Intelligence, Surveillance and 
Reconnaissance) components of the Defense 
force that meets the standards, doctrines and 

recommendations of the NATO at all levels of 
management (tactical operational and strategic) 
with certain specific underlying features. The 
Bulletin also noted on the consideration of the 
compatibility command and control system and 
weapons systems with resource support systems. 

When you create such a complex system it is 
important to define the essence, architecture, and 
place in the overall list of different conceptual 
approaches. Therefore, the analysis of the so-called 
Architecture Frameworks, combining the basic 
principles, concepts, rules, patterns, interfaces and 
standards of information systems of NATO and the 
definition of the architecture С4ISR to illuminate the 
pathways of their adaptation in Ukraine is an urgent 
task. 

The extent of the problem. Aspects of the 
application architecture frameworks adopted in the 
civil sector, while building the enterprise 
architecture for the military sector, listed in the 
sources [3-5]. A retrospective of the development of 
military framework architectures over the past thirty 
years is given in [6]. General principles of 
framework architectures adopted by NATO in 
presented in [7, 8]. In [9] the concept of enterprise 
architecture based on the analysis of the modern 
world approaches to the design of the framework 
architectures and the place of information 
infrastructure of the MoD of Ukraine. 

The purpose of this paper is the definition 
and features of the C4ISR architecture based on the 
analysis of the leading approaches to the design of 
architectures framework in NATO. 

Presentation of the basic material. In the 
leading countries of the world have long developed 
a whole range of issues related to the architectural 
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approach in a complex organizational-technical 
objects, such as enterprise and information 
systems of the enterprise. According to the 
definition of the most general, the term 
“company” means a complex system of cultural, 
technological and process component, organized 
to achieve the objectives of the organization. 
Architectural approaches can be applied to the 
whole or unit of the enterprise or to specific 
applications. 

Enterprise Architecture is one of the tools 
of organizational changes like for the entire 
enterprise, and the part of the organization that is 
responsible for information technology [10]. 

In world practice, there are industry 
standards to describe enterprise architecture, 
adopted by organizations such as the Institute of 
electrical and electronics engineers (IEEE – 
Institute of electrical engineers and electronics), 
international organization for standardization 
(ISO – international organization for 
standardization), the open Group and the like. 

The advantages of the architectural 
approach according to the methodology of 
TOGAF (The Open Group Architectural 
Framework) [4] include: 

improvement and increase of efficiency of 
functional processes; 

costs reduction; 
improving operational efficiency in 

functional activities;  
improving the efficiency of management; 
risk reduction; 
improving the efficiency of IT-

departments; 
increase user productivity; 
improving interoperability (functional 

interaction);  
reducing the cost of support life cycle. 
improving safety performance; 
improving the controllability. 
NATO also uses architectural approaches 

to implementing information systems. The term 
“C4ISR” is defined as the architecture and the 
design of the interaction components of the 
system of command and control operational and 
operational-strategic level. 

C4ISR Architecture means an approach 
that involves a comprehensive integration of 
operational and strategic intelligence, 
surveillance, and military intelligence 
(Intelligence, Surveillance and Reconnaissance) 
systems, control, communication and computing 
facilities (Command, Control, Communication, 
Computers) [7] in a single information 
environment, which, in turn, ensures the 
integration of navigational, geographical and 

tactical information in a common geographic 
coordinate system. Together these integration 
processes enable you to implement network-centric 
architecture, command and control, which to some 
extent changed the approaches to conducting 
combat operations through the use of the principles 
network- centeredness. 

C4ISR also know as the only large-scale 
software and hardware. In the name of C4ISR 
(Command, Control, Communications, Computers, 
Intelligence, Surveillance, Reconnaissance) lists 
the functions that should be automated. Therefore, 
systems built on a similar concept, called integrated 
systems of intelligence and control. 

In contrast to the C2+ or С2SR (Command, 
Control, Surveillance, Reconnaissance) is concept 
tactical level, where the unit is an individual soldier 
or military vehicles, C4ISR, these units become 
members of a tactical military network or the 
Internet. 

Architecture and the concept of C4ISR and 
C2+ provide for the creation of the information 
environment, which enables: 

to automatically determine the position and 
movement of their units (is automatically displayed 
on electronic maps); 

to automatically determine the position of 
the opponent and his movements (also displayed on 
electronic maps); 

automatically select routes; 
automatically to give target designation to 

fire weapons; 
automatically inform their units about the 

actions and whereabouts of their neighbors and the 
enemy. 

These features are available on the 
operational and tactical levels. These points for 
C4ISR, that is the operational level that should be 
added: 

full automation of data collection and its 
processing; 

automated delivery solutions to the 
commander, automatically based on the 
intelligence received, as well as information about 
the forces and means available; 

a simulation of the battle and its possible 
outcomes; 

offers partial solutions of the commander 
during the battle based on the current situation. 

Thus, the difference between the levels of 
tactical and operational systems is the possibility of 
automating decision making, the simulation of a 
fight and predicting outcomes. 

In addition, C4ISR has extended 
automation to logistics. Cost accounting necessary 
funds system is ongoing. Data requirements units 
in the replenishment of ammunition, tools, 
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logistics, necessary parts, etc. – are processed 
continuously, which enables to carry out 
deliveries in a timely manner, everything 
necessary to conduct successful military 
operations. 

An example implementation of C4ISR 
for tactical level is software DAP (Digital Army 
Program) that examine the American companies 
Northrop Grumman and Lockheed Martin. Lope 
is to create a unified information field that 
provides situational awareness, automation 
management, improve the operational capacity 

and the most efficient use of forces, means and 
resources. 

The retrospective analysis. The formation 
and development of C4ISR in received in the USA 
in the 1990-ies and has become a point of departure 
for the military framework architectures, which 
include the framework architecture of the 
countries-members of NATO. 

Figure 1 shows the timeline of key stages 
of development of the C4ISR architecture in [6]. In 
2003 it was replaced by the so-called framework 
architecture MoD USA – DoDAF (Department of 
Defense Architecture Framework) [3, 4]. 

 
Figure 1. Evolution of the framework architecture of the USA from C4ISR to DoDAF v 2.0 
 

In the Alliance use their own approach – 
NATO Architecture Framework (NAF), what to 
base on the special institutional approaches to the 
design of the architecture DoDAF and expertise 
of the enterprises of civil sector of the TOGAF 
methodology [4]. MoD of Canada uses their own 

framework architecture the framework architecture 
of the Department of National Defense Armed 
forces of the Canadian DNDAF (Department of 
National Defense / Canadian Armed Forces 
Architecture Framework). 

 

 
Figure 2. Evolution of the framework of the military architectures  

of the countries-members of NATO 
Now architecture MoD USA, is based on 

the DoDAF architecture in the second edition 
(DoDAF v2.02) more fully described in the open 
literature in comparison with other military 
architectures in NATO. Previously, this 
architecture was agreed upon structural elements 
of the framework architecture of the UK Ministry 
of Defense (UK Ministry of Defense Architecture 
Framework, MODAF), the framework 

architecture of NATO (NATO Architecture 
Framework, NAF) and the framework architecture 
the Open Group's TOGAF, and then these elements 
were adapted for use within DoDAF. These 
harmonize with the current versions of advanced 
architectures NATO is shown in Figure 2 large 
rectangle. 

Architecture DoDAF provides the rules, 
guidance and other guidance documents that 
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should be used when developing and describing 
architectures of the various systems used by the 
military departments of the USA and NATO. All 
of them are designed to allow the use of 
information technology from the perspective of 
rapid mobilization to carry out military operations 
and improving the efficiency of development of 
relevant systems. An important aspect of this 
methodology is the ability to provide a 
comparison, analysis, and integration 
architectures that simultaneously uses various 
functional units in a geographically distributed 
organizational environment. Note that the system 
C4ISR inherent ability to global scalability [7]. 

In Figure 3 shows the structure of the basic 
views used in DoDAF. According to this method 
examines three different views (operational, 
system and technical standards view) that combine 
to describe the architecture. Each of them is used to 
display a variety of architectural characteristics and 
attributes, although between them there are some 
overlaps. Some of the attributes unite two different 
ideas that ensure the integrity, unity and uniformity 
in the architecture description. It is believed that 
the most useful architecture description is 
“integrated”, that is what unites the different ideas 
in the description of the systems. 

 
Figure 3. Three main views that are used in DoDAF 

Operating view (responsible for what 
needs to be done and who does it) includes a 
description of the tasks and activities, operational 
elements and information flows that are 
necessary for activities of the Ministry of 
Defense. The operation includes, as a purely 
military functional processes and traditional 
business processes. Operating view includes a 
description (often graphical) that includes: 

nodes execution elements; 
scheduled tasks and activities; 
information flows between nodes. 
Operating view determines: 
the type of data in the information 

exchange; 
the frequency of information exchange; 
the list of tasks and activities, which are 

provided by the information exchange; 
the nature of information exchange. 
Operating view relative system view (look 

Figure 3) dictates which procedures who are 
performed, what integration is needed. And in the 

back side of the system view, dictates which 
systems are generally not used. 

The system view regarding the submission of 
the technical standards dictate what should be the 
specific requirements associated with integration 
and information exchange. In the back of the 
submission of the technical standards dictate the 
criteria for the implementation and acquisition 
systems. 

The submission of the technical standards 
concerning the operational view dictates the 
requirements and features. In the reverse side of the 
operating view dictates the condition of 
implementation of the possibilities of new 
technologies. 

System view (responsible for the 
communication characteristics of tasks that are 
performed) includes text and graphical descriptions 
of systems and the connections between them, 
which are used to carry out the function of the 
Ministry. System view describes the relationship 
between system resources at an operational level. 
These system resources support operational 
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activities and ensure the exchange of information 
among operational nodes. 

View of technical standards (responsible 
for defining standards and agreements) defines 
the minimum set of rules that guide the creation, 
interoperability, and establishing relationships 
between parts of systems and elements. This 
view provides technical guidelines on which 
engineering specifications are based. By creating 
common blocks and developed product line. 

The view of the technical standards 
includes the following elements descriptive 
documentary providing: 

technical standards; 
transaction for the implementation of 

technical standards; 
special conditions during use. 
the rules and criteria organized by profiles 

that are used in the creation of systems and 
elements. 

There are certain aspects that are relevant 
to all three views of the architecture. These 
common aspects are reflected through the 
common for all views of text and graphics. Such 
descriptions provide information that relates to 
architecture as a whole, which does not fall under 
the responsibility of a particular view. They set 
the scale limits (or the coverage of the subject 
area) and the context of architecture. The context 
of architecture includes the following aspects: 

doctrine, tactics and procedures; 
goals and vision; 
concept of operations; 
scenarios; 
the conditions of the external environment. 
The most important element and strength 

of the technique are the so-called architectural 
products. It is a graphical, text, tabular 
descriptions that are created in the process 
descriptions of the architecture and record data 
relating to the process. 

As part of the architecture description, all 
products, including graphical, should contain 
explanatory text. For example, for graphical 
products should include all abbreviations used 
and an explanation of their content. 

Only for different views of the 
architecture, there are more than 20 different 
types of architectural products: graphic high-level 
description of the concept of operations, model 
operational activity model operational rules, the 
description of state transition operations, a 
description of the system interfaces and the like. 

Taxonomy C3. Deserves the attention of a 
simplified approach to the development and 
design of framework architectures. An example 
of this approach is that the published classifier 

with the disclosure of the foundations of systematic 
and taxonomy – the NATO C3 Classification 
Taxonomy [12]. According to the results of the 
conference Integrated EA Conference 2012, it was 
recognized that NATO can use the specified 
classifier as a guide to achieve system compliance 
C4ISR. He is a synchronization tool for all types of 
functionality through the consultation, command 
and control (Consultation, Command and Control, 
C3). He is also hierarchically categorized list of 
services communication and information systems 
(Communications and Information Systems, CIS) 
and adapted to practical implementation version of 
NATO Architecture Framework. 

This tool takes into account the strategic 
vision and political leadership in the framework of 
the Defense planning process of NATO (NATO 
Defense Planning Process) with the traditional CIS 
architecture. 

Main documents determining the principles 
of construction and integration of the CIS to 
support the entire spectrum of military operations, 
there is a Unifying doctrine for communication and 
information systems AJP-6 (Allied joint doctrine 
for communication and information systems) [13], 
and standard NATO – STANAG 2525. In this 
doctrine describes the characteristics of CIS, the 
overall structure, roles and responsibilities during 
their deployment and operation. 

CIS environment, according to NATO 
standards, should be used as a service-oriented 
architecture (Service Oriented Architecture), 
organizing software in the form of independent 
functional model of the services [7]. 

Services and their interaction is described in 
the catalog of the C3 Classification Taxonomy, at 
the same time, their implementation is able to 
achieve interoperability with other services and 
external systems. Combined CIS can have a service 
model that is “built” within this unified industrial 
architecture. This model “encapsulates” 
information services with the required level of 
quality. 

Information services in the framework of the 
C3 taxonomy include:  

communication services (secure transfer of 
information between users, terminals, information 
systems); 

integration services (provide a total for all 
users, the functionality of the environment: 
electronic mail, data storage, directories, user 
authentication, printing, application access, etc.); 

functional services (provide information 
supporting the implementation of functional tasks 
of users: command and control at all levels, 
logistics, personnel management, weapons, etc.); 
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communication and basic services 
(functional services). 

For the concept of ethnic compatibility of 
the CIS, NATO and partner countries, there 
developed standard approaches. For systematic 
the concept of applying the principles of 
taxonomy, ensure unity of vision, interoperability 
in the design and development of CIS. Taxonomy 
solves the following tasks: 

“fixes” technological dependence of the 
subsystems; 

connects the subject (functional) areas of 
technical services; 

simplifies the planning, deployment, and 
modernization of the CIS; 

enables the “Assembly” of the elements 
CIS of the standard component. 

The relevance of the information 
infrastructure of the MoD of Ukraine on the basis 
of the C4ISR highlights the fact that one of the 
priorities of national interests of Ukraine is 
integration into the Euro-Atlantic space, the 
deepening of cooperation with NATO. According 
to the Military doctrine of Ukraine, the Strategic 
Defense Bulletin of Ukraine [1], one of the main 
objectives is the implementation of NATO 
standards, to achieve interoperability of all 
structures of the armed forces of Ukraine and 
special forces with the forces and means of the 
respective agencies of the countries-members of 
NATO, integration with the command and 
control system C4ISR. 

Conclusions. The authors defined the 
concept, content and features of architecture 
С4ISR through the analysis of the leading 
approaches to the design of framework 
architectures of NATO information systems. A 
retrospective analysis of a modern framework 
architectures for military purposes, which are 
used in NATO, as well as the approaches 
according to the taxonomy of C3 that must be 
considered during the building of the information 
infrastructure of the MoD of Ukraine. 

Further research should be devoted to the 
analysis of the system representation framework 
architectures NATO. 
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Аналіз рамкових архітектур побудови інформаційних систем НАТО та 

визначення особливостей архітектури С4ISR 
Резюме. Стаття розкриває особливості архітектури С4ISR та її роль для Збройних Сил України. 

Розглянутий ретроспективний аналіз сучасних рамкових архітектур воєнного призначення, які 
використовуються в НАТО. Наведені підходи таксономії НАТО, які необхідні для досягнення системної 
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The mathematical model of determination of necessary 
quantity of the enemy’s destroyed fighting means for 
achievement of the a predetermined measure of the 

prevented own troops damage in the operation which 
duration is T days 

 
Resume. In the article the essence of a Mathematical Model is shown. The Model is used for substantiation 

of rational (optimal) combat staff of the Armed Forces of Ukraine through the measure of their prevented damage 
in operations (combat activities).  

Keywords: a model, probability, fighting means, fighting potential, losses, prevented damage. 
 

Raising of problem. The ground of 
rational (optimal) combat staff of the Armed 
Forces (farther - AF) of Ukraine comes true by an 
analytical design in basis of that the theory of the 
unscrewed losses of the troops (forces) is fixed in 
an operation (battle actions) [1]. One of models 
that are here used is a mathematical model of 
determining the necessary amount of the 
destroyed battle facilities of opponent for the 
achievement of the set size of the unscrewed 
losses of the troops in an operation by duration of 
Т of twenty-four hours. 

Analysis of the last researches and 
publications. Conclusions from the analysis of 
existent methodologies of ground of combat staff 
of troops (forces) were expounded in other 
publications [2-5]. In particular, it was set that 
mathematical models that are used in these 
methodologies envisage the calculation of hit of 
objects of opponent probability in the conditions 
when concrete battle facilities target at the defeat 
(elimination) of such object. Thus, the marked 
models take into account such indexes, as possible 
(predetermined) losses of the troops and necessary 
(set) losses of troops of opponent [6-8]. 

Unlike previous methodologies in research 
that is conducted by authors, mathematical models 
are used [2-5], what are based on theory of the 
unscrewed loss of the troops and give an opportunity 
to calculate hit (elimination) of objects of opponent 
probability for terms, when the fire of that or other 
object (aims) of opponent can come true by all types 
of battle facilities, that are at disposal of the troops 
(forces). 

Aim of the article. Exposition of maintenance 
of the mathematical model of determining the 
necessary amount of the destroyed facilities of 

opponent for the achievement of the set size of the 
unscrewed loss of the troops in an operation by Т 
duration in twenty-four hours. 

Exposition of basic material. It is 
considered that for the achievement of the set size 

of coefficient (level) of battle-worthiness вимθ  in 
relation to the troops, that is predetermined by the 
receipt of certain size of the unscrewed loss of 
these troops, not taking into account the methods 
of battle application, and also measures of the all-
round providing of battle actions of the troops, it is 
necessary to destroy all troops 

прN∆  of battle 

facilities an opponent for an operation by Т 
duration in twenty-four hours. For this purpose it is 
needed to have to beginning of operation the 
determined amount 00 NN вим ≥  of battle facilities 

of the troops, that, due to their fire influence on the 
troops of opponent, gives an opportunity to bring 
down the average daily relative losses of the troops 

from '
0β  to 

пβ . 

Will mark that in obedience to the above-
mentioned, use 

прiP  instead of 
прiβ  causes a 

necessity to imagine the possible algorithm of 
application of the examined forces and facilities of 
the troops for elimination of necessary amount 

прiN∆  of battle facilities of і as an opponent for 

period of Т in twenty-four hours of battle actions 
taking into account battle possibilities of battle 
facilities of j as the troops. 

1. One of such algorithms consists in that 
distribution of battle facilities of the troops for 
elimination of battle facilities of opponent comes 
true thus, that every group of j facilities in an 
amount 

0 jN units that or other sort of the troops, 
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coming from the features of their application and 
possibilities, targeted mainly at elimination this 
group with some probability jiP  of 

corresponding і facilities of opponent in an amount 

прiN0  units but vice versa, for example, as shown 

on fig. 1. 

 
It answers the generally accepted method of 

distribution of the forces and facilities during 
planning of operation (to the fight) and is justified 
enough from the point of view of exception of 
cases of chaotic application of present forces and 
facilities of the own troops, their more rational 
use, increase on the whole of efficiency of battle 
application of the own troops. For example, 
facilities of air defense of the own troops target 
mainly at elimination of facilities of air attack 
(EFA), anti-tank facilities –  mainly for 
elimination of tanks and similar facilities, and also 
separate objects, them; artillery – for elimination 
of point, linear and area object of opponent and 
others like that. 

At the same time it requires from staff the 
certain level of subordination during planning of 
application of that or other sort of troops 
carefully to analyze intelligence data in relation 
to the state of opposing troops, structure and 
composition of their decimators. It will provide 
in further the justified distribution of efforts of all 
troops between the corresponding constituents 

прiN0
 of Combat Potential (CP) 

∑= прiпр NN 00 of opponent, coming from the 

necessity of implementation of the put combat 
missions. 

Then after Т of twenty-four hours of battle 

actions, amount 11прN∆  of the battle facilities of 

the first type of opponent destroyed with 

probability 11P  from present 01N  units by battle 

facilities of the first type of the troops in 
composition 01N  units, equals 

1111 01пр прN NP∆ = ⋅  and others like that; 

amount пр jiN∆  of the battle facilities of і 

destroyed with probability jiP  as an opponent 

from present  odes. j by battle facilities of the own 
troops in composition 0 jN , taking into account, 

that in this case і=j, 

0 0j iпр j i i пр i прN N NP ≤∆ = ⋅  

Thus, necessary amount of the twenty-four 
hours of battle actions of battle facilities of all 
types of opponent destroyed for period of Т from 
present 

00 i прпр
i

NN = ∑  units taking into account 

influence on them from the side of battle facilities 
of all types of opposing troops in composition 0N  

units for the achievement of necessary value вимθ  
will equal (і = j) 

Battle facilities of opponent  

00
1

i прпр
i

NN
ν

=
= ∑  

прN01  
прN02  

прN03  
прiN0  … 

01N  02N  03N  jN0  … 

Battle facilities of the own 

troops 00
1

r

j
j

NN
=

= ∑  

ν  

r  

Fig. 1 Chart of algorithm of application of forces and facilities of the troops for elimination 
of necessary amount 

прiN∆  of battle facilities of і as an opponent for period of battle actions 

taking into account battle possibilities of battle facilities of j as the own troops on condition 
that battle means of j as troops operates only against battle means і as an opponent 
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00

0 0

i прпр пр пр пр i
i

j іпр j і i пр пр
j i

T TNN N

N N NP

β β∆

≤∆

= ⋅ ⋅ = ⋅ ⋅ =

= = ⋅

∑

∑ ∑

 

However such method of distribution of the 
forces and facilities (fig. 1) idealizes enough and 
not always can be realized during battle actions. 

2. It is not eliminated in the real terms of 
battle actions, that some j- and the battle means of 
the troops will destroy not only the corresponding 
battle means of opponent with some probability 

jiP  but also different on a type his decimators that 

will appear in the zone of actions of j means, as it is 
shown on fig. 2. 

 
In this case the means of concrete type of 

the troops operate on an opponent regardless of 
actions of facilities of other types. Then for 
period of Т of twenty-four hours of battle actions 
amount 11прN∆  of the battle facilities of the 

first type of opponent destroyed with 

probability 11P  from present 01прN  units by 

battle facilities of the first type of the troops in 

composition 01N units will equal: 

1111 01  ;пр прN NР∆ = ⋅  12прN∆  amount of 

the battle facilities of the second type of opponent 

destroyed with probability 12P  from present 

02прN  units by battle facilities of the first type 

of the troops in composition 01N units for period 

of Т in twenty-four hours of battle actions will 
equal: 12 12 02пр прN NР∆ = ⋅  and others like 

that. 

Like, 1пр іN∆  amount, of the battle 

facilities of і destroyed with probability 1iP  as 

an opponent from present 0i прN  units by battle 

facilities of the first type it to the army 

composition   01N  units for period of Т of 

twenty-four hours of battle actions, equals: 

11 0іпр і і прN NР∆ = ⋅ ; 

common amount of destroyed by battle facilities 
of the first type of the troops in composition 

 01N units soldiery forming or battle facilities of 

all types of opponent from present 

00 i прпр
i

NN = ∑  units for period of Т in twenty-

four hours of battle actions: 

1 11 0пр i iпр i пр
ii

NN NP∆ = = ⋅∑∑ ; 

an amount of the battle facilities of the first 

type of opponent destroyed with probability 21P  

is from present 01прN  units by battle facilities of 

the second type of the troops in composition 

02N units for period of Т of twenty-four hours of 

battle actions : 2121 01пр прN NР∆ = ⋅  ; 

an amount 22прN∆ , of the battle 

facilities of the second type of opponent destroyed 

with probability 22P  is from present 02прN  

units by battle facilities of the second type of the 

troops in composition 02N units for period of Т of 

twenty-four hours of battle actions: 

2222 02пр прN NР∆ = ⋅  and others like that; 

like, amount 2пр iN∆ , of the battle 

facilities of і destroyed with probability 2iP  as an 

opponent from present 0i прN  units by battle 

facilities of the second type of the troops in 
composition 02N units for period of Т in twenty-

four hours of battle actions will lay down: 

22 0iпр i i прN NР∆ = ⋅ ; 

common amount of destroyed by battle 
facilities of the second type in composition 

02N units the troops of battle facilities of all types 

Battle facilities of the troops of j type  

iN0  

прN01  
прN02  

прN03  
прiN0  … 

Battle facilities of opponent ∑=
i

прiпр NN 00   

ν  

Fig 2 Example of case, when battle means of j as troops operates against any 
types of battle facilities of opponent 
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of opponent from present 0 0пр i пр
i

N N= ∑  

units for period of Т of twenty-four hours of battle 
actions: 

22 02 iпр i прпр i
i i

N N NP∆ = = ⋅∑ ∑  and 

others like that; 

amount пр jiN∆  of the battle facilities of і 

destroyed with probability jiP  as an opponent from 

present  0i прN units j by battle facilities of the 

troops in composition 0 iN units for period of Т of 

twenty-four hours of battle actions equals: 

0j iпр j i i прN NР∆ = ⋅  ; 

common amount of destroyed j by battle 

facilities in composition ojN units the troops of 

battle facilities of all types of opponent from 

present 0 прN units for period of Т of twenty-

four hours of battle actions: 

0jiпр j пр iпр ji
i i

N N NP∆ ∆= = ⋅∑ ∑ , 

where 

0

пр j i
j i

i пр

N
P

N

∆=  - probability of 

elimination of j by battle facilities of the troops in 

composition 0 jN units in an operation by Т 

duration in twenty-four hours even one battle 

means of і as an opponent from present 0i прN  

units. 
This probability is expressed through some 

known from experience of troops or parameters are 
got a calculation way taking into account the 
available amount of forces and facilities of 
opposing parties. 

Then necessary amount пр iN∆  of the 

destroyed battle facilities of і as an opponent for 
period of Т of twenty-four hours of the battle 
operating under present 0i прN units and taking 

into account influence on them from the side of 
battle facilities of all types in composition 0N  

units opposing troops for an achievement by them 

a value вимθ  will equal: 

0  0  0  

0  0                                             

пр i jiпр i i пр i пр пр j i i прпр i
j j

jii пр i пр
j

TN N N N NP P

N NP

β∆ ∆= = = = =

= ≤

⋅ ⋅ ⋅ ⋅∑ ∑

⋅∑
     (1) 

From swims out here, that probability of 
elimination forces and facilities of all types of the 
troops in an operation by duration of Т of twenty-
four hours of one battle means of і as an opponent 

from present 0i прN units for period of Т in 

twenty-four hours of battle actions: 

0

1
пр i

пр i j iпр i
ji пр

N
ТP P

N
β

∆
= = = ≤⋅ ∑ ,  (2) 

where 

0

пр i
пр i

i пр

N
P

N

∆=   – probability of 

elimination forces and facilities of all types of the 
troops in composition 0N units in an operation 

by duration of Т of twenty-four hours of one 
battle means of і as an opponent from present 

0i прN units. 

From (2) have a necessary average daily 
for period of Т of twenty-four hours of battle 
actions relative losses of battle facilities of і as an 
opponent as a result of influence on them from 

the side of all battle facilities of opposing troops 

for an achievement by them value вимθ : 

0

пр і пр і

пр і
і пр

N Р

T ТN
β

∆
= =

⋅
. (3) 

Thus, a value 
пр іβ  can be expressed 

through пр iP , that, in turn, depends on j iP  (2). 

A necessary amount of the twenty-four hours 
of battle actions of battle facilities of all types 
destroyed for period of Т is from present 

0 0i пр і пр
і

N N= ∑  units opponent taking into 

account influence on them from the side of battle 
facilities of all types of opposing troops in initial 

composition 0N  of units for the achievement of 

necessary value вимθ : 
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 0  0  

0  0  0  

  

         

пр iпр oпр пр i i пр i прпр пр i
i i i

пр ij прпрij i пр пр пр
i j i j

T TN N N N NP

N N N NP P

β β∆ ∆

∆

= = = =

= = = ≤

⋅ ⋅ ⋅ ⋅ = ⋅∑ ∑ ∑

⋅ ⋅∑∑ ∑∑
,       (4) 

where, like (2), probability of elimination of all 
types of the troops battle facilities in composition 

0N units one battle means of opponent from 

present 0 прN  units for period of Т of twenty-four 

hours of battle actions  –  

 

0

пр
пр пр

пр

N
ТР

N
β

∆
= = ⋅ . 

Such order of distribution of efforts of the 
troops will provide certain success with an 
operation (to the fight), as with the use of j means 
will be destroyed yet and additional, except 
earlier certain, decimators of opponent, then it 
will promote efficiency of application of the 
troops only. 

3. Will notice that in obedience to (2) a 

value 

0

1
пр i

пр j ii
ji пр

N
P P

N

∆
= = ≤∑  envisages 

incompatibility of events, each of that is related 

to elimination with probability j iP  by forces 

and facilities of j as the troops of battle facilities 

of any type of opponent in 

composition 0i прN units, thus elimination of these 

facilities of opponent comes true separately in time 
by every battle means of j as the troops. In general 
case these events can be compatible, elimination of 
facilities of opponent by battle facilities of j as the 
troops can come true in time compatible, when 
those or other battle facilities of the troops can 
operate under the same і means of opponent. 

Such algorithm of application of the forces 
and facilities of all types can be represented on 
fig. 3, when expected, that the result of their 
actions will be elimination of necessary amount 

пр iN∆  of forces and facilities of і as an opponent 

with probability пр iP  at influence on them from 

the side of j battle facilities of the troops in an 
operation by duration of Т of twenty-four hours and 

elimination these facilities with probability jiP  

even one battle means of і as an opponent from 

present 0i прN units. 

 
In this case probability пр iP  of elimination 

forces and facilities of all types of the troops of 
battle facilities of і as an opponent for an operation 
will be too expressed duration of Т in twenty-four 

hours through probability jiP , but, unlike (2), by 

another method, taking into account possible 
compatibility of the examined events. 

Really, in obedience to fig 3, probability 

пр iP  can calculate at a general case as probability 

of sum of r (j=1, r  ) of compatible events, each of 

that is related to payment jiP  of battle facilities of 

j as the troops in elimination of battle facilities of і as 

an opponent in composition 0i прN units. 

For example, at j=1, r =1, 4 probability 
of elimination all forces and facilities of the troops 
of battle facilities of і as an opponent for an 
operation by duration of Т of twenty-four hours 
during influence on them of forces and facilities of 
all types of opposing troops taking to account that 

amount  of 0  jN units facilities of j is as 

characterized by probability of elimination jiP  

even of one battle means of і as an opponent from 

present  0i прN  units, will, as known, equal: 

Battle facilities of j as the troops with probability of elimination jiP  of battle facilities 

of j as an opponent 

01N  02N  03N  jN0  … 

Battle facilities of opponent of i as прiN0  

r  

Fig 3 Algorithm of application of the forces and facilities of all types, when operate 
against the battle means of i as an opponent 
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1 2 3 4 2 1 3 4

3 1 2 4 4 1 2 3

1 2 3 4 1 3 2 4

1 4 2 3

(1 ) (1 ) (1 ) (1 ) (1 ) (1 )

(1 ) (1 ) (1 ) (1 ) (1 ) (1 )

      (1 ) (1 ) (1 ) (1 )

      (1 ) (1

пр i i i i i ii ii

i i i i i ii i

i i i i i ii i

i i i

P P P P P P P P P

P P P P P P P P

P P P P P P P P

P P P

= − − − + − − ⋅ − +

+ ⋅ − ⋅ − ⋅ − + ⋅ − ⋅ − ⋅ − +

+ ⋅ ⋅ − ⋅ − + ⋅ ⋅ − ⋅ − +

+ ⋅ ⋅ − ⋅ −

⋅ ⋅ ⋅ ⋅ ⋅

2 3 1 4

2 4 1 3 3 4 1 2

1 2 3 4 1 2 4 3

1 3 4 2 2 3 4 1 1 2 3 4

1

) (1 ) (1 )

  (1 ) (1 ) (1 ) (1 )

        (1 ) (1 )

(1 ) (1 )

          

i i ii i

i i i i i ii i

i i i i i ii i

i i i i i i i i ii i i

i

P P P P P

P P P P P P P P

P P P P P P P P

P P P P P P P P P P P P

P

+ ⋅ ⋅ − ⋅ − +

+ ⋅ ⋅ − ⋅ − + ⋅ ⋅ − ⋅ − +

+ ⋅ ⋅ ⋅ − + ⋅ ⋅ ⋅ − +

+ ⋅ ⋅ ⋅ − + ⋅ ⋅ ⋅ − + ⋅ ⋅ =⋅
= + 2 3 4 1 2 1 3 1 4

2 3 2 4 3 4 1 2 3 1 2 4

1 3 4 2 3 4 1 2 3 4

1 2 1 3 1 4 2 3 2 4 3 4

          

           

(

i i i i i i ii i

i i i i i i i i ii i i

i i i i i i ii i i

ji i i i i i i i ii i i
j

P P P P P P P P P

P P P P P P P P P P P P

P P P P P P P P P P

P P P P P P P P P P P P

+ + − ⋅ − ⋅ − −⋅
− ⋅ − ⋅ − ⋅ + + +⋅ ⋅ ⋅ ⋅
+ + − ⋅ =⋅ ⋅ ⋅ ⋅ ⋅ ⋅

= − + + ⋅ + + + ⋅∑ ⋅ ⋅ ⋅ ⋅

1 2 3 1 2 4 1 3 4 2 3 4 1 2 3 4

)

( ) 1

i

i i i i i i i i i i i ii i i i

P

P P P P P P P P P P P P P P P P

+

+ + + ⋅ + − ≤⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅
,        (5) 

where 

0

пр ji
ji

i пр

N
P

N

∆=   –  probability of 

elimination of j by battle facilities of the troops in 

composition 0  jN units in an operation by Т 

duration in twenty-four hours even one battle means 

of і as an opponent from present 0i прN  units. 

As see from (1), value  

0

0 0 0

1

jiпр ji i пр
пр i j j

пр i
i пр i пр i пр

N NP
N

P
N N N

∆
∆

= = = ≤

⋅∑ ∑

  
does not exceed 1 at any sizes 0 1jiP≤ ≤  . 

In general case, unlike (5),  

1

( ) ( )
r

пр c ji jii
j

P P A Pf
=

= ⋅ =∑ , 

where 

1

( )
r

c ji
j

P A
=

⋅ ∑  – probability of sum of 

compatible events jiA , each of that is related to 

possibility of elimination of j by battle facilities of 

the troops with probability jiP  of battle facilities 

of opponent of і as from present 0i прN  units for 

an operation by duration of Т of twenty-four hours. 

Probability c пр iP P=  (5) is determined by 

a alternating line from the r members of row, each of 
that contains the sum of possible products of 

elements jiP  (j =1, r , i=1,ν ) for n = 1, 2, 3, 4, 

.,  r .  

Thus amount of n products of elements jiP  

in every member of row is determined the through 

the number of connections 
n
rC  from r to n, where n 

= 1, 2, 3, 4, … ,  r : 

!

! ( - )!
n
r

r
C

n r n
=

⋅
 . 

Will mark also, that it is concerning (5) 
possible to consider an 
event

1 2 3 4(1 ) (1 ) (1 ) (1 )i i iiP P P P− ⋅ − ⋅ − ⋅ − , 

that consonant with events in (5) creates the complete 
group of incompatible events, probability of that 
equals 1. It is possible to consider in this case, that 

probability of unelimination (1 )пр iP−  all forces 

and facilities of the troops of battle facilities of і as an 
opponent for an operation by duration of Т of twenty-
four hours during influence on them of battle 
facilities of all types of opposing troops will equal: 

1 2 3 41 (1 ) (1 ) (1 ) (1 )пр i i iiiP P P P P− = − ⋅ − ⋅ − ⋅ − , 

from, where 1 2 3 41 (1 ) (1 ) (1 ) (1 )пр i i iiiP P P P P= − − ⋅ − ⋅ − ⋅ −  or in more general case for a 

calculation пр iP  next to (5) it is possible to use and such dependence: 

             
1 2 3 4

11

1 (1 ) (1 ) (1 ) (1 ) ... (1 ) ...

         1 (1 ) ( ) ( )

пр i jii i ii

r r

ji c ji ji
jj

P P P P P P

P P A Pf
==

= − − ⋅ − ⋅ − ⋅ − ⋅ ⋅ − ⋅ =

= − − = ⋅ =∑∏
.             (6) 



ECONOMIC, INFORMATIVE AND TECHNOGENIC SECURITY 

 77 

4. As see, considered algorithm of 
application of the forces and facilities of all types in 
obedience to fig. 3 contains the more possible 
variants of the use of the forces and facilities in 
comparing to the similar algorithm (fig. 2). About it 
testifies and that a calculation of probability 

пр i ji
j

P P= ∑  concordantly (2) is the partial case 

of calculation of probability пр iP  concordantly 

(5)(6). 

Therefore in future necessary amount 

пр ijN∆  of the destroyed battle facilities of і as an 

opponent for period of Т of the battle operating under 

present 0i прN units but taking into account 

influence on them from the side of battle facilities of 

all types in composition 0N units opposing troops 

for an achievement by them value 
вимθ , unlike (1), 

will be calculated thus: 

0 0 0
1

  1 (1 )
r

пр i j iпр i i пр i пр i прпр i
j

TN N N NP Pβ
=

∆ = ⋅ ⋅ = ⋅ = ⋅ − − =
 
 
 

∏  

1 0

0

(1 )

(1 )0
1

 1

Tвим
j i п jj i j

T
i пр пp i

n NR

N

r

i пр
j

eN
β

β

⋅ −⋅

−
=

⋅−
⋅⋅ − ==

 
 
 

∏  

                          
1 0

1
0

1
 (1 )

(1 )0 (1 )
r

Tвим
j ij i п jj p

пр i j
i пр

n NR
P

N
T

i прN e
β

=
− ⋅ −⋅

⋅ −
∑ ⋅⋅⋅ −=  ,                    (7) 

and common amount прN∆ , unlike (4), taking to account that 

1 10   

0

(1 ) (1 )
  

(1 ) (1 )1 0 0  ( , ) 1 1
Tвим T

ji ji пjji j p jiп i
T T

jiiпр пpi пpi

R Rn N n

N
вим

ji j i прN N e eP f
ββ

αβ β

⋅ ⋅⋅ ⋅ ⋅

⋅

− −⋅
− −

− −= = − = − , and 

0 0 0 0 0
    прiпр i iпр пр i прпр пр прпр i пр прii i

N TT NN NPN N NPββ∆ ⋅ == ⋅ ⋅ = = ≤⋅∑= ⋅∑ ∑ ⋅ , and 

also (6), and losses of the troops and opponent, 
twenty-four hours of battle actions of connections 
(parts, subdivisions) or battle facilities of all 
types inflicted for period of Т from present  

0 0пр i пр
i

N N= ∑  units opponent must be not 

less from a value 
вим

прN∆  for an achievement 

вимθ  : 

0 00

00
1

  

                           1 (1 )

прi прпрпр пр і прпр пр iiпр
і i i

r

пр i i пр jii пр
i i j

NN N T T NN P N

NP N P

ββ

=

∆ ∆ ∆⋅= = ⋅ ⋅ = ⋅ = ⋅ = =

= ⋅ = ⋅ − − =
 
 
 

∑ ∑ ∑

∑ ∑ ∏
 

1 0
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                                                  0 '
0

1
(1 ) 

вим

прN
T

θ
β
−

⋅ −=
⋅

 ,                                                       (8) 

where пр iP  –  probability of elimination all 

forces and facilities of the troops of battle 
facilities of і as an opponent for an operation 
during compatible influence on them of forces 
and facilities of all types of opposing troops it is 

determined duration of Т of twenty-four hours 

concordantly (5), (6) with taking 1 jiP  :into 

account 

                    

1 0  

0

1 0
10

(1 )

(1 )
1 1

1
 (1 )

(1 )

 1 (1 ) 1

1

Tвим
j ij i п jj

T
i пр пp i

r
Tвим

j ij i j п jT
ji пр пp i

r r n NR

пр i ji N
j j

n NR
N

eP P

e

β
β

β
β =

⋅ −⋅⋅
⋅ −
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average daily for period of Т in twenty-four hours of 

battle actions relative losses прiβ  of battle 

facilities of і as an opponent as a result of influence 
on them from the side of all battle facilities of 

opposing troops for an achievement values вимθ  
are determined by them concordantly (3). 
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Thus, a calculation пр iN∆ , прN∆ comes 

true, as be shown in (11), (12) only on the basis of 

own parameters (1 ji jiji TR n k⋅ ⋅ = ⋅ ) of the real 

battle facilities of certain types of the troops. 
Conclusions. Thus, a mathematical model 

(8) is offered one of key in the general algorithm of 
realization calculations. This model gives an 
opportunity to define the necessary amount of battle 
facilities of opponent, that must be destroyed for the 
achievement of the set size of the unscrewed loss of 
the troops and providing of necessary level of their 

battle-worthiness вимθ  in an operation by duration 
of Т of twenty-four hours. 

Such approach will give an opportunity to 
attain the ultimate goal of research - to ground 
rational (optimal) battle composition of ЗС of 
Ukraine through the size of the unscrewed loss of 
the troops (forces) in an operation. 
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Raising of problem. The main goal of the 
military reform is the creation in the short term 
qualitatively new Armed Forces European-style, 
professional and mobile, well-equipped and 
trained, able to adequately respond to modern 
threats to national security in the military sphere. 

Exposition of basic material. Ways to 
achieve goals may have different views on its 
implementation. Also this contributes to difficult 
foreign policy situation, conducting anti-terrorist 
operation in eastern Ukraine, frequent changes in 
leadership of the Armed Forces of Ukraine and 
different levels of training. All these factors can 
cause a situation where there is a need for 
selection and use of a balanced scorecard (BS) 
functioning military organization (structure). 

However, there are a number of approaches 
to the choice of strategy management 
organization (structure), including marketing 
strategies. In most cases, the choice of strategy is 
subjective, and there are a number of matrix 
models that take into account only two factors, 
but the choice of strategy requires a 
comprehensive, systematic approach is just such 
a balanced scorecard. 

Balanced Scorecard greatly enhances the 
strategic planning process, making it more real. 
For this reason, the development on the 
formation and use of the concept in the 
management of military organization (structures) 
are very promising value and deserve attention 
from researchers and practitioners. 

However, there may also situations where 
Balanced Scorecard may not apply. This raises 
the pertinent question of how to assess the 
situation and indicated signs of this condition, 
which is a tool used to address this issue and how 
to use it. 

Accordingly, the main purpose of the article 
is to provide proposals for the improvement of the 
use of balanced performance of the military 
organization (structure) of the Armed Forces of 
Ukraine. 

For successful implementation of the strategy 
developed military organization (structure) should 
be that every official working in accordance with 
the set her task. Thus, the issue of monitoring and 
evaluation rather difficult task because while it is 
resolving wish to rely on any reliable tools. One of 
the modern and perhaps one of the most common is 
the Balanced Scorecard. She implemented just to 
bring strategy to every employee through a set 
target for his performance and by monitoring their 
implementation to ensure the implementation of the 
strategy. 

At the same time, it is possible when the 
Balanced Scorecard can not be used. Based on the 
experience of implementation, the following 
factors as Balanced Scorecard is not required: 

crisis (financial, strategic, any other); 
lack of trust between levels of government; 
strategic uncertainty; 
small scale businesses; 
weak financial and management accounting; 
lack of initiative of employees; 
lack of public information field. 
Thus, the above factors are not allow to use 

the Balanced Scorecard as a "dogma" and approach 
to evaluating the effectiveness of the organization 
(structure) of a resourcefully and creatively. 
Currently, in the world practice is the effective use 
of monitoring systems as "substitutes" Balanced 
Scorecard. With their help almost any organization 
able to cope with the problem of control, without 
the balanced scorecard, and using other, simpler 
systems or using it in a "truncated" version. 
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Some of these systems claim to 
universality, as well as take advantage of the 
previous maximum and can solve a set of 
problems (including strategic planning, coverage 
of all areas of modeling, analysis faktnyy plan, 
motivation, etc.). However, to achieve some 
other goals is universal system is not optimal 
alternative. You need other programs that 
specialize in solving specific problems. 

That is, using a balanced scorecard is not a 
prerequisite to enhance the functioning of the 
organization. In each case requires an individual 
approach to the choice of evaluation, which may 
depend on the external and internal conditions of 
the organization. 

Conclusions. Thus, the immutable tenets 
that use the Balanced Scorecard is not no use. 
Standard solutions lead to standard results, and in 
order to deal with the unique issues often 
necessary to seek its own way. It is not necessary 
to rebuild the balanced scorecard system 
completely. But it is important to understand that 
the prospects for which will be formed indicators 
may be several. An important than their number 
and name, and then they will be collected figures 
for critical management organization (units) 
which will provide a comprehensive qualitative 
snapshot of the processes. 
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First stage. The definition of each of these 
factors groups (clusters) indicators, which will be 
evaluation and appropriate alternatives. These 
groups may include: 

The possibility of domestic industry with 
the production model, as the closed cycle, and in 
cooperation with the enterprises of other 
countries: 

• no (B). The state has never produced 
such samples W and no industrial capacity to 
generate their production; 

• Limited (O). The state is the industrial 
capacity to produce such samples BT, but they 
need some additional equipment or conversion; 

• existing (H). In the State industrial 
capacity available for production design. 

The possibility of state funding for 
development and production, procurement etc. of 
samples: 

• absent (Bi). The state is not able to 
finance not only the development but also the 
production of samples; 

• Limited (Rev.). The state can fund the 
production of a limited number of samples, or 
purchase their parts abroad and partly provide 
other options (lease, co-production); 

• sufficient (D). State funding may exercise 
in full of the sample VT. 

Availability of production of like or similar 
samples BT in other states: 

• absent (from). In other countries, there is 
no such production of samples (although 
prototypes or prototypes may be); 

• modernization (M). In other states made 
modernizing of samples for proving their tactical 
and technical characteristics of the sample to the 
level, which is necessary to provide the Armed 
Forces of Ukraine; 

• Creation (C). In other states, created and 
tested a new model VT. 

Scientific and technical potential of the state 
can provide development, testing and use of the 
new model BT: 

• availability of construction department 
(KB). In Ukraine there are design offices (schools), 
staffed by specialists and test base for the 
development of samples; 

• Availability of trained professionals (F). In 
Ukraine, there are no design offices but there are 
experts and test base for the development of 
samples; 

• availability of testing facilities (Wb). In 
Ukraine, the only available test base for the new 
model. 

The impact of the new model BT to changes 
in the nature of warfare: 

• little (not). New sample VT slightly affect 
the nature of warfare, improving some fighting 
qualities of old samples; 

• a significant (Su). New sample BT will 
affect the character of the armed struggle and will 
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require appropriate retooling of other technical 
systems; 

• Indigenous (K). New sample BT would 
change tactics or strategy of armed struggle. 

Among the alternatives, which should be 
considered in the study, may include: 

• development and subsequent production 
of the new model in Ukraine (P); 

• jointly with other countries to develop 
and manufacture a new model in Ukraine (St); 

• Purchase of a new model abroad (C); 
• Production of the new model in Ukraine 

under license (L) 
Second stage. Building a network of 

defined groups and alternatives. This network 
may include direct and / or inverse linking 
between clusters and ties among the clusters. 

Third stage. Implementation of expert 
assessments in each cluster for paired 
comparisons between them and obtain the 
normalized priorities. 

Fourth stage. Carrying out of calculations.  
Fifth stage. Analysis of the results and 

drawing conclusions. In some cases, the result 
can be ambiguous (as for instance, when the 
priorities mentioned alternatives are almost 
identical). 

Conclusions. The approach to achieve a 
number of military-technical policy, namely: 

describe the output from the conditions on 
financing, production, procurement and other 
components that contribute to ensuring the 
Armed Forces of Ukraine new samples W; 

consider such important factors as the 
influence of the military-technical policy of other 
countries on the development of BT and changes 
in the armed struggle; 

use both qualitative and quantitative 
assessment of the characteristics of conditions for 
BT Armed Forces. 

The Armed Forces of Ukraine will use 
needed applying this approach to the assessment 
of different samples BT in the short and medium 
term, taking into account, above all, financial 
capacity of the state. 

Further researches advisable to devote to 
the development of methods for certain military-
technical areas. In particular, in terms of the 
antiterrorist operation in such areas include - 
development of communications technology, 
improved telecommunications, means of combat at 
night, anti-tank and artillery systems and 
automotive engineering. 
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Raising of problem. Within the 
framework of six past waves of mobilization in 
2014-2015 on military service 210 thousand 
persons were attracted. Three waves were 
conducted in 2014, and three in 2015. 

Seventh wave was pre-arranged on May-
June and October-November, 2016. However, on 
beginning of 2016 more than 23 thousand 
Ukrainians signed a contract on service in the AF 
of Ukraine and other power subdivisions, which 
gave an opportunity not to declare the seventh 
wave of mobilization. The state did not yet 
declare complete abandonment from mobilization 
or appeal, but from the end of the last year 
subdivisions complete contracters. President of 
Ukraine underlined thus, that within the 
framework of duty appeals it is planned to attract 
servicemen with experience, those, who passed 
urgent service already, participated in an anti-
terror operation on the East of country, 
participated in battle actions and has military 
experience. The volumes of set will depend on 
those battle parts that need completing, and 
political situation, in a region [1]. 

On results the conference of guidance of 
the Ukrainian power structures, chief of the 
General staff AF Ukraine underlined: by “Priority 
of skilled politics of the Armed Forces of Ukraine 
this year continuation of process of forming of 
army on professional basis must become due to 
the quality completing of permanent officer 
positions”. He marked that good performers are 
“enough in AF of Ukraine, but it is a few, we lack 
in leaders. Skilled work must be sent to the search 
of leaders and forming of leader internals”. A 
necessity for such changes is dictated by that the 
Ukrainian army from the last year is completed 

mainly contracters, by people, majority from that is 
had education, vital and professional experience. 
For two years of war in the Donbas were 
contracted from 85 thousand servicemen. The 
quantity of servicemen of urgent service in the AF 
of Ukraine folds now only 10% [2]. 

Thus, the important tasks of skilled 
management in the conditions of the special period 
are: 

stop of outflow of skilled specialists from 
AF of Ukraine, that have an experience 
implementation of tasks in the zone of realization 
of anti-terror operation; 

an accumulation of reserve of candidates is 
for promotion, that is able qualitatively to carry out 
duties after higher positions in the conditions of 
conduct of battle actions; 

completing of organs of military 
management of AF of Ukraine by a quality 
personnel, with the present smell of powder, able 
to execute the specific tasks of military service in 
the conditions of the special period. 

For the decision of the higher marked tasks, 
it is expedient to lean against the results of 
evaluation of personnel in the conditions of the 
special period. Taking into account, that in a 
special period of evaluation of official activity of 
servicemen and their attestation it is not envisaged 
normative acts, an urgent necessity is development 
of “ Instruction of evaluation of official activity of 
servicemen in a special period (battle conditions)“, 
where the order of realization of evaluation of 
official activity of serviceman must be explained in 
a special period. 

Analysis of the last researches and 
publications. In the open sources, sufficient 
amount of works, for example [3-5], sanctified to 
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the questions of psychological preparation of 
servicemen for the successful conduct of battle 
actions.  

In [3] the question of the psychological 
state of servicemen and factors are examined in 
detail, that he is determined in the conditions of 
battle activity, methods of self-regulation and 
increase of the psychological state. In-process [4] 
the worked out going is near organization and 
realization of psychological preparation of 
servicemen. Looks of soldiery psychologists to 
maintenance of general, having a special purpose 
and special psychological preparation, and also 
psychological model of modern fight considered 
in [5]. 

Questions, that touch an order the 
evaluations of servicemen in battle conditions, 
lighted up fragmentary. 

The aim of the article is a ground of 

approach in relation to development and use of 
order of evaluation of official activity of 
servicemen in battle conditions. 

Exposition of basic material. The 
evaluation of results of official activity of 
serviceman comes true by means of estimation on 
criteria and text of evaluation description. 

In the conditions of peaceful life on results 
an evaluation and attestation of servicemen (annual 
evaluation, periodic attestation and independent 
evaluation) there is an evaluation card to the 
second division of that estimation is driven on the 
criteria of official activity, and in the third is text 
of evaluation description and suggestion of direct 
chief. Thus, it is possible to assert that the model of 
the functional state of servicemen (after categories) 
for the terms of peace-time exists already. 
Structurally she can be given in the kind brought 
around to fig. 1. 

 
The analysis of model of the functional 

state of servicemen allows to do next conclusions: 
- the estimation of different categories of 

servicemen on the criteria of official activity has 
general constituents - base preparation can be 
conducted after typical methodologies; 

- further preparation of servicemen after 
categories must use the special methodologies. 

In article [6] offered approach to the design 
of critical situations, basic maintenance of that is 

construction of structure of critical situations on 
certain signs and taking into account of features of 
zone of conflict (zones of АТО). Depending on the 
source of origin, critical situations are divided into 
the situation of natural, ethnogeny, military and 
socio-political character. The actions of 
servicemen in relation to overcoming of the 
marked situations must be exhaust on preparatory 
collections of mobilizational reserve. 

With an account maintenance of model of 

Fig. 1 - Model of the functional state of servicemen 
EVALUATION DESCRIPTIO N AND SUGGESTIONS OF DIRECT CHIEF 
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credible critical situations, basic attention at 
forming of the adequate functional state of 
servicemen it follows to spare to the increase of 
level of professional knowledge, professional 
abilities and skills and formed of ideological and 
moral internalss. 

The common use of model of credible 
critical situations and functional state of 
servicemen for the estimation of official activity 
of servicemen (fig. 1) allows deciding row of 
partial tasks that arise up at forming of order of 
evaluation of official activity of servicemen in a 
special period: 

to work out the additional sub criteria of 
evaluation of official activity after constituents: 
level of professional knowledge, level of 
professional abilities and skills and level of 
formed of ideological and moral internalss; 

to ground the additional general articles of 
studies; 

to ground the additional separate articles of 
studies. 

In the article [7] the algorithm of work of 
skilled organs was worked out for the evaluation 
of official activity of servicemen in battle 
conditions that consists of three blocks: 

studies and primary attestation; 
measures that is conducted during the stay 

of servicemen in battle conditions; 
final measures. 
Leaning on the higher marked results of 

researches [6, 7] it is possible to offer the order of 
evaluation of official activity of serviceman in the 
special terms, namely: 

the first stage is an analysis of results of 
evaluation of implementation of official duties by 
an inferior personnel on results studies 
(preparations) in an educational center (ground); 

the second stage is an accumulation of 
information about implementation of official 
duties by inferiors, directly, in battle conditions; 

the third stage is a stowage of attestations 
on inferior servicemen after a stay in the zone of 
АТО. 

The feature of the first stage consists in that 
the preliminary estimate of actions of serviceman 
is conducted in educational centers, grounds, 
educational establishments. Limit nature of terms 
and saturation of the program of studies requires 
the perfect study of features of inferior 
servicemen from commanders (instructors). On 
grounds control employments are conducted after 
the basic articles of the combat training (the fire, 
tactical, special, flight and marine education, 
driving of fighting machines and cars, is medical 
and others like that) and individual preparation of 
servicemen is estimated. During employments the 

control and test firing on that estimate teaching of 
personnel is conducted, and their commanders - 
methodical mastery in realization of measures of 
the combat training. 

On the second stage data accumulate about 
the actions of inferior servicemen in the special 
terms, what such form as "supervision" that comes 
true by a direct chief is used for. 

A supervision can be systematic, permanent 
and unsystematic (episodic). 

But also in that, and in another case it is 
planned and comes true in a certain sequence, 
namely: 

the aim of supervision is clearly determined; 
his object and object (situations that allow to 

get necessary information) are specified; 
basic tasks are formulated, a kind or method 

of supervision is specified; 
the determined location prepares for a 

supervision and his time is determined; 
procedure of fixing of results of supervision 

is developed; 
collection of information (own supervision) 

comes true; 
treatment and analysis of the got information 

come true. 
The evaluation of official activity in a 

special period it is expedient to conduct after the 
simplified procedures and rules, namely: to 
estimate activity of servicemen after three or by 
four criteria: 

three criteria of estimations: “yes”; “no”; 
“not appraised”; 

four criteria of estimations : “well”; 
“satisfactorily”; “not satisfactorily”; “not 
appraised”. 

A criterion is not "appraised" is used in the 
cases of impossibility of reliable estimation the 
commander of actions of inferior.  

The estimation of activity of servicemen can 
be conducted on indexes that are erected in 
Table 1. 

The third stage of evaluation of official 
activity of servicemen in a special period comes 
true after the rotary press of parts (subdivisions) or 
liberation of serviceman from rows ЗС of Ukraine. 
This procedure is needed for the account of data in 
relation to the further passing of military service 
for skilled servicemen or for the grant of 
corresponding data in military registration and 
enlistment office in relation to exempt servicemen. 

The “Evaluation card” and “Attestation 
description” must become the result of evaluation 
of actions of serviceman that is worked off by a 
commander on results implementation of official 
activity in a personal period. 
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Table 1 
№ Index Criteria of estimation 

1 
Degree of realization of the put task and adequacy of 
her perception.  

“well”; “satisfactorily”; “not satisfactorily” 

2 
The as far as formed skills of actions are in the forecast 
terms. 

“well”; “satisfactorily”; “not satisfactorily” 

3 As far as developed sense of collectivism. “well”; “satisfactorily”; “not satisfactorily” 
4 Degree of psychological compatibility. “well”; “satisfactorily”; “not satisfactorily” 

5 
Percent of the positive states (getting up, battle 
excitation, decision). 

Estimated at implementation of the personal 
tasks 

6 
Percent of the negative states (disturbance, fear, alarm, 
uncertainty). 

Estimated at implementation of the personal 
tasks 

7 
Character of reactions is on information about future 
actions. 

“adequate”; not “adequate“ 

8 
Possibility of opposition to informatively-psychological 
influence. 

“well”; “satisfactorily”; “not satisfactorily” 

9 
Ability to render primary medicate at poisoning, 
wounds, kilning and others like that. 

“well”; “satisfactorily”; “not satisfactorily”; 
“not appraised”/“yes”; “no”; “not appraised” 

10 
Ability to find out poisonous substances on industrial 
building. 

“well”; “satisfactorily”; “not satisfactorily”; 
“not appraised”/“yes”; “no”; “not appraised” 

11 
Degree of capture of protecting from hazardous 
substances midair, water methods, soil. 

“well”; “satisfactorily”; “not satisfactorily”; 
“not appraised”/“yes”; “no”; “not appraised” 

12 Degree of capture of fire-prevention defence methods. 
“well”; “satisfactorily”; “not satisfactorily”; 
“not appraised”/“yes”; “no”; “not appraised” 

13 State of physical preparedness. “well”; “satisfactorily”; “not satisfactorily” 
 

Approaches are at a study and estimation of 
activity of every serviceman in a special period, 
the list of evaluation points is taken away coming 
from that, as far as successful and effective were 
battle actions in times of stay in the zone of АТО. 

The order of evaluation of official activity 
of serviceman in battle conditions can be given as 
represented on the fig. 2. 

In an order to execute the task of the 
second stage, namely, accumulation of 
information about implementation of official 
duties by inferiors, directly, in battle conditions, 
the commanders of all grades must pass certain 
preparation, where basic attention it follows to 
concentrate on the study of methodical 
recommendations in relation to the evaluation of 
servicemen in battle conditions and analysis of 
essence of additional indexes of evaluation. The 
stowage of attestations on inferior servicemen 
after a stay in the zone of АТО (third stage) too 
needs separate interpretation. 

It follows marks also, that experience of 
conduct of battle actions showed that the 
psychological state of servicemen, them moral 
readiness to the conduct of battle actions, was one 
of main constituents of alertness of troops to the 
battle actions. Taking into account it, it is 
possible to assert the evaluation of morally-
psychological internalss of servicemen about a 
necessity. 

At this time there is not methodical soil in 
relation to the evaluation of psychological 

readiness of serviceman personally and to the 
collective on the whole to implementation of tasks 
in extreme terms. On the view of authors, exactly 
on the decision of this question it is expedient to 
give mind profile scientific establishments during 
realization of further researches. 

Conclusions. The offered order of 
evaluation of official activity of serviceman in 
battle conditions envisages realization of certain 
organizational measures from the side of organs of 
skilled management: 

adaptation of the existent system of 
evaluation of personnel is to the terms of the 
special period; 

organization of studies and attestation of 
personnel are in educational-educational centers 
and grounds; 

preparation of commanders and chiefs of all 
grades to implementation of tasks in relation to the 
evaluation of official activity of serviceman in 
battle conditions. 

The practical value of the implementation of 
these tasks consists in the improvement of 
methodology and grant of practical 
recommendations in relation to realization of 
evaluation of official activity of servicemen in a 
special period, determination of their rating and 
stowage of reserve of candidates for promotion in a 
special period that will give possibility more 
effective to assign officers for positions, especially 
to the organs of military management. 
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official duties by an inferior personnel on results studies in an educational 
center 
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Further development of the principle of massing missile 
troops and artillery, their shock and fire in key areas 
 
Resume. This article is devoted to the further development of the principle of massing missile troops and 

artillery, their shock and fire in the most important areas allowing for the internal military conflicts recently, based 
on the study of functional and organizational chain system fire destruction of the enemy given sequence of 
functional tasks (in theory Boyd) individual subsystems fire destruction of the enemy. 

Keywords: rocket troops and artilleries, fire destruction of the enemy, the principle of massing. 
 

Formulation of the problem. The analysis 
of combat employment of missile troops and 
artillery in military conflicts recently indicate 
some problems that significantly reduce the 
extent to which the capacity of missile troops and 
artillery fire on enemy defeat. Especially 
distinctive are these problems to internal armed 
conflicts. These problems include - lack of effect 
of the concentration of artillery fire on areas of 
major concentration of effort (in defense) and 
breakout areas (in attack), the need to increase the 
cost of ammunition to achieve the required degree 
of destruction of the enemy. The mentioned 
problems caused by the increasing mobility of 
objects for destruction, the degree of dispersal of 
enemy objects, increase the security of objects of 
the enemy. 

In general, the practice of combat use of 
missile troops and artillery during the fire 
destruction of the enemy there was some 
discrepancy between the need to respect the 
massing (concentration) missile troops and 
artillery, their shock and fire in the most 
important areas (the principle of massing) and the 
need be dispersed missile troops and artillery 
strikes and fire them for maximum impact on the 
enemy. 

The extent of a problem. The analysis of 
recent research and publications dedicated to raise 
the issue of the implementation capacity of 
missile troops and artillery on enemy fire 
destruction show that the vast majority of opinion 
prevails that the principle of massing losing its 
relevance especially in internal armed conflicts. 
However, it should be noted that the very essence 
of the principle is mutual reinforcement means 
the aggregate impact to a limited area or 
designated sites, which has not lost its relevance. 

Thus there was an urgent need for 
rethinking and further development of the 
principle of massing. The purpose of the article 

is the further development of the principle of 
massing missile troops and artillery, their shock 
and fire in the most important areas allowing for 
the internal military conflicts recently. 

Presenting of the main material. 
The analysis of combat employment of 

armed forces in military conflicts recently show 
that the structure of the armed forces and their 
military formations become more flexible ability is 
acquired transformed under the influence of 
negative factors and conditions, keeping the 
potential for further action. Thus, to overcome this 
enemy must ensure such an impact on him that 
over time will not exceed response time enemy. In 
other words, all of the necessary amount of 
influence (in general - fire effects) should make the 
time until the enemy did not change its structure 
and (or) military order. It is generally quite a 
challenge, because after structure changes and (or) 
military order should be further exploration of the 
enemy, plan the order of influence on it, which 
generally corresponds to the theory put forward by 
John Boyd in 1995. 

If the present missile troops and artillery in 
terms of functional connections, you may find that 
most of its structural elements belonging to certain 
groups with certain features. That surveillance 
functions - intelligence capabilities, evaluation and 
decision - management capabilities; action - the 
capability to fire exposure enemy. 

That is, considering the missile troops and 
artillery targeted as a complex system might argue 
that their opportunities to influence the enemy fire 
determined meanwhile subsystem that has the 
slightest possibility to implement its functions. 
However, application of the law to the smallest fire 
conditions influence the enemy needs to be 
clarified to take account of the specific process. 
Identify opportunities subsystems enemy fire 
exposure is complex, so often have to make the 
decision to fire under uncertainty. Therefore, in 
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determining the capabilities of subsystems enemy 
fire exposure must consider not only their ability 
to implement their functions, and (especially in 
the face of uncertainty) the degree of exposure of 
objects of a subsystem. 

Overall, based on the functional suitability 
of each element of the armed forces of missile 
troops and artillery might argue that the 
concentration of exposure in one of the 
subsystems fire exposure enemy will lead to a 
significant reduction in its capacity as a whole, 
concentrating effect on subsystem with the least 
opportunities, besides minimizing costs 
(ammunition, operating time) to achieve 
superiority over the enemy. 

Conclusions. 
So in the article the further development of 

the principle of massing missile troops and 
artillery, their shock and fire in the most 
important areas allowing for the internal military 
conflicts recently. The essence of the appointed 
development is to focus efforts missile troops and 
artillery fire on impact on those subsystems 
enemy, who are the lowest possible, or the most 
explored. 

In general, the further development of 
definite principle to take account of the very 
essence of massaging - mutual reinforcement 
effect of fire exposure. Furthermore season to 
view principle approaches to ensure the stability 
of the system fire destruction of the enemy and 
their troops, after taking into account the uneven 
impact of the enemy to enemy fire destruction 
subsystem may determine the need for capability 
to perform the tasks. 

Overall, further research should be devoted 
to rethinking the theoretical and methodological 
principles of combat employment of missile 
troops and artillery fire during the destruction of 
the enemy, as one of the main components of fire 
destruction of the enemy. 
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Resume. To the article the results of row of experiments that confirm adequacy of the offered analytical 

expression of dependence of change of quality of http-service from the carrying capacity of radio channel are 
driven. 

Keywords: quality of service, http-service, method of expert estimations, carrying capacity. 
 

Formulation of the problem. To ensure a 
good functioning of wireless networks there is 
meaningful to provide continuous monitoring of 
the quality of its information services. 

The increasing requirements for bandwidth 
network channels between clients and servers are 
actually. This occurs for various reasons: 

- improving the productiveness of client 
computers; 

- increasing the number of users on the 
network; 

- the emergence of applications which are 
working with multimedia data stored in files with 
the large sizes; 

- increasing the number of services 
operating in real time. 

Thus the question of quality distribution 
capacity with dynamic growth requirements of 
the network. The situation is complicated by the 
fact that we need to have different technological 
solutions to ensure the specified quality of service 
to the organization highways network and 
connection servers to connect one desktop clients 
are very different. 

Analysis of key studies and publications. 
Analysis of the quality of information services 
offered in mobile radio networks, research results 
presented in the International Telecommunication 
Union ITU-T G.1030, G.1020 and R.800. 

The process of evaluating the quality 
information services in mobile radio networks, 
presented in the works of Russian researchers as 
Oliferf V.G. [1] Ivanovf A.V. Postikovf S.D., 
Sokolovf I.V. [2] Komashynskoho V.I., 
Maksimov A.V. [3]. Shakhnovich I.V. studied the 
problem of modern wireless technologies. 
Komashynskyy V.I., Maksimov A.V. consider 
the foundations of modeling systems with mobile 
radio packet of information in a systematic view. 

Leading foreign scientists who researched 
this problem are Morgan Kaufmann [4] John 
Willy [5] and others. 

The majority of scientists who were 
developing on this issue believe that quality 
functioning of modern mobile radio networks 
requires new methods and algorithms for quality 
research information services. 

The article goal reflects of the quality 
depending http - service capacity of the network as 
an analytical expression. 

Presenting main material. Thus there is a 
need to describe the following values for 
describing processes in information networks. 

The value of QoS is completely subjective 
concept, which is a cumulative effect of satisfying 
the customer server and applies to all kinds of 
services. The main parameters that impact on the 
value of QoS include: capacity, availability and 
value dips, interference, frequency response. 

The question of evaluation capacity 
networks that use random access method CSMA / 
CD, is not obvious because there are several 
different parameters. First of all, we should 
mention three linked index such that characterize 
network performance ideally - in the absence of 
collisions and in the transmission of on and on 
stream of packets separated only interval between 
packages of IPG: maximum packet length, 
maximum speed packet transmission efficiency use 
of physical transmission speed network and a 
communication session. 

Fig. 1 shows the dependence the network 
usage rate time, offered that the proposed load 
(offered load), the current request for bandwidth 
increases linearly. Initially, measure network 
utilization also increases linearly, but then the 
competition for ownership transfer creates 
collisions environment and the figure reaches the 
maximum (full load point on the graph). With 
further increasing load indicator proposed use of 
the network begins to decrease, especially after the 
sharp point of saturation. This “poor” area of the 
network. It is believed that the network works well 



ECONOMIC, INFORMATIVE AND TECHNOGENIC SECURITY 

 95 

if the proposed load index and high network utilization. 

 
Some authors suggest using for the 

widespread notion of "overload" (overload) 
networks based on Access Method CSMA / CD 
the following definition: network overloaded if it 
can not run at full load for at least 80% of the 
time (assuming that while a stream at least 20% 
of network usage rate unacceptably low due to 
collisions). After saturation point comes the "fall" 
(Ethernet collapse), as proposed increasing 
workload significantly exceeds the capacity of the 
network. 

Almost all of the listed above parameters 
make some impact on the value of the probability 
of error in the network, and therefore the quality 
of the service network. 

Therefore, there is urgent to explore the 
impact these characteristics on the change the 
value QoS as its component and method of expert 

evaluations (MOSS). Since the main criterion of 
performance http-service mobile network is the 
value of time is appropriate to describe using 
mathematical expressions depending MOSS values 
and the probability of errors as a function of time 
session. Total time matching between the 
conversation and the quality of the network formed 
by the minimum (Min) and maximum (Max) time 
conversation and using logarithmic interpolation 
between these extreme values time session. These 
experiments show that during the conversation, 
which is less than 2 seconds results in maximum 
MOSS = 5, while the minimum value MOSS = 1 to 
obtain communication session lasting 155 seconds. 
If we substitute MOSS = 5 for time communication 
session = Min = 1 and MOSS time for 
conversation = Max, get the relationship: 

( ) ( )[ ] 5lnln
ln

4
min

max

min

+−








= tt

t
t

MOSS
,  (1.1) 

where t – communications time: 
Max - the maximum communications time; 
Min - the minimum communications time. 

For the long-term experiment regression has 
view: 

                    )ln(936.072.5 tMOSS −= .       (1.2) 

It was chosen the value p = 3 * 10-4, MSS = 
1200, RTT = 0.08, C = 0,866, which is averaged 
value of spending in the research. 
Since bandwidth is nothing but transferred data 
per unit time, then dividing this amount to get 
Patek seirednyu long after mathematical 
transformations formula: 

                        
CMSS

pRTT
BW

×
×

= ,                 (1.3) 

where BW - transferred data per unit time; 
MSS - maximum segment size; 
RTT - average transmission time in both 

end; 
C - constant, which takes into account the 

impact on losses in the ASA strategy; 
p - the probability of packet loss. 

Then analytical expression for http - service from 
bandwidth has view: 
           ( )tMOSS ln936,072,5 −= .             (1.4) 

1 2 3 

1 – the best area of work,                      2 -permissible,                     3 - bad 

Fig 1. Dependence the network usage rate on the time during increasing load linearly 
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Conclusions. Considering the facilities and 

services which in principle is the result, flow stages 
of  

their life cycle reflected as relevant spirals 
quality allowed to present a quality system as a 
complex of organizational structure, resources, 
methods and processes to ensure the quality of 
facilities and services for them life cycle. 

Herewith, considering the complexity and 
diversity of processes and operation of the facility 
providing services to establish their 
interdependence of the mathematical models that 
describe the most important functional and non-
functional properties of these processes. It is shown 
that the resulting models allow approaching the 
optimization of distributed information systems 
both in terms of their quality and position of the 
required quality of services provided. 

Comparing the results of mathematical 
models and experimental data in the study, it is 

possible to conclude that the use of limited data may 
get close to matching the impact the external factors 
on the value of service quality. 
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Fig. 2. Dependence of quality http - service depending on channel bandwidth 
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Formulation of the problem. Potential 
components of economic growth are the high 
technical level of fixed assets, quality of material 
resources, the availability of information and 
financial resources. However, as you know, turn 
them into a capital that is able to bring the 
company profit can only group of workers.  

According to research many domestic and 
foreign scientists, insufficient education and 
training of managers at any level of enterprise 
management reduces the efficiency of the 
company. For example, S. Strumilin noted that 
literacy increases productivity by 24% and 
secondary education - 67% [6]. 

Analysis of recent research and 
publications. The question of evaluating the 
effectiveness of investment in human capital 
occupied an important place in the works of such 
renowned local scientists as D.P. Bohynya, A.S. 
Halchynsky, O.D. Hudzynsky, O.A. Hrishnova, 
E.A. Libanova,  M. I. Hromov and others. Among 
foreign scientists this issue repeatedly reported in 
the study by G. Becker, O.Borodina, T.Shults, 
B.Veysbrode, J. Mintser, Lee Hansen. A great 
contribution to the development of social 
assessment of efficiency of investment in human 
capital made Mark Blaug, S. Bouls, Yoram Ben 
Poret, Richard Leyard, J. Psaharopulos F. Welch, 
B. Chyzvik etc. 

The purpose of the article. The goal of 
this research is to analyze increasing investment 
in human capital; research aspects of production, 
which are associated with investment in human 
capital; defining the role of investment in human 
resources to stimulate investment as a whole. 

Presentation of the main material. 
Transformation changes characterized by a 
significant increase in investment in human 
capital, which includes knowledge, skills, 
motivation, used in the production of goods or 

services. The main forms of investment in human 
capital should be allocated such as spending on 
education, health, training, etc. to the 
manufacturing process. Today the human capital is 
seen as a source of high income in the future. This 
investment in the capital as related to the economic 
and social side of the production process. The 
social side is the employees and economic - owners 
of means of production. Determining the socio-
economic efficiency is closely related to the 
interests of both employees and its owners. The 
combination of these interests is achieved through 
meeting the needs of workers, which is the main 
source of wages. According to the Central 
Statistical Office and the Vinnytsa region, the share 
of wages in total monetary income is today 37 - 
41% [4]. 

Another factor is the wage rate nature of the 
relationship between managers and employees. 
This drew attention B. Geyets, who notes that 
wages in the social market economy, formed as a 
result of agreements between employers and 
workers [1, p.10].  

Increasing real wages may increase 
productivity with a corresponding total savings 
materialized and living labor.  

In these conditions the average wage in 
Ukraine is actually set at the official subsistence 
level. Thus, in 2012 the cost of the consumer 
basket in Ukraine totaled 1095,00 UAH  per 
month, and wages – 1134,00 UAH [4]. In 2016 the 
minimum wage in Ukraine ranged from UAH 
1378,00 in January-April, to 3200,00 UAH in 
December. The value of consumer basket based 
utilities for working Ukrainian was 2230,00 UAH, 
and for pensioners – 1862,00 UAH [5]. In terms of 
the effectiveness of the company, salary is item of 
expenditure, the growth of which leads to lower 
profitability, which is unacceptable in a market 
economy. But for employees, it is a source of 
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satisfaction of vital needs. So important is the 
combination of the interests of owners of the 
company and its workers. Socio-economic 
efficiency of enterprises in this regard should be 
based on a reasonable ratio of the rate of growth 
of wages and profits. 

In modern conditions of operation of 
domestic enterprises, in the presence of different 
ownership high wage set by workers who are 
capable of innovative development company. The 
basis of this method is the use of economic 
incentives work, not moral and psychological. 
That is, the priority is wealth that can be 
purchased with money. This shows the economic 
benefit of owners of capital, which lies in the fact 
that wages, working conditions are improved if 
not observed while profit growth, thus they tend 
to reduce labor costs. This indicates that the 
economic component is dominant over the social, 
which in turn leads to social injustice and needs 
to determine the nature of social efficiency, 
system of indicators, evaluation criteria. 

According to the analysis of socio-
economic condition of the domestic industry, 
interest in work caused by the need to meet needs 
rather than the desire for self-development rights. 
It should be noted that as the social impact is the 
material and spiritual needs of employees. But 
not all needs can be met, reducing the real social 
effect [3]. In current circumstances the priority is 
to obtain social benefits and economic outcomes 
are seen as a means of achieving them. This 
requires a new approach to social and economic 
development of the company. The economic 
literature of recent years put forward the thesis 
that high social effectiveness with those 
businesses that do not violate social standards. 
These standards are the requirements for more 
favorable conditions of life of employees. They 
include wages, working conditions and living 
conditions. This requires the development of 
measures to improve the efficiency of enterprises 
with socially acceptable and reasonable nature. 
The above demonstrates the need to improve the 
efficiency of social enterprise, is the material and 
spiritual needs of employees, giving them 
opportunities for the full development [3]. This 
requires a systematic approach based on the use 
of appropriate criteria, factors and indicators of 
social efficiency of the company. Among the 
factors that may contribute to the comprehensive 
development workers should include: job 
security; increasing the degree of creative content 
and its intellectualization of labor; opportunities 
for professional growth and career advancement; 
possibility of increasing the income of workers of 
the enterprise; participation in management; 

create a normal moral and psychological climate in 
the team; increasing the educational level of 
workers and the possibility of training and 
professional development; providing benefits to 
family members of workers. In terms of the need to 
move industry to innovative Ukraine changing 
nature of work, increasing its work, which enables 
intelligent, creative development of employees. 
Implementation of corporate relations, increase of 
the joint stock companies in the total number of 
industrial enterprises increases the opportunity to 
participate in production management, allowing 
you to make a profit by purchasing shares and 
participation in the distribution of the resulting 
profits now. 

At the present stage of economic 
development, the importance of creating a 
favorable moral and psychological climate in the 
team, which provides structural social and labor 
relations covering economic, psychological and 
legal aspects of the relationship employees in the 
course of employment and enterprise managers 
with subordinates. Good moral and psychological 
climate contributes to high end enterprise 
performance.  

In order to ensure the full development skills 
workers will need to meet their needs. Analysis of 
the literature indicates that these conditions meet 
requirements such as adequate income, is not fully 
consistent with the possibility of personal 
development. Great value, from a social point of 
view, is training and retraining of personnel in the 
company. For example, in Japanese industrial 
corporations that are manufacturing, educational 
and social systems, workers engaged in learning at 
universities around the world [2].  

The logic of the struggle for survival in a 
competitive environment requires the management 
and changes its investment strategy. Its 
implementation should focus on: the availability of 
highly skilled professionals who are integrated into 
the production system; continuous enrichment of 
knowledge and training of workers; flexible work 
organization and management. 

An important development is the concept of 
investment management, which will provide 
favorable conditions for the implementation of all 
the potential to achieve the objectives of the 
enterprise. In this case, the necessary mechanisms 
achieve this goal through the development of socio-
economic and socio-psychological methods. 
Among the social and psychological aspects of 
investment activity in the enterprise should 
determine the following: the stability and future 
development; implementation of socio-economic 
development programs; create a system highly 
motivating work. 
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In the process of industrial innovation 
important role stimulate investment. It is 
necessary to solve two problems: 

- timely and sufficient to attract the 
necessary investment; 

- directions justify their effective use. 
These areas every enterprise has its 

peculiarities and taking into account the 
conditions of its operation. They are directed to 
the future development of the company and sent 
to the technical upgrading of production, creation 
of market infrastructure and social infrastructure 
development. Besides, each company puts the 
task of ensuring financial stability, the 
development of scientific, technical and 
productive capacity, investing in investment by 
financial instruments with high liquidity. 

According to the study, investment of 
domestic enterprises is mainly their own funds, 
which may adversely affect the socio-
psychological climate in the team due to the 
diversion of certain social costs [1]. 

Among their sources of investment occupy 
the largest share of depreciation and income, 
which is held by the company after taxes. 
Therefore, the most important indicator of 
investment in the company is operating process 
within which formed profits. This requires an 
acceleration of capital turnover due to 
rationalization of material and cash flows of the 
company. 

Implementation of investment in the 
company is determined by the attachment of 
investment resources aimed at increasing the 
production of products that are in demand in the 
market. In terms of the current shortage of 
investment resources, serious attention should be 
given to effective use of own funds that have a 
large degree of liquidity. This includes working 
capital of the company. 

Identifying trends of the investment 
processes in enterprises indicates that the share of 
investment in technical upgrading of enterprises 
in recent years, rising slightly. This rate of growth 
in business's state-owned significantly lower 
compared with companies with collective 
ownership. 

In addition, investment companies have a 
close relationship with the previously established 
scientific-technical and industrial potential of 
enterprises. This trend may strengthen positive 
positions that achieved in Ukraine's economy in 
recent years, indicating a need for enhanced 

investment, increasing its social consequences. 
This applies, above all, the need to create new jobs 
in enterprises by developing promising areas and 
industrial restructuring. 

Providing balance of all kinds of resources 
for investment activities should be based on 
increasing the proportion of own funds, finding 
opportunities to use budget funds to implement 
priority programs and the use of mixed financing 
investment projects. 

Conclusions. Transformation characterized 
by a significant increase in investment in human 
capital, which includes spending on education, 
health, training, etc. to the manufacturing process. 
This investment in this capital related to both 
economic and social aspects of production. 
Determining the socio-economic efficiency is 
inextricably linked to the interests of employees 
and its owners. And in modern conditions the 
priority is to obtain social benefits. Investment in 
human capital contributes to stimulate investment 
in the company and is in the present conditions of 
long-term factor for competitiveness and survival 
of businesses. 

Areas for further research. We believe that 
further and more detailed study require issues 
related to the comparison of the costs of the 
individual during the formation of his own 
intelligence and specific human capital and profits, 
which he should receive in the future, and to study 
the relationship between level of education and 
wages in Ukraine. 
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Raising of problem is conditioned the 
necessity of generalization of experience of the 
developed countries on questions forming 
military-technical politicians, organizations of the 
system of planning, order and implementation of 
research and research design works, on a military 
subject. 

Analysis of the last researches and 
publications. The problem of forming of 
military-technical politics of the former USSR a 
bit publications are sanctified to, as these 
materials carried the closed character is 
outweighed. Some publications appeared already 
after disintegration of the USSR, greater part of 
materials of the article is based that is why on 
experience of her authors. 

The aim of the article To systematize 
experience of forming of military-technical 
politics of the former USSR with the aim of his 
using for the improvement of structure of military 
industrial complex and military-technical politics 
of Ukraine. 

Exposition of basic material. In the 
article is forming experience systematizes 
military-technical politics of the former 
USSR with the purpose of its using for the 
improvement of structure of military 
industrial complex (MIC) and military-
technical policy (MTP) of Ukraine. 

In Soviet Union forming question MTP 
and development of armament and military 
technique (AMT) accepted on more high party 
and state levels. All organizational and directive 
work in this direction was carried out by the 
special organ – Military industrial commission of 
Presidium of Council of Ministers of the USSR 
on military industrial questions, which was 
headed a chairman in the grade of vice-chairman 

Government that provided sufficient efficiency of 
work of MIC and authoritativeness of the decisions 
accepted by it. 

Directly training materials, which were 
directed to substantiation and development of 
program documents on development of arms, was 
the Ministry of Defence (General staff of the 
Armed Forces (AF), office of the Deputy Minister 
of Defense for armaments – chief of armaments) in 
collaboration with the offices of commanders-in-
chief and main staffs of the armed forces, the 
commanders and staffs of the troops. 

The basic volume of works was directly 
executed the managements of order and scientific-
technical committees of types of AF and branches 
of troops in the close cooperating with scientific-
research establishments (SRE) and higher 
educational establishments of Ministry of Defense. 

On the basis of analysis of military 
experience, tendencies and prospects of 
development of facilities of attack of opponent, 
strategic possibilities of country, and taking into 
account positions of the Military doctrine and 
conception of building of AF guidance of type of 
AF, branches of troops, departments of order of 
armament and military technique and scientific and 
technical committee, was form the list of tasks in 
relation to development of type of AF and creation 
of perspective standards of AMT with necessary 
descriptions. 

Based on this was created the plan of the 
advanced study of branch of AF, which contained 
both a section which had a military orientation 
(military building and others like that) cleanly and 
military-technical section, was developed. 

Dignity of such organization of work was 
that the interrelated problems of soldiery, military-
scientific and military-technical questions were 
examined within the framework of the unique a 
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document – plan of the advanced study, which 
accorded all commanding branches of troops, 
chiefs of leading managements and services. A 
plan became firmly established commander-in-
chiefs the type of AF after the giving of chief of 
main staff and deputy of commander-in-chief 
from an armament. 

In this period of acceptance of all basic 
research works (RW) which was executed SRE 
and more high soldiery educational 
establishments (HSEE) of type of AF, carried out 
commissions, in the complement of what 
necessarily the representatives of main staff, 
interested branches of troops, were included type 
managements of the main staff. Therefore, 
acceptance of results of researches, as a rule, it 
took place in sharp and of principle discussions, 
that allowed to find the most rational decisions of 
difficult questions. 

In addition, a main staff, management 
of main staff sort of troops and ordering 
managements, came forward the customers of 
scientific researches on the sort of the activity, 
that substantially promoted objectively 
researches which was SRE and HSEE. 

A key role in drafting and realization of 
plans of the advanced study was played by 
scientific-technical committees. They were 
completed the experimental specialists of 
managements and services of central vehicle and 
troops, leading scientists of SRI, HSEE, research 
(proof-of-concept) grounds, which had, as a rule, 
graduate degrees and ranks. 

The decision of such basic tasks depended 
upon scientific-technical committees: 

scientific ground, forming and lead 
through of unique MTP in AF on the basis of 
programmatic having a special purpose methods 
of planning of development of OMT;  

development of basic directions of 
development of AMT of type of AF and their 
concordance with a main staff and managements, 
that they were ordered; 

development of projects of sections of the 
program of armament, plans of NDDKR, from 
creation of AMT and development design-
engineering to reserve in defensive industry, their 
concordance with management; 

a ground and development of projects of 
tactfully-technical requirements (TTR) is on 
vanguard projects from creation of perspective 
and modernization of existent standards of AMT, 
task of vanguard projects (including on 
competitive principles); 

scientifically methodical guidance by 
organization and lead through of scientific 
researches in SRE of type of AF; 

estimation of current status and 
prognostication of development of military 
economy and military production;  

development of projects of plans and tasks 
organizations of Academy of sciences, higher 
school and industry; 

development of plans of the advanced study 
of type of AF, and preparation of suggestions is in 
the Perspective plan of the advanced study of 
Ministry of Defense; 

organization of realization of results of 
scientific researches of SRE of type of AF, the 
Academy of sciences, higher school and industry, 
is in troops and perspective developments of AMT; 

leadthrough of examination of scientific and 
technical level of a major standards of AMT on all 
stages them life cycle. 

Coordinating scientific and technical 
advices on which the most essential results of 
complex research works and possibility of their 
realization were examined in the perspective 
standards of armament were formed in the types of 
AF. 

Overall the integral system of the advanced 
study was formed in every type of AF. Presence in 
it, except for departments, which order, such organ, 
as a scientific-technical committee, provided the 
exception of possibility of concealment of negative 
or other information and any abuses. 

As a future user of new armament, exactly a 
commander-in-chief in full presented a role and 
place of new technique in troops, at the conduct of 
battle actions was interested in acceptance of 
necessary for troop’s decisions. 

Obviously, that the undoubted plus of the 
existent system were its transparency and presence 
of the first persons, of the high-quality standards of 
armament interested in a receipt. To advantages it 
follows to take and possibility of collective vision 
on the prospects of development of AMT. 

Failing was weak co-ordination at inter 
specific level, as a result sometimes standards of 
AMT, which decided bring together a task.   

Thus, it is possible to draw conclusion, that 
the best results of scientific and scientific-technical 
activity were got in a period, when in the types of 
AF this direction was managed by the scientific-
technical committees by a way military-scientific 
accompaniment of development of MIC of the state 
and all stages of life cycle of armament and 
military technique the Research institutes. The 
system of defensive order was based on to 
programmatic having a special purpose planning 
that, going out from the tasks of types of AF, and 
scientifically methodical providing military-
scientific accompaniment was based on the 
normative documents of scientific establishments 
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of MIC and AF. Generalization of experience of 
the developed countries on questions forming 
military-technical politics, on a military subject it 
remains organization of the system of planning, 
order and implementation of research and 
research-designer works, the scientific and 
applied issue of the day, which is expedient to 
devote subsequent researches. 
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