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Strategy of transition in conditions of hybrid war to a new format
of strategic direction of the security and defenssector of Ukraine

ResumeThe article is devoted to the problem of the ftitzovs of the security and defense sector of Ukraine
and to the strategic direction of the defense ®toea new format for the functioning and countgoacof Russian
aggression.

Keywords: aggressor, hybrid war, security and defense sed¢dense, strategic leadership.

Formulation of the problem. The three- solving these problems in the security and defense
year time runs out, as Russia unleashed amector of Ukraine, the transition of the Armed
unprecedented hybrid war against Ukraindsorces of Ukraine and other components of the
occupying the Crimea and part of the Donbasecurity and defense forces and their strategic
Today, the active defense of Ukraine from thdirection to a new format for countering the
Russian aggressor remains the most pressiaggressor.
problem of the present in order to force him to Presenting main material. According to
cease hostilities by conducting joint operations adxperts, the hybrid war which Ukraine has solved
the defense forces in conjunction with theand is still pursuing against Russia is a long-term
organization of active resistance to it. factor of influence on Ukrainian political,

To this end, Ukraine has recentlyeconomic, military, informational, social and other
announced the need to move to a new format fepheres of life of the state. As a result of hybrid
countering an aggressor. The bill is being drafteattions of Russia deformed the system of global
to determine the complex of military andand regional security and international law. Almost
diplomatic steps to ensure the liberation of thall of its international security assurances for
occupied territories from the aggressor and tdkraine, in particular within the framework of the
regulate new approaches to the formation d@udapest Memorandum, turned out to be
strategic direction of the Armed Forces ofieglected. Instead, Russia has used the concept of
Ukraine and other components of the defensehybrid war against Ukraine, which is hybrid from
forces and to determine the new principles dhe structural and functional point of view, and
their application against the aggressor. asymmetric in content. It attaches great importance

Analysis of recent research and to the greatness of the armed forces and their
publications. The problem of moving to a newability to carry out fast and efficient operations
format for countering an aggressor is entirelgny theater of war, in particular, in non-traditbn
new. In modern literature, it is still conditions of "the integrated application of
underdeveloped and requires more detailed stugglitical, economic, informational and other non-
and discussion. military measures" implemented by an aggressor

Unresolved current problems identified bybased on Military force. This was confirmed by the
the Strategic Defense Bulletin of UkraineChief of the General Staff of the Armed Forces of
enacted by the Decree of the President of Ukraikussia, Army General V. Gerasimov, in his speech
dated June 6, 2016, No. 240/2016, there is a laakthe final conference of the Academy of Military
of a unified strategic direction of the defens&ciences of the Russian Federation (RF) on
forces that would be carried out in accordandeebruary 27, 2016. At the same time, he stressed
with the principles and standards adopted by thee need to increase the role of non-military
NATO member states , A clear division ofmethods of pressure from Russia, primarily
responsibility for the formation and use othrough political, economic and humanitarian
defense forces, which negatively affects thelements. Information confrontation and rapid
effectiveness of strategic direction of the seguritgrowth of information influence it recognized as a
and defense sector of Ukraine. cornerstone of the RF in all these areas.

The purpose of the article isto seek and It follows from the above that the current
substantiate effective strategic approaches tonfrontation of Ukraine against the Russian
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aggressor is also appropriate to rally and pursdgecuments, makes it possible to formulate their
precisely in all of these four areas. next list.

The first direction is the advocacy of Functions of strategic direction of the
political, economic, energy, transport and othesecurity and defense sector:
national interests of the state in the geoeconomic  Formation and implementation of a single
space by peaceful means, using diplomatigtate policy in the field of national security and
missions, international organizations, two odefense;
multilateral intergovernmental treaties, etc. Collecting and studying the military-

The second- defending the national political situation, analyzing the situation and
interests of Ukraine in the information andrends in the development of the foreign and
cyberspace. internal political situation, determining on this

The third is the strengthening of thebasis the strategies and priority directions of
internal security of the state, the basis of whech ensuring national security and defense;
the fight against the interference of the special Comprehensive assessment and forecast of
services of other states in internal affairgpotential and real threats to the state, economic,
Counteracting terrorism, banditry, separatisnpublic, defense, informational, ecological and othe
Fight against espionage and intelligence dipes and objects of security of Ukraine;
foreign states; Monitoring and promoting the Planning, organization and control over the
stability of interethnic, interdenominational,implementation of measures of political, economic,
interethnic and other areas of national relationsjilitary, social, scientific, technical and other
etc. nature, adequate to these threats;

The fourth- the armed struggle with the The formation of the State Defense Order
gradual build-up of troop groups to expandnd the draft Law of Ukraine "On the State Budget
control over the territories occupied by theof Ukraine"; Financing of expenses for national
enemy. An effective element of the security angecurity and defense;
defense sector of Ukraine in this response should  Declaration of war, introduction of a regime
be an effective system of strategic guidance.  of war, announcement of mobilization and decision

The analysis of these problems and th® put into effect a state mobilization plan;
experience of conducting military operations in Consideration and solution of other urgent
the ATO confirms the lack of readiness of théssues of national security and defense of the stat
components of the security and defense sector of  Strategic Military Control Functions:

Ukraine, including its strategic leadership and Analysis and evaluation of military-strategic

defense forces, to adequately counteract Russisituation;

aggression in the context of conducting an Forecast of trends in the development of
uninvited hybrid war against Ukraine. forms and methods of military actions and means

The task of Ukraine in these conditions i®f armed struggle, justification of directions of
not to create a new format of the system afevelopment of the Armed Forces and other
strategic guidance by the forces of defense, thedmponents of the defense forces;
is, strategic military management, but to create a  Strategic planning of their application for
new format of a unified system of management d¢he defense of the state:
the security and defense sector of Ukraine as a  Determination of the requirements for
whole. personnel, armaments, military equipment,

Considering ways of developing a newmaterial, technical, energy, financial, information
format for strategic direction of the security andood, land and water resources, communications,
defense sector in modern security conditions, it fands and property necessary for the proper
necessary in our opinion to distinguish, first operformance of the tasks assigned to him and
all, the two concepts of "strategic direction of thcontrol the completeness and quality of their
security and defense sector® and "strategmrovision;
military management of the forces of defense". In Planning and control in a special period for
the legislation of Ukraine and in the works omilitary transportation of all kinds;
well-known scholars, they are not specified or Management in the field of defense and
delimited. However, a more detailed analysis afecuring in the legal order of the public order in
these concepts and functions of the componentikraine or in certain areas where a state of war ha
of the security and defense sector, defined by tlheen introduced,;

Constitution of Ukraine, other legislative and Management of strategic deployment of the
regulatory acts, and modern conceptudrmed Forces and other determined components of
the defense forces;
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Conducting intelligence and information-operations in the ATO confirms the need for the
analytical activities in order to maintain theintegration of the management efforts of the state
readiness and combat use of the Armed Forclesdership in all spheres of security and defefise o
and other components of the defense forces;  Ukraine into a unified system Strategic directién o

Realization of other powers determined byhe security and defense sector of the new format
laws and other normative-legal acts of Ukraine. in accordance with current conditions and needs.

The object of strategic military This approach will be in line with one of NATO's
management here should be defense forces abamic principles of clear division and delegatién o
component of the security and defense sector @sponsibilities in the  formation and
Ukraine. implementation of decisions throughout the

Taking into account the elements andnanagement system - from the military-political
requirements of the Strategic Defense Bulletin déadership to a separate unit.

Ukraine from 2016, it is possible to outline a new Taking into account the experience of

format of the strategic defense managemeMATO member states and in accordance with the
system of the model 2018 and then 2020equirements of the Constitution of Ukraine, the
gradually approaching its transition to the formdtaws of Ukraine "On the Defense of Ukraine",

provided by NATO standards. It should be borngOn the Fundamentals of National Security of
in mind that one of the main conditions for thdJkraine," the National Security and Defense
establishment of such a system of defenggouncil of Ukraine may be the main consolidating
according to NATO principles and standardbase of the strategic direction of the security and
should be the restoration of the OOC, as an orgdefense sector of Ukraine, however Subject to the
of operational and strategic grouping of troopslarification of the legislative functions of its

and army corps, operational and tacticdunctions and the corresponding reformation of its
associations. organizational and staff structure. According to

The Commander-in-Chief of the ArmedArt. 107 of the Constitution of Ukraine, the main
Forces of Ukraine, as the highest military officerfunctions of the National Security and Defense
should lead the strategic military command of th€ouncil in this area may be:
defense forces of the entire security and defense  Assessment of the military-political,
sector of Ukraine. He must obey the President eConomic, informational, criminal and other
Ukraine and the Minister of Defense of Ukraineonditions and its influence on the security and
and be his military adviser. defense of the state;

According to world experience of wars and Definition of threats to national security in

military conflicts, including ATO format in all spheres of vital activity of the state;
Ukraine, it is expedient to establish the Main Substantiation of strategic goals, goals and
Chief of Staff of the Commander-in-Chief of themain directions and tasks in all spheres of the
Armed Forces for direct control of the defensstate's operation to counter the hybrid aggression
forces. of the enemy;

In the member states of NATO, the base of The formation of comprehensive programs
the organization of military command of armies i$0 counter the aggressor at each stage of the
the Joint staff. NATO administrative andpreparation and conduct of the hybrid war by the
operational standards can only be applied to tlememy;

Joint Headquarters structures, and not to the  Drafting of necessary legislative and other
structures of other headquarters. normative legal acts concerning state defense and

The Chief of the Armed Forces of Ukrainepreparing them for submission to the Verkhovna
should be directly subordinated to theérada of Ukraine by the established procedure;
Commander of the OSC, Commander of the Coordination and control of executive
Armed Forces, the Airborne Forces and thbodies, and in a special period of private business
Military Intelligence. The commander of thein the field of national security and defense, etc.
OOC through the SAC must manage the grouping In this context, in our opinion, it would be
of the Armed Forces to be allocated to the NAT@dvisable to form the structure of the NSDC
forces and the operational-strategic grouping aituational center, for example, as an option, with
troops to be assigned to the state's defense.  the financial and economic group of the Cabinet of

The analysis of the nature of militaryMinisters of Ukraine; Information Group from the
threats closely related to each other in all sgherMinistry of Information; A group of internal
of state functioning, the latest methods o$ecurity from the security forces and law
preparation and conduct of hybrid wars, as welinforcement agencies and a group from the
as the experience of conducting militaryMinistry of Defense.
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In a threatening period (with the onset of REFERENCES
aggression), to strengthen the situational ceitter1. Boenma noxtpuma Vkpainn / 3atsepmkena Viasom
is expedient to form operational groups (on anllpesunenta Vkpainu sin 24 sepecns 2015 poky Ne
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‘Conclusion. The analysis of the above- gy obyasnili chto_stoit_za_smenoy nazvaniya_
mentioned problems and existing experient aio htm.
gives grounds to assert that the Strategic dlmct|3 ‘Tp[6p1/LHHag BoMHA” Kak KIIIOYEeBOU HHCTPYMEHT
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complex of political, legal, economic, military, pecypc]. — Pexum nocryny: http:// www. stopfake.
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methods of neutralizing threats to the nationd ®ponos B.C. Jlesxi mnixxoan m(/’ﬂ};’CCqT)paTerﬁ
. MIPOTHCTOSIHHS Ta TPOTHAIl arpecopy .C.®poios,
interests of the state. ®.B. Caranrok, M.M. Jlo6ko // 30ipHUK HAyKOBHX
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®poJioB B. C. K.BiliCbK.H., CHC;

Caranwk @. B. K.10.H., 10LIEHT

LleHTp BO€HHO-CTpaTEriyHMX IOCHiKeHb HamioHanesHOro yHiBepcuTeTy 00OpoHM YKpaiHu imeHi IBaHa
UepnsixoBebkoro, Kuis

Crpareris nepexoay B ymoBax riOpuaHoi BiiHM 10 HOBOro (popmMaTty cTpaTeriayHoro
KEePIBHUUTBA CEKTOPOM 0e31eKH i 000poHH YKpaiHu

Pe3tome. CtaTTs mpuCBAYCHA MPOOIIEMi TIEpEeX0oy CeKTopa Oe3nekn i 000poHN YKpaiHH Ta CTPaTeTidvHOTO
KEepiBHHIITBA CHJIAMH 00OPOHH JI0 HOBOTO (hopMaTy (pyHKIIIOHYBaHHS W MPOTHUJIT pOCIChHKIN arpecii.

KuarouoBi caoBa: arpecop, riOpuaHa BiifHa, cekTop Oe3lekw i OOOpPOHM, CHIIM OOOPOHH, CTpaTeridyHe
KEpiBHHIITBO.

®poaos B. C., K.BOeH.H., C.H.C.;

Caranmok @. B., k.10.H., 1011eHT

IleHTp BOECHHO-CTPATETHYECKUX HCCIEAOBaHWA HammoHanbHOTO YHUBEpPCHTETa OOOPOHBI YKpauHbI
nmenu MBana Yepusxosckoro, Kues

Crparernss mnepexoga B YCJOBHAX THOPHIHOH BOHHBI K HOBOMY (opmary

CTPATErH4eCcKOro PyKOBOACTBA CEKTOPOM 0€30I1aCHOCTH M 000POHbI

Pe3tome. CraThsl TOCBSIIEHA NpoOJIeMe Iepexoaa CeKTopa 0e30MacHOCTH W OOOpOHBI YKpPaWHBI WU
CTPaTETHIeCKOT0 PYKOBOJCTBA CHJIAaMH OOOpPOHBI K HOBOMY (opMmary (YHKIIMOHHPOBAHUS M MPOTHBONCHCTBHA
POCCHUICKOM arpeccum.

KiroueBble ciioBa: arpeccop, THOpuaHAas BOWHA, CEKTOp O€30MacHOCTH W OOOPOHBI, CHJIBI OOOPOHHI,
CTpaTeru4ecKoe PyKOBOJICTBO.
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Estimated timing for introducing TelecommunicationsStandards
NATO Armed Forces of Ukraine

Resume.The article assessed the timing input Telecomnatioins Standards NATO Armed Forces of
Ukraine. Evaluation carried out using expert-anefytprocedure method of network analysis. As potedi timing
of the creation of communications and telecommuitina NATO standards proposed three alternativése-
short, medium and long term.

Keywords: NATO standards, telecommunications, network asialynethod, the Armed Forces of Ukraine.

Formulation of the problem. implementation of NATO standards in Ukraine [2]
Providing quality telecommunication systemand other issues. However, most publications today
Armed Forces Ukraine is one of the mo:having are mostly viewing nature, aimed at
important tasks facing them in the context (nforming the public about the |m_plementat|on
systemic reform. One of the key issues to |Process and the overall coverage of issues [3].
addressed in modern terms - how and wh Specific  issues - _implementation  of

- X telecommunications NATO standards and
to transition to NATO standards, withou compatibility in terms of reach this area allied no

losing the required level of performance C.gnsidered.

systems and data. The goal of article is to determine the
This transition should be carried out takiniprojected  timing  of  implementation  of
into account the opportunities and resourcitelecommunication NATO standards in the Armed
allocated to reform the security sector of UkrainiForces of Ukraine. This will enable the prediction
The introduction of the Armed Forces of Ukrainifor the tasks of defense planning in the directibn

the NATO communication systems are nNCreforming the existing communications and
simply replacing hardware that would meet thielecommunications.

standards of NATO or the transfer to the ne Presenting main material To avoid double
standards of use. The implementation of NAT(interpretation of the article will use the term

standards is a complex task that requires "telecommunication implementation of NATO

combination ~ of  organizational  effort, standards in the Armed Forces of Ukraine" in the
technological developments, changes in certénext interpretation.
ways to control and interaction. Introduction Telecommunications Standards

In this context, the issue of updated term NATO Armed Forces of Ukraine - a process that
the transfer of telecommunications Armed Forcejnyolves the introduction of a common course of
of Ukraine to NATO standards. The study of thigction, fixing common terminology and
issue and to resolve it will provide planning o€ th establishing conditions for the unification
transition to NATO standards without losing th'processes in engineering systems,
efficiency of existing telecommunication systemstelecommunications and communications of the

Analysis of recent research and Armed Forces of Ukraine and NATO and partner
publications. The question of introducing NATO countries. Thus NATO standards in the field of
standards in Ukraine today is not thoroughltelecommunications by analogy [2] can be divided
studied. This is especially concerns the subjeinto administrative, operational and logistical:
area. Most of the works devoted to the study - administrative standards define
conceptual issues entering NATO standards. management processes and exchange information,
some studies carried disclosure of the contents ywork order documentation:
the reform process and the transfer of the Arm - standards aimed at operational planning of

Forces to NATO standards [1], the role Gtelecommunications and communications:
Ministry of Defense of Ukraine in the
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- logistical standards define commor Given the complexity of the issue of
requirements for weapons and military equipme evaluation timeframe introduction
to allies, lifecycle management, and maintenan Telecommunications Standards NATO can be
items  codification in the field of assessed using analytical methods networks [4],
telecommunications. which allows you to describe the problem with the

With  the given  definition  that system approach and make the assessment based
implementation of telecommunications NATCon expert-analytical reasoning with limited
standards is a challenge that is not limited to tlquantitative data provides a plausible result.
transfer of certain standards such as STANA To use this method you must create groups
4628, regarding communication protocols fc(clusters) factors affecting the problem and oggtion
military use or STANAG 3910, to increase datto solve it. These groups should unite
transmission, high-speed channels. This taheterogeneous (unilateral, multilateral, external
involves a number of organizational and technicand internal) bonds that reflect the interaction
measures for technical re-equipment, improvirwithin the system. An example of such a network
the level of training personnel, changing this shown in Fig. 1.
system of training, funding issues, in-depth As an alternative to assess advisable to
international cooperation and so on. In additiorchoose the following terms: introducing NATO
compliance with NATO standards does ncstandards in the short term - two years; introdgicin
include upgrading telecommunications systerrNATO standards in the medium term of 5-6 years;
all samples of a NATO member state. That is introducing NATO standards in the longer term of
guestion of choice for equipping units,7-9 years.

departments and agencies.
Cluster-sour of
feedbackC,

Cluster-leak
Cs

External dependen

Intermediate cluster
Cs

Depending transition state Takeover state

Internal dependency

Intermediate cluster
Cy

Fig. 1. An example of a network for solving the prblem of evaluation

The cluster according to the abow - training that can operate according to
definition includes the following expedient. NATO standards in telecommunications practice -

1. Implementation  of  administrative 2b;
standards in telecommunications Armed Forci - transfer  units communications and
of Ukraine. They include: telecommunications NATO standards - 3b.

- translation and adaptation of the 3. Implementation of logistical standards.
regulations governing the telecommunicatior They include: transfer of telecommunications
activities in the framework of NATO - 1a; equipment to NATO standards - 1c; development

- establishing or reforming administrativeand creation of individual telecommunications
units adapted to NATO standards - 2a; system based on NATO standards - 2c.

- implementation procedures for the 4. Financing Telecommunications Standards
NATO standards in telecommunications Armeimplementation process of NATO Armed Forces of
Forces of Ukraine - 3a. Ukraine. They include:

2. Implementation of standards aimed ¢ - financial conditions for the implementation
operational planning of telecommunicationof NATO standards in the field of
systems and communication. They include: telecommunications in the Armed Forces of

- transition from the existing standards anUkraine-1d;
procedures with accepted NATO - 1b; - necessary funding for the implementation

of NATO standards in telecommunications Armed
Forces of Ukraine-2d.
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Net assessment deadlines for thNATO Armed Forces of Ukraine is shown in
introduction Telecommunications StandardFig. 2.

Fig. 2. Network for evaluating timing for the introduction Telecommunications
Standards NATO Armed Forces of Ukraine

Evaluation Cluster network features. :terms and standards of practice requires a long
were carried out using a standard scale [4] aperiod). In fact, work on the implementation of
computing power MS Excel. The result oNATO standards in the Armed Forces of Ukraine
evaluation of terms shown in Fig. 3 This is due istarted in 2015, and implementation of standards
several reasons, among which the main ones aloccurred only in 2016 [5]. At a time when the issue
a significant amount of financial resource of financial security implementation standards are
required to resolve technical issues (equipmenot resolved definitively speak about deadlines
and refurbishment), unwillingness to movemakes no sense.

soldiers and executives (the need to learn new
0,6

0,4
0,3
0,2

0,1

short term medium long term

Fig. 3. The result of the evaluation deadlines famplementing telecommunication NATO
standards in the Armed Forces Ukraine

Conclusion.The result of evaluation should include the development of a set of
deadlines for the introduction measures which will allow for technological
Telecommunications Standards NATO Armeinnovation, personnel changes, organizational
Forces of Ukraine showed that today there is irestructuring and resolving other issues.
number of conditions for the rapid
implementation of these standards. The main LIST OF LITERATURE
reasons for this situat?on are the fi'nancial angl po v anenko €. 0. Pedopmysarns 36poiirux Crn
technical. To effectively mastering those yypaiun sa crammapravu HATO  [Enexrtponmmit
standards obviously need a set of additionalpecypc] // Peskim
measures. nocrymy:https://www.google.com.ua/url

Future research  should consider ?sa=t&rct=j&g=&esrc=s&source=web&cd=3&cad=rj
developing a detailed plan for the transfer of all a&uact=
telecommunication systems Ukraine Armed 8&ved=0ahUKEwjy3aqWw63TAhWkQJOKHUCTB
Forces to NATO standards. Such developmentV8QFIGOMAI&urI=http%3A%2F%%2Firbis-
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nbuv.gov.ua%2F cgi- 3.Cranmapru HATO B Vkpaini: 6Goporsba TpuBac
in%2Firbis_nbuv%2Fcgiirbis_64.exe%3FC21COM [Enekrponnuit  pecypc] /I Pexum  mocrymy:
%3D2%26121DBN%3 DUJRN%26P21DBN  https://www.ukrinform.ua/rubric-society/1992171-
3DUJRN%26I standarti-nato-v-ukraini-borotba-trivae.html

MAGE_FILE_DOWNLOAD%3D1%26lmage_file_ 4.Caaru Tomac JI. IlpuHsATHE pelIeHWi OpU
name% 3aBUCUMOCTSX W OOpPATHBIX CBA3SAX. AHATUTHYCCKHE

3DPDF%2Fpubm_2016_3 15.pdf&usg=AFQjCNF  ceru. Ilep. ¢ aurn. / Hayu. pen. A.B.Annmpeituukos,
KvdSe3AaYg30gCwhXLGoiUg550A&sig2=ck1Sp O.H. AwunpeitunkoBa. — M.: HspmaremsctBo JIKU,
AMXPI0Q98YnHV_wQw. 2008. — 36Q.

2. Myxocuii C. B. (20 ciuas 2016).0 Buempenunn 5. “Munynoro poky B aisuibHiCTh 30poitHux Cui
Cranmaproe HATO. Defence UA. EnexrponHumuii VYxpainu Oyino 3anpoBapkero 65 cranpapris HATO”,

pecype] /I Pexum gocrymy: https://defence- — reHepasI-JIeHTeHaHT Irop [TaBnoBchKuMiA
ua.com/index.php/statti/296-sergej-mukosij- [Enextponnmii  pecypc] [/ Pexum  gocrymy:
segodnya-ministerstvo-oborony-yavlyaetsya- http://www.mil.gov.ua /news/2016/02/16/minulogo-
lokomotivom-sredi-vsekh-organov-vlasti-po- roku-v-diyalnist-zbrojnih-sil-ukraini-bulo-
vnhedreniyu-standartov-nato zaprovadzheno-65-standartiv-nato-general-lejtenant-
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BilicbkoBHiT IHCTHTYT TeJeKOMYHIKamii Ta iHdpopmartuzaiii, Kuis

Ouinka TepMiHIB BIpPOBaJKeHHH TejleKOMYHiKaniiHux cranaapriB HATO B
30poitnux Cuiiax Ykpainu

Pe3tome. B crarTi 3xilicHeHa OIliHKAa TEpMiHIB BBEJICHHS TeJeKOMyHikaunidHux cranzaptis HATO B
30poiinux Cunax Ykpainu. OuiHka 37iiCHEHa 3 BHKOPHCTaHHSAM EKCIEPTHO-aHAIITHYHOI MPOLELYyPH METORY
aHaizy Mepex. B SKOCTI NpOrHO30BaHUX TEPMIHIB CTBOPEHHS CHCTEMH 3B'S3Ky 1 TeJIeKOMyHikamii 3a
cranpapramu HATO  nporoHyeTbcss TpU albTEPHATHBM — KOPOTKOTEPMIHOBA, CEPEAHBOTEPMIHOBA Ta
JIOBIOTEPMiHOBA.

Karouosi ciioBa: crannapru HATO,TenekomyHikanii, MeTox aHanizy Mepex, 30poiini Crun Ykpainu.

Tkauenko A. JI, k.T.H., C.H.C.;

Muxaiijgos O. B.;

Ilenr M. O.;

Tpoubko JI. T',;

Mumoan U. B.

BoeHHBII HHCTUTYT TeIEKOMMYHHUKAIUH 1 nHpopMmaTtuzanun, Kues

Onenka CpoOKOB BBeIeHHS TeJIeKOMMYHHUKAIIMOHHBIX cTaHaaproB HATO B
Boopy:xennbix Cuiiax YKpanHbl

Pe3iome. B craThe mpoBejeHa OlleHKAa CPOKOB BBEICHHUS TEIEKOMMYHHKAITMOHHBIX cTaHmaptoB HATO B
Boopyxennbix Cunax Ykpaussl. OnjeHKa OPOBEJICHA ¢ MCIOJIb30BaHUEM JKCIICPTHO-aHATMTHYECKON MPOLeyphI
METO/Ia aHajIM3a ceTeil. B KauecTBe MPOrHO3UPOBAHHUS CPOKOB CO3IAHUS CHCTEMBI CBSA3H U TEICKOMMYHHKALUH B
cootBercTBHHU co ctanaaptaMd HATO npeasokeHsl TpH albTePHATUBBL — KPATKOBPEMEHHas!, CPEAHEBPEMEHHAS U
JIOJITOBPEMEHHaSI.

KatoueBsie cnoBa: cmanoapmor HATO, menexommynukayuu, memoo aumaiusza cemeii,. BoopyxeHHbIE
Cunsl YKpauHsl.
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Formation of an integrated risk management systemsaa
component of the defense planning system

Resume.The article suggests an approach to the formaifcen integrated risk management system as a
component of the defense planning system with tictfons of a system analysis of the development of
capabilities of the defense forces and risk managenwhich is envisaged by the task of defensermefdhe
system will enable relevant officials to make imfed decisions in the course of defense managememntger to
maximize positive and minimize negative consequelfeks) of decisions taken in conditions of utaiaty and
saving resources.

Keywords: integrated system, risk management, defense ipignmnilitary reform, development of
capabilities, defense forces.

Problem statement. The Defense reform Forces and other Defense forces constituencies
in Ukraine operational objective 2.2 [1] envisagesapabilities development strategic planning.
the creation of an integrated risks management  Analysis of the latest researches and
system by the end of 2017 as an integral part ptiblications, and also legislative acts of
Defense planning. This shall allow avoidingJkraine [2-13] shows that the process of risks
strategic mistakes causing significant damages imanagement during planning process is constantly
the future. It will also facilitate enhancement ofleveloping and is regulated by several state axecut
Defense planning quality and formation ofpower organs. For example, by the Law of Ukraine as
essential operational (combat, speciadf 07.07.2010 #565, and by orders of some
capabilities. ministries and organs (i.e. Order # 637 as of

In order to achieve the operational04.12.2002 of the Ministry of Labour and Social
objective there have been 3 essential tasks aRdlicy of Ukraine, Orders of the Ministry of
related indicators [1] as well as executivéd-inance # 461 as of 16.06.2010 and # 995 as of
authorities identified (MoD of Ukraine alongside 14.09.2012, Decision of the National commission
with other parts of Defense Forces supported yn securities and stock market ¥#282 as of
the National Security and Defense Council)25,09.2012 and others), that regulate essential
Ha.Ving said this the third essential task (dead”r@rganizationaj and |ega| basis of the risks
— end of 2017) is creation of Defense forces and,51yation and management.
its integral parts development analysis system via  tha aim of the article is to describe an

a designated body with the functions of Defensgieqgrated risks management system that serves as
forces system analysis. an integral part of Defense planning and has such
Today we may say that the Defense forcg,qtions as risks management and Defense forces
development State programs/plans monitoring, apijities development system analysis. Creation
and evaluation working body has been created s ¢ ,ch a system is foreseen by the Defense

the MoD and Armed Forces of Ukraine reformsgsormg objective, and will allow performing solid
committee. However, till now there has not beefqision making to the state holders during
formed a functional organ with Defense forceg)atange management. This shall therefore
system analysis functions. This organ shall B&ayimize positive while minimize negative
created with consideration of organizational angicomes (risks) of the decisions taken under the
resource capabilities available as well aé?nditions of uncertainty and resources saving.
constrains, restrains and positive experiences of " \ain material. The approaches analysis to

foreign countries. Science and military expertg e |ong.term Defense planning risks evaluation
(risk-managers) who will comprise the new orga ] has shown the following results:

shall be in.charge O.f su_pporting decision.makin 1. The risk assessment procedure requires
by performing an objective system analysis of thgyecia| attention and integrated approach in the
decisions  effectiveness, expected effects apdse of defense planning. It also requires an

influence over the end state not only during,nqhriate scientific and methodical apparatus for
Defense reform, but also during Defense planning., ity environment risk assessment, taking into

that is done in circles and aimed at the Armegccount the defined defense policy (strategy),
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available vs. necessary capabilities of the forcéaken without excessive calculations and time
and the state resources that are vital to Wesses. Minimizing risks and managing them
maintained and developed (upgraded), put iduring defense planning will contribute to effeetiv
stock or disposed as well as ensuring thglanning of the measures aimed at ensuring the
resources have been provided for the long term. state's defense capability and the flexibility of
2. The analysis of external and internahdjusting the risk strategy based on the priotities
factors that affect the military security of thestrategic goals and resources of the state.
state, existing research methods and scientific and
methodological approaches makes it possible to  The risk management system is a set of
assert that risks are predictable, depending onsabsystems (procedures) and their elements
number of factors that can be controlled ofobjects, subjects, stages, steps, measures)rthat a
responded to during planning and decisiom certain relationships and relationships withreac
making. other and jointly provide solutions to a specific
problem of maximizing positive while minimizing
3. In order to avoid strategic mistakes thathe negative consequences (risks) of the decisions
can lead to significant losses in the future (ovetaken under the conditions of uncertainty and
spending of financial resources, inefficient use aksources saving.
the state's economic potential, etc.), it is Based on the analysis of existing scientific
necessary to have an appropriate scientific amdethods, as well as recent studies and publications
methodological tool for risk assessment anfB-13] on risk assessment and management, a
management in defense planning. Additionally komprehensive model for risk assessment and
is vital to have an integrated assessment softwarenagement in defense planning is suggested. The
for measuring the effectiveness of the decisiorstructure of the model is presented in Fig. 1.

Phases Aims Procedures
CTTTTTTT T T 1
Initiation Identification of new . H
(taskssetting) [P| threatstothestate >  Tasksetting [« i
nationalinterests i :
0 ! !
| i
1-stphase > Risksidentification [« Evaluation of | i
(qualitative security <> i
analysis) environment i !
¢ Maintanance, i i
development, putting in ! !
stock new resources of ! !
(<™ disposalofthe excess{e>» Forces planning & !
ones i :
’ !

1

Identification of the ' '
2-nd phase resources required to . i i
(quantitative perform the actions [ 7] Resources planni _)E i
analysis) assigned ' Results and !
i Mmeasures
Rationalization of i i
<] summaries and <>»| Risks assessmenf !
recommendations ! H
| i
¥ ' '
1 1
1 1
| i
. I ]
sqpase | || acherenemerinene ) | catonot amed | e
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minimization) “P| forthe Armed Forces [ ]| Forceﬁ]gzzpectlv (—-)E i
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Fig. 1.
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The comprehensive model distinguishewhole, the possible damage and the probability of
the following stages of risk assessment arthe risks.

management: At the risk minimization stage, several
Qualitative risk assessment; options are considered (i.e. decisions,
Quantitative risk assessment; organizational structure) and they use appropriate
Risks minimization; coefficients for the importance of the measures
Risks control/monitoring. (elements), choose the most appropriate (rational)

These stages are preceded by the initiabtion according to the selected criteria, spettigy
stage - the assignment of tasks, including theain tasks, Force composition, resources,
definition of limitations and assumptions. capabilities to be achieved, and make plans.

The purpose of qualitative risk assessment At the final stage (risks control) it is
is to identify the main types of risks (expectedhecessary to monitor the implementation of the
challenges and threats) that affect the overatieasures planned, to control the risks probability
process. This makes it possible, at the initialuring defense planning, to analyze the results of
stage of the analysis, to clearly assess the td#velthese measures and the level of achievement of the
the risks depending on their quantitativestrategic goals identified in order to be able to
composition and take the decision as to except adjust the risk strategies, the ways to achieve the
not these risks by implementing a certailgoals, to take into account the results received in
solution. the course of the next defense planning cycles or t

The results of qualitative risk analysis arensure leadership prompt response to emerging
inputs for quantitative analysis, i.e, analysis gbroblems during the implementation of program
planned activities, resources and forceand planning measures.
requirements, based on expected challenges and In general, an integrated risk management
threats that are posed during fulfilment of aystem in the course of defense planning can be
specific task /decision-making process. outlined schematically as shown on Figure 2. The

At the stage of quantitative analysis, wittrsystem must be connected with other defense
the help of system analysis and relevant scientifgystems through information links. On the basis of
and methodical evaluation apparatus, thegn integrated risk management system in the course
calculate the numerical values of the valuesf defense planning, it is proposed to develop its
(coefficients, percentages) of the selected feasilrganizational scheme of operation.
risks and the level of risk to the object as a

Defense planning system
(strategic planning)

Rysks
identificationand

registration
ggbwstem

Defense planning system

Quallitative
risks analysis
subsystem

Integrated risks management
system

Quantitive risks
analysis
subsystem

Risks
minimazation

subsystem

PP S
system
Fig. 2 — Defense planning integrated risks manageant system

In addition, one of the other up-to-datemanagement system into the MoD of Ukraine,
tasks on the issue of introducing a riskalong with other components of the defense forces
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with the support of the National Security andlevelopment risks management scheme for the
Defense Council of Ukraine, is to define théMloD and GS of Ukraine (see Figure 3) :
organizational structure of the risk management Chief risk manager;

body during defense planning. The above will Department of risk management
contribute to the achievement of the strategic goabordination within the Department of Military
2 of the defense reform to ensure th@olicy, Strategic Planning and International
effectiveness of the planning and resourc€ooperation of the Ministry of Defense of
management system through risks managemedkraine;

and minimization in defense planning for the Risk managers of other structural
more efficient and cost-effective use of resourcesibdivisions of the Ministry of Defense of Ukraine
during implementation of the relevant programand the General Staff of the Armed Forces of

and plans. Ukraine;
The following entities may be offered to Foreign experts;
comprise Defense planning and capabilities Other risk managers (officers, volunteers).
oorsuart Quprizesthe prooess Bardhes(certres) farisls
assistance andrisks aonird naregenert coadretion
H%W vihaher Defenceforoes
N~ r bkrf()
o™ Render scermesuppat
(00 queliiverisk anelysis

ince appol| Sderceindtiviors

!\Ieﬂmdolog}-und i s
exartsedmtionand
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A’rredlh_ Faces of
Mindredozie
Sef A
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Fig. 3 — Defense planning risks management organitanal chart

The structural elements of the riskmake during the defense forces components
management system will be roughly assigned tloapabilities development.

following tasks. The chief risk manager shall act as a

CTpyKTypHIi CIIEMEHTH cuctemun  supervisor for full-time and freelance (within the
yIpaBIiHHSA pPH3WKaMH OpieHTOBHO MatumyTh Margins of the risks management tasks) officials
TaKe IPU3HAYCHHS. and will be directly subordinated to the First

Chief risk manager is to manage, and Deputy of the Minister of Defense. During the
control the effectiveness of the risk managemeptanning of the capabilities development of the
process in the Ministry of Defense of UkraineArmed Forces and other components of the defense
and the GS of the Armed Forces of Ukraine, dsrces, the chief risk manager may serve as the
well as interact with the main risk managers addviser to the First Deputy Minister of Defense of
other components of the defense forces tdkraine to minimize the risks that significantly
develop proposals for minimizing risks (reducingffect the development of capabilities of the ferce
their impact) and avoiding significant strategi¢forces), and report on the results of his/her
decision making mistakes that the leadership magtivities and the activities of the subordinatéskR

managers, including the results of the risk
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management coordination branch. Aslo, as an Risk  managers of other structural
independent expert, the chief risk manager shallbdivisions of the Ministry of Defense of Ukraine
endorse the Armed Forces of Ukraine capabilitgnd the General Staff of the Armed Forces of
development documents based on the analysi&raine should be subordinated to the Head of the
and suggestions of the risk managemeimepartment for Risk Management Coordination.
coordination branch. He/she shall also carry out Other risk managers (public officials) who
the instructions of the First Deputy Minister ofwork in scientific institutions, as well as voluats
Defense of Ukraine within his/her and military experts may also be involved in the
responsibilities. risk management activities.

The risks management coordination Existing methods, scientific methodical
branch is proposed to be established as part afpparatus and approaches can be used to perform
the Department of Military Policy, Strategicrisk assessment procedures. The new methods can
Planning and International Cooperation of thelso be developed to meet the risk assessment
Ministry of Defense of Ukraine (DMPSP and IC)requirements.
as it processes a large amount of information on  Today, one of the most successful system
national security in the military and defenseéechnologies that enables a comprehensive
sector. In DMPSP and IC there are appropriasssessment of the impact of external and internal
offices and subdivisions working on issues ofactors, strengths, weaknesses and capabilities of
strategic planning of capacity development of théhe state that influence the protection level @& th
Armed Forces of Ukraine. interests of society and the state, is the SWOT

The branch should become the main bodgnalysis proposed in 1965 by Harvard University
in the Ministry of Defense of Ukraine, which will professors to develop Organizational behavior
collect and process information on potentiatrategies.

(existing) risks in order to monitor and mitigate SWOT analysis is a convenient widely
them, and will develop risk-reduction strategieaccepted methodology used to develop strategies in
for the development of capabilities of the Armea wide variety of life spheres, and, according to
Forces of Ukraine. The main function of theesearch findings, is a mandatory preliminary step
branch is to coordinate risk management in tha the preparation of strategic plans (decisions).
Ministry of Defense of Ukraine and the Armed The data obtained as a result of the
Forces of Ukraine in order to support theapplication of the SWOT analysis can serve as a
decision-making process on the development bhsis for developing strategic goals, helping risk
the capabilities of the Armed Forces of Ukrainenanagers develop an effective strategy for
and other components of the defense force®solving defense policy issues. Unfortunately,
Specialists of the branch will be directlySWOT-analysis is not currently used in the
subordinated to the head of the branch and withgtructural bodies of the Armed Forces of Ukraine.
the main purpose — to the chief risk manager. In the Ministry of Defense of Ukraine and

Within the framework of performing risk the Armed Forces of Ukraine defense planning
management tasks, the full-time (or tasked witimtegrated risk management system, the following
additional functions) risk managers for the Molelements should be foreseen to maintain the state o
and GS of Ukraine structural organizations areffective functioning of the system:
suggested to be subordinated to the chief of the  Foreign experts (risk assessment specialists)
risks management coordination branch in the field of defense;

At the stage of implementation of the risk Scientific research institutions (NISS,

management system the risk managers of oth@entral Scientific Research Institute of the Armed
structural subdivisions of the Ministry of Defensd-orces of Ukraine, Centre for Strategic Military
of Ukraine and the General Staff of the Armedbtudies of the NDU);
Forces of Ukraine should be appointed among Educational and scientific institutions of the
freelance specialists, admitted to state secreMinistry of Defense of Ukraine (Department of
with significant experience in the field of workMilitary Education and Science, Higher Military
and analytical abilities. The tasks of theiEducational Institutions).

activities should be defined as follows: Foreign experts(risk assessment specialists)
Quantitative analysis, risk assessment and the field of defense will take part in solvinget
mitigation to acquire abilities identified; problem issues of the integrated risk management

Risk management at the appropriate level;system implementation in the Ministry of Defense
Conduct summary of information on risksof Ukraine and the Armed Forces of Ukraine: they
identification, analysis, assessment andiill advise to the chief risk manager of the
management in structural units. Ministry of Defense of Ukraine and the Armed
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Forces of Ukraine and will train risk managers 9) economic and real-life support activities;
and other Defense Planning Specialists. 10) missile fuel components, missiles,

Research institutions will scientifically ammunitions, military equipment and armament
support and qualitatively analyze the risks; theglisposal status;

will carry out necessary scientific research 11) financing status.

(scientific support) and develop (improve) Conclusions Thus, the proposed integrated
scientific and methodical means for riskgisk management system and the organizational
assessment and management. chart of risk management during defense planning

Educational institutions of the Ministry on its basis will enable:
of Defense of Ukraine will prepare specialists in to influence purposefully relevant officials
defense management issues within the framewaskd support them at the decision-making stage in
of the risk management process. They will alsorder to avoid strategic mistakes that can lead to
take part in the process of scientific andignificant losses in the future (over-spending of
methodological support of the integrated riskinancial resources, inefficient use of the ecoromi
management system in the Ministry of Defenspotential of the state, etc.);
of Ukraine and the Armed Forces of Ukraine. to improve the quality of defense planning
In order to create and operate mentioneolased on the capabilities of the Ministry of Defens
above, it is necessary to develop the Regulatiari Ukraine and the Armed Forces of Ukraine in
on the organization of functioning of theorder to plan the implementation of a strategy
integrated risk management system in th@hose objectives are defined during strategic
Ministry of Defense and the Armed Forces oplanning in the Defense sector;
Ukraine. It is proposed to be approved by the to assess objectively the effectiveness of the
order of the Minister of Defense of Ukraine. Thelecisions made, the expected effect and the impact

Regulation should specify: on the final result;
—iHmn twTaHHs (aHAIOTIYHO CTPYKTYpam to make informed decisions for the relevant
ICHYIOUHX ITOJIOXKEHD PO OPTraHu YIIPaBIiHHS). officials in the course of defense management to
- functional area of an integrated riskmaximize the positive and minimize the negative
management system; consequences of the decisions taken under
-the main tasks of the integrated rislconditions of uncertainty;
management system; to introduce modern  Euro-Atlantic
- organizational structure; approaches and effective policy of the planning and
- order of organization, accountability andesource management system in the Ministry of
interaction; Defense of Ukraine and the Armed Forces of
- principles of risk management (task 2.2.Ukraine;
in accordance with [1]); implement the operational objective 2.2 of

- other issues (according to the structurede defense reform in Ukraine.
of the existing regulations on the command and In a longer perspective (after 2020),
control bodies). provided that the integrated risk management
OcHoBHMMHK HampsMamMu 3 MoHiTopuary  System is effectively implemented, it should be
craHy pedopMmyBaHHs Ta po3BUTKY 30poitnux expanded and thoroughly developed.
Cui, OLIHIOBAaHHS Ta KOHTPOJIO PH3HKIB JUIS The prospect of further research taking
KOPHUTYBaHHS PU3HK-CTPATErii MalOTh Oy TH: into account the results obtained, is to develop
The main directions for monitoring of the(refine) the principles of the functioning of the
state of reform and development of the Armethtegrated risk management system during the
Forces, risks assessment and control to the endmplementation of government programs (plans)

adjusting the risk strategy should be: for the development of components of the defense
1) C2 system; sector in accordance with the defined tasks 2.2.1
2) personnel policy status; [1].

3) military education;
4) equipment status of the Armed Forces REFERENCES

of Ukraine with weapons and military equipmentj pecree of the President of Ukraine “On the denis

5) troops (forces) training; of the National Security and Defense Council of

6) completeness of material and technicalUkraine” dated May 20, 2016 “On the Strategic
support to the troops (forces); Defense Bulletin of Ukraine” dated June 06, 2016, N

7) health care status; 240/2016.

8) military infrastructure; 2. About the approval of the Military Standard TST

01.004.006-2017 (01) Edition number 1: as of April
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CypkoB O. O., K.BiliCbK.H.
LlenTp BO€HHO-CTpaTeriuHUX JOCHiKeHb HamioHanbHoOro yHiBepcureTy o0OpoHHM YKpaiHum imeHi IBana
UepusixoBcbkoro, M. Kuis

@®opMyBaHHSI iHTEIPOBAHOI CHCTEMH YIPABJIIHHA PU3UKAMHU SIK CKJIAT0BOI CHCTEMH

000pPOHHOrO NMVIAHYBAHHA

Pestome. VY crarTi 3am1pornoHoBaHo miaxix 10 GopMyBaHHS IHTETPOBAHOI CUCTEMH YIIPABIIIHHS PHU3UKAMU K
CKJIaJIOBOi CHCTEMH OOOPOHHOTO IUIaHYyBAaHHS 3 (QYHKILISMH CHCTEMHOTO aHalli3y PO3BUTKY CIIPOMOXKHOCTEH CHII
00OpOHM Ta YIpaBIiHHSI pPHU3MKaMH, sika IepexdadeHa 3aBJaHHSAM 000poHHOI pedopmu. Cucrema HagacTh
MOKJIUBICTh BiATIOBITHUM MOCAZA0BUM 0CO0aM MPUUMATH BHUBAXKEHI PIllIEHHS B X0J[i 0OOPOHHOTO MEHEDKMEHTY 3
METO0 MaKCHMi3alii MO3UTUBHMX 1 MiHIMi3al[il HEraTUBHUX HACIAKIB (PU3UKIB) MPUMHATHX PIilllEHh B YMOBax
HEBHM3HAYEHOCTI I €KOHOMI{ pecypciB.

KirouoBi ciaoBa: iHTerpoBaHa cHcTeMa, YIPaBIIHHA pPHU3WKaMH, OOOpOHHE TIUIaHyBaHHS, OOOpPOHHA
pedopMa, pO3BHTOK CIIPOMOKHOCTEH, CHIIA 000POHH.

CypkoB O. A., K.BO€H.H.
IleHTp BOECHHO-CTPATETHYECCKUX HCCIEAOBaHWA HammoHaNbHOTO YHUBEpPCHTETa OOOPOHBI YKpauHbI
nmenu MBana Yepusxosckoro, Kues

®opMupoOBaHHEe WHTErPUPOBAHHOH CHUCTeMbl YIPAaBJEHHUS PHCKAMH  Kak

COCTABJISIIOLECH CHCTEMbI 000POHHOIO IJIAHUPOBAHHUS

Pe3rome. B crathe mpemiokeH MOAXon K (DOPMUPOBAHHIO HMHTCTPHUPOBAHHOW CHUCTEMBI YIIPABICHUS
PUCKAMH KaK COCTABIISIOIICH CHCTEMbI OOOPOHHOIO IUIAHUPOBAHUS C (PYHKIUSIMH CHCTEMHOTO aHAJIN3a Pa3BUTHS
CcrocoOHOCTEH CUIT 00OPOHBI U YIPAaBICHUS PUCKAMM, KOTOpas MPEIyCMOTPEHA 3amavyeid 000poHHO# pedopMEl.
Cucrtema TacT BO3MOYKHOCTh COOTBETCTBYIOIIUM JOJDKHOCTHBIM JIMI[AM TIPUHIUMAThH B3BCIICHHBIC PEIICHUS B XOIC
00OpPOHHOTO MEHEIKMEHTA, C LEJIbI0 MAKCUMH3AIMH MOJ0KHUTEIBHBIX U MHHAMHU3AIMHA HETaTUBHBIX MTOCIICICTBUMA
(pUCKOB) MPHUHATHIX PEIICHUN B YCIOBHUSX HEOMPEAEIEHHOCTH U 9KOHOMHHU PECYPCOB.

KaioueBble cJjioBa: HMHTETpUPOBAaHHAs CHUCTEMa, YIpaBICHHE pPHUCKaMH, OOOPOHHOE I[UIAHMPOBAHHUE,
BoeHHas pehopma, pa3BUTHE CIIOCOOHOCTEH, CHIIBI 0OOPOHEI.
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Approaches to strategic planning capabilities of tnops (forces) in
the security and defense sector of Ukraine

Resume In article is analyzed existing research, orgativnal and legal approaches to the strategic pignn
capabilities of troops (forces) in the security aleflense sector of Ukraine.
Keywords: capabilities, security sector and defense forsteategic planning.

Formulation of the problem. In modern resources. In today's Strategic Defense Bulletin of
conditions when Russia takes an aggressilékraine - both quantitative and qualitative
actions using hybrid technology, occupation oihdicators characterizing the ability of the
some territories of Ukraine, the use of militarycomponents of the defense forces performing their
force, including the Armed Forces of Ukraine anthsk of national defense and repel armed
other components of security and defense forcaggression against Ukraine in accordance with
for national defense and active defense araVvailable capacity of the state.
counter these threats are becoming more  There are differences in the views of
important. This requires new approaches tmilitary experts associated not only with the lack
strategic planning of defense and security forceg a common vision of the conceptual apparatus of
on the basis of capacity. Given these problemthe security and defense of Ukraine, but also the
defense reform, which is carried out in Ukrainenethodology of transforming capabilities of troops
must meet the actual needs of Defense of Ukraiff®rces) in the quantitative and qualitative
and strengthen the capacity of the security forc@sdicators for the transition of the Armed Forcés o
and defense, increasing their readiness to perfotgkraine and other components of the defense
assigned tasks and participate in joint militarjorces planning on the basis of capacity. There are
operations (operations) against the aggressor. no proper scientific and methodical approaches to

Analysis of recent research and the assessment of the capabilities needed to
publications. Research these problems show thahaintain or increase (upgrade) form or recycle
today in defense and security sector of Ukrain@xcess). No implementation is planning and in the
has not turned out the necessary methodologiadfense and security sector of Ukraine.
basis, no single vision and definition of The purpose of the article. Analyze the
“capacity”, especially “components of theproblem, to outline possible ways and mechanisms
security forces and defense”. In particularfor its solution to improve strategic planning
“capacity” is defined as “due to certain resourcesapacities of the Armed Forces of Ukraine and
and capacities ability to achieve measurablether components of the defense forces, increasing
results during the engagement in certaitheir readiness to repel armed aggression and
circumstances in accordance with certaidefense.
standards”. The Great Dictionary of the modern Presenting main material. Strategic
Ukrainian language - as a property and the abiliflanning capacity building component Defense
to implement something and the presence &brces guiding concept paper on the method
conditions conducive to these actions and thecommended to ground-based power. The
possibility. A combined this concept (power‘capabilities of troops (forces)” in this articls i
(capabilities) is defined in the governingbased on the principle closer to NATO standards
documents of the NATO member states, nametue understood the necessary resources and
as the ability to achieve the desired effect at thmpabilities of their ability in the performance of
set standards and conditions based on tlieeir tasks identified certain standards and
combination of means and methods used to solgenditions to achieve the desired result.

a set of problems. The strategic planning capabilities of the

In the Armed Forces of Ukraine, thisArmed Forces of Ukraine and other elements of the
concept is also defined differently. In particularsecurity forces and defense in the defense and
the Defense Ministry of Ukraine Regulationssecurity sector of Ukraine, in our opinion, it is
referred to as a property that allows for specifiadvisable to similarly defined in. This is where th
actions to achieve specific goals identified basddinistry of Defense of Ukraine, is defined concept
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of the security and defense of Ukraine the main To ensure a uniform approach to refine
body responsible for organizing the processcenarios using templates, whose structure should
recommended in that process fulfill four basiinclude:
procedures: analysis and assessment of the general description of the scenario;
security environment; force planning; resource assumptions about the use of military force;
planning and risk assessment for subsequent political and military objectives, to be
formation of the desired future structure of troopachieved,;

(forces). It is part of the necessary troops (feyce physiographic conditions, military and civil;

to jointly perform certain tasks specific scenario assumption of support troops (forces);

or situation, rather than separate security foores general counsel of operations (actions).

the defense forces, as some interpret practice. The results of the step can also be lessons

The process of capacity buildingfrom evaluations military and political situation,
component of the security forces and the defensgharacteristic challenges and suggestions for the
namely the Armed Forces and other forces behitidt of scenarios the use of troops (forces) and
this approach can be realized through jointossible scenarios for future planning of troops
planning security and defense sector and tlfforces).

implementation of a number of specific Step 2. Identifying tasks that must be
procedures, including the implementation of thperformed to neutralize certain crisis scenario
recommended certain steps. (prevention and elimination of consequences, etc.);

Step 1.Analysis and evaluation of military they can be formulated only after the description
and political situation, establishing a list of reaand analysis of the situation (or variant) of agscr
and potential military threats, including: that requires the use of (involvement) of the

analysis of international relations, theircomponents of the security forces and defense and
content and focus, intention States or othesmhicles.
entities to address political issues and the views  Defining objectives for joint implementation
of the military and political leadership role inof elements of the security forces and the defense
military and law enforcement methods to solvef the defined scenarios (situations) can be based
these problems; on those listed in the current doctrines and

evaluation of the impact of globalregulations regarding the preparation and use of
economic, political, demographic and othethe defense forces, the military charters,
problems of national security and defense afuidelines, etc. (standard assignment) or
Ukraine; determined based on projected situations
review of military plans and preparationschallenges, risks and threats.
states, political entities, evaluation of the dange The challenge, depending on the level can
that comes from certain military and politicalbe:
conflict or conflict areas; national strategic executed at the state level

Development of methods and means dnd are binding on all components of the security
armed struggle and efforts of these countries féorces and defense;
their further improvement; Strategic performed all kinds of families and

the formation and dynamics of military-troops (forces). They can be part of national or
political alliances (blocs) and analysis of theiindependent;
objectives; operating as part of the Strategic performed

the emergence of new foreign and domestgeparate species and genera of troops (forces) for
political and (or) economic conditions thattheir intended purpose;
threaten the national interests of Ukraine, analysi tactical characterized by certain level of
of trends of their further development; performance of combat missions units and units.
evaluation of the information space and its Objectives should cover not only the
impact on national security and defense dfmmediate process of their implementation during
Ukraine; certain crises of a military nature, but also adean

Assessment of other entities that affect th@int training of troops (forces) and their resmsc
state and the system of national security arkbr this matrix is formed rational distribution of
defense in the long run. tasks between the components of the defense

The result of this step is to determine théorces. It should contain basic data for
list of challenges and threats in the militandevelopment planning capabilities of each
sphere and possible scenarios of developmentdamponent that makes it possible to engage the
the long term. optimal number of troops (forces) ensuring their

efficient use and saving of resources.
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Step 3.A description of the performance ofnecessary for each scenario and possible situations
certain tasks and the factors that affect theam which determine the total capacity of troops
performance (physical, military, civilian), which (forces) and means that you must have to
together constitute the operational requiremenésfectively respond to identified threats.

(military) capabilities. The publication  Ukrainian  military

To describe the operational capabilities arspecialists “Approach to determining the
taken into account specific  conditionsrequirements necessary opportunities” presented an
(geographical, climatic, socio-political, purelyapproach by which to determine the requirements
military, technological, etc.), which will run task for the capabilities of troops (forces) on a specif
defined scenarios (situations). It uses standasgquence of actions and combine information on
conditions directories that contain information iravailable capacities, objectives and terms of their
three areas: physical environment; militaryperformance and projected scenarios of use troops
conditions for use of troops (forces); civil sogiet (forces). Here is the specific architectural option
or the environment. It uses Indicative list ofequire the capability to perform tasks in onehaf t
typical organizational structures and capacitiescenarios. However, the proposed approach
tentative catalog of typical organizationakrequires the development of appropriate techniques
structures of the components of the defense forcasd automated data processing to perform on the
and means, which must include the characteristibasis of transition to a series of mathematical
(requirements) of fixed capacity in advancenodels that provide the optimal solution of a
defined list of basic (typical) structures. number of issues regarding strategic planning

Product capacity model structuresapabilities of troops (forces), such as develoging
developed and refined based proceeds into servics of typical structures, defining forces and mea
of new models of weapons and military hardwarend estimation of their value, forming directory
equipment, organizational measures, developmesdpabilities of troops (forces) and others.
of forms and uses of troops (forces). In carrying out these procedures should be

The list of conditions and criteria for theused the experience of NATO, which has its
tasks identified scenarios (military, physicalDefense Planning Proced3[P) to determine the
civic) — a requirement to operational capabilitiesequirements for the troops (forces) that fulfill
that the recommendations Ministry of Defenseertain military operations. This process requires
should include quantification of the actuafirst to determine military capabilities that are
conditions that may arise in the course afleployed with combat forces for these operations.
prescribed tasks. They are based on the standamt for this to be developed individual plans for
specifications set out in the governing documentthe mission and its implementation (S & R) for
Quantitative indicators sometimes they may diffedifferent situations. With these plans NATO can
from the standard, but must conform to actudeep control of storage resources in the same way
conditions. as is done with fighting resources.

Step 4. Defining standards tasks as The term Strategic planningg NATO is not
necessary requirements in certain circumstancessed but the procedure effectively used to develop
including the selection of the characteristics ahe forces and capabilities. One of the guiding
the sample standard armament, military personrmbcuments such planning is ministerial leadership
(combat, logistics, technical and medical supportMinisterial Guidancg, which is developed every
management) or by category (component$ivo years, which formulates the political,
operational (military) capacities (readinesseconomic, technological and military aspects of
intelligence, deployment  and mobility, building and developing countries.

application, control of troops (forces) and Setting goals NATO formation and
communications, logistics, survivability anddevelopment of its most important components,
protection of troops (forces). such as armaments control in crisis management

The typical structure of troops (forces)and communication, logistics, nuclear and resource
used to describe a design capacity (referengglanning carried out by the relevant planning
unit. documents for 5 years. Viewing these documents

Strategic planning in the defense andeasible by using a specific procedure — Defense
security sector in accordance with accepteleview Defence Review That's according to the
Ukraine conceptual documents should include thresults issued every two years, updated and revised
need for this procedure as adapted by standangssions of the said documents.
adopted in the member states of NATO. Ukraine participates in activities to integrate

Step 5. Determination of capacity into NATO's Defense Planning Proce®efence
requirements for troops (forces) and mearRBlanning Process, DPP Analysis tools it
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indicates that one of the effective mechanisms folescription of requirements for capacity
harmonizing procedures such planning is toapabilities to perform certain tasks under the sai
determine the functions and tasks of akcenario;
components of the security sector, taking into the planning components of the security
account existing methodological approachesorces and common defense and their preparation
Their value is that implementation procedures arahd use in crisis situations military nature based
mechanism for determining the functions andertain situations, problems and requirements for
objectives allows us to construct a logicabperational (military) capabilities. It should inde
sequence of planning documents, minimizevaluation results available capacity components
duplication, and create a system rationalef the security forces and defense determine their
necessary resources. ldentifying specific task®onformity to implement the tasks defined
and functions provides better opportunities foscenarios and the difference between the required
planning based on functional capabilities andnd available capacity. Determined difference is
search capabilities needed to support them. Thensidered the basis for force planning and
implementation of this step is to develop a list afneasures to retain existing or creation of new
tasks relevant authorities and structural units atpacity or their extension, those of which it is
strategic defense pivni. They are recorded in reecessary to get rid of (recycle).
special matrix logic of which is that for the Based on the US experience, it has practical
execution of each task is determined by only ongalue and order study the needs of all forces and
responsible structure. The remaining structureseans to deal with the enemy, regardless of their
involved in resolving the problem should besubordination. To execute the crisis in the US
performed only auxiliary functions. The list ofgenerated consolidated appropriate response forces
tasks and responsibilities in NATO are reviewethat can quickly deploy and equip. This approach
regularly. A necessary condition for theircan be used in defense and security sector of
implementation in a changing security situation islkraine for the organization of joint reaction
adaptation to existing levels escalate the sitnatioforces its constituents defense and security crisis
Therefore, for each level of escalation matriXhey are provided in the Appendix to the Concept
developed by a separate division of responsibilityf development of the security and defense of
that reflects the transformation of these tasks attkraine, in particular in respect of strategic

responsibility for them. defense planning Ukraine, protect its sovereignty
Step 6.Resulting from the above step byand territorial integrity and inviolability, whicks
step procedures: especially relevant in today's security environment
The list includes scenarios use of troops It should draw attention to the fact that the
(forces) and said legal act to the national (national) level
List of tasks to perform certain troopsattributed not all determined by law tasks the
(forces) in this situation of a military nature; components of the security forces and the defense,

determined subject to certain tasks (factorass it sometimes seek some practice, but only six of
affecting their performance - physical, militarythem, which determine the specific responsibilities
civiian) and includes a list of conditions thatcomponents defense and security sector of Ukraine
affect the performance of certain tasks; for the organization of planning for and responding

developed standards as minimumo threats during a joint exercise of the tasks of
requirements to perform certain tasks in certaipplication capabilities for the purpose of
conditions; appropriate crisis.

directory structures formed common The first of them — “Defense of Ukraine,
capabilities which must include a description oprotect its sovereignty, territorial integrity and
the characteristics (requirements) of the basinviolability” for which provision is primarily
operational capabilities advance defined list afesponsible Ministry of Defense.
basic units of the (points) management of In other cases, the security forces and
individual assets, and systems and software tiefense with strategic planning for the inherent
support them. The results formed the typicglurpose specified in current legislation, namely
catalog capabilities of the Armed Forces antegarding the combat training of troops (forces)
other components of the security forces anensuring law enforcement; combating terrorism;
defense; Civil Protection software and more.

determined necessary capability System Planning Division also provides
requirements of forces and means to neutralizgpropriate levels of objectives: strategic (state
involved (prevention and elimination ofgeneric tasks list), operational (operational gener
consequences) crisis scenario and made sofagks list) and tactical (tactical generic taslst).li
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Strategic (national) list of common tasks involves 2) introducing modern approaches and

identifying all structures of the state, actingtie methods of strategic planning in the defense and

interests of defense at the strategic level. Beséh security sector of Ukraine, the need to automate it

processes of strategic planning in the defense aprbcesses, integrated approach to  solving

security sector of Ukraine should be normalized inrganizational, legal, information-analytical,

the relevant laws and other regulations. resources, personnel and other problems.
Conclusions. With regard investigated as REFERENCES

appropriate: 10 N i 6 Vit | C N
: . Ctpareriynuit 060poHHuil Gronetens Ykpainu / CxBaneHuii
1) improve the regulatory framework of the Pimtennssm  PHBO Vikpainn Big 20.05.16 // Vka3

security and defense: . Mpesnenta Yipainu six 06.06.16N: 240/2016.

develop and adopt, especially the Law 0% pefense Capability Development Manual (Canberra:
Ukraine “On the security and defense of Ukraine”, Defense Pablishin Service, Deportment of Dever@egR
as recommended by the Supreme Council @fBemukuii tymaunnii cioBHUK Cy4acHOi yKpaiHCHKOT MOBH.
Ukraine of 05.07.12 number 5086-VI, and to —K.:BT®,2005.-1728. _ _
continue to develop the draft Law of Ukraine “Ori .Joint Defense Capabilities Studies (Improving DOD

L . ., Strategic Planning, Resourcing and Execution tosfati
planning in defense and security sector of Ukraine” ;. Capabilities). Final Report, 2004. — 128 p.

develop and adopt established order legal agtTyyuacosa IHCTPYKILiss OpO MOPAAOK opraHizamii i
of the state level, such as General of themposenenns mepesipox Ta  owuiHioBaHHA  HaGyTTS
organization and strategic planning in the defensebneparusuux cipomoxnocreit y 36poitnux Cunax Ykpainn
and security sector of Ukraine and the relevant/ 3arsepaxena naxasom MO Vipaiun iz 29.05.13Ne 352.
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SeCtOI‘ orjiay / 3aTBepII)KeHl HaKa3oM MlHlCTepCTBa O60pOHI/I

; . L. . . . Vkpaiun Bim 13.05.13 Ne 303 i3 3minamu, BHECEHHMH
identify and normalization in that legislation yaxasom six 21.09.15N 496.

specific model and structure of the defense armdTpousko B.B. ITiaxix i3 BHSHAYCHHS BUMOT 10 HEOOXiTHAX
security sector, the list of its components, their mosxmsocteit s mposenenns o6oponHoro ornsiny / B.B.
functions and the procedure for preparing theTpousko, O.B. Iypko, JLI.Tpousko [Enexrpommuit
implementation of common tasks, organize their Pe<YPel - Pexcum AOCTYILY.

. - Lo http://www.nbuv.gov.ua/old_jrn/  Soc_Gum/  Znpcvsd/
interactions, bringing the system to current ”eed52009_1/6.pdf

challenges and threats on the basis of modegnGuide to Capability-Based Planning, TR-JSA-TP324L

European and Euro-Atlantic approaches ; (The Technical Cooperation Program, Joint Systents a
organize joint work on improving the Analysis Group, Technical Panel 3, MORS Workshop,

functional activity of components of the security October 2004), 7. —EﬁTeKTPOH/H“ﬁ PeCYI;C]b //— P e

forces and Defense of Ukraine in a particular 2°€YW: ~www.Mors.org  /meetings/cbp/  read/TP-
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situation and crisis situations, as such is defimed

functional strategies and plans of the United State
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INaBaikoBcbkuii A K. K.BiiCLK.H., JOIIEHT

LleHTp BO€HHO-CTpaTEriyHMX IOoCHiKeHb HamioHansHOro yHiBepcuTeTy 00OpoHM YKpaiHu imeHi IBaHa
Yepusixosebkoro, Kuis

IMixxoau moa0 cTpaTerivyHoro MJaHyBaHHA PO3BHTKY CIIPOMOKHOCTeH Bilichbk (cHu)

B CeKTOPi 0e3meKu i 000poHN YKpaiHu

Pe3tome. IlpoanamizoBaHi HasBHI HAyKOBI Ta OpraHi3allifHO-TIPAaBOBI MMiTXOAM MO0 CTPATETITYHOTO
IUIAHYBAHHS PO3BUTKY CIIPOMOXKHOCTEM BilichK (CHiT) B ceKTopi Ge3reku i 060poHn YKpaiHH.

KuarouoBi cioBa: cekrop Oesmeku i 000poHH, cHIM Oe3MeKu 1 0OOPOHU, CIPOMOXKHOCTI, CTpaTeTidyHe
[UIAaHYBaHHSI.

Caraniok @.B., K.10.H., 10LIEHT;
IMaBnaukoBckuii A K., K.BOCH.H., JOUEHT
LleHTp BOEHHO-CTpaTerHMYECKUX HccnenoBaHuMii HanumonaneHOro yHuBepcuTeTa 0OOpOHBI YKpauHbl MMeHH lBaHa
Yepusaxosckoro, Kues
HOI[XOI[])I OTHOCUTECJIBbHO CTPATCIrH4€CKOro NJIaHUPOBaAHUA Pa3BUTUHA BO3MOKHOCTEIl BOHMCK
(cuu1) B cekTOpe 0€30MACHOCTH U 000POHU Y KPAHHBI
Pe3tome. IIpoananm3upoBaHbl CYIIECTBYIOIINE HAaydHbIE W OPraHU3AI[OHHO-TIPABOBBIC ITOJXOJBI OTHOCHUTEIHHO
CTPATEruyecKOro MIaHUPOBAHKS Pa3BUTHS BO3MOXHOCTEH BOWCK (CHJI) B CEKTOpE O€30MacHOCTH H 000POHBI Y KpanHBI.
KiroueBble cj10Ba: BO3MOXKHOCTH, CEKTOp 0€30HaCHOCTH M OOOPOHBI, CHIIBI OE30MaCHOCTH M OOOpOHHI,
CTpaTEeruyecKoe IIaHUPOBaHUE.
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Problematic issues concerning the improvement of thdefense
planning system in the Ukrainian defense forces

Resume.The article deals with some problematic issuesennng the system of defense planning in the
Ukrainian defense forces and approaches to thkitieo at the present stage of state development.

Key words: Armed Forces, security and defense sector, defdosses, defense planning, state
development programs, normative and legal framework

Formulation of the problem. At the development should be considered consistency
current stage of the reform of the security andith similar systems of OPs of all components of
defense sector (SDS), defense planning (DE)e defense forces of Ukraine.
issues on the basis of capabilities in Ukraine are ~ The purpose of this articleis to highlight
acute and are at the center of attention diie outstanding problems of improving the existing
researchers and experts in military constructio®@P system in Ukraine's defense forces and identify
The Euro-Atlantic orientation of Ukraine led tothe main ways of overcoming them.
the approximation of the strategic planning Presenting main material Defense
system (SP), including defense planning, tplanning is based on the Laws of Ukraine [1-2], the
NATO standards. Prospects for the developmebBecrees of the President of Ukraine [3-5] and other
of state defense capabilities, defense planningprmative-legal acts and is carried out in the
and the state of the Armed Forces of Ukrainfollowing main directions: strengthening of the
remain problematic and unresolved at preserdpuntry's defense capability; increase of combat
under conditions of incomplete, and sometime®adiness and combat readiness of troops (forces);
even missing, legal and regulatory framework. protection of the state border; organization oflciv

Solving these problematic issues willdefense; military exercises of military liens.
facilitate the implementation in practice of Defense Forces are considered as a
specific tasks of defense planning in Ukraine. component of ensuring the national security of

The degree of development of the Ukraine, and to a certain extent - as a componient o
problem. An analysis of the current state ofthe security and defense sector of the state. Due t
defense planning in the Ukrainian Defenséhe close interaction of the defense forces with th
Forces revealed a number of problems in itsecurity forces, the tasks of strengthening the
organization and conduct in conditions oftountry's defense capabilities are being addressed,
existing and potential threats. The mosand appropriate measures are taken to ensure its
significant of these are the imperfection oBecurity [5].
defense planning procedures, their inconsistency In accordance with the current legislation of
with the budget process, the lack of effectivenedskraine, the Defense Industrial CompleRIIK)
of the mechanisms for managing defenseas the function of providing the Armed Forces of
resources and the coordination between thékraine and other components of the Ukrainian
components of the Ukrainian Defense Forces [Defense Forces with modern weapons and military
5]. equipment to fulfill their state defense tasks.

Problems of improving defense planning in Defense Planning in Ukraine, as defined by
the defense forces were considered in scientifibe draft Law of Ukraine "On Amendments to the
publications by I. S. Romanchenko, V. Yulaw of Ukraine" On the Organization of Defense
Bogdanovich, M. N. Denejkina, P. M. KrikunPlanning "adopted by the Verkhovna Rada of
and others [8]. At the same time, insufficientUkraine on the basis of March 4, 2015, is an
attention was paid to the issues related to thetegral part of the state planning system that
development of the OP method based on tlehould be implemented in order to provide defense
capabilities and adaptation of the OP in theapability state by defining priorities and direcis
defense forces of Ukraine to the standards of tiier the development of the forces of defense,
NATO member states. armament and military equipment, infrastructure,

Such a situation requires furthertraining of troops (forces), as well as the
improvement of the OP system based on tlgevelopment of appropriate concepts, programs
capabilities of the Ukrainian defense forces. Aand plans for taking into account actual and
the same time, the defining conditions of its
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potential threats in the military sphere and thBlinisters of Ukraine should be reviewed in terms
economic and financial capacity of the state.  of redistribution of functions and clarification of
In order to implement the state policy inresponsibility for the state defense capability [5]

the areas of national security and defense of The experience of defense planning of
Ukraine and in order to ensure the harmonioddATO member states suggests that the planning,
development of the components of the securifyrogramming, budgeting and implementation of the
and defense sector of Ukraine (SBU), it isystem provides the basis for the effective
envisaged to implement a defense planningpnstruction of the armed forces and is considered
system that will be integrated into the JV systery the country's leadership as the most effective

[5]. mechanisms for ensuring military security and the
The main objectives of the OP in thedefense of the society and the state. Therefore, in
specified system are determined by: all leading countries of the world, defense plagnin

an assessment of the readiness of the a function of the state. This thesis is being
security and defense forces to perform thenplemented in the "Strategic Concept of Defense
specified tasks, as well as the results of measusd Security of the States Members of the North
for their development in the previous period;  Atlantic Treaty Organization", adopted in

definition of the principles, objectives andNovember 2010 in Lisbon.
main tasks of the state policy in the field of At the parliamentary hearings, a proposal
military security and defense, priorities andvas made to create under the Cabinet of Ministers
directions of development of the SBGS, takingf Ukraine a structural unit with the functions of
into account real and potential military threatsnanaging the issues of defense capability and
and economic opportunities of the state; coordinating efforts of the ministries and

definition of requirements to the structuredepartments dealing with the security and defense
number of personnel and indicators of théorces in the planning and implementation of
provision of weapons, military and specialefense state programs. But until now, these

equipment, other property; proposals have not been implemented.
defining the expenditures of the State At the same time, the lack of coherence of
Budget of Ukraine for defense needs; the interaction between the security forces led to
formation of a state defense order; the responsibility for mobilization deployment for

planning of mobilization training activities. the anti-terrorist operation in the Armed Forces of

The experience of defense planning itJkraine, responsibility for management of the
Ukraine shows that significant progress hasphere of defense - in the Ministry of Defense of
already been made in this direction, namely: odkraine [4]. Today, the management of the state
the basis of the Laws of Ukraine "On thalefense sphere needs further implementation of the
organization of defense planning” [2] and "Ormprovisions of the Presidential Decrees adopted in
Democratic Civilian Control over the Military 2015-2016 [3-5].

Organization and Law Enforcement Bodies of the Integration of defense and budget planning

State" [6] annually A White Paper was publishedn the defense forces can provide an improvement
which highlighted the current state of the Armeéh maintaining the required level of defense

Forces of Ukraine and the main directions ofapability of the state. Such steps can be takgn on

further military construction. In addition, for theunder the guidance of the Cabinet of Ministers of
first time in 2005-2007, an overview of theUkraine and implemented in ministries and

security sector (security services and intelligenaepartments that are responsible or involved in
agencies of Ukraine) was conducted. defense capabilities of the state.

The activity of the Armed Forces of Therefore, today, when "there is no direct
Ukraine in recent years has become moilenk between defense and budget programs, there is
transparent, the normative and legal base af problem in evaluating the efficiency of using
defense planning is developing more rapidly, theudget funds" [5]. The study of ways to eliminate
mechanism of defense planning implementatiocontradictions in the process of implementing a
is improved, first of all, in terms of thesingle function between defense and budget
delineation of planning functions between th@lanning shows that the most realistic option for
Ministry of Defense of Ukraine and the Generahtegrating the two systems for Ukraine is when, at
Staff of the Armed Forces Ukraine [5]. the time of planning, they are responsible for

A further prospect of development ofensuring the structure interact and each delegates
defense planning is: introduction of a method gbart of its powers, remaining independent, while
defense planning on the basis of capabilitiebudget planning should be a derivative of defense
integration of defense and budget planning intplanning [5].
defense forces into a unified system [5]. In practice, we have a situation where the

It should be noted that the maintenance @mount of funds allocated by the Ministry of
defense capability is a function of the statd)efense of Ukraine determines the scope of tasks
therefore, the relations of the Ministry of Defensand measures of defense planning, but in recent
of Ukraine with other ministries (departmentsyears, defense spending was at the level of 40-50%
involved in the implementation of state defensef the identified need. However, world practice
tasks and structural subdivisions of the Cabinet shows that resource planning should be part of the
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defense planning process and determine th@plementation of the Common Security and
amount of funding as a means of achieving theefense Policy of the European Union and
goals of planning, that is, the ability of the etatcooperation with NATO.
to defense [4]. According to the new Strategic Defense

So far, Ukraine's defense planning systerulletin [5], the heads of the bodies of management
has been close to Western standards, mostly oh other components of the defense forces should
form but not expressive in nature. In particulamparticipate in planning the defense of the stat® an
today "... the issues of the organization of thdetermine the requirements for the capabilities of
planning process: levels of hierarchythe defense forces, agree with the GS of the Armed
consistency, reporting and accountabilitfForces of Ukraine programs and plans for the
systems, list and structure of documents beirdevelopment of the respective components of the
developed remain unresolved" [7]. As a resulgefense forces, their technical equipment, training
the inconsistency of the regulatory frameworkgomprehensive provision and execution of state
the chaos in the adoption of key defensdefense tasks, as well as administering the use of
construction decisions, the lack of subordinatiosubordinate forces. In accordance with Euro-
of the individual components of the defensdtlantic standards, inter-agency coordination and a
forces to a single goal, which led to thecombination of capabilities of the defense foraes t
inconsistency of their strategic developmengnhance their efficiency and resource conservation
priorities. should be strengthened.

In recent years, the state leadership has In order to fulfill the tasks set out in the
made significant progress in improving defensgtrategic Defense Bulletin [5] and to improve the
planning in the Armed Forces of Ukrainé aniefense planning system in the Armed Forces of
other components of the Defense Forces and t raine, on May 25, 2017, the Ministry of Defense

SBGS in general, in particular: new editions o ! 8 g
documents and documents on issues of defenseln UKraine approved "Recommendations for the

the security and defense sector of Ukraine weR§ganization of defense planning on the basis of
adopted, namely: National Strategy Security dfapabilities® (Recommendations on OPs) [10].
Ukraine, Military Doctrine of Ukraine, Strategic Recommendations on OPs were developed in order
Defense Bulletin of Ukraine, Concept ofto form a common understanding among the MoE
Development of the Security and Defense Sectand the Armed Forces of Ukraine on the
of Ukraine, Orders of the Ministry of Defense Ofapproaches to its imp|ementation and

Ukraine on the Approval of the "Regulations ofmplementation procedures. They provide for the

Medium-Term and Short-Term Defense igce of common terminology, principles and

P[I§1r21n|5ng] MoD and Armed Forces of Ukralneobjectives, procedures for the implementation of

Based on the Strategic Bulletin, the state€rtain procedures, monitoring and development of
Program for the Development of the Armedapabilities in the Armed Forces of Ukraine in the
Forces of Ukraine up to 2020, and other defenggocess of gradual transition to an appropriate
programs have been developed, approved addfense planning methodology based on
implemented. capabilities. Subsequently, the provisions of tiie O

Defense planning in Ukraine, as an integrakecommendations are intended to be used by the

part of the state planning system, should DSefense Forces as part of the capabilities-based
carried out by defining priorities and d'reCt'on%efense planning organization

for the development of the forces of defenseg, Conclusion  Further  improvement  of

_arfmartnentts ta_nq frtnllltary f equ'pmlentidefense planning in Ukraine's defense forces in
In r%s ruf ure, rallnlng of troops (forces), as WeO{ijder to develop the capabilities necessary for
als ceve ?(plng relevant concept:?, prggrams a equate response to threats to national security,
plans, taing into account real and potentig qiaciion of Ukraine, its sovereignty, territorial
threats and financial and economic opportuniti Mtegrity and inviolability of borders, active

of theft?(t.e' it { the above-menti @articipation in the implementation of the Common
0 's'o{; smgthlg % g‘gr:]glénrefoerrr? gvﬁerr?fl’n 'gg.ﬁ ecurity and Defense Policy of the European
provisions, urrently beiNgnion, ‘support for international peace and security

:g:waellyne%ﬁguoefduua%g?rc]jif :r?serI%orr?t?%t t:E_}hﬁoecomes a comprehensive goal of defense reform.
u ! ' Ibu It seems that the above-mentioned

the strengthening of the defense forces, ar<1:1(bproaches should be taken into account as modern
increase their readiness to carry out their an'gnﬁ'neoretical and legal foundations in the course of

tasks. : -2 o
The Strategic Bulletin sets out the ways tgpproachmg a unified defense planning in the SBU.

achieve the objectives of defense reform, in LIST OF LITERATURE

particular to increase the capabilities of the _
defense forces to a level that will enable theestat: 3akon VYkpainn “Ilpo oGopony Ykpainn” Bin 6
defense tasks to be carried out and restore it&§PyaHs 1991poxy Ne 1932XII (i3 3minammu)
territorial  integrity,  contribute to the
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Features of defense planning in NATO-member statesn the basis
of capabilities

Resume.The article analyzes the peculiarities of orgatiraand implementation of defense planning
based on capabilities in NATO member states. Orb#sés of this analysis, the authors suggest th&ion of the
ways to improve the existing defense planning sysie the Armed Forces of Ukraine and adapt it te th
requirements of NATO standards.
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Statement of scientific problem.One of Timoshenko R., Denekhin M. , Loza I. , Saganyuk
the operational objectives of defense reform iR. and others.
Ukraine is the improvement of the defense However, insufficient attention was paid to
planning system (DP) in accordance with thiéne issues related to the development of a defense
Euro-Atlantic principles and approaches. Iplanning method based on the capabilities and
fulfillment of the specified tasks, the MO ofadaptation of the defense planning system of the
Ukraine has begun a new stage of improvemeitmed Forces of Ukraine to similar systems of
of the defense planning system, within thBIATO member states. It did not take into account
framework of the stated strategic goal No. Zertain differences related to the peculiarities of
namely, the implementation of the planning of théefense planning based on the capabilities of
development of the capabilities of the Armedhdividual member states of NATO and the
Forces of Ukraine [1]. To succeed in solving thidlliance as a whole and the possibilities of
problem, it is necessary to study the experienceadapting the defense planning system of the Armed
the Allies and its incorporation into a newrorces of Ukraine to similar systems of these
defense planning system based on the capabilitiates.
of the Armed Forces of Ukraine. This requires the The purpose of the article is:to analyze the
identification of key milestones in NATO'speculiarities of the organization of defense
defense planning, in particular: understanding pfanning on the basis of capabilities in the NATO
the process of sharing the capabilities of NAT@ember states, to find out the problem aspects of
between the national capabilities of the Alliest thahe existing defense planning system of the Armed
are necessary to achieve common goals; tRerces of Ukraine and identify the main directions
organization of defense planning of the membef its improvement based on the experience of the
states of the Alliance and the influence of thallies.
characteristic features of the national system, the  Presentation of the main material.
adopted planning systems, its development, theprovement of the defense planning system in
conditions under which planning is carried out. Ukraine (hereinafter referred to as "DP") in the

The analysis of recent researches amtrection of transition to planning on the basis of
publications shows that the problems of formingapabilities and its approach to NATO standards
the future outline of the Armed Forces ohdopted - is for the Armed Forces of Ukraine tasks
Ukraine, with the experience of Allied membefor the near future, as defined in the Concept of
states, are being actively explored today. Bevelopment of the Security and Defense Sector of
wealth of studies and defense planningkraine and the National Security Strategy Ukraine
documents are devoted to the study of defende 2].
planning in NATO member-states on the basis of  Also, in [1, 3] it is determined that in the
capabilities. The leading Ukrainian scientists amevelopment of the Defense Forces DP system, as
actively pursuing this issue: Gorbulin V.part of the national planning system, the
ShelestY ., Polyakov S., Askarov V. jmplementation of modern methods used by the

member states to improve defense capabilities, in
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particular the application of the principle of dorces and means, risk, security environment and
comprehensive approach to defense, methodsre$source constraints. The adopted model reflects
planning on the basis of capabilities, as well dse dynamics of the process of developing a
the implementation of purposeful preparation farational security strategy and eliminates the
the tasks for the purpose and logistical support discrepancies between the DSDPC indicators
the state defense needs. defined in those countries. It is assumed that the
NATO is today the largest military DSDPC process should be cyclical, with the

international organization that declares theearrangement of key indicators, the ability to

security of every state that is part of it. Sequist change the selected goals, improve forces and
based on the principles, the main of which is [4]:tools, review strategies and periodically monitor

standardization and operationathe degree of risk that is expected during the
interoperability of the Alliance of Allies; development of programs and plans.
optimization of the organizational-staff The DSDPC process in NATO includes five

structure, combat and numerical composition imain stages, which are generally consistent and
accordance with the conditions of conductingyclical.

modern wars and armed conflicts; The first stage- the definition of the
transparency of the military budget of therinciples of state policy in the field of securdapnd
member states, etc. defense. It is being implemented in order to

Implementation of these principles idormulate political guidelines for all components o
ensured, including by the developed system tfe security and defense sector. It provides fer th
defense planning on the basis of capabilitie®evelopment (clarification of the provisions) o&th
(hereinafter the DSDPC), which is formed in thbasic documents in the field of national security
Alliance. and defense.

In accordance with the stated principles, The second stages the definition of needs
the requirements of the DSDPC system afeapabilities). At this stage, in order to achitive
NATO, among which the most important are:  identified political goals, based on the analydis o

promotion of cooperation and therisks and threats, the development of probable
development of relations between them in aticenarios for the use of armed forces (operatisns)
spheres in which their general and individualarried out and a Unified List of Minimum Needs

interests are provided; Capacity is formed.
joint responsibility, as well as mutual The third stageis the distribution of
recognition of responsibilities; capabilities and task definition. Based on thedist
political solidarity of NATO member minimum required capabilities, the distribution of
states; these capabilities between NATO countries is

general activities to maintain adequatearried out. Forming lists of desirable capacities
military strength to maintain the Alliance'sbe achieved (allocated) by each Alliance country
strategy and policy. and separately for collective capabilities (to be

The DSDPC in NATO is carried out in theachieved through NATO collective resources). In
interests of joint use of forces (forces). It iséad order to simplify the implementation process, Lists
on a unified process of planning forces both faf Desired Capabilities can be broken down into
application and for the development of theifarget packages that will be implemented
capabilities [5; 6]. gradually.

An important goal of the Alliance's The fourth stageis implementation. The
DSDPC is to create and develop military crisisiain content of the phase is the fulfilment of the
management capabilities both within and outsidasks defined by the Lists of the desired abilit@es
NATO. The list of these capabilities iscreate (develop) capabilities. The said involves th
determined by the NATO Strategic Defense ardkvelopment (updating) of the guidelines (statutes,
Security Concept [7]. The purpose of the NAT@anuals), the procurement (modernization) of the
Response Force is determined on the basis of thiditary equipment, training of personnel,
requirements of NATO Strategic Committees antbnducting exercises, application (testing) and
includes the "Target Tasks for the Developmemnhprovement of capabilities. Capacity development
of NATO Armed Forces", which are aimed atasks are carried out through the implementation of
providing the opportunity to address the fulNATO standard documents (standards).
range of operational missions. Fifth stage - evaluation of results. An

In Alliance countries, for the organizationassessment of the results is carried out to determi
of the DSDPC, a model has been adopted bashd degree to which the capabilities of the member
on key concepts such as strategy, ultimate goadtates of NATO are achieved. Based on the results
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of the evaluation, a Capacity Review and During the planning of forces, the Alliance
Capacity Report are prepared. On the basis of tiember states agree on their adequacy, coherence,
report, the tasks are clarified and plans fdonteroperability and effective interaction in
capacity development (adjustments) adjusted. fulfilling their assigned tasks [5-17].

The DSDPC process is used in the planning  The use of the planning, programming,
of the development of forces and capabilitielsudgeting, execution system, which is the basis of
(capabilities) for the medium and long term. the DSDPC of the member states of the bloc and of

The adopted model is constantly beinthe EU, shows the interconnection of these
improved in line with the development of therocesses [6, 9].
methodological foundations of NATO's DSDPC. The processes are interconnected by direct

In general, the DSDPC is aimed at creatingnd feedback: long-term planning is implemented
and developing military capabilities, inby medium-term programs, the main source of
preparation for responding to identified threatsvhich is budget allocations. Changes in scheduled
The overall structure of NATO's DSDPC can beesources automatically trigger a revision of mid-
considered on the one hand as a set tefm programs, which, in turn, require a review of
interdependent processes and procedures, nambkdpg-term plans. The feedback determines the
assessment of HBO, planning of forces, resouradjustment of the previous process as a result of
planning and risk assessment that may arise in gerforming the lower one. Thus, the continuity and
future. On the other hand, as a set of processeslependence of the types of planning on the
long-, medium- and short-term planningachieved results are ensured.
documents that are being worked out, as wellasa It should be noted that NATO is an
methodical apparatus justifying the mainntergovernmental organization whose member
provisions of these documents [5, 6]. states allocate the resources needed to ensure its

At the same time, the assessment of HB@peration. At the same time, the vast majority of
is based on an analysis of the projected risks aiind® Armed Forces and resources of NATO member
threats, as well as the objectives and capabilitisgtes remain under the command and control of
identified for NATO member states for a givertheir states.
forecasting period, and is the basis for Allies are committed to jointly or
substantiating the planning of forces. Planning afdividually provide troops (forces) and the
forces is based on the developed list of situationecessary capabilities that NATO needs to achieve
to react to which it is carried out. its goals and objectives. The DSDPC process in the

The analysis of situations for planning andlliance is the main tool for finding the necessary
listing of available military capabilities allows u capabilities, timely formation and achievement of
to develop short and medium term requirementise given level of opportunities (purchases).
for the development of the composition of forces. It is accepted that a high level of
The DSDPC, through Force Planning, defines tledfectiveness of NATO's DSDPC is a prerequisite
list of forces, means, capabilities and structufer achieving the political, military and resource
requirements needed to respond to the mdsnefits that member states expect from the
dangerous circumstances. Alliance. Throughout NATO's DSDPC process, the

At the same time, during the planning oAllies, without losing their national sovereignty,
forces, the requirements for the capabilities faran coordinate their defense plans with the interes
the next planning period are determined. Thaf NATO in order to identify, achieve and provide
results of the defense capability review ara reasonable share of their Alliance forces and
reported to the Military Committee. capabilities to enable them to fulfill their entire

During operational planning, the same listange of tasks.
of situations is considered, as for the planning of  The majority of NATO member states in the
forces for the risks and opportunities for theiimplementation of OPs are not only addressing the
occurrence. The DSDPC Working Groumeeds identified by the Alliance, but also the task
produces a priority list, which should be furtheof developing their own Armed Forces. However,
elaborated. in some states with a small number of Armed

The contribution of operational planning td-orces, within the framework of the OP, measures
the DSDPC is carried out during the process @r the development of the Armed Forces are
reviewing the objectives of the forcesplanned, aimed only at the identified needs of
Operational planning defines a list ONATO.
requirements for capabilities of forces and means,  Conclusions and perspectives of further
at a minimum, and, preferably, a list of forces an@gsearch.Thus, the peculiarity of the NATO POPs
facilities for specific planning situations. is that each State of the Alliance has its ownesyist

32



DEFENSIVE AND BUDGETARY PLANNING

of DSDPC, the main content of the organization Nc_)rth At.Iantic treaty organization (NATO) / Nato
and implementation of which is influenced by the Office of information and press. — Brussels., 2034.
characteristics of the economic system; the>36 P

system of forecasting and system of planning éfTTe?; No

rwegian Navy under the 2017-2020 Long

Defence  Plan [Electronic  resourcel]:

Its q§velopment adopted n th.e s_tate; .thehttp://www.navyrecognition.com/index.php/focus—
conditions under which the planning is Camedanalysis/naval-technoIogy/4153-analysis-the-

out; national traditions and so on. This reqUiresnorwegian-navy-under-the-2017-2020-|0ng-term-
the harmonization (integration) of their own defence-plan.html.

national plans for the development of the Armegl Ingebrigtsen, Roger. 2012. Norwegian Experiences
Forces with the NATO Defense Plan. with Integrated Strategic Management. Panorama of

The prospect of further researchis to  global security environment 2011. Baratislava: €ent
analyze the content of long-, medium- and shortfor European and North Atlantic Affairs [Electronic
term defense planning based on the capabilities dfsourcel:

NATO member states and the implementation 01http://www.regjeringen.no/nb/dep/fd/aktueIt/talerrti_la

the experience gained in the perspective defenslgr/poI|t|sk_IedeIse/taler—og-artlkler—av—statsmblr—

planning system of the Armed Forces of Ukraine1
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Harmonization of the defense planning process on ¢hbasis of
opportunities with the process of the medium-term bdget
planning

Resume.The article is devoted to topical problems of ctiating the process of defense planning with the
process of the medium-term budget planning, implgat@®n of which is stipulated in the Strategy Reforming
the Public Financial Management System 2017-208#.sfructural scheme of the content of this styaiegiven.
The tasks of the strategy in the aspect of ensuhi@glefense capability of the state are singléd ou

Keywords: defense planning, the medium-term budget plannihg medium-term financial plan, the
strategy of reforming the system of public finahaonagement.

“We are clearly aware that the issue of defensenpiag is the
one of the most important in the state, the le¥esaxurity of
Ukraine will depend on its effectiveness”
Minister of Defense of Ukraine
General-Army S. T. Poltorak
01.03.2017
Formulation of the problem. The results for 2017-2021 (next — "Strategy") was approved at
of the annexation of the Autonomous Republic (the meeting of the Cabinet of Ministers of Ukraine.
Crimea, as well as the long-term anti-terroricThe implementation of this Strategy, in particular,
operation in the East of Ukraine, proved wegincludes the introduction of the medium-term
management of scarce resources and cleabudgeting. This will include the allocation of
demonstrated the existing gaps in the proce:budget funds in accordance with the development
Thus, domestic defense planning does not hapriorities for 3 years and the definition of
sufficient capacity to adapt to changes in trdevelopment goals for 5 years, as well as the
military-political situation around Ukraine, doesdevelopment of a system for evaluating the
not ensure an operational redistribution ceffectiveness of the Strategy implementation by
financial resources in the context of hybrickey indicators.
warfare (especially its economic component Analysis of recent research and
The stumbling block of these problems was thpublications. Recent publications concerning the
discrepancy between the financial indicators cproblem of coordinating the process of medium-
which defense planning documents and the actiterm budget planning with the process of sector
amounts of financing of the Armed Forces aiplanning were covered by research: Kisel I. [5],
being drafted, which are approved by the StaSeleznev A. [7], Faizullaev E., Azizova |. [6]. At
Budget. the same time, little attention was given to the
In the context of strictly limited financial problems of coordinating the defense planning
resources, the problem of the effectiveness process with the medium-term budget planning
budget expenditures is very relevant. Thprocess, especially among domestic scientists.
achievement of the necessary efficiency in usir Presentation of the main material. Today,
budget allocations can not be carried out withothe issue of organizing an effective defense
gualitative budget planning for the medium ternplanning system has become a priority. The
Such planning provides the interconnectiodevelopment and implementation of new
between strategic and tactical measures. ‘approaches to defense planning by defense forces
particular importance is medium-term budgetinhas been envisaged in a number of new conceptual
in the period of economic stagnation (waidocuments [1-4]. The key requirement of these
economic crisis, economic sanctions, etc.). normative documents is the introduction of
On February 8 at the meeting of thecapabilities-based defense planning, the
Cabinet of Ministers of Ukraine, the drafieffectiveness of which is confirmed by the practice
Strategy for the Management of Public Financtof the use of NATO member countries.
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The defense planning process is sectorpublic finance plan, which is updated annually and
planning (defense planning) and is considered shifts for one year ahead.
a key component of the strategic planning ar The medium and long-term budget planning
management of public defense resources tifor many years has been successfully applied in
should be integrated into the national strategmost developed countries of the world.
planning system. Developed countries Australia, Austria,

Defense Planning in Ukraine was initiate(Great Britain, Denmark, Canada, Germany, the
with the adoption by the Cabinet of Ministers oNetherlands, the United States, Hungary, Finland,
Ukraine in February 2004 of projected spendirFrance, Sweden and many other countries have
figures from the general fund of the state budgbegun to form their budgets in the mid-20s. So, in
for defense needs for the period up to 2015. Th Australia, Spain, Sweden, medium-term budget
provided for financing of the needs of the Arme planning spans three years, in the US and
Forces of Ukraine, on average, at 2% of GDP pGermany, the budget plan is for a five-year period.
year. Subsequently, these indicators we The introduction of this system of budgeting
abolished and the management of financirimmediately had a positive impact on the efficiency
needs for defense was carried out in "manueof the distribution of budget funds, contributed to
mode. increased transparency in the financing of budget

By this time, budgetary relations inprograms and controllability of the budget process
Ukraine were limited to one year, despite the fa[5]. The countries of the former USSR have only
that the main spending units (including thibegun the transition to medium-term budget
Ministry of Defense of Ukraine) prepared theiplanning.
requests for the planned and two subseque In Ukraine, with the adoption of the Strategy
periods, and the indicative indicators in thes(Figure 1), the transition to medium-term budget
budget requests had rather limited use in tiplanning has begun. The implementation of the
planning of expenditures in subsequent periocStrategy is aimed at building a modern and
Thus, the state did not have an effectiveffective public finance management system, in
mechanism for funding measures envisaged particular in the field of defense, which will bela
defense planning documents, especially in tito provide high-quality public services, efficigntl
medium and long term. In addition, the linkaccumulating resources and distributing them in
between the priorities of state policy accordance with the priorities of state development
expenditures of the state budget and the resultsin the medium and long term. That is, the ultimate
the activities of the main spending units wagoal of a promising public finance management
extremely weak. system is not to increase spending, in particdar t

The lack of a regulated budget plannindefense, but to achieve concrete results, in
mechanism for more than one year did not alloparticular, to ensure military security of the etat
for efficient forecasting of budget expenditureand to the Armed Forces - the necessary
for the future, and managers of funds at all leve(prospective) capabilities.

clearly formulate plans for their activities, bath Among the main tasks of the Strategy, it is
the short-term and in the medium and long-termnecessary to distinguish the following:
In general, the budget for the medium terr full-fledged implementation of strategic and

contributes to the achievement of a higher levmedium-term budget planning that will ensure the
of stability and predictability of economicallocation of resources in accordance with the
performance in the state. In addition tcstate's prioritized priorities and the strengthgroh
performing the stabilization function, medium-the overall fiscal discipline;
term planning is an instrument for solving suc introduction of an effective system of
important problems: increasing the efficiency cplanning and evaluation of the state budget
the budget process and financial disciplineéexecution, increasing the role and responsibility o
increasing the transparency and efficiency (the main spending units in determining prioritiés o
spending budget funds; promoting thitheir activities and efficient use of funds for ithe
development of innovative potential ancachievement;
investment attractiveness of the country [5]. increasing the efficiency of public
One of the main benefits of mid-termexpenditures through a comprehensive analysis of
budgeting is that it enables budget administratcexpediency and cost effectiveness and changing
to more accurately determine the probabapproaches to their implementation by moving
amount of resources in the future. Since tffrom institutional maintenance to providing quality
medium-term budgeting budget for the next fiscipublic services.
year is only part of a multi-year (3-5 years)
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STRATEGY
reforming the public finance management system fo2017-2020

v

I. The general part

1. Economic situation

2. State of development of the system of manageuofgniblic finances

3. The main results of reforms implemented in thkl fof public finance management for 2013-2016
4. The purpose and main objectives of this Strategy

5. Coordination and monitoring of the implementatidithis Strategy

Il. Compliance with the general fiscal discipline n the medium term
. The tax system. Income
. Macroeconomic and budgetary forecasting.
. Medium-term budget planning.
. Management of fiscal risks.
. Management of public debt.
. Liquidity management.

OO WNPE

Il Increase the efficiency of resource allocatiorat the level of state policy formation
. Strategic planning.
. Program-target method.
. Inter-budgetary relations and fiscal decentsian.

WN P

IV. Ensuring effective budget execution
. Public procurement system.
. Public investment management.
. Accounting in the public sector.
. The system of public internal financial control.
. State financial control.
. Independent external financial control (audit).

OO WN PR

V. Increase of the level of transparency and accotebility in the management of public finances
1. Transparency of the budget and participatiocitafens in the budget process.
2. Information technologies in the management dipdinances.

Fig. 1. The strategy of reforming the public finane management system for 2017-2020

Thus, in the aspect of ensuring the state 3. Transition from the cost of resources for
defense capability, the Strategy puts forwarmaintenance (defense forces) to providing high-
guite ambitious and, at the same time, extremequality public services (capacity to ensure militar
important tasks. security of the state).

1. Development of the system of stat It should be noted that medium-term budget
strategic planning, which until now existed onlplanning is a continuous process that coordinates
fragmentarily. Due to the lack of an integratethe allocation of resources in accordance with the
system of strategic planning and the hierarchy priorities of socio-economic policy with the needs
strategic documents, unresolved problems of sectors in the resources for the implementation
effectiveness and the definition of links betweeof sectoral programs [6, p. 142].
budget programs of the main spending units al The main mechanism for coordinating the
their strategic objectives remain. An integral paprocess of medium-term budget planning with the
of the state strategic planning is strategic plagni process of defense planning on the basis of
in the field of defense - as a sector strategy (capabilities (as a sectoral plan) will be the
accordance with the law of Ukraine "On thintroduction of a procedure for political discussio
organization of defense planning”, defenswithin the framework of the Cabinet of Ministers
planning is an integral part of the system cof Ukraine (Strategic Council). The Strategic
strategic planning and management of publCouncil is proposed as an interim body for making
resources). collective decisions on policy priorities and the

2. Increasing the independence of the maappropriate allocation of resources at different
spending units. The Minister of Defense will hav stages of the budget cycle.
the authority to allocate (redistribute) the In addition, at the meetings of the Strategic
allocations for budget programs within th¢Council, it will be possible to coordinate capacity
approved medium-term ceilings, approval cdevelopment issues not only in the armed forces,
budget program passports, and expand tbut also inthe defense forces as a whole.
authority to manage state assets in management.
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The main directions of fiscal policy will be defense policy, as well as reduce the level of
transformed into a strategic document a budcuncertainty and increase the efficiency when
declaration, which will include, inter alia, theallocating budget funds for defense purposes.
medium-term fiscal forecast, the assessment The adoption of a three-year budget, coupled
fiscal risks and the limits of budget expenditurewith an effective mechanism for making annual
(aggregate and in the context of the maichanges, will provide an opportunity not only to
spending units), including the basic amount ceffectively plan large-scale defense projects for
public capital investment, for increasing thicapacity development, but also to effectively
compliance of budget expenditures with thmanage such projects. In addition, medium-term
priorities of state development. Involvement cbudgeting contributes to increased transparency in
the Verkhovna Rada of Ukraine in budgethe financing of budget programs and the
planning and approval of the maximum amourmanageability of the budget process.
of expenditures will be carried out at the stage Further research should be devoted to the
discussing the budget declaration. (Strategy). development of an effective mechanism for
Thus, the medium-term budget declaratiomaking annual changes in the implementation of
will serve as an instrument for combining thimedium-term budget planning.
state's strategic priorities with the possibilit@fs REEERENCE

the state budget. e . L5 Vioai
The main paradigm of the problem of co=; ~'P2Ter!l ~ HAIOHAIBHOL = DESHCKHM ~  YKPAIHA.
3arBepmkeno Ykazom Ilpesumenrta Ykpainu Bim 26

or_dination of "r_nedium-term and defer_lse plannir Tpasrs 2015poky Ne 287/2015,

will be _that In the eco_nomy and fmances th 2.BoenHa mOKTpuHA YKpaiHH. 3aTBEPIKCHO YKa3oM
uncertainty factor is manifested, the proportion ¢ ripesypenta Vipaiun sin 2 Bepecns 2015 poxy
any plans, including the budget, can not t No555/2015.

predicted with absolute precision” [7, p. 9]3.Konuenmis po3BuTKy cekTopy Oe3meku i 0GOpOHH
Therefore, the transition to medium-term budg: Yxpainu. 3arepmxeno Yxasom Ipesunenta Yipainu
planning in Ukraine should be not only & Bin406epesus 2016poky Ne92/2016.

technical change in the budget formation, takir4- Ctpateriunmii  oGoponmii  Gronerenh  Vkpainu.
into account two budget periods in the 3arBepmxeno Ykazom [Ipesunmenra Ykpainu Bing 20

calculations, but a systemic change in the budc, P2## 2016poxy Ne 240/2016.

l hich should id trateqi 5. Kucens 1. B. IlepcnexTuBs nepexona Ha
policy, w K_: S ou pI‘C.)VI. € a sfrategic approac CpPEIHECPOYHOE OIODKETHOE IUTAHUPOBAHHE /
to the definition of priority measures and th' 1 B Kyucems / [Enexrponnmii pecypc] —  Pescum

appropriate allocation of limited resources. nocryna: rep.polessu.by/bitstream/112/10241/1/20.pdf
Conclusion. The importance of the 6. ®aiisymnacs E. III.  Cpemmecpounoe  GromxkeTHOE
introduction of medium-term budgeting is that i nnanuposanue / E. I11. ®aiisynnaes, U. A. Asuzosa //
creates the basis that will enable the linkage y4ebnoe nocobue - Tamxent, 2010 - 14&.
costs with the priorities of state policy and limi 7. Cenesnes A. 3. BrojukerHoe TpexyieTHee
them within the framework of budgetary realities ™Wiannposanue B ycnosusx kpusuca / A. 3. Cenestes
Thus, the implementation of the provisions of th // BecTaux Aunraiickoii akajieMmus SKOHOMHKM 1
Strategy will ensure the continuity of the state P28 —2013. -Creusbmycx (32). T 2. -C. 9-14.
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IleHTp BOEHHO-CTpaTETiYHUX IOCIHiIPKeHb HarioHanpbHOTO YHiBepcHUTETy 000poHM Ykpainu iMeHi [BaHa
Yepusixosebkoro, Kuis

VY3rogkeHHsi mnpouecy OOOPOHHOIO IUIAHYBAHHSI HA OCHOBiI CIIPOMOXKHOCTEl 3
MPOLECOM CePeTHBLOCTPOKOBOIO OIOI?KETHOI0 MJIAHYBAHHS

Pe3tome. CtaTTs mpucBsSYEHa aKTyalbHUM IPOOJIEMaM Y3TO/DKEHHS Mpolecy 0O0OpOHHOTO ITaHYBaHHS 3
MIPOLIECOM CEPEAHBOCTPOKOBOTO OIO/KETHOTO IUIAHYBAHHS, BIPOBAUKEHHs sKOoro nependadyeHo Crpareriero
pedopMyBaHHS cucTeMH ympaBiiHHS nepkaBHMMHU (inancamu 2017-2021pp. HaBeneHO CTPYKTYpHY cxemy
3MICTy 3a3HauyeHoi crpaterii. BuokpemiieHo 3aBnaHHs cTpaTerii B acnekTi 3a0e3rnedeHHs 00OpOHO3IaTHOCTI
JIepIKaBH.

KunrouoBi cioBa: 000poHHE IUIaHYBaHHA, CEPEAHBOCTPOKOBE OIOKETHE INIAHYBaHHS, CEPEIHbOCTPOKOBUH
(hiHaHCOBHII IIaH, cTpaTeris pepOopMyBaHHS CUCTEMH YITPABITIHHS Jep)KaBHUMHU (hiHAHCAMHU.
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Kynuncknii I1. A.;

BagsisoBa H. B., k.ucT.H.

IleHTp BOEHHO-CTpATErHUECKUX HCCle0oBaHul HarmoHampsHOro YHHUBEpCHUTETa OOOPOHBI YKPaWHbl HMEHU
WBana Yepusixosckoro, Kues

CoracoBanme nmpounecca 060p0HHOF0 NJJAaHUPOBAHUA HA OCHOBC BO3MOKHOCTEH ¢

MPOLEeCcCOM CPeTHECPOYHOT0 OHIKETHOT0 MJIAHMPOBAHMS

Pesiome. CraThsi TOCBAIEHA AaKTyalbHBIM TIpoOJieMaM  COTJIACOBAHWsI  Ipolecca OOOPOHHOTO
TUIAHUPOBAHUS C MPOLIECCOM CPEIHECPOUHOTO OIOKETHOTO TUNIAHUPOBAHUS, BHEIPEHHE KOTOPOTO HPELyCMOTPEHO
Crparerueii pe)OpMUPOBAHKST CHCTEMBI yIIPABICHHs rocyaapctBeHHbME (punancamu 2017-2021rr. IpuBencHa
CTPYKTypHasi CXeMa COJCPIKaHUsI yKa3aHHO#M cTparervu. BbiieneHbl 3afadn cTpaTerdd B aclekTe 00ecredeHus
000pPOHOCIIOCOOHOCTH TOCyIapCTBa.

KnroueBble cioBa: 00OpOHHOEC IUITaHHPOBAaHHE, CPEIHECPOYHOEC  OIOKETHOE  IUIAHHUPOBAHHE,
CpeIHECPOYHbIH (DUHAHCOBBINA IUTaH, CTpaTerdsi peOPMUPOBAHUS CHCTEMbI YIPABICHHS TOCYIaPCTBEHHBIMU
¢uHaHCAMMU.
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Development of defense planning as an integral natal planning
system in the sphere of security and defense fordtconditions of
rapprochement with NATO standards

Resume.The analysis of the state and requirements fom#t®mnal defense planning system was carried
out in the context of a wide range of modern mijitlareats and development prospects in accordaitheNATO
principles and standards.

Keywords: defense planning, military threats, military ségtirthe defense of the state, defense forces,
defense review, strategic planning of the use éérise forces, budget planning, defense capabijliiesmilitary
security strategy, the defense planning cycles, @ATandards.

Formulation of the problem. The wide timely resolution of the following management
range of modern military threats, the need ttasks: clarification of military-political goals dn
review a wide range of issues related to statasks and their legislative and normative
defense, necessitate a strategic review of tlesign; rational allocation of resources, firstatif
concept of defense, taking into account thiénancial, to achieve these goals and to fulfik th
experience of overcoming the current crisis, theespective  tasks; creation of an effective
introduction of new methods of defense guidethechanism for allocating allocated resources for
based on Euro-Atlantic and national experienagdefense and control over their use.
and meet the criteria - high efficiency at A systematic analysis of these and other
acceptable costs. At the same time, Bsues poses an urgent need for the development of
fundamentally new functional structure is created new set of defense planning procedures that
- the security and defense sector of the statkeas tvould ensure: the integration of capabilities & th
main element of the system of ensuring militargecurity and defense sector components to respond
security in determining the role of this defenseffectively to existing and potential
force. threats; increase the level of coordination of the

These and other factors require significantomponents of the security and defense sector and
changes in the principles, content and order ahprove the mechanisms for their consolidated
defense planning, as set forth in the Law adevelopment and strengthen the relevant
Ukraine “On the organization of defenseoperational capabiliies to ensure military
planning”. security; achievement of operational and technical

Analysis of basic research and compatibility with the armed forces of NATO
publications. Despite the considerable domestiecnember  states; functional  connection  with
experience of research on the definition anstrategic (operational) planning by the use of
implementation of defense planning, as the resultefense forces and budget planning.
of the defense review show, "the imperfection of The purpose of the article is, based on an
defense planning procedures, their lack danalysis of the experience of domestic defense
coherence with the budget process, and tipanning, to give their views on the prospects®f i
imperfection of the mechanisms of prograndevelopment in accordance with NATO principles
management of defense resources" remain. and standards.

There are insufficiently researched Presentation of the main material.In order
conditions that are critically necessary for théo determine the prospects for the development of
subjects of defense planning in the awareness asuth a complex process, which is defense
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planning, it is necessary first of all to clearlybetween ambitious defense reform goals and
identify the procedure for defining the objectivesesource capabilities. They allow for the financial
of defense reform, the content and logicaand economic calculations of the development of
sequence of planning measures. defense forces, as well as assess the risks in
The starting point of this process is achieving the results of defense planning.
strategic defense review. Its completeness, the  Taking into account the principles and
guality of the reporting information and analyticaktandards of NATO's defense planning, for
materials prepared by its results and a cledlkraine in the current circumstances, the most
definition of the prospects for the development cdppropriate combination of  capabilities,
planning objects creates the basis for effectivmechanisms and tools of the two main methods of
defense planning. defense planning - planning, based on capabilities
The prognostic indicators of theand threats. At the same time, other specific
expenditures of the State Budget of Ukraine fgslanning methods are used, including resource-
defense needs in the long-term and medium-terpased planning, gradual planning, scenario-based
perspective are an important basis for defengéanning.
planning that allows a balance to be struck

USE OF CAPABILITIESIN THE APPLICATION (OPERATION) OF THE FORCES OF DEFENSE |

Revision \—
(revaluation) Results and

resources

Decision on a new Planning based on capabilities
planning cycle and threats i The results of strategic planning of the | Defined
Extara ad [Analysiswilll [ Identification of _,| Procedures DP| ! _ application of CO i |_capabilities
internal stand and challenges and 1| Strategic Plan for Plans ' Defense Forces
tnter | prospects Pl threats, scenarios| The milit it |  Defense Forces operations !
policy military use of the forces emiitary security |51 1L ] 1 AF of Ukraing
Defensive security | | defense and their | [rat6Qy and the target g e mm oo oo == e=s======g :
policy hecessary the capabilities of the| | State Target Defense Planof ||
o defense forces ' Programs and maintenance | ! AE
capabilities Programs of developmel and |
LY i|of components of DF| | development || NF
Concepts, experience of ! of theAF | Other
history, results of ! - 1| components of DR
experiments, doctrinesof the | 1 Results of Defense Planning DF |
use of defense forces, their | | !
) - !
preparation and provision | Defense budget expenditures i
! 1
]

Fig. 1. Perspective structural-logical scheme of flense planning

The perspective variant of the structuralpolitical, military-strategic situation and antiated
logical scheme of defense planning, whiclactions of the enemy. Defined, among other things,
combines the mentioned methods, is presentedgnals and tasks of the forces of defense, as well a
Fig. 1 necessary for their fulfilment of the capabilitiek

The diagram below illustrates the logicathese forces. The obtained data are the source for
sequence of basic procedures, including thbe defense planning. The defense planning process
decision to carry out the next planning cycle, thehould include development planning: defense
elements of strategic (operational) planning dbrces and their capabilities; defense control
the use of defense forces and direct defensgstems; armament, military  and special
planning in conjunction with budget planningequipment; military infrastructure; systems of
The results of defense planning are outlined ilogistic, medical, personnel and other types of
the main documents shown in the diagram. security.

Of particular importance in strategic The analysis of the current defense planning
(operational) and defense planning is the forecasgstem in Ukraine and its comparison with a
of the military-political and military-strategic similar system in NATO member states shows
situation, trends in their development, thesome advantages of the latter. In particular, this
definition of the level of military threat to relates to the structure and content of defense
national security, the identification of possiblgplanning documents, which convincingly leads to
forms and methods of conduct military actionshe need for their optimization in Ukraine.
and means of armed struggle. Draws attention to the fundamental act to

The next stage is the planning of scenariatate in the hierarchy of defense planning
according to one or another projected militarydocuments - the Military Doctrine  of
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Ukraine. Following the Strategy of Nationalimplement in the format of a decentralized plan or
Security, the Military Doctrine, by the nature ofroad map the achievement of the objectives of the
its provisions, a document distinct from strategydevelopment of the defense forces. This issue
creates a certain disharmony. Therefore, thadeserves attention and needs further study.
Place of Military Doctrine should take the An important role in the organization of
Strategy of Military Security, as is practiced indefense planning belongs to the Ministry of
the West. Such a Strategy will be aimed dbefense of Ukraine and personally to the Minister.
achieving certain military-political goals. As the head of the defense department, he, in

It should detail the provisions of theagreement with the Commander-in-Chief of the
National Security Strategy that relate to the fieldrmed Forces of Ukraine, the Minister of Internal
of military security, identify areas for the Affairs of Ukraine, and other leaders under whose
containment and neutralization of militarycommand the defense forces are located, issues an
threats, and lay the foundations for therder of the Ministry of Defense on the principles
development of the defense forces at the presexit organization of development planning for
stage. The main developer of the Militarydefense forces, which defines: quantitative and
Security Strategy should be the Ministry ofgualitative indicators for each component of the
Defense of Ukraine, whose main tasks includetefense forces; the order of realization of common
“ensuring the formation and implementation of atrategic goals of defense reform; the organization
national policy on national security in theof joint training of defense forces, etc. The said
military sphere, defense and military constructioonrder of the Ministry of Defense of Ukraine will
in peacetime and a special period regardingiake it possible to coordinate defense planning in
defense planning; military-technical policy in theall defense forces and determine the optimal ways
field of defense; military personnel policy “ of realizing the tasks set by the President of

Given this interpretation of the place andJkraine. The results of this planning are reflected
role of the Military Security Strategy, it should b in the programs of development of the Armed
a document of the President of Ukraine, which, iRorces of Ukraine, programs for the development
accordance with the constitutional powers, “.of other military formations and law-enforcement
carries out leadership in the areas of nationhbdies (in separate sections of the "Forces of
security and defense of the state”. It is modbefense”), as well as in state target defense
expedient, in the opinion of the authors of therograms.
Strategy of Ukraine's Military Security, to ask the In turn, the Commander-in-Chief of the
following questions: assessment of the militaryArmed Forces of Ukraine should organize the
political, military-strategic situation arounddevelopment and submission by the commanders
Ukraine, determination of the level of militaryof the types, separate units of the Armed Forces
threats; the possible nature of a military conflic(forces) of the Armed Forces of Ukraine for
both interstate and internal; the concept of stasgproval by the Minister of Defense of Ukraine
defense in modern conditions; integrated use pfans (programs) for the development of his
state resources (political, economic, militarysubordinated troops (forces).
informational, etc.) in the interests of In the course of strategic (operational)
defense; goals and tasks of the defengtanning of the use of defense forces, appropriate
forces; main directions of development of thacenarios are determined in the context of one or
forces of defense; the task of the defense forcamother projected military-political, military-
in strengthening international peace and securigfrategic situation and anticipated actions of the
under the auspices of international securitgnemy. Among other things, the goals and tasks of
organizations; the  implementation of thdhe defense forces are determined, as well as the
Strategy, the main tasks of defense planning, etéorces necessary for their fulfillment. The obtaine

The questions posed in no way should beata are the source for the defense planning.
taken as a suggestion of a certain constant The organization and implementation of
regarding the structure of thestrategic (operational) planning of the use of the
Strategy. Depending on the peculiarities oforces of defense is determined by the Doctrine of
military threats, the state of the forces of deéenghe use of the forces of defense. The processes of
and a number of other factors, it may haveefense planning are cyclical.
different variations. The scheme of perspective The long-term cycle of defense planning is
defense planning (Fig.1) provides for thesarried out on the basis of the results of the risfe
development of a target package of capabilities ofdview and ends with the adoption of reporting
the forces of defense, as an addition to thaformation and analytical materials and the
Military Security Strategy, which is expedient to
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approval of strategic long-term defense planningpe state. At the same time, defense planning
documents. should be maximally integrated into the state
The five-year cycle of defense planning isystem of strategic planning of social and economic
held at least once in five years. During the fivedevelopment of Ukraine.
year cycle, the medium-term defense planning of 2. Effective use of resources, primarily
defense forces and the adoption of appropriaf@ancial, to establish a process for assessinig the
program and planning documents are carried outise under the criterion of "cost-effectiveness"”
The annual cycle of defense planning ishould be considered as one of the priority
carried out in the year preceding the year falirections of research, scientific analysis and
which the appropriate measures are planned. dctivities of the military authorities.
the course of this cycle, short-term planning is 3. Sustainable development of the defense
carried out, and its measures are in line with ttferces can be ensured on the basis of the proposed
budget planning measures in the state. promising defense planning system adapted to
Depending on the  circumstanceNATO standards and takes into account national
(economic or political crisis, etc.) and ifexperience. The source documents of this planning
necessary (for example, the decision of thgystem should be of a more practical orientation
President of Ukraine), one or another planningnd focused on the final result for ensuring the
cycle may start early (before the time oftate's defense capability.
completion of the previously adopted programs 4. Continue the practice of conducting
(plans)) or change its planned period (fodefense reviews in the framework of
example - instead of It's planned for four yearsf:omprehensive security and defense sector reviews
But under all circumstances, defense plannirend, if necessary, separate defense reviews
should remain the main starting point for defensaccording to the proposed defense planning
planning, which is usually carried out within thecycles. At the same time, widely involve non-state
framework of a comprehensive review of therganizations, research institutions, as well as
security and defense sector or separately. domestic and foreign experts who are concerned
Taking into account the importance of thewvith defense issues, use of mass media within the
defense review and the high level of itdramework of strategic communications. A key role
participants, the decision to conduct this reviein the defense planning process should be assigned
should be taken by the National Security antb the Committee for Reforms of the Ministry of
Defense Council of Ukraine, which defines th®efense and the Armed Forces of Ukraine.
main objective and main tasks of the defense
review, responsible executors and the timing of

reporting on its results. . 1.3akon VYxkpainu IIpo opranizaumito 000pOHHOTO

The results of the defense review are wianyBanHs. (Bimomocti BepxoBnoi Pagm Vkpainu
summarized by the Ministry of Defense of (BBP), 2005, N 4,c1.97), [Enexrponnuii pecypc] —
Ukraine in the reporting information and Pexum nocrymy: zakon.rada.gov.ua/laws/show/2198-
analytical materials, which are the basis for thelS

development of strategic defense planning. 3axon Ykpaitu «[Ipo HeHTpasbHi OpraHu BUKOHABYO]
documents. Biaagu». [Enekrponnuit pecypc] — Pexum mocrymy:

Thus, implementing the proposed logical http://zakon2.rada.gov.ua/laws/ show/3166-17.

sequence of defense planning procedures, we ¢afpOcHHOl IOKTpUHH Yipainn, [Enexrpormuit pecype].
—Pexxum moctyny: http://www.president. gov.

clarify ' the list of organlzatlona'l,' 'analytlcal, ua/documents / 5552015-19443.

executive and enforcement activities of thg ¢ pareriunuii o6opormmii Gionerens Yipainu.

defense planning process, as well as clearlyfghexrponnmuii pecype]. — Pexum nocryny: http://

outline its final documents. www. president.gov.ua/documents/2402016-20137.
Conclusions. 6. Pomanuenko I. C., Bornanosuu B. 1O.,
1. Defense planning should be consideredXenexxin M. M. Kpukyn I1. M. “Cran i nepcrektusu

as an integral part of planning in the field of PO3BHTKY cucTemHu oboponHoro mranyBaHHs , Hayka i

security and defense of Ukraine, which is carrieg©0opona Ne 1. 201p.

. ; - “Is it Time to Bring Back Threat-Based Plannihg?
OUI. n order_ to_ ensure Its dgfen_se capability bg/Major Tony Balaseviciucs, The Makenzie Institute
defining priorities and directions for the

Canada), Security Matters, Spring 2016; Capability
development of the forces of defense, armamentg,seq planning and the Death of Military Strategy,
and military equipment, infrastructure, training colonel Michael W. Pietrucha, U.S. Naval Institute,
system of troops (forces), etc., taking into August5, 2015.

account financially -economic opportunities of

LIST OF LITERATURE

43



Research papers ctilamf the Center of military and strategic stisdad the 2(60), 2017
National Defence University of Ukraine named aftem Chernyahovsky

The article came to the release 04.07.17

Kpuxkyn II. m.h

IIaBj1eHKO B.I.2;

KpaBuyk B.B2

Moasikosa O. B.?

1 HarmioHanmsHUH 1HCTUTYT CTpaTeTiYHUX JOCTiKeHb, KHiB;

2—L[eHTp BOEHHO-CTPATEriyHMX J0CiiUkeHb HarionansHoro yHiBepcuTeTy 000poHH YKpaiHu iMeHi IBaHa
UepnsixoBebkoro, Kuis,;

— JlemapTaMeHT BO€HHOI TOJITHKH, CTPATETiYHOTO IUIAaHYBaHHS Ta MiKHAPOJHOTO CITiBPOOITHHIITBA

MinictepcTBa 060poHn Ykpainu, Kuis

Po3BuUTOK OOOPOHHOIO IUIAHYBAaHHA SIK CKJAJ0BOI HALNIOHAJBLHOI CHCTEMH
IVIAHYBaHHAA y cdepi Oesmexkn i 000poHM 3a yYMOB Ha0JIMKeHHsI /0 NpoUeayp Ta
cranaapris HATO

Pe3tome. TIpoBeseHo aHaii3 craHy Ta BUMOT 10 BITYM3HSHOI CUCTEMH 0OOPOHHOIO IJIAHYBaHHS B yMOBax
LIMPOKOTO CHEKTPa Cy4aCHUX BOEHHHX 3arpo3 Ta MEePCIeKTHB PO3BUTKY BiAMOBIJAHO IO MPHUHIIMIIIB Ta CTAHIAPTIB
HATO.

KuarouoBi ciaoBa: 000poHHE TUIaHYBaHHs, BOEHHI 3arpo3d, BOEHHa Oe3leka, 00OpOHA JepXKaBH, CHIH
000poHH, OOOPOHHMI OTJISAM, CTpaTeridyHe IUIAaHYBaHHS 3aCTOCYBAaHHS CHJI OOOPOHH, OIODKETHE IUTaHYyBaHHS,
CIPOMOXKHOCTI crit 000poHH, CTparerisi BOEHHOI Oe31eKH, IMKIN 000pOHHOTO I1anyBaHHsl, crangapty HATO.

Kpuxyn ImH.
ITaBaenko B.I/I.z;
KpaBuyk B.B.:2

Mousikosa E. B.?

1 HanuoHansHbINH HHCTUTYT CTpaTeTHYeCKUX ucciaeaoBanuii, Kues,

2_ IleHTp BOEHHO-CTpATETHUECKHX HCCienoBaHui HarmoHanpHOTO yHHBEpCcHTETa OOOPOHBI Y KpaWHBI
nmenu MBana Yepusaxosckoro, Kues;

3_ JlemapraMeHT BOGHHOM  NOJUTHKH, CTPAaTErMYECKOTO  IUIAHUPOBAHMSA UM MEXKIYHApPOJHOTO
coTpyaaudectBa MunucTepcTsa 00oponu Ykpaunsl, Kues

Pa3Butne 000pPOHHOI0 IUIAHMPOBAHMS KAK COCTABHON HAIMOHAJBLHOW CHCTEMbI
IUVIAHMpPOBaHus B cdepe 0e30macHOCTH W O0OPOHBI NPH YCJOBHH COJMMIKEHHS] K

npouenypam u cranaapram HATO

Pe3tome. IIpoBeneH aHanmu3 COCTOSHUS W TpPeOOBaHM K OTEUYECTBEHHOW cHCTEME OOOPOHHOTO
IUTAHUPOBAHHUA B YCIIOBHSX IIHPOKOTO CIIEKTPa COBPEMEHHBIX BOCHHBIX YIPO3 M TIEPCIEKTHB DPAa3BUTHSA B
COOTBETCTBUU C MpUHIUNaMH 1 ctanaaptamu HATO.

KiroueBble cioBa: 00OpPOHHOC IUIAHMPOBAHUE, BOCHHBIC YrpO3bl, BOCHHAs OE30MaCHOCTh, 00OpOHA
roCyIapcTBa, CUIBI 0OOPOHBI, OOOPOHHBIH 0030p, CTPATEIMYECKOC IUIAHMPOBAHUE MPUMCHEHHUS CHII OOOpPOHEI,
OFOJIKETHOE TUIAHHPOBAHUE, CIIOCOOHOCTH cuil 000poHbI, CTpaTerus BOCHHOW 0€30MacHOCTH, KB 00OPOHHOTO
mwianupoBanus, crangaptel HATO.
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Concerning the construction of the concept of envimmental
monitoring of the operational zones of the regionahrmed conflict
in the conduct of the military-operational activities of the border

divisions at the regional administration section

Resume The article presents the main approaches for tagnigg the concept of environmental
monitoring in the conduct of the service and condmivities of border divisions at the regional adistration
from the point of view of the formation of its fulmnal scheme and components for assessing thegyeban the
state of the border natural-ethnogeny geosystems.

Keywords: ecological monitoring, concept, natural and ethmgggeosystem, military-man-made load,
armed conflict, environment, border areas, combatiee, border guard, indicators, regional admiat&in

Formulation of the problem. The armed environmental safety in the area of ATO, one of the
conflict that unfolded in southeastern part ofmajor subsystems of which is environmental
Ukraine, led to the deaths of thousands of peopheonitoring border regions to prevent and predict
and growing environmental and humanitariathe consequences and rapid response to
disaster in the Donetsk and Lugansk region. Thismergencies.
in turn, affects the functioning of the State Barde This will save not only the health and
Guard Service of Ukraine (SBGSU) on theviability of the Armed Forces of Ukraine military-
organization of operational and service, serviamen, SBGSU units and the local population in the
and combat activities, monitoring of this bordeconflict zone, but also prevent the development of
region to protect national interests againstross-border emergencies and rapid response to
external and internal multi-system threats. their border guard units (BGUSs) in the service and

The response of the SBGSU should be trmombat activity.
rapid growth of alert and management software According to the Regulation on Border
threats and risks in terms of the use of rapi@uard Division of the State Border Guard Service
reaction border units in the regional armedf Ukraine, which is approved by the Ministry of
conflict in the service and combat activity [1].  Internal Affairs of Ukraine from 04.15.2016

As the nearly three-year experience imumber 311, it is assigned tasks related to the
service and combat activity in terms of antianalysis of a range of multi-tag threats and rigks
terrorist operation (ATO) testifies, severeborder security concerning monitoring of toxic and
disturbance of unstable equilibrium of naturalradioactive substances, hazardous materials and
anthropogenic geosystems in Donbas isther items prohibited for movement across the
associated with the use of a wide range aftate border of Ukraine and, to the temporarily
weapons and ammunition in the presence ofaxcupied territory and out, environmental
large number of potentially dangerous objectgrotection and conservation of natural resources,
(PDO). This led to the development of a numbeanonitoring the radiation situation in the area of
of environmental emergencies caused by PD@sponsibility and measures for emergency
which holds potent chemicals, industrial wastsituations of technogenic and natural character,
hazard classes 1-3, radiation and burial ground@gorming public authorities and citizens about
for animal refuse of hazardous biologicahccidents, fires, natural disasters and other
components of anthrax spores, viruses, tularemienergencies at the state border of Ukraine, the
plague and other pathogens dangerous epideriiarder zone and controlled border areas within the
diseases. The elimination of such emergenciasea of responsibility, as well as the data antsfac
lacks for internal resources or externalhat indicate a threat to security of society and
borrowing. state.

Under such circumstances, the only thing The analysis of recent researches and
to do is to establish a clear system of effectiveublications. Analysis of publications on issues of
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environmental monitoring border regions indicatef threats of radiation, chemical and bacteriolabic
that several concepts are developed today in thature for SBGSU personnel and local population
world [2-5]. Under environmental monitoring weliving in these and adjacent areas increases the
understand "... monitoring the health of thdikelihood of potentially dangerous objects by
surrounding human environment and theonventional ammunition [10], which could lead to
prevention of crises that are harmful to humarlarge-scale emergencies.
and other living organisms" [3]. According to this Thus, for appropriate management decisions
definition, the main content of monitoring is theand environmental safety in circumstances where
implementation of two related functions -SBGSU carries out its tasks of protection borders
monitoring  (tracking) and prevention ofof our country, there is topical scientific task of
emergency situations of natural or man-madeeveloping the concept of environmental
This means that performed actions should haweonitoring during service and combat activity of
the character of rescue work during liquidatio oborder units in the area of regional directorate.
emergency situations (ES). The purpose of the article- is the scientific

Similar to the abovementioned concepstudy of scientific principles and approaches ® th
offered B.V. Vinogradov in his monograph [4].concept development of environmental monitoring
The object of monitoring is viewed as ecosystengluring service and combat activity of border units
the main method - aerospace. The issue af the area of the Eastern regional directorate
governance, regulation, rate setting ofapable of applying environmental management
environmental safety and optimization of its levelunction.
in this concept is not defined. Main material statement. The organization

In the seventies the Soviet Union haaf observations of Environmental Protection (EP)
developed two alternative concepts foin operational areas and areas of conducting servic
environmental monitoring. The author of one ofnd combat activities (SCA) of border units,
them was Yu. A. Israél. The strength of thisundamental importance belongs to the selection of
concept is the focus on fixing anthropogenioatural and industrial processes with different
environmental changes [5]. However, analysis afpatial and temporal frequencies, reflecting the
this concept shows that the effectiveness afcale and depth of the changes in ecosystems
untargeted management of environmentdorder region. Accordingly, environmental
monitoring is low. monitoring can be divided into the following

By another concept of I|. P. Gerasimovwierarchical levels:
meant by monitoring "system monitoring, control regional monitoring in the area of military
and management of the environment, which igonflict in eastern Ukraine;
implemented in different scales ..." [6]. The role local monitoring of operational areas and
of this concept is given to science: "..areas of SCA of border guard units;
monitoring, control and management of the object (impact) monitoring (carried out with
environment should be targeted, effective anspecific military objectives or potentially
interconnected (full)". He offered three stages afangerous objects in the vicinity of conducting
monitoring hierarchy: 1st stage - bioecologicabCA of border units).
(hygienic)  monitoring; 2nd  degree - Environmental monitoring of operational
geoecological monitoring (natural and economicreas and SCA areas of border units (BGUSs) in the
that includes observation of the naturabverall hierarchical structure refers to the loaad
ecosystems and turning them into natural armmbject monitoring and is a complex system, so that
man-made; 3rd degree - biosphere monitoririgcludes monitoring, assessment and forecasting
(global). changes of abiotic component of ecosystems

The analysis of existing concepts in term@nfluenced by hazards and pollution both as
of their application for creation of bordermilitary and industrial origin and poor long-term
ecological system monitoring and currentand use in the industrial region of Ukraine and
publications [7, 8, 9] requires detailed elaboratiotheir respective reactions to these changes. A
of conceptual issues concerning its essenaagcessary condition for the successful functioning
structure, types, features of border ecologicaf the monitoring and forecasting is to assess the
system monitoring realisation under the condiornispact factors of military and technological burden
of armed conflict in Ukraine. (MTB), the possibility of defeat PDO and burial

In this regard, in the present circumstancdaadustrial and critical infrastructure as a resfit
of the area of Eastern and Southern regionalarfare and the development of measures to
directorate, conducting the hybrid warfare bynanage environmental security border region.
Russian Federation against our country in terms
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For local areas of SCA where the PDO An important principle of environmental
facilities and border infrastructure are locatéd, monitoring is the principle problem of the
is necessary to deploy wireless sensor networksganization. This principle is opposed to the idea
of object monitoring, organization of whichof total monitoring [7] and remove syndrome
should be considered with significant variability'excess data - lack of information" [6].
factors of MTB. This variability is determined by The program of research and observation
the characteristics of pollution sources and MTBakes place only under certain environmental
meteorological conditions, landscaped terrain, thgoblem while conducting SCA. During solving of
state of water bodies and understretched surfattés problem monitoring program is minimized
and geological processes of the upper zone of thile conducting SCA, intensity of observations
geological environment (flooding, karst,decreases, and they are terminated according to
landslides, erosion, subsidence etc.). certain indicators. Monitor of conducting SCA of

Solving these problems at the state level 8GUs at the Eastern regional directorate may
far successfully implemented only where fixedonsist of a package of this programs-organized
and mobile checkpoints established at: nuclearoblem:
and thermal power stations in the areas of 1) state of pollution primary and researve
military and high-risk industrial targets (arsenalssources of drinking water utilities of BGUs;
bases, warehouses, military sites, mining, 2) state of soil contamination in based-points
chemical and metallurgical industry) in largeof BGUS;
industrial plants, in the ground water for 3) state of groundwater contamination in
centralized water supply. based-points of BGUs;

Today on the bases of the majority of 4) state of pollution of surface waters in
civiian objects and objects of borderbased-points of BGUs;
infrastructure is impossible to organize a system 5) state of surface air pollution in operational
of regular long-term observations of the EP duareas and areas of conducting SCA;
to the considerable complexity and significant 6) violation of the condition of natural
financial costs for gaining input monitoring datdandscapes in operational areas and areas of
and methods of their treatment, which requiresonducting SCA;
specialized laboratory equipment attracting 7) state of EP pollution by heavy metals in in
highly skilled professionals. based-points of BGUs;

The concept of environmental monitoring 8) state of background radiation in the
during service and combat activity of border uniteperating areas and maintenance areas SCA;
in the area of the Eastern regional directorate is  9) state of radionuclide contamination of
based on a number of fundamental principles abmponents EP in operating areas and maintenance
environmental monitoring that due to the naturareas of SCA;
of the functional tasks, as well as its place im th 10) state of EP depleted uranium
system of ecological safety during SCA oftontamination in operating areas and maintenance
BGUs. Tree basic principles of thisareas of SCA.
environmental monitoring shown in Fig. 1.

Principles of environmental

monitoring SCA of BGUs
1 | | | | |
Problem SCA Priority Monitoring SCA Systematic st "
organization of monitoring management of | f development of | | monitoring approach to . omp etx qppr(s)a(l,:c A
monitoring efficiency monitoring SCA integrity SCA OIEIONEOR NS
SCA system monitoring
|
l | |
Monitoring Expertise Management

Fig. 1. Principles of environmental monitoring SCAof BGUs

Problem organizing principle alwaysthe second principle of organization of
leaves room for raising new issues andnvironmental monitoring during the conducting of
deployment of new monitoring programs whileSCA of BGUs.
maintaining SCA of BGUs, and therefore the The principle of priority management
system remains open for the development. This (srganizational hierarchy) emerged as the antishesi
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of the environmental approach and relatedomponent as part of the ecosystem in the micro-
environmental monitoring, built on theand macroscale, including pollution military man-
environmental approach as untargeted at solvimgade origin by different ingredients. Its resulhca
environmental problems in the area of militarype defined as a state vector of abiotic environment
conflict. In the triad of management-monitoring- .
expertise, the management played a leading role, Abio= (A* S,Ws,Wg), 1)

monitoring and assessment are important, bijhere A —the indicator of status of air; S-the
only with blocks software. The block indicator of status of the solW:- the

"management” is developed according to target indicator of status of surface water:
set outline contour of environmental problems, 9 . '
which will be built under the monitoring SCA of W?®- the indicator of status of
BGUs. Environmental impact assessment used as groundwater. o
a means to narrow the possible professional  1h€ main task of the biological monitoring is
solution. One of the results of environmentai® determine ESV biotic component of ecosystems,
monitoring is targeted information designed tdS response function (reaction) to the militarydan
support management decision. In the continui(%?crmogem_C effects, rejection definition of the
of this triad the principle of integrity is laid. omeostasis at .dlfferent Ievels_ of the biosphére (t
Efficiency of SCA of BGUs environmental I€vel 0f organisms, population, ecosystem and
monitoring should be expressed not only in thi&ndscape). The organization and carrying out of
technical side of things - the efficiency ofblologlc_al monitoring also provides monitoring,
collection, processing and transmission OeFvaIua_tlon and forecast_ of human _health a_nd t_he
information - how to speed decision-making if0St important populations of native species in
critical situations while conducting SCA of terms qf a susta[nable ecosystem .for the military
BGUs. In such a requirement environmentzind their economic values (eg. hunting animals and
information, provided by the commander Of/aluable commercial fish species). In additions it
BGU, should be focused on the adoption of th@onitored and assessed the state of the most
commander's decision and include, for exampl&€nsitive to a particular MTB populations of plants
the types and possible scenarios of environmen@fld animals. Its result can be defined as a state
situations and actions as for their solving fol€Ctor biotic environment
conducting SCA of BGUs. Bio = (Fito, Zoq Mico, Microbg, Humar), (2)
Organization of integrated environmental .
monitoring while conducting SCA of BGUs iswhere Fito-the indicator of status of
based on the principle of systematic approach fhytocenotic; Z00 - the indicator of status of
analyzing the results of observations, assessmegtcenoses; Mico- the indicator of status
and forecasts carried out against components @fkotsenozu; Microbo- the indicator of status

military natural and technogenic geosystemgiyonotsenozu:Human the indicator of human
(MNTG). To assess the influence of MTB it IS}aealth
I .

necessary to justify a set of indicators that wou Functional problems of environmental

provide a full description of functional eCOIOQicalmonitorin -
g of operational areas and SCA of BGUs
state \I/3ector (ESV) MN.TG [10]. | ..__.__areas should also include monitoring of sources and
i ec?useth enV|anrr;§nta ¢ énon'tot'fmgfactors MTB. This monitoring should include
provides for the combination of observa 'On?‘dentifying damage vegetation and soil components
abiotic component of the ecosystem, evaluatlozghd defeat MNTG factors of MTB and control of

an_d prediction of reSponses o_f bic_)tic c_omponenllheir spread. Its result can be defined as a state
principle of complex monitoring is laid in thevector of MTB

organization and implementation of
environmental monitoring of operational areas MTL:(mtlm,mtlx,:‘,t,mthbi?) 3)
and areas of conducting SCA of BGUs - a '
harmonious combination of geologicalwheremtlm
(geophysical), biological and monitoring sources '
and factors MTB.
Geological monitoring includes elements mtl(ﬁ

of observation, evaluation and forecasting of In this case, the proposed operating principle
changes geophysical environment (the set @f ecological monitoring zones and SCA of BGUs
physical, ~ chemical —and  physico-chemicalaas is organized and implemented as a three-

processes and properties of defined _are?%nged - geological, biological and monitoring of
MNTGS), namely changes of abiotic (geological

- MTB mechanical indicator;

mtl.. - MTB chemical indicator;

Xim

., - an indicator of physical MTB.
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sources and factors of MTB reasonably could H8CA of BGUs components for surveillance aimed

called a system. at playing an objective picture of the ecological
If we conduct a decomposition ofcondition of MNTG and MTB, their system can be

Environmental Monitoring System (EMS) ofrepresented as a hierarchical tree (Fig. 2).

System of ecological monitoring of
service and combat activity of the border
guard units

v v v

I\]/;(g[i}or(i"g O,i MTB df”ri"g SCA Zf Monitoring the state of Monitoring the state biocenosis
$ {monttoring o1 sources an ecotope (geological biological
factors of influence) pe (g gical) ( gical)
| ] 1
Planned industrial and ma Near-earth layer of air —»  Human population
military technological load
Geochemical state of soil and .
> —>»  The Animal world
State of armament and landscape
9 military materiel of the BG
units
—»  Surface waters and sludge > The Vegetable world
State of potentially
dangerous objects .
& ) Under{ground ‘phreatlc and L5 Microorganisms
L3 subartesian horizons (sources
of secure drinking-water)

Figure 2 . Tree of systematic environmental monitdang of SCA of BGUs

Another feature of the system of organization We can say the following about some priority
and operation of environmental monitoring zonemdicators for monitoring of ambient air in areds o
and SCA of BGUs areas is a combination andigh military and industrial loads. According toeth
balance system of solving its sustematic taskecommendations of the World Health Organization
related to constant surveillance, assessment amad the experience of the European Environment
forecasting of MNTG and monitoring tasks arisingCommission, one of the harmful substances contained
from the nature and content of the partial globah the atmosphere that should be monitored prigaril
environmental problems, regional or local scale. include: sulfur dioxide, nitrogen oxides, carbon
System and complex nature of environmentahonoxide, ozone, dust, hydrocarbons, including
monitoring also was determined using the method®enzo(a)pyrene and dioxin [11]. There is a priority
of system analysis indicators characterizing factofist of chemicals contained in the air and be
of MTB impact on various components of the ERontrolled. [12] It should be taken into accounthe
and state of ecosystems operational areas and S@#anization of monitoring.
of BGUs areas. Pollution of surface water, including rivers,
In the process of environmental monitorindakes and other bodies of water is due mainly jpessi
of operational areas and and SCA of BGUs areashby runoff from areas of intensive MTB operating
is organized and carried out surveillanceareas and areas of conducting SCA of BGUs, and also
assessment and forecasting the MNTG naturhy private and household (municipal) sewage militar
changes and changes caused by the military aodmps and agricultural runoff from plowed land and
technological burden imposed on natural changesfarms. The most common contaminants in surface
Studied systematic principle of organizatiorwaters are petroleum products, phenols, organic
and operation of environmental monitoring zonesompounds, compounds of copper, zinc, and in some
and areas and SCA of BGUs areas involves thiegions of ammonium and nitrite nitrogen,
selection of priority indicators for monitoring of formaldehyde and so on. [13].
surface air, lithosphere, natural biocenoses, sarfa Regarding the organization of environmental
and ground water, and health of SBGSU personnmlonitoring of operational areas and areas of
and people in the areas of conducting SCA afonducting SCA of BGUSs, in our view, we should
BGUs. included into the priority pollutant of surface wat
especially those which regularly exceeded the
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maximum  permissible concentration (MPCanalysis of different kinds of integrated indicator
established by sanitary and fishing control autkori including integral characteristics of the biocenose
rules. The list of this kind of substances for whicincluding aquatic and terrestrial organisms (as
statistics  indicated maximum  permissibledetermined by methods bioindication) general
concentration in water should include: petroleursharacteristics of the health of personnel and leeop
products, compound organic substances, phendisjng in the surrounding areas. By analogy to the
anionic surfactants, ammonia nitrogen, compoundadiation safety standards norms RSSN- 97, MTB
of copper, zinc, mercury, in some regions - cobalgradation impact on people in 2 categories shoald b
copper uranium [13, 14]. made:

There are priority issues for monitoring of category A (workers and BGUs personnel of
surface water, which should be taken into accouSBGSU) - persons who permanently or temporarily
in its organization and implemented. Complex andirectly interact with sources of military and
multi-surface water contamination can not béechnological burden;
estimated by the sum of individual hygiene category B - the entire population living in the
indicators (maximum permissible discharge (MPD)areas of operational and SCA of BGUs areas and
maximum allowable concentration (MAC), man-adjacent areas (zone estimated environmental impact
caused load (MCL), etc.), that is why now a methodf MTB).
of bioassay integrated assessment behaviour of  There were also these types of measurements
complex biological systems with complex physicaimonitoring programs that should be performed when
action, physical chemical, chemical and othethe contaminant itself is difficult to be measured
factors technogenesis have been widely used [15].(indirect monitoring). This requires measurement of

Among the priorities of operational controlsthe following values:
lithosphere zones and SCA of BGUs areas should indicators of water quality (coli bacteria VPKS5,
include status monitoring contamination of soil antHPK, blue-green algae, their primary productivity);
groundwater, sediments of surface water bodies, indicators of soil quality (salinity, alkalinity
development of erosive and deflationary processesd acidity ratio, the content of nitrates and oiga
in the areas of technologically loaded area afitrogen, humus);
operational areas and SCA of BGUs areas. indicators of human and animal health, plant

As a soil monitoring objects we should useéndicators lesions (cases of disease, genetic teffec
the following [16]: sensitivity to drugs);

main types, subtypes, genera, species and  plant pollution indicators.
varieties of soils within a soil province. They Priorities for monitoring natural biocenoses
should reflect the diversity of soil covering thedepend strongly on the type of landscape, natude an
province and all kinds and levels of anthropogenidegree of specificity bileherative transformatiarda

pressures; military facilities. The principle of hierarchy ithe
natural objects that are not affected byrganization and implementation of environmental
human activities (forest and steppe reserves); monitoring of operational areas and SCA of BGUs

reference objects on agricultural soils withareas is that all of its main elements are consisted
their use in high culture agriculture: fields oatst laid in a certain hierarchy:

sorts lots; farm fields where the contour reclaorati regional;

area introduced, terrain organization or system of local (impact) or object.

soil or organic farming; fields that are near the Impact environmental monitoring is organized
specified reference objects; and carried out at the level of separate units of

options climate - precipitation and theirSBGSU and operational areas, and SCA of BGUs
distribution throughout the year; air temperatureareas as independent military natural and inddistria

number of days with strong winds; the averaggeosystems - "military man-made object - the
wind speed during dust storms and their duratioenvironment.”
during the year; The field of structural units of this complex

ground species - their status and level afcological monitoring of operational areas and SCA
pollution affecting the degree of pollution inof BGUs areas should include a certain set of
general all soil; biosphere, military and industrial objects directly
soil and groundwater - their state reflects thénked processes of interaction. In this case, the
direction and intensity of soil formation occurringsubject can be monitored and evaluated by the
in the formation of soil; influence of MTB, especially on sites and biosphere
guantity and quality of crop production -including man, and can be taken adequate measures
because it reflects the level of soil fertility,eth to normalize the ecological situation. According to
degree of degradation or contamination. modern concepts, it is at the local level, accaydm
For monitoring biotic component of MNTG the monitoring of impact, operational environmental
generally by observing, evaluating and predictingnanagement of MNTG should be made [16].
its state primary role belongs to the definitiordan
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Apart from the abovementioned, whileand appropriate levels of volatility, which allow
organization and implementation of environmentadtatistically determine abnormalities).
monitoring of operational areas and SCA of BGUs, To ensure the sustainable management of
a number of principles are implemented: environmental safety in operating areas and SCA of
the principle of systematic approach tdBGUs areas, structural and logical model was
studying the interaction between components afeveloped for environmental monitoring under
MNTG and biogeochemical cycle paths andarious conditions of use SBGSU to ensure minimal

substances; risks and threats of disasters of natural and madem
principle of organization and operation ofcharacters in the region.
environmental monitoring zones and SCA of BGUs Structural and functional model for

areas for ecosystem processes, when monitorirgpvironmental monitoring system in the operating
assessing and predicting their ecosystems, thgir kareas and SCA of BGUs areas shown in Fig. 3.
parameters are defined (sensitive to natural cleange

Indicators (indexes) of military-technogenic load

\

External influence from eventual enemy i

Indicators (indexes

Influence of

of pollution Assessment of the state of the region
Sources of of military- N | Military nature-technogenic | territory, PDO and sources of military-
technogenic load and PDO = geosystem 7] technogenic load (monitoring of sources

and factors of influence

A A
Measures to liquidate ES of military-
technogenic origine

Intensity of military-technogenic load
Indexes of ecological state

of the region

System of management decision support of ecological state in
the area of responsibility of the Eastern regional directorate of |g

the SBGSU

A

Indexes and indicators of influence of
SCA of BGUs and combat actions

Indexes of SCA of BGUs and combat
intensity toring of sources and factors of

influence

Fig. 3. Structural and functional model for environmental monitoring system in the operating areas and
SCA of BGUs
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Tkauyk II. C.l;
Bopona T.O%.

—HaHlOHaJ’ILHa aKaJacMmisa I[epxcaBHm MPUKOPAOHHO1 CJ'Iy)K6I/I chpaum IMCH1 Borz[aHa XMGJ’ILHI/IHLKOI‘O,

XMEIbHULBKHUH;

—lleHTp BOEHHO-CTpATETIYHUX JOCTiIKeHb HamioHanpHOTO yHIBEpCUTETY 000poHH YKpaiHu iMeHi [BaHa

Yepusixosebkoro, Kuis

inxoau g0 moOyaoBM KOHUeNIii €KOJOriYHOr0 MOHITOPHHIY omnepauiiiHUX 30H

perioHaJIbHOro 30pOMHOr0 KOH(IIKTY mNpH BeaeHi

CJIy:;K00B0-00110BOI JislILHOCTI

NPUKOPAOHHHUX MiAPO3AiTiB HA QIAHLI PeriOHaJIbLHOIO YNpaBJiHHSA

Pe3tome. B cTarTi HaBeeHO OCHOBHI MiAXOAW JUIS MOOYAOBH KOHLENIIi €KOJIOTIYHOTO MOHITOPUHTY TIPH
BeJ/IeHI CITy’)k00B0-0010BOT AiSIIBHOCTI IPUKOPJOHHUX MIAPO3/UIB Ha AUISHII PEriOHAIBHOTO YIPABIIHHS 3 TOUKH
30py opMyBaHHS HOro (yHKIIOHAJIBHOI CXEMH Ta CKJIQJOBHX JUIS OLIHKHU 3MiH CTaHy NPUKOPAOHHUX MPUPOIHO-

TCXHOI'CHHUX I'€COCUCTEM.

Kuro4yoBi cjioBa: €KOJOTIYHWK MOHITOPHHT, KOHIEMINiSl, NMPUPOJHO-TEXHOTEHHA T'€OCHCTEMa, BOEHHO-
TEXHOTCHHE HaBaHTaXXCHHS, 30pOWHUN KOH(QIIKT, HABKOJHUIITHE CEPEOBUINE, MPUKOPIOHHI palioHH, CIIyk00BO-
001oBa MisITLHICTE, MPUKOPIOHHWH MiAPO3IiJ, iIHIUKATOPH, PETIOHATLHE YIIPABITIHHS.

Trkauyk I1. C 1.;
Bopona T. A. 2

! HauponansHas axazemus locymapcTBeHHON MOTPAaHUYHON CIyXObl YKpauHbl HMEeHH bormaHa

XMEJIBbHULIKOTO, XMEIbHULIKUH,

2—I_[eHTp BOEHHO-CTPATETMUECKUX HCCIIEOBaHN HalnMoHAIEHOTO yHHBEpCHUTETa OOOPOHBI Y KpauHbBI

nmenu MBana Yepusaxosckoro, Kues

IMoaxoasl K CO3JAHMI0 KOHUENIUHN IKOJOTHYeCKOr0 MOHUTOPHHIA ONEPAMOHHBIX

30H PEernoHAJIBbHOIO BOOPYKEHHOI0 KOH(IMKTAa NpPpH BeIeHHH CJIyxKeOHO-00eBoil

JAeSITeJIbHOCTH NMOTPAHMYHBIX MOAPAa3/ieJIeHUIl HA YYACTKe PErHOHAJIbHOI0 YIIPaBJIEHUS

Pe3tome. B craThm mpuBEICHBI OCHOBHBIE ITOIXOABI IS TIOCTPOCHUS KOHIENIHH 3KOJIOTHIECKOTO
MOHHTOPHHTa TIPH BEOCHHH CITy>)KEOHO-00€BOI JEATENFHOCTH IOTPAHWYHBIX MOJPA3JeiOB Ha y4YacTKe
PETHOHAIIHOTO YIPAaBICHHUS C TOYKH 3pEHUS (HOPMHUPOBAHHSA €r0 (PYHKIMOHAIFHOW CXEMBI M COCTaBHBIX
AJIEMEHTOB IS OIICHKH U3MEHEHNH COCTOSHUS MOTPAHNIHBIX IPHUPOIHO-TEXHOTCHHBIX T€OCHCTEM.

KiroueBble c10Ba: 3KOJOTHYECKHI MOHUTOPHHT, KOHIENIHWS, HPHUPOIHO-TEXHOTEHHAs TEOCHCTEMA,
BOCHHO- TEXHOTCHHAs HArpy3Ka, BOOPY)XCHHBI KOH(IMKT, OKpYXKamomas cpejla, NOrpaHHYHBIC PaiOHEI,
ciy’)ke0HO-00eBast IeATCILHOCTh, MOTPAHUYHOE MOIPa3ICIICHIE, HHIUKATOPHI, PETHOHAIBHOE YIIPABIICHHE.
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Improvement of the morally-psychological providingas inalienable
constituent of defence of troops (forces) and coustaction to
negative informatively-psychological influence

Resume An information and psychological impact as a #pemodern phenomenon and effective means
of achieving the objectives at the tactical, ogeratl and strategic levels is analyzed. A systerodonteract the
negative information impact on personnel and contimanstaff of the Armed Forces of Ukraine in théreme
and ordinary operating conditions is examined.

Keywords: defence, informatively-psychological counteractimfigrmatively-psychological influence.

Formulation of the problem. The urgency social value. The state undertakes to protect and
of the topic is determined by: the necessity of gorotect the interests of its population, its citige
integrated and systematic definition of effectivdoth in Ukraine and abroad. These issues are of
mechanisms for the management of informatioparticular importance during the period of theestat
security of the defense sector of Ukraine in thef emergency in the country, in particular, in the
context of conducting an information war againstvorsening of social and military situations, the
it, especially destructive manipulative externatomplication of the military-political situationhe
and internal information and psychologicahybrid war, etc., since under such conditions the
influence with the use of information weapongital functions of the military and the local
(information terrorism) on servicemen of thepopulation are greatly complicated and the
Armed Forces of Ukraine and other militaryeffective development of society becomes
formations of the state; an urgent need for an iimpossible. the state as a whole.
depth study of Ukraine's information space ar Analysis of recent research and publications.
technologies for identifying a suggestive negativVarious aspects of the implementation of counter
informational and psychological impact; politicanegative information and psychological impact
and legal uncertainty of the system of informatia (IPsl) for military personnel (troops) during semi
and psychological security of Ukraine; the neeand combat missions military force structures
to form perspective directions of the policy oconsidered in scientific studies and research V.
state management of information security and tiBogush, G. Grachev, |. . Zamaruyevoyi, OG
introduction of advanced world experience iKarajan, VG Krys'ko, A. Litvinenko, AG
organizing information and psychologicaLuk'yantsya, OA Mateyuka, I. K. Miller, M.
counteraction. Popov, G. G . Pocheptsov, SP Rastorguev, A.

Information psychological impact is suctRosya, VB Tolubka, A. Cherniak, AK Yudin and
an influence on the individual and / or publicother scientists. An analysis of these and other
consciousness (subconsciousness) in informatiworks shows that:
psychological or other ways that causes tt the current understanding of countering the
transformation of the psyche, change of viewnegative IPsl is ambiguous interpretations in
thoughts, relationships, values, motivesdifferent scientific sources, is not conducive to
personality stereotypes in order to influence cdetermine its nature and content, and as a result -
her activities and behavior. Its ultimate goalds treduced its effectiveness;
achieve a certain reaction, behavior (action the results of current research does not
inaction) of a person who meets the perpers provide a sufficient basis for operational and
psychological influence [1-3, 6-10]. effective response to negative IPsl military

Man, his life and health, honor and dignity personnel during the performance of their tasks in
integrity and personal safety of a person andthe face of the deteriorating socio-political
citizen are recognized in Ukraine as the highesituation due to the lack of early detection and
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rapid assessment of the negative IPsl oaronducted in peacetime and wartime by the state
personnel of troops (forces) and methodandthe military command of the country, the
implementation of counteraction to suctcommand, the headquarters, other military
influence; authorities and officers of the military units (t®)i

a very many of the theoreticalfor the prevention, neutralization (weakening),
developments regarding the counteraction felocking and elimination of the consequences of
negative IPsl have not yet been brought to theegative IPsl on the personnel of the
level of practical recommendations (documentgjoops(forces).
and application in the practice of troops. Under the negative IPsl understood

One of the obligatory directions ofpropaganda and psychological actions of the
counteraction to negative IPsl, in particular, o@nemy, aimed at [12-14]:
the personnel of troops (forces) of the Armed  reduction of combat readiness and combat
Forces of Ukraine, is measures to improve theapability of troops (forces), reduction of officia
existing system of moral and psychologicahctivity, desertion among military personnel,
support (MPS) to minimize the consequences @fmulation of diseases, evasion of execution of
such influence[4, 5, 11]. orders of commanders and bosses, distortion of the

The MPS training and application of the picture of combat operations and combat situation;
training and use of forces is defined as a set of  reducing the morale, creating a situation of
agreed upon goals, tasks, directions, locations agficertainty and anxiety about the personnel in
times of actions undertaken by commandeig|ation to their future, the future Armed Forcés o
(heads), headquarters, officers of the armed forcgkraine and other military formations, and in
for the purpose of formation, maintenance angartime - the weakening of freedom to military
renewal of personnel of the military-combat angesistance:
psychological  qualities, the moral and leveling the feeling of pride for their state,
psychological state of the personnel of the forcggr their Armed Forces and other military
(forces) at the level necessary for the successfgkmations of Ukraine, the neutralization of
accomplishment of assignments [6, 7]. patriotism of servicemen to fulfill their

The MPS personne$ defined as a set of constitutional duty to protect the Motherland;
social, service, moral, ethical, and psychological division of military collectives,

factors that manifest themselves in the specifttontradictions between different categories of
conditions of the life of military teams (units,mijlitary personnel;
teams, calculations, posts, crews, etc.) anfle mistaken perception of military personnel of
individual servicemen and characterize readineggisting threats to national security, real plang a

(moral qualities, physical capabilities anc The criteria for assessing the MPS for the
psychological properties) of the servicemen ftroops (forces) are:
perform the aSSigned functional (OffICIal) dutie! readiness of the personne| to perform the
on the post, to solve the tasks in the concretasks, level of training and physical training;
combat situation and in the visa anddafined loyalty to military personnel, military oath,
time [1, 7, 12]. level of legal consciousness of servicemen:

The MPS is one of the main conditions fo moral values, level of military discipline and
the performance of official tasks, an importar|aw and order;
component of ensuring high combat readine dominant attitudes, opinions of servicemen

and combat capability of the Armed Forces (regarding the external and internal life of the
Ukraine, units, military units, units and individua country and the Armed Forces;

servicemen. S satisfaction of servicemen by the nature of
The purpose of the article is to justify way:military activities and service in the Armed Forces
and means of improving the existing system ¢ the status of servicemen from the local

moral and psychological support for the defenpopulation.

(counteraction) of the personnel of troops (forces)  particular attention should be paid to the
from negative informational and psychologicatollowing types of  IPsl: psychogenic,
influences. neurolinguistic, psycho-corrective, psychotropic

Presenting main materidlhe events of and psychotropic [3, 10, 14]. Understanding this
recent years in the world and in Ukraine showllows adequately to develop adequate
that one of the important places in the system @buntermeasures and protection measures.
counteracting negative IPV and ensuring proper According to military researchers, the main
IPU is the defense of troops (forces) fromirections of the implementation of special
negative IPV, which is a complex of actiongrotection measures are [2, 7, 15-17]:
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explanations to servicemen, civilian assessment of the degree of vulnerability of
personnel of techniques and techniques dafilitary personnel from negative advocacy and
conducting propaganda, carrying oupsychological influences (actions) of the enemy;
psychological actions and actions in order to form control of the prevention of distribution
the settings for their critical perception; among the military personnel of the printed
explanation to the military and civilian production of demoralizing direction;
personnel of the essence, goals, tasks, themes, termination of demoralizing rumors,
forms, methods and technical means gfhobias;
conducting psychological operations, their prevention and cessation of panic attitudes
orientation, true intentions and interests; of servicemen.
acquaintance of servicemen with facts The defense of the Armed Forces (forces) of
testifying to the advanced techniques andkraine from the negative IPV should be carried
methods used by the enemy in order to influenarit for the purpose (Fig. 1) :
the individual and group consciousness of the reducing the danger of negative IPsl to the
servicemen; command, officials of the authorities and
forecasting of the subject and symbolism opersonnel;
psychological operations, possible IPsV in order ensuring efficient management of troops
to prevent the impact, reduce its effectiveness afffidrces) and creating favorable conditions for ithei
neutralize; operational applicationstrengthening of the MPS of
control of collective and public opinion of the troops (forces);
servicemen and civilian personnel in connection timely prevention of the development of
with negative IPsl; unwanted ideology in military collectives and its
analysis of the moral and psychologicainfluence on command and personnel of the unit
situation (socio-political, informational, national (unit).
ethnic, criminal, etc.) in the area of the
deployment of military units, units and tasks;

Defense of the forces from the enemy's IPsl isgetad set of measures conducted in peacetime gitalyrtime by
the command, staffs, educational authorities ahdratfficials in preventing, detecting, neutralgifweakening),
blocking and eliminating the consequences of negdRsl on servicemen and people

———[ OBJECTIVES ]——

v v

Reducing the danger of negative IR{ Ensuring effective management Strengthening of the MPS of the troo
to the military-political leadership of|  of troops (forces) and creating | (forces)timely prevention of developm
the state, officials of the military e Ry T in the society of undesirable ideology ahd

its influence on command and personnjel

authorities and personnel application i (e

Fig. 1. Objectives for the protection of troops fron the IPsl

Proceeding from this, the main tasks oflevelopment of concrete measures for its
protecting troops (forces) from negative IPsv caelimination (liquidation of consequences);
be attributed [14, 16]: operational neutralization of negative IPsl

explanations of the decisions of theand its sources in order to prevent the
military-political leadership of the country, tasksdemoralization, disinformation, moral and
facing the troops (forces), before eaclpsychological suppression of troops (forces);
serviceman; change in its favor the ratio of moral and

continuous monitoring of the informationpsychological stability of the opposing sides,
space in order to identify actual and potentigdupport it at the level necessary for the solutbn
information threats and conduct preventivéhe tasks set during the preparation and conduct of
information activities; hostilities;

analysis and forecasting of the military- carrying out preventive information-
political, socio-political and informational psychological actions aimed at their troops (foyces
environment; collecting and summarizing data oand local population;
the sources and contents (content) of negative  organization and early conduct of preventive
IPsl on the personnel of troops (forces) with themeasures to prevent the spread of false rumors
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among personnel, preventing the emergence folllowing steps: forecasting; prevention

massive negative psychic reactions; terminatiajprevention and prevention); disruption
of rumors, alarming statements and unlawfulneutralization) and elimination of the
actions aimed at reducing the MPS troops. consequences of the implementation of a negative

In its structure, the defense of the troopsformational and psychological impact (Fig. 2,
(forces) from the enemy's IPsl involves thd-ig. 3).

Components of the protection of troops (forcesinftbe informational and psychological impact of @memy
Warning, Warning, Warning, Warning,
prevention prevention prevention prevention

Fig. 2. Structure (components) of the defense of troogsom negative IPs|

MAIN TASKS OF PROTECTION OF THE ARMY (FORCES) OF B-ANTI-IPsI

Clarification of the decisions of the military-padial leadership of the state, the tasks facingrihaps
(forces); analysis and forecasting of the inforomadil (informational and psychological) situation

Collection and generalization of data on the scunfenegative IPsl on the personnel with the
development of specific measures for its eliminatio

Neutralization of Negative IPsl of the enemy, praien of demoralization, disinformation, nad
and psychological suppression of troops (forces)

Changes in their favor of the relationship betwédenrhoral and psychological stability of the oppgsin
—p parties, maintaining it at the level necessarttiersolution of the tasks of strategic deterrepoeparation
and conduct of operations (combat operations)

Conducting informational and psychological measiaetons) aimed at their troops (forces) and
local population

N Organization of preventive measures to prevenstiiead of false rumors among personnell
preventing the emergence of massive negative psyehttion

| Circumcision of rumors, alarming statements anéwful actions aimed at lowering the MPS| of
troops (forces

Fig. 3. The main tasks of the protection of troopfrom the IPsl

Forecasting is aimed at solving a numbeof affairs in the subdivisions and the current leve
of such tasks: of personnel of the Ministry of Internal Affairk.
mastering the knowledge about the owis also possible to predict in advance that the
forces of information-psychological enemy will not miss the possibility of ideological
counteraction, which may be involved in carryingand psychological influence, taking into account
out the necessary measures; the disadvantages in their logistical support, the
to assess the informational and moralpresence of inexperienced leaders, adverse events
psychological situation in the areas of dislocatioand processes in the country, low level of training
and conduct of military operations of forcegersonnel, miscalculations in informing the
(forces); personnel, the facts of violation of disciplineand
to identify the forces, means, frontiers andegality, national and other contradictions.
areas of concentration of the main efforts of the Prevention of negative IPsl implies a series
enemy's information (psychological) operationssf measures aimed at reducing the susceptibility
their capabilities, the direction of subversiveand propensity of personnel to this effect:
propaganda, objects and possible channels of a clear explanation of the personnel of the
potential influence; actual goals, methods, possible consequences and
to predict the possible level of psychogenigsychological mechanisms of deformation of the
loss of personnel from the advocacy andoldier's consciousness under the influence of
psychological impact of the enemy. enemy propagand®ractice shows that if in an
Forecasting is also foreseen for the maiBxtreme situation suddenly an event occurs in
topics and symbols of the IPSlhe basis of such relation to which a person has no experience, the
a forecast is a deep knowledge of the actual stateaction and his behavior become unpredictable.

56



ECONOMIC, INFORMATIVE AND TECHNOGENIC SECURITY

obligatory warning of servicemen on the timely identification of the beginning of the
principles of subversive propaganda. Experiend®sl, aimed at undermining the moral and
shows that the opponent seeks to first repgpsychological stability of the personnel;
certain events in order to achieve the continuous,  objective,  psychologically
psychological effect of "primacy", that is, toexpedient combat and political informing of the
strengthen the consolidation of the firspersonnel and explaining to it the real goals,dask
information about what has happenedsubjects, methods, technical means and possible
Traditionally, IPsl specialists in an informationconsequences of the enemy's IPsl;

message mix truthful information  with reliable blocking of the enemy's IPsl
disinformation, increase the credibility of theirchannels for the military and local population;
shares by working with familiar names, cities, defining and organizing the work of units

streets, dates, facts, by attracting the opinidns @military personnel) of the relevant structures for
famous people (politicians, athletes, artists arttie collection and destruction of negative opponent
culture).An effective method is to attribute IPsI materials;
responsibility for failures, miscalculations, identification of mentally and
confusion to specific people (commandergpsychologically unstable military personnel and
authorities, statesmen, politicians, deputies) et&arrying out of their individual psychoprevention;
in order to discredit them; organization in units (parts) of the system of
careful selection of people for work onmutual support and psychological help on the basis
communication and managemeAmong them of introduction of methods of interference;
there should be people mentally unbalanced, acquaintance  of  servicemen  with
unsaid, with demonstrative accentuation c¥ophisticated techniques and methods of enemy
nature, timid onesThese people should realizelPV, used for the purpose of psychological
that their reactions, mood and statements can $igPpression of individual and group consciousness
interpreted as a direct consequence of théif troops (forces); _ _
possession of certain information. reconnaissance, suppression and destruction
The opposing party can specially o©f forces and means of information psychological
unknowingly "play" separate medisherefore, (PSychological) operations —of the enemy;
the relevant managers, when communicating wi sessment of the degree of vulnerability Qf their
media representatives, should take into accoud¥ces (forces) from enemy IPsl, forecasting of
this and organize a controlled procedure fdfonsequences and planning of measures for
providing them with information, contacts with®Perational counteraction;

servicemen, distribution among the staff of  Organization of preventive measures to
printed publications, etc prevent the negative consequences of IPsl on

In order to ensure the moral and€rvicemen (reduction of psychological stability,
psychological stability of servicemen to th evel of combat readiness, attempts to be taken int

negative IPsl, they need to master certaifPPUVIy, €tC.); :

knowledge, skills and abilities, which include _Increasing the resources of the IPSV to its

[12, 14, 16]; troops (forces) and the local population and the
knowledge of methods and methods oyorld community, etc. L

counteracting negative IPsl and their adequage | he disruption (neutralization) of the IPsl on

choice: the personnel of the troops (forces) is achieved:

ability to detect, detect signs of negative _tmely inteligence —and  destruction
IPsl: (neutralization) of forces and means of

skills of mobilizing personal resources tgdnformation-psychological operations (IPsO) of the

counteract negative IPsl; enemy, ional lecti Vi d
skills of direct counteraction to IPsl (the op_eratl?nz co ectlon3 | afnerl]yss a_n
choice and use of psychology of counteraction {fiestruction of advocacy materials of the enemy;

interpersonal and mass communication); _ @ strong cease-fire of panic, rumors, the
skills of self-recognition of reflection and isolation of the servicemen (units) subjected to

self-regulation; demoralization, ki d i . h
skills of collective opposition to rumors continuous  tracking and increasing the

and thoughts that destabilize and demoralize tRgrsonnel of the MPS;

personnel of the moral and psychological stat continuous informing of the military about
(MPS). the changes in the situation, the use of new

Prevention of the enemy’s IPV provides: W€apons and means of IPV by the enemy;
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the implementation of information influence on command and personnel of the unit
interaction (bodies of psychological struggle(subdivision);
intelligence, electronic warfare, communication, support for the authority of the use of troops
moral and psychological support, etc.). (forces);formation of public opinion on their
The disruption of the IPsl involves thesupport and formation of full agreement and mutual
rapid detection of the means of influence, theuinderstanding between local self-government
immediate  suppression or  neutralizationpodies, local population and forces involved in
Detected subversive actions are subject to #@wostilities;
immediate and skilled analysis, identification of providing information security protection,
their goals, possible dynamics, measures dficluding identifying potential threats and
effectivenessEach of these shares should not beulnerabilities in its own communication system;
left without an appropriate counter-propagandsupport for a high level of information security (i

response. the military sphere, etc.) and readiness to perform
The liquidation of the consequences of thassigned tasks;
IPsl implies: neutralizing negative IPsl in the media and

Detection of the servicemen (subunitsyo on.
subjected to demoralization, diagnostics of their The effectiveness of the protection of troops
IPU and provision of the necessary assistance; (forces) from IPsl is achieved:
analysis and evaluation of the results dfaking into account the features of the enemy's IPV
IPsl, causes of effectiveness, weaknesses in thed the actual MPS of the forces (forces) and the
system of information and psychologicalkituation;
protection of personnel; efficiency, continuity and complexity of measures
Identification of the causes ofto counter the enemy's IPU, high level of
disorganization phenomena among personnel aimdormation-analytical work and decisions adopted
their elimination; on its recommendations;
restoration of the organization and combat taking into account the psychological
ability of disorganized units, provision ofpatterns of human perception of information,
psychological help to those who need it; especially in the zone (area) of tension and non-
taking appropriate measures to optimizeegular (emergency, military, etc.) situations;
the whole system of counteraction to the enemy's  the equipment of troops with modern
IPsl; technical means of counteraction to IPsl and the
the use of appropriate sanctions (bringingraining of modern methods of providing
to responsibility) to distributors of demoralizinginformation security personnel, counteracting the
rumors and panicers, defining measures tmanifestations of information terrorism
optimize the entire system of counteraction to th@gnformation weapons).

enemy's IPsl. The basis for the creation of a system for

The main forms of protection of troopscounteracting and protecting troops (forces) from
(forces) from IPsl are [15-17]: negative IPsl should be the spiritual and ethical

separate informational-propagandayalues of Ukrainian societfsuch concepts as
informational-psychological and operationalPatriotism, Homeland, Duty, Honor should not be
preventive actions; questioned in favor of the political situation.

a complex of measures of informational An important component of the system of
and advocacy and operational and preventiv®unteraction and protection of forces (forces)
character; from IPV is the historical consciousness of

special  information  operations  toservicemen. It is much easier to manipulate the
counteract negative IPsl. consciousness of those people who do not know the

At the same time, the most effective way isistory of their people, their historical roots.aklis
the form of protection, such as promotionalvhy not only the personal future must worry every
campaigns aimed at: serviceman, but also the future of his country.

reducing the risk of disinfecting and The mandatory link of counteraction and
psychological impact on command angrotection of troops (forces) from IPV should be
personnelensuring efficient management ofthe neutralization of actions aimed at lowering the
troops (forces) and creating favorable conditiongrestige and authority of military service in the
for their application; Armed Forces of Ukraine.

timely prevention of the development of The idea of state patriotism, high historical
unwanted ideology in military collectives and itddentity, pride in its military profession and

membership in the armed forces are prerequisites
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for the formation of resilience to psychologicak military teanthe conditions of frankness and
operations and they should become the basis gificerity in discussing the vital problems of the
the whole system of counteraction to the IPsl. unit's life, socio-political and informational
If servicemen experience situationsenvironmentthe development of collective skills
involving extreme situations or excitements ino counter rumors and delusions that destabilize
general, it is advisable to use the magic formulgnd demoralize personnel.
of Willis H. Carrieer: The implementation of these conditions will
Ask yourself: "What is the worst thing thatincrease the effectiveness of the system of
can happen?” counteracting the negative informational and
Get ready to accept this if necessary. psychological impact on the personnel and
~ Then think calmly how to change theleadership of the Armed Forces of Ukraine and
situation. other military formations in both extreme and usual
Generally  accepted:  morality — andconditions of military activity.
compassion, the ability to see beauty has alwe 3. Consequently, during the conduct of
been considered a reliable way to increa:hostilities it must be taken into account that:
psychological stability, ability and ability to sav modern information and other operational
oneself and provide help to comrades. support includes a number of activities that mest b
Further research should be devoted to tiperformed in full to achieve (secure) the maximum
analysis and definition of the content of specifisafety of military personnel;
measures  to  ensure information  an the minimization of the consequences of the
psychological security of the personnel of thenemy's information operations depends on the
troops (forces), in particular the use of the systecorrect decisions of the commanders and other
of strategic communications as a means ynits of the military administration, the concerted
countering the negative informational aniactions of the military units, units, units, grougfs
psychological influences; the development c(troops (forces), units of other military formations
stratagem and critical thinking in military and civilian population;
personnel regarding effective counteraction f the skills of counteraction and protection
informational and psychological influencesagainst the negative enemy IPsl should be well-

definition of criteria and indicators (indicatom‘) received in advance by each serviceman.
the state of information and psychological safety

of the personnel of the troops (forces). LIST OF LITERATURE
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Poros I1. /1., k.T.H.%;
Tkauenko B. A., k.BilicbKk.H.%;
Toay6uos C. M.?

— lleHTp BOEHHO-CTpATETiYHUX MOCIiIkeHb HarioHaapHOTo yHIBepCUTETY 000poHH YKpaiHu iMeHi IBana
Yepusixoscbkoro, Kuis;
2 .y . . . .
—[HCTHTYT JnepKaBHOTO BIHCHKOBOTO YympaBiiHHS HalioHamsHOrO yHIBEpCHUTETY OOOpOHH YKpaiHu
imeHi [Bana YepusxoBcbkoro, Kuis
YnockoHaleHHS MOPAJIbHO-TICUXO0JIOTIYHOr0 3a0e3MeYeHHs SIK HeBil' EMHA CKJIAI0Ba
3aXMCTy BilicbK (CHJI) Ta MPOTH/IT HeraTUBHOMY iH(oOpMaNiifHO-IICHX0JIOTiYHOMY BILIHBY
Pe3tome. B crarTi po3nsiHyTO iH(MOPMALIHHO-TICHXOJIOTIYHIH BIUIUB, K CIIeNU]IYHE SBHIIE CyIacCHOCTI Ta e)eKTUBHUI
3aci0 JOCATHEHHs LiJel Ha TAKTUYHOMY, ONEPATUBHOMY i CTPATEridHOMY DIBHSX. PO3IIISIHYTO CHCTEMy MpPOTHUIIl HEraTUBHOMY

iHpopMauiitHoMy BIJIMBY Ha 0co00Buit Ta KepiBHuit ckian 3C YkpaiHu B eKCTpeMasbHUX i 3BUYaHUX yMOBaX [IisUTbHOCTI.
Kurouogi citoBa: 3axucr, inpopmariiHoO-IICHX0JIOTi4Ha POTHIIs, iHYOPMALIHHO-TICHXOJIOTYHU 1 BILIUB.

Poros I1. /., k.T.H.};
TkaueHnko B. A., K.BoeH.H.};
Toay6uos C. H.?

l—L[eHTp BOCHHO-CTPATETUYECKUX HCCIICAOBaHNH HalMoHAIBHOTO YHHBEpPCHTETa OOOpPOHBI Y KpaWHEI
nMenu MBana Yepnsaxosckoro, Kues;

2—I/IHCTMTyT rOCYyIapCTBEHHOTO BOCHHOIO yOpaBicHUs HalMoHampHOTO yHHBEpPCHTETa OOOPOHBI
VYkpaunsl umenn MBana Yepusaxosckoro, Kues

YcoBepiieHCTBOBaHHE MOPAJIbHO-TICUX0JOTHYECKOT0 o0ecneuyeHus KaK
HeoThbeMJleMasi COCTABJISIIONIAS 3AIIUTHI BOWCK (CHJI) M MPOTHBOAEHCTBUSI HETaTHBHOMY

I/IH(l)OpMaIII/IOHHO-HCI/IXOJIOFI/I‘ICCKOMY BJIMSTHUIO

Pe3tome. B cratbe paccMOTpeHO MH(POPMAILMOHHO-TICHXOJOIMYECKOE BO3JCHCTBHUE, KaK Crenu(pUuecKoe
SIBJICHUE COBPEMEHHOCTH M O3(QEKTHBHBII CIIOCOO JOCTHIXKEHUS Lejed Ha TaKkTHYECKOM, OIEPaTHBHOM H
CTpaTerniyeckoM ypoBHiX. PaccMoTpeHa cucTeMa NpPOTMBOAEHCTBUS HETaTUBHOMY HH(OpMalMOHHOMY
BO3/ICHCTBUIO Ha JHMYHBIH W pyKoBousiuii cocraB BC VYkpaumHbl B 3KCTPEMaJbHBIX M OOBIYHBIX YCIOBHUSX
JIeSTeTbHOCTH.

KnroueBble ciaoBa: 3amunTa, MHPOPMAIMOHHO-TICUXOJIOTMYECKOE NPOTHBOACHCTBHE, WH(OPMAIMOHHO-
MICUXOJIOTHYECKOE BO3/ICHCTBHE.
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Methodological approach to the creation of the subystem of
eliciting and appraisal of negative information infuence on the
troops personnel (of military forces) as a compondrsystem of

counteracting to such influence

Resume.The methodological approach is offered for thatea of the subsystem of eliciting and appraigal o
negative information-psychological influence on gersonnel of troops (military forces) as a compbsgstem of the
counteraction to such influence. The relevant auktivas developed and verified for the effectivecfioming of the
subsystem, which allows estimating quantitatively level of negative influence with the purposgmfactive adequate
reacting to it.

Keywords: negative information-psychological influence; sgst®f counteraction; eliciting and appraisal;
method, verification; subsystem.

Formulation of the problem. Ukraine. For this reason, its quantitative assessme
Counteraction to negative informationalis not made, and the assessment of the moral and
influence is an integral part of providingpsychological state of the Armed Forces of Ukraine,
information security of Ukraine, including in thewhich is a result, in particular, of such influente
military sphere. Particularly important formade on qualitative indicators on the basis of
Ukraine, this circumstance was acquired on thmonitoring results in military formations and units
eve of and during the aggression of the Russiamd in accordance with the current instructions [2]
Federation, when the consequences of negative. post factum to the effects of different infiges.
external information and psychological influenceThe mentioned above does not allow conducting
in particular, on the personnel of the Armegbroactive measures to stabilize the moral and
Forces of Ukraine (hereinafter - the Armedgsychological state of the military forces (troops)
Forces of Ukraine), were acutely and tangibly The purpose of the articleis to consider a
manifested. Therefore, the counteraction to suchethodological approach to the creation of a
an impact, first of all in the interests of ensgran  subsystem of detection and assessment of the level
high level of moral and psychological state of thef negative informational and psychological impact
Armed Forces of Ukraine, is an urgent probleron the personnel of the Armed Forces of Ukraine
task of a high priority, which requires an urgenvn the basis of quantitative indicators as the
solution by means of organizing an effectiveonditions necessary for the creation of a
counteraction system. respective system for counteracting such an impact

Analysis of recent research and with the properties of the implementation of action
publications. A significant number of published of a preventive character.
works on the subject of counteraction to negative Presentation of the main material. The
informational and psychological influence, inscientific provisions of the methodological
particular, on the personnel of troops (militaryapproach to the creation of a subsystem of
forces), is integrated into the textbook andetection and evaluation of the level of negative
concerns moral and psychological support in ahformational and psychological impact on the
the Armed Forces of Ukraine [1]. The analysipersonnel of the Armed Forces of Ukraine on the
shows that today the theory of counteraction tieasis of quantitative indicators were developed
such influence is limited at the level of conceptualuring the implementation of the planned research
and declaratory provisions, and therefore isonducted in 2013-2017. The main essence of such
imperfect for the practice. It lacks clear formahn approach is as follows.
methods and techniques for quantitative Effective  counteraction to  negative
assessments of certain aspects of this aré@aormational and psychological influence, in
including the identification and evaluation of theparticular, on the personnel of troops (military
level of negative informational and psychologicalorces), can only be carried out in the context of
impact on the personnel of the Armed Forces aofetermining  (selecting) an  indicator  of
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effectiveness, which should be further managed It is important to ensure the stability of this
through the appropriate influence. Such aoontrol. According to the laws of cybernetics, the
obvious indicator of the counteractionstability of management is ensured by the presence
effectiveness is the level of moral andf so-called "direct” and "reverse"
psychological state of the Armed Forces ofommunications. Therefore, taking this into
Ukraine. In this case we need to create a systeaocount, a general cybernetic scheme (model) of
of social management, where the object afuch social management is proposed, which looks
management is the level of moral andike itis presented in Fig. 1
psychological state of the Armed Forces of
Ukraine.

Command authorit Impact authorities

oA,grwagljStl%?ggf (forces and means

A

v

Solutions for

4 )
Estimation of the counteraction Impact Impact
the impactevel
\ 4 \ 4
Monitoring Data Object of the impac Impact Sources
authorities - —< | (the targeted audienc d of negative impact
(forces and means Armed Forces) (information media)
T Data Y

Fig.1. The cybernetic model of realization of couaraction to the negative informational and
psychological impact on the personnel of the milits troops (forces)

The given model can most fully provide an In order to solve the problem of creating
active counteraction to the negative informationalonditions for proactive stabilization measures and
and psychological impact on the personnel of troopsplementation of the model (Figure 1) in full, the
(military forces) with the following obligatory following methodological approach, which is basad o

phases: the principle of quantitative assessment of thellef/
detection of the impact; negative information and psychological impact, for
assessment of the impact level; which it is needed:
formation of conclusions on the estimation of 1. To introduce the practice of responding on
the level of influence and the decision on ththe basis of quantitative criteria for assessiegefel
necessity of counteraction; of such influence in the system of counteractiotinéo
planning of counteraction measures, approvakgative informational and psychological impact on
of a plan of counteraction measures; the personnel of the Armed Forces of Ukraine.
realization of measures of counteraction 2. To identify and assess the level of negative
according to the plan; information-psychological impact on the personriel o

control of the effectiveness of thetroops (military forces) in the overall system of
implemented measures of counteraction and theountering the creation of a three-level subsystém
correction. monitoring of information processes in the inforigrat

In practice, this model for the Ukrainianspace of the state, which is depicted in Fig. 2.
Armed Forces is partially realized, but only within In this subsystem of monitoring:
the contour bounded by the broken lines. As noted, the first level — operational (indication of
this is not enough for carrying out preventivenformation processes by the identified sources of
stabilization measures, since the assessment of flussible influence);
moral and psychological state of the Armed Fortes o the second level - generalization of the data of
Ukraine, which is an indicator of the cumulativehe first level on the basis of classification, gt
information influence on target audiences, hgxocessing of the received information.
already been carried out, consequently, without The third level is the detection of the
analyzing the dynamics of such influence, espgcialhegative information and psychological impact and
the negative one, the source of which is thine assessment of its level by the information on
information space. This drawback of the currerihe second level.
system must be compensated through the purposeful 3. To introduce in the monitoring subsystem
monitoring of events in the information space ahe method of detection and evaluation in
Ukraine, all of which may lead to the humanitariaguantitative measure of the level of negative
harm. informational and psychological impact on the
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personnel of troops (forces) with quantization byroops (military forces) must correspond to a
the degree of its significance for the moral andertain set of compensatory measures to counteract
psychological state of the Armed Forces ofhe cybernetic model (in Fig.1), in order to
Ukraine. stabilize the moral and psychological state of a

4. Each quantum level of the informationcertain target audience, in general, the Armed
psychological influence on the personnel oForces of Ukraine.

III LEVEL — MAIN SITUATION CENTER
Tertiary processing of information: estimatiortleé impact level, giving recommendations and prijpos

ili

II LEVEL — LOCAL (REGIONAL) SITUATION CENTERS
Secondary processing of information: obtainingdata of the indication level

Internet Mass Media — radio Art — cinema, theater, Social
broadcasting, TV, bulleting literature, show-genre groups

Spheres of monitoring (impact indication)

I LEVEL — OPERATORS OF INDICATION OF INFORMATION PR OCESSES (ACTIONS, FACTS)
Obtaining, primary processing and formalizatiorhef data

Fig. 2. Three-tier sub-system of monitoring of infrmation processes
in the information space of the stat

One of the approaches to assessing the negatiaeirapd developing the appropriate assessment
methodology may be the one in which the charatieimdicator) of the overall destructive inforriat
process in relation to a target audience (the pasmf the Armed Forces of Ukraine)tiwe level of its
intensity that is, the measure of the process per unitnef t

This simultaneously appears to be an integral atdicof both the assessment of the level of
negative influence and the indicator of the detectf such an influence by the magnitude (valugjsof
level.

It can be stated that the value of the intensitljcatory for a certain period of timAT can take
certain values - from the minimum and higher. Thiea,dynamics of the escalation of the intensityhef
general destructive information process in theestaformation space in timAT in relation to the
personnel of forces (forces) can be conditionadigresented by the step function of the levels, lwhic
should be considered as partial indicators of ttiluénce, as shown in Fig. 3. At the same time, a
transition to each level must receive a certaiteiean in accordance with the scale of scoreg, ..., Xs.

A x
Level of the collapse of the moral and psycholdgiege (of the troops
% PeyCchogiae | ( __________ p ) _______ Criterions
Level of the harm (renewable losses)
_______________________________ Criterionxy
Level of the impact manifestation
____________________________________________ Criterions
Level of the threa
_________________________________________________________ Criterion,
Level of the challeng o
______________________________________________________________________ Criterionx; T
0 Level of the information messaging AT R

Fig.3. Dynamics of escalation of intensity of thgeneral destructive information process

The proposed six conditional qualitative stategractical absence during a fixed timAT of
(partial indicators) of the general destructivebservation of the information processes (actions,
information process in the information space of thiacts) in the information space of the state thay m
state and the relevant criteria that can be apptiedhave a negative (subversive, destructive) character
determine its intensity as a measure of influeimce, relation to the personnel of the troops;
particular, on the personnel of troops (military the level of the challengequantity and content
forces), have the following definitions: of the information processes (actions, facts) durin

the level of the information backgrouisdthe  time AT, detected in the information space of the state
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that potentially (under certain conditions) caratge implementation of the method of identifying and
information and psychological threat to personnel; assessing the informational and psychological

the level of information and psychologicaimpact on the personnel of troops (military
threat - the number of targeted destructivdorces), which is acting othe principle of time
information processes (actions, facts) in ti€, scaling(relative to the base peridd = 1 year) of
found in the information space of the stagsulting the "weighted" amount of points obtained due to
in a decrease in the level of the moral anthe appearance in the information space of the
psychological statef the troops; state of a certain number of classified information

the level of manifestation of information androcesses (actions, facts) for a significantly
psychological impact- the number of targeted smallers-th periodAt<<AT =1 year, for example,
destructive information processes (actions, factduring a month or a week. In this case, the
during timeAT, found in the information space of thefollowing algorithm is used:
state, resulting isigns of lowering the level of moral _ AT
and psychological stataf troops personnel; Xs =X At

the level of damage (recoverable losseie S
number of targeted destructive information process
(actions, facts) during timé\T, detected in the
information space of the state, resulting idecrease
in the level of moral and psychological state &f t
personnel which can be compensated through thidP
existing opportunities during the time sufficieot f _ -
an effective execution by the troops (military s} X<=3000 365/%156,5« 10° 103 (points).
of the assigned tasks; Such number of points indicates that the

the level of the collapse of the moral andevel of negative information and psychological
psychological state of the troopsthe number of influence is located within theinformation
targeted destructive information processes (actiomgackground and in fact does not affect the
facts) during timéAT, found in the information spacereduction of the already achieved moral and
of the state, resulting ia significant decrease in the psychological state of the personnel (military
level of moral and psychological statef the forces), and therefore efforts for the
personnel, which cannot be compensated through #&rresponding counteraction are inappropriate.

Qere the intensity X is calculated during the
period At<<AT.

For example, if, duringAt=1 week (7
pdays), the total number of points is 3000, then,
plying formula (1), we obtain:

existing opportunities during the time sufficieot f If during Ats = 1 week the number of points
the purposeful execution of assigned tasks by the calculated like 13500, then applying formula
troops. (1), we obtain:

22 classes and 17 subclasses of information
processes (actions, facts) that may negativelygtaffe Xs=13500¢365/7704x10° (points).
the consciousness of military personnel and ) ] o
accordingly, the moral and psychological staténef t In this case, the number of points indicates
personnel of the Armed Forces of Ukraine, are althat the level of the negative informational and
established by means of the expert polls of t|psyc_holog|cal impact is within thle_lanlfestatlon of
professional circles of Ukraine and statistic:"€ influence in which the previously achieved
processing of the data, the average value of "Weig moral and psychologlqal state of the personnel of
of each class (subclass) on a scale from 0 togocthe armed force_s beglns to decrease. It should be
established as well. noted that only in this range of values of thg

On the basis of the received statistics c(indicator, it is possible to talk abodetectinga
all information processes (actions, facts) durirdirect negative impact (on the basis of a slight
the timeAT = 1 year, my means of the experdecrease in the moral and .psyc_hologlcal stateemc th
method, the criteria for finding the level oitroops). It is obvious that in thIS' case, apprdprla
negative informational and psychological impa(countermeasures should be applied according to the

on the scale of "weighted” intensity in theSchemeinFig. 1.

calculation of their total action was obtained: The latter example is very demonstrative
criterion; = 200x 1 points: from the point of understanding the fact of

criterion, = 350 1G° points: detecting_ a negati\_/e infc_)rmgtional and
criterion, = 650x 10° points: psychpl_oglcal impact; this (_Jletectlon is recordetl no
o B & points. by individual events in the information space @ th
cr|ter|onx4 =900x 1 p0|_nts, state, but by their integral effect on the persbnne
criterionXs = 1400x 10’ points. _ of the armed forces, that is, when their intensity
These criteria became the basis for th8ver a certain relatively short timét; becomes
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notable for reducing the moral and psychologicalbtained by assessing in accordance with the
state of the troops (military forces). current instructional documents. As a result of the
In order to verify the feasibility and comparison, a decision was made as for the level
adequacy of the methodology for detecting anof adequacy, and hence, the capacity of the
assessing the negative informational andeveloped methodology.
psychological impact on the personnel of the The result of the verification stage 1 is a
troops (military forces) it was verified, and thesummary, separately for each quarter of 2016, of
verification was carried out in two stages: the monitoring data of information events in the
Stage 1 (statistically-calculated) - in the information space of Ukraine, which could have a
course of its execution the basic tool was theegative impact on the moral and psychological
formula (1), in whichAT = 1 year (365 dayspt; state of the personnel of the Armed Forces of
- the period (the number of days) of accumulatioblkraine, taking into account their weight.
of the statistical material (events, facts in the The total amount of points for tHequarter
information space of Ukraine, which maywas 188692, for thél quarter it was 223311, for
negatively affect the personnel of the Armedhe IlI quarter - 234481, and for the IV quarter -
Forces of Ukraine according to various238867, which indicates a certain increase in the
information sources, mainly printed andnformation pressure on the consciousness of the
electronic media, radio and television programs)personnel of the Armed Forces of Ukraine ("25%
from the position of rationality taken 91 daysuring the year).
(quarter of a year) and four "cuts" of the criteria Applying the formula (1) in relation to the
assessment of the level of influence over calendp@ints obtained for each quarter separately, we
year (quarterly but) are calculated, during whichbtain the "weighed" intensity of the general
about 150 thousand posts are processed, 8 - 10estructive information process for each quarter in
of which actually could adversely affect therevaluation oAT =1 year:
troops (military forces); Xi=18869%365/9%E756x10° points;
Stage 2 (qualitative-comparative) - X1=22331%365/9%896x10° points;
obtained at the first stage, the result of the Xm=23448%365/91938x1C° points;
criterial assessment of the level of negative  y =23886%365/9%955<10° points.
informational and psychological impact was After transferring these data to the
compared with a qualitative assessment of th@eighed" intensity scale, we receive quarterly
real moral and psychological state of the Armefhgicators of the negative informational and
Forces of Ukraine, according to information fronpsychological impact on the personnel of the

the Main Department of Moral and Psychologicahrmed Forces of Ukraine, as shown in Fig. 4.
Support of the Armed Forces of Ukraine,

X f Level of the collapse of the moral and psycholdgstate (of the troops)
----------------------------- Criterion X5 = 1400x% 10°
Level of the harm (renewable losses) 896<10° o
------------------ -- Criterion X4 = 900x 10°
756x10°
Level of the impact manifestatign
-1 - - -~ -- Criterion X3 = 650x% 10°
Level of the threat
----------------------------------- -- Criterion ¥, = 350% 10°
Level of the challeng
—————————————————————————————————————————————— -- Criteri =200x 10°
0 Level of the information messaging riterion X
1kv. 2kv. 3kv. 4kv. A-T 'F

Fig. 4. Indicators of the negative information-psybological impact
on the personnel of the Armed Forces of Ukraine dung I -1V quarters 2016

Thus, according to the information events irfrecoverable losse’s)with a tendency to increase the
the information space of Ukraine in 2016, there ikevel. This indication shows, firstly, the fact atual
approximately the same picture, since the estimat@dluence, that is, its identification, and secagndts
situation balances on the verge of the fourth levelquantitative and qualitative dimensions, that fs, i
the 'manifestation of the negative information andevel, in particular, in each quarter of 2016.
psychological influenceand the fifth level - fbss The analysis of the content of the reports
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showed that the dominant negative informationahe Armed Forces of Ukraine that "the moral and
process in the information space of Ukraine fopsychological state of the Armed Forces of Ukraine
influencing the personnel of the Armed Forces d6 assessed asatisfactory and that ensures the
Ukraine created Russian and individual nationdulfillment of the tasks for the purpose" indicateat
media in various technical forms of manifestatiothe negative informational and psychological
according to the classification directionsinfluence in the Armed Forces of Ukraine is feltlan
"weakening the readiness of the Armed Forces obviously causes losses to the moral and
Ukraine for the defense of the state" and "worsgnirpsychological state of the servicemen. This is
the image of the Armed Forces of Ukraine andbjectively demonstrated by a number of negative
military service". facts in the armed forces of Ukraine, especiallthiz

During the implementation of verification area of anti-terrorist operation (ATO) in the eabt
phase 2, according to an official request, #he state, which, in particular, was pointed outhwsy
gualitative assessment of the moral an@hief Military Prosecutor of Ukraine [5]. It is als
psychological state of the Armed Forces of Ukrainelear that such an effect and damage caused by the
for 2016 was provided by the Main Directorate ofystem of corresponding measures are compensated,
Moral and Psychological Support of the Armedas the Ukrainian Armed Forces retain the ability to
Forces of Ukraine [3, 4]. The essence of thisarry out the task for its intended purpose. This
assessment is as follows. qualitative assessment means that the aggregate

During 2016 the moral and psychologicahegative informational and psychological impact on
state of the personnel of the military units andervicemen has the consequence (in other words, the
military command and control units of the Armedevel) that the moral and psychological state & th
Forces of Ukraine is assessed sasisfactory and Armed Forces of Ukraine is roughly remaiatsthe
such that it ensures the fulfillment of the tagks f level of certain damagéecoverable losses}hat is

the intended purpose on the fifth criterion level which is determined the

At the same time, the following factors had aleveloped methodology.
negative impact on the moral and psychological Thirdly, comparing this qualitative assessment
state of the personnel: with the results of the quantitative and qualitativ

distribution by the Russian Federation vieassessment obtained by the developed method
the Internet, by negative mass media of th@igure 4), it is evident that both estimates ie th
information about the shelling of the civilianprojection of the moral and psychological statéhef
population by units of the Armed Forces of Ukrainepersonnel of the Armed Forces of Ukraine, which in

discrediting the actions of the leadership oits essence is caused by information the influemce
the country and the Armed Forces of Ukrain¢he consciousness of the servicemen (positive and
regarding the ability to make the necessamgegative), practically coincide with both methodlica

decisions to stabilize the situation; approaches, and its current real status was
manipulating information on the timing of determined, in particular, by the intensity of naga
mobilization (demobilization); informational events in the information space of

untimely  bringing to the military Ukraine during a year, aimed at the personnel ef th
commanders and heads reliable information aboArmed Forces of Ukraine. For this reason, it can be
the decisions of the leadership of the country armtgued that the quantitative and qualitative
the Armed Forces of Ukraine on the solution oéssessment obtained with the help of the developed
problematic issues. methodology generally corresponds to the

As can be seen from the above assessmemformation process, which is the second and most
which is independent on the results of the studyportant sign of the adequacy of the methodology.
with using the developed methodology, th The above comparison results have previously
dominant negative effects on the personnel of ticonfirmed the adequacy, and hence the capacity, of
Armed Forces of Ukraine in both cases are close the methods for detecting and assessing the ldvel o
their contents. This means that both estimates cthe negative informational and psychological impact

be compared with each other. on the personnel of troops (military forces) on the
Firstly, the assessment of the moral anexample of the Ukrainian Armed Forces.

psychological state of the Armed Forces of Ukraine Conclusions.

from the side of the Main Department of Moral and 1.An integral part of the system of

Psychological Support of the Armed Forces ofounteraction to the negative informational and
Ukraine indicates the presence of a negatiyesychological impact on the personnel of troops
informational and psychological impact on themilitary forces), in particular the Armed Forcet o
servicemen as well as indicators in accordance withkraine in general, which should act on a cybecneti
the verified method. This is the first sign of theorinciple, should be a subsystem of detection and
adequacy of the developed methodology. assessment of the level of such an influence, which

Secondly, the conclusion of the Mainwill function on the basis of the appropriate
Department of Moral and Psychological Support aihethodological base.
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2. The main methodological principle of theMO of Ukraine (Forces of Special Operations of
functioning of the subsystem of detection andinistry of Defense of Ukraine), GUSIZ GSH ZS of
evaluation of the level of negative informationatla Ukraine (Directorate-General of Communication and
psychological impact on the personnel of troopmformation Technologyof Ministry of Defense of
(military forces) should be the principle of applyia  Ukraine), CU REB GUOZ ZS of Ukraine (Central
quantitative measure in identifying and assessieg tOffice of Radio Electronic Combat of Directorate-
level of such an effect that will ensure the mamitp  General of Operational Support of Ministry of Defen
of its dynamics and the implementation of a preacti of Ukraine).
strategy in the cybernetic model of counteraction. 5. The previous feature of the assessment of the

3. A promising element for the creation ofadequacy and feasibility of the developed
such a subsystem as part of the overall system @kthodology for identifying and assessing the lefel
counteraction, in particular in the interests o thnegative informational and psychological impact on
Armed Forces of Ukraine, may be the developeghe personnel of troops requires further researthe
method for identifying and assessing the level gfrocess of practical implementation in order taifyla
negative informational and psychological impact okhe level of its adequacy and capacity.
the personnel of forces (military forces) that has Further studies should focus on scientific
passed the initial phase of verification, duringalih support for the implementation of this methodology
its adequacy and capacity have been previoustye example of the Ukrainian Armed Forces, as agll
confirmed. on its correction, if necessary, taking into acddhe

4. The main subjects of the implementation ofesults of the experimental exploitation.
the cybernetic model of the counteraction system
and, consequently, the implementation of th LIST OF LITERATURE
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LleHTp BO€HHO-CTpaTEriyHMX IOoCHikeHb HamioHansHOro yHiBepcuTeTy 00OpoHM YKpaiHu imeHi IBaHa
UYepwnsixicpkoro, Kuis

MeToa0IOTiYHMIA WiAXi X0 CTBOPEHHS MiACHMCTEeMH BHUSBJEHHS Ta OUIHKHU
HeraTUBHOIO iH(GOpMaNiifHO-TICMX0/JIOTIYHOT0 BIUIMBY HA 0CO00OBHMI CKJaj Bilicbk (cHur)
SIK CKJIAI0BOI CHCTEMH MPOTH/III TAKOMY BILUIUBY

Pe3tome. 3amporioHOBAaHO METOMOJIOTIYHUHN MiAXiA 1O CTBOPEHHS TWiJCHCTEMH BUSBICHHS Ta OI[IHKH
HEraTHBHOTO iH()OPMALiHHO-IICUXOIOTIYHOTO BIUTMBY Ha OCOOOBHWil Ckiaj BifChbK (CHJI) SIK CKIaJOBOi CHCTEMH
NpOTU/Ii TAKOMY BIUIMBY, 1J1s1 €(DEKTHBHOTO (hYHKI[IOHYBaHHS SIKOT OyJia po3podieHa Ta BeprdikoBaHa BilNOBiAHA
METOJMKa, L0 JO3BOJISIE KINBKICHO OIIHIOBaTH pPIBEHb HETaTMBHOIO BIUIMBY 3 METOIO BHUIIEPEIKYBaIBLHOTO
aJICKBaTHOTO pearyBaHHs Ha HbOTO.

KirouoBi cioBa: HeratvBHHI iH()OPMALIHHO-TICUXOJIOTIYHAI BIUIMB, CUCTEMa TPOTH/Iii; BUSBICHHS 1 OIHKA,
METO/IMKa, Bepr(iKallis; MmacucTeMa.
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]_[eHTp BOCHHO-CTPATCTUYCCKUX I/ICCJ'IGI[OBaHI/Iﬁ HaHI/IOHaHLHOFO YHUBCPCUTECTA 060p0HLI YKpaI/IHLI HUMCHU
WBana Yepusxosckoro, Kues
MeToaoJIOTHYECKHH MOAX0d K CO3JaHHK IOACHCTEMbI BBLISIBJIEHHS M OIEHKH
HEraTUBHOT0 MH(OPMANUOHHO-TICUX0JOTHYECKOr0 BJIMSIHUS HA JHUYHBIA COCTAaB BOMCK

(cmi1) KaK COCTABHOI YaCTH CHCTeMBbI IPOTHBOAEHCTBHS TAKOMY BJIUSTHHIO

Pestome. [IpeuiorkeH METOOIOMMUECKUH TTIOIXO/] K CO3/IaHHIO MOJICUCTEMBI BBISIBJICHUS M OLICHKH HETaTUBHOTO
MH(OPMALIOHHO-TICUXOJIOTHYECKOT0  BIIMSHUS HA JIMYHBI COCTAaB BOMCK (CHJI) KaK COCTABHOW YacTH CHCTEMBI
NPOTUBOACHCTBUSI TAaKOMY BIMSIHHIO, UL A(QEKTUBHOrO (YHKIMOHMPOBAHHMS KOTOpOH Obuta paszpaboraHa
BepU(UIIMPOBAaHA COOTBETCTBYIOIAs METOJMKA, MO3BOJIIONIAS KOJMYECTBEHHO OLCHMBATH YPOBEHb HEraTHBHOTO
BIIMSTHUSI C LIEJIBIO OTIEPEKAIOILEr0 a/IeKBATHOTO PEarnpoBaHusl Ha HEro.

KioueBble ci10Ba: HeratmBHOE HH(GOPMALOHHO-TICHXOJIOTUYECKOE BIIMSHUE, CHUCTEMa HPOTHBOACHCTBUS,
BBISIBIICHHE U OLICHKA, METOIMKA, BEPH(HKALWS; TOACHCTEMA
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Analysis of the concept of integration platform, is types, properties
and methods for integrating information systems.

Resume.The article reveals the concept of integrationtesysand its role for the Armed Forces of Ukraine.
Analyzed the types of integration, performance amethods of integrating information systems.
Keywords: information systems integration, integration téghes.

Statement of the problem. Recent Integration technology can combine separate
political and military developments forcedfunctionally-oriented IS, unrelated to the
Ukraine to live in the new reality and maketechnological level into a single information
lightning-quick decisions in response to thenfrastructure and saves investments and reducing
current challenges of the XXI century. In termghe cost of implementing new systems and their
of military and political crisis and driving a integration into existing infrastructure. The
hybrid war against Ukraine one of the mosbenefits of integration are reducing the cost of
urgent task was the task of ensuring top officialmaintenance of IS and simplification of the
of command and control different levels ofdecision-making process.
reliable and timely information on logistics, The most effective solution to this problem
management personnel, financial and economis the use of the so-called integration environment
activities and other defense resources to redugethe form of some integration platform.
the time for decision making and timely response The purpose of this paperis defined the
to any external or internal threats and changes aoncept and features of the architecture of the

the situation. integration platform on the basis of analysis @& th
For a long time in the Armed Forces ofleading approaches.
Ukraine for information provision of various Presentation of the basic material.

processes of defence resources managemémtegration platform — software and hardware
developed separate automated, informationnfrastructure that allows you to organize data
analytical and information systems (hereinafter exchange between distributed information systems,
IS), which are not interconnected. Territoriallyto support, monitor and manage component
distributed information infrastructure of thebusiness processes. This is an innovative approach
defence department of the country today ito integration issues, based on the automation of
characterized by the isolation of its componentsross-cutting business processes, in which various
and the isolation of existing IS. information systems are involved.

The fragmentation of IS inevitably raises Integration of data is the aggregation of data
the problem of interaction between these systenis different sources and providing data to users in
in order to obtain the information necessary founiform way.
decision-making. This problem is also due to the Integration of software systems and products
large variety of existing IS that use differentis the exchange of data between systems with
information technologies and standards, formafgossible further processing.
and interfaces for data exchange. In general, this  The main purpose of implementing the
leads to duplication, unreliable and untimely daténtegration platform is to create a single
acquisition, delay decisions, breach of interactiomformation environment in the organization.
between the military control that prevents process The integration platform provides a closer
control and management of defence resources..link between existing systems and provides the

The extent of the problem.One of the basis for automating cross-cutting business
most promising approaches to ensuring thprocesses that represent a set of specific tagks an
interoperability of distributed IS for obtaining functions that engage various departments and
complete and reliable information is the use oinformation systems of the defence department.
integration technologies.
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An integration platform is not a data First is that as the number and functional
storage site, it is only a data federalization eerv diversity of the information systems of the Armed
that allows you to organize integration processdsorces of Ukraine increases, processes of ensuring
for information systems while working on anthe interaction of the integration platform with a
integration platform. The integration platformseparate information system are technologically
performs the following functions: and organizationally complicated. There is also an
- is the place of storage of the meta-model dhcrease in the overhead of providing such

substantive data and provides funds for itinteraction, the frequent occurrence of conflicting

modification; information, increasing the importance of the
-serves as a tool for the creationspeed of data provision, etc.
configuration, execution and control of all Second reason is the flexibility and

integration processes, where the configuration afevelopment of the integration platform in the
the integration process includes the comparisamplementation of new information systems.
of requests for the state (municipal) service and The main purpose of the integration
the necessary information system informatiomplatform is the harmonization and harmonization
based on the meta-model of substantive data; of the data of several information systems.
- determines the mode of data exchange - dntegration platform is equipped with special
request, with the change of data, on schedulspftware adapters for gathering in uniform form
etc.; information from various information systems
- performs verification of the authenticity andrelated to a certain sphere of activity.
consistency of data received from information Data integration involves combining data in
systems. different sources and providing data to users in a
Profits of Integration platforms: unified form. The role of data integration is
- preservation of investments invested inncreasing when the volume and need for the data
existing systems by integrating them into a singlsharing are increasing.
information system by creating a unified Data integration systems can provide data
transport line of the Armed Forces of Ukraine orintegration at the physical, logical and semantic
the basis of a universal communication systenevel. The integration of data at the physical leve
between applications; from the theoretical point of view is the simplest
-increasing the efficiency of managingtask and reduces to the conversion of data from
business processes as a result of the use different sources to the necessary uniform format
complete non-conflicting information from of their physical representation. Integration ofada
several integrated systems and the organizati@t the logical level provides access to data
of "intelligent" data exchange between differentontained in various sources in terms of a single
applications in a unified form in real time; global scheme that describes their joint submission
- reducing the influence of the human factotaking into account structural and, possibly,
and reducing the number of errors wherbehavioural (using object models) data properties.
manually transferring information from the However, the semantic data properties are not
system to the system; taken into account. Support for a single view of
-reducing the time spent on manuadata based on their semantic properties in the
information search in different systems; context of a single domain ontology provides data
- reducing the costs of integrating systems thamtegration at the semantic level.
will be created in the future, by simplifying the When creating an integration system there is
connection to the integrated application systera series of tasks, the compaosition of which depends
and providing already accumulated applicatiomn the requirements for it and the approach used.
information; These include, in particular:
- fast and understandable response to business- development of the architecture of the data
requirements by creating flexible customintegration system;
services; - creation of integrative data model, which is
- reduce the cost of resources for interactiothe basis of a unified user interface in the
between partners and customers through thetegration system;
introduction of Business-to-Business (B2B) and - developing methods for displaying data
Business-to-Client (B2C) technology. models and mapping maps into an integrative
There are two main reasons for the need tmodel for specific models supported by separate
implement an integration platform for working data sources;
with different IS. - integration of metadata used in the data source
system;
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- overcoming heterogeneity of data sources; Continuity of work cyclelntegration and
- development of mechanisms for semantiapgrade of systems almost always should be
integration of data sources. carried out without stopping their functioning,
Factors affecting integration: smoothly, gradually and imperceptibly for the
Accelerating processedDevelopment of organization and its clients;
the defence department requires more and more  Cross-system integratiorlhe docking task
often to change the structure of data, business not limited to the organization's scope, it is
processes, not to mention the design and uscreasingly necessary to integrate with partners,
interface, which is simply constantly in thecustomers, suppliers, contractors and even

change; government structures.

Distribution. Tasks can be solved more The meaning of integration is that the data
complex, logical, organizational andthat the wuser enters into one system s
geographical dispersion appears; automatically transferred to another. The product

Heterogeneity. In a large project, it's in which the user enters the data is called the
almost never possible to stick to platforms andource. And the recipient of the data, respectjvely
tools from the same manufacturer, so you have the receiver.
take into account and maintain the peculiarities of Quite often data is transferred in both
several platforms; directions, for example, after transformation ie th

Heredity. The impossibility of completely receiver system, the results are sent back to the
abandoning  outdated systems, obsoletgource. That is why integration is both one-way
technologies, and old hardware, which, by thand two-way.

way, sometimes give quite good indicators of It should be understood that the integration
reliability and performance, but in no wayof information systems integrates precisely the
contribute to integration. data, and only then the technical implementation of

Chaotic. It is not always possible to fully the channel, method, data format. In this regard,
formalize, refine and structure the data, and pattbhe main problem that occurs when integrating is
of the model remains "weakly related”, which ighe problem of data quality. There are also
not exposed or poorly subjected to machinerganizational difficulties and complexity of
processing, analysis, indexation, calculation;  technical implementation of processes.

Conditionality. Unfortunately, information Consequently, the typical integration
systems are limited not only by the technicaproblems associated with the quality of data,
framework, but also by the habits of peoplénclude: inconsistency of integrated data, dudéo t
(which are difficult to retrain), the peculiaritie§ lack of a company's unified master data
legislation (which is simply not ready for themanagement system; not giving the importance of
appearance of such systems), many other fact@geofiling, analyzing and clearing data before
not dependent on the developers; implementing integration processes.

Interactivity. The consumer of information In  summary list of organizational
constantly raises his expectations about the spedifficulties it should be noted that these include:
of the reaction system, the speed and speed of -lack of responsible for the integration
delivery of information. Most processes tend tgrocesses;
be implemented in real time; - insufficient administrative  resource or

Mobility. The user of the systems began tantimely use of it;
move faster, and the interaction with him is - lack of responsible data quality;
through the public communication channels in - closure of escort services and developers of
transport, at home and in the street, in publimformation systems;
places and everywhere; - not drawing to the analysis of data and further

Security.While the data was stored on thedevelopment of business rules of transformation of
carrier inside the protected area, especiallthe subject experts.
nobody cared about encryption, but now the Typical technical problemsof integration
network packets fly in the air and this can not benclude:
ignored; - definition of data source / receiver;

High-capacity.Complexity of integration - analysis of source data;
is influenced by: the number of users in the - choice of integration tool;
system, the intensity of the flow of data, the - harmonization of formats,
amount of data and resource-intensive - method and frequency of data exchange
computing; (harmonization of the rules of integration);
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-design and development of integratiortime, data can be transmitted both in its original
processes; testing; industrial exploitation. form and with the implementation of the necessary
However, almost always the maintransformations.
difficulties arise at the stages of development and The guarantee of quality integration of
testing. But the reasons for their appearance aapplications and business processes is the
laid before. integration of data and database systems.
From  software  development and At this level for the purpose of integration
application development models, there are thregata should be:
levels of software integration: data integration, 1) identified (i.e. their location in the
service integration, and process integration. distributed system is indicated);
Nowadays, two approaches are most often 2) catalogued;
used: point-to-point integration and service bus 3) a metadata model (i.e. a description of the

integration. data) should be constructed.
There are five levels of integration After the completion of these three stages,
available: data can be shared or used in database systems.

I. Integration of business processes —based @ Among these standards are known
on the definition, implementation and specifications:
management of information exchange processes 1.COM / DCOM (Component Object

between different business systems. Model / Distributed Component Object Model) by
II. Application integration — based on theMicrosoft;

integration of data or functions of one program 2. Enterprise Java Beans - EJB (main

with another, which ensures integration, is closeompetitor of DCOM) with Java Remote Method

to real time. Invocation (Java RMI) protocol by Sun
lll . Data integration — based on theMicrosystems;

identification and cataloguing of data for the 3. Components specification in the CORBA

purpose of their further use. architecture supported by the OMG consortium;

IV . Standard-based integration is based on 4. Standards for component development of
the use of standard data formats (such aA/eb applications offered by the World Wide Web
CORBA, JavaRMI, XML). Consortium (W3C) — XML (Extensible Markup

V. Integration of platforms — refers to theLanguage).
processes and tools through which systems can As a rule, application integration tools in
provide a safe and optimal exchange ofhis tool group are middleware software services.

information. Such services are sometimes referred to as bundled
Integration of business processes is thsoftware. They provide a transparent application of
automation of business processes of aapplications in heterogeneous network

organization based on a unified infrastructure foenvironments, providing them services with
the creation and management of businespplication programming interfaces (API) to
processes. This integration allows you to mergmteract with parts of applications distributed
into a single business process the actioracross different nodes of the corporate network.

performed in various application systems. Such Middleware services primarily include

integration allows: Remote Procedure Call (RPC), messaging
- to model business processes; (brokers) and Object Request Brokers (ORB),
-to ensure compliance with the rules oftransaction monitors.

business processes; Thanks to the use of the above standards for
- provide users with a single interface forcomponent development of applications, it is

tasks within business processes; possible to widely implement in practice the
-to provide control over the execution andoenefits of reusing components - increasing

audit of business processes; productivity in design, ease of use, uniform
- make changes in business processes application structure.

accordance with business requirements; To complete the integration of systems —
-get data for analyzing business proceslsasic architecture, hardware, and software — it is

execution and optimization. necessary to integrate heterogeneous network

Application integration by data is the segments.
organization of interaction of applications with Platform integration refers to the processes

data transmission, between these applicationand tools by which these systems can provide a
without modification or with  minimal secure and optimal exchange of information. As a
modification of applications itself. At the same
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result, data can be freely transferred to different Use of semantic integration methods will
programs. help solve this problem. To date, it is actively
Within the “client-server” direction there developing and a promising area of research.
are two main “dialects”: “thin” client and “thick”
client. LIST OF LITERATURE
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powerful database server is used — a high B3V K. B. Higopuatnonisie cucrems B
. sxonomuke / K. B. Banaus,
performance computer and a library of so-calleg'B. B. Vi, — M. - Jlammcos 1 Ko, 2015, — 395,

_stored procedures t[hat a_IIOW computations th%t Buayrosa A. A. MHbopManioHHBIE TEXHOJIOTHH !
|mplement the basic logic of data processing yyes. noco6ue / A. A. Berayrosa, B. H. Brayros, E.
directly on the server. A. Imutpuesa, I. T1. I{anko. — Tomck : Tom.
The client application, accordingly, mnomurexn. Yu-1, 2011. — 84 c.
imposes low requirements for the hardware of thé I'apcua-Monuna I'. Cucremst 6a3 nauubIx. Ionubrit
workstation. kypc / I'. Tapcua-Monuna, k. Yiseman, k. YugoMm.
A thick client in client-server architecture — M. : Bunbauc, 2003. — 1088.
is a computer that provides enhance&' Tlomuupiaa O. I1. MHbopMaoHHbIe CUCTEMBI : yueO.
functionality regardless of the central server. nocobue st By3os / O. I1. Fomuupina, H. B,

. . . Makcumos, U. U. ITornos. — M. : DOPYM, 2009. —
As a rule, the server in this case is only a 495,

data stor.e, and all work on processing a”§.3ayq)ep1“. 111267105 /U1 HE(OPMAIHOHHOTO
presentation of these data is transferred to theepguca / 3aydep Tonrep, Moit Censra, Doiin

client machine. Jleiin, Bt Mateioe. — URL
Advantages of a thick client has: http://www.ibm.com/developerworks/ru/library/ws-
- wide functional unlike thin; soa-infoservl/, 2007.
- mode of operation of many users; 7. Myouna O. O630p narrepHoB npoexruposanus / O.

- provides the ability to work even when Ayousa.—URL: _
breaks with the server: http://zeus.sai.msu.ru:7000/SE/project/patternght4.

- high speed. ml#5.2.1, 2005. .
Disadvantages is: 8. UadopmanmoHHBIC CHCTEMBI B 3KOHOMUKE : yuel.
9 ) Jutst By30B / iox pex. mpod. I'. A. Tutoperko. — M. :

- large d_IStrIbUtlon; ) IOnutn-Ilana, 2012. — 464.

- much in the work of the client depends 0omy. Yepuax JI. EDA kax ouepemmas mixapnarus SOA /
which platform he was developed; JI. Yepnsik // Otkpeiteie cucrembr. — 2006, —Ne 9.
- problems with remote access to data; 10.Yepnsx JI. MnTerpamus 1aHHLIX. CHHTAKCHC U
- quite complicated installation and cemanruka / JI. UepHsk // OTKpBITBIE CHCTEMBL. —

configuration process; 2009. —Ne 10.6

-the complexity of the renewal and thell.Jlonmon Jlx. Yrpasnenue HHQOPMAIMOHHBIMA
irrelevance of the data associated with it. cuctemam. — 7 m3. / %’K'THOHHOH' K. Jé‘ﬁ*go_ﬂ*
Conclusions.Today's information systems P ¢ 3t noxpen. JI. P. Tpyruesa. — CII6. -

tivelv d loDi d th | IMurep, 2005. — 912. — Cep. «Knaccuka MBA»
are actively developing, an € volume Of:I.2. Ceutun6enk I1. Co3ganue 6u3Hec-Tporiecca ¢

processed data grows exponentially, and the forr‘nHOMOHlm unctpymentos Rationaln WebSphere 1.

of their presentation is also changing. Combining Ceurnuéenx, X. Baasm, k. Xu. — IBM Redbooks,
data from all the information systems used by the2007.

defence department will be rather difficult, andL3. Luckham D. The Power of Events: An Introduction
the change of such systems can be quiteto Complex Event Processing in Distributed
expensive. Enterprise Systems / David Luckham // Addison-

Existing techniques for integrating data for \Wesley Professional. 2002. — 1 ed. _
tht4- Rahm E. A Survey of Approaches to Automatic

a complete solution to this task lack bo ht _ - .
- ; Schema Matching / Erhard Rahm, Philip A. Bernstein
scalability and functional coverage. These 1/ VLDB JOURNAL. — 2001,

approaches mainly focus on simply moving data
from one system to another and applying
transformation and aggregation to data elements.

73



Research papers ctilamf the Center of military and strategic stisdag the 2(60), 2017
National Defence University of Ukraine named aftem Chernyahovsky
The article came to the release 06.07.2017

Kipniunikos 10. A., K.T.H.;

Anapomyk O. B.;

Herpymen M. B.

LleHTp BO€HHO-CTpaTEriyHMX IOoCHikeHb HamioHanesHOro yHiBepcuTeTy 00OpoHM YKpaiHu imeHi IBaHa
UepusixoBebkoro, Kuis

AHaji3 MOHATTA iHTerpamiiHoi mjaarpopMu Ta MeTOAIB iHTerpaumii JaHUX
iHpopManiiiHMX cHCTeM yNpPaBJIiHHS 000POHHUMH pecypcaMu

Pe3tome. CraTTsi po3kpHBae MOHATTS iHTerpauiiHoi cucremu Ta ii pons mus 30poiHux Cun Ykpainu.
[TpoananizoBaHO BUIM IHTETPALIHHUX CUCTEM, XapaKTEPUCTUKH Ta METO/IU iHTerparii iHpopMaIiifHUX CHCTEM.

Kurouosi cioBa: inpopmariitai cucremu, 36poitai Cunn YKpailu, iHTerpallis, METOIU iHTeTpallii.

Kupmnunukos 10. A., k. T.H.;

Anpomyk O. B.;

ITerpymien H. B

L[eHTp BOCHHO-CTPATCTUYCCKUX I/ICCJ'IG,HOB&HI/Iﬁ HaIII/IOHaHLHOI‘O YHUBCPCUTECTA 060p0HLI YKpaI/IHLI HMCHHU
NBana Yepnsaxosckoro, Kues

AHAJIU3 NMOHATHSA HUHTErPALMOHHON MIAT(OPMBbI, ee BUIAbI, XaPAKTEPUCTUKU M METOIbI
HHTerpanun UHGOPMALMOHHBIX CHCTEM.

Pe3tome. CtaThsi pacKpbhIBacT MOHATHE WHTETPAIMOHHON CHCTEMBI M €€ poiib Ui BoopyxkeHHbIX Cuil
YKpaI/IHI)I. HpoaHaHI/BI/IpOBaHLI BUABI HHTCTPALMOHHBIX CHUCTEM, XAPAKTCPUCTUKU U MCTOJAbl HHTCTpallun
I/IH(l)OpMaHI/IOHHLIX CUCTEM.

Kmoqem,le cJIoBa: I/[H(l)OpMaIII/IOHHLIC CUCTEMbI, UHTCTpalUs, MCTOJAbl UHTCTPALIUU.

74



INFORMATIZATION AND MANAGEMENT OF INFORMATIZATION OF THE AR MED FORCES PROJECTS

UDK 006.022(477)

A. Rybydajlo, Ph.D;
A. Tureychuk, Ph.D;
A. Prokopenko;

O. Rozumny

Center for Military and Strategic Studies of thetibaal Defence University of Ukraine named aftearv
Chernyhovsky, Kyiv

Features of the development of technical regulatianfor the
management of the life cycle of information systemis the military
department

Resume The article analyzes the problems concerningdinelopment and implementation of technical
regulations for information systems and formulatesposals for their solution.
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information system (IS).

Formulation of the problem. During the The solution of the above task requires
last decade, a number of legislative acts haveview and improvement of the regulatory
been adopted in Ukraine aimed at the creation afrdmework of the technical regulation system, the
further development of information infrastructureamain priority of which is to ensure the safety loé t
in the state [1-4]. use of existing (and developing) elements of the

Informatization of the Armed Forces ofinformation infrastructure.

Ukraine is an integral part of state informatizatio Technical regulationis the legal regulation of
and includes the process of creatiorfelations in the area of the establishment, apiitioa
implementation and application of moderrnd enforcement of mandatory requirements for

methods, systems and means of receivina/mduas or related processes, systems and services

processing,  storing, transmitting and  usin ersonnel and bodies, and verification of compkanc

information in various fields of activity of the ith conformity assessment and / or market
y surveillance.

Armed Forces of Ukraine in peacetime and war Technical regulation is carried out through

time. The main tasks of informatization of thene 4qoption of technical regulations (TR) in order
Armed Forces of Ukraine are set out in the Ordeg et the life or health of citizens, propenfy
of the Ministry of Defense of Ukraine No. 80inqjiquals or legal entities, state or municipal

dated February 24, 2010. “On Approval of they.o ety prevention of misleading actions by
Concept of Informatization of the Ministry of ., cumers.

Defense of Ukraine” [4] and special programs. The urgent task is to develop a technical

_The Order of the Minister of Defense ofyoqjation on the management of the life cycle of
Ukraine dated August 15, 2006 1773 approved intqrmation systems in the Ministry of Defense of
the Action Plan for the Implementation Ofyyraine, taking into account NATO standards,

Defense Reform in 2016-2020 (hereinafter - thgq rines and recommendations and the experience
Plan), the purpose of which is the acquisition angk i« leading countries of the world
maintenance by the defense forces of the required Analysis of recent research  and

level of combat readiness, effective response [ jications. The issue of developing a technical
emerging military threats and _rmhtary- po"t'calregulation on life cycle management of
challenges to national security. One of thgomation systems (IS) is highlighted in
strategic objectives of defense reform is thg cessinle sources. In particular, the following
combined management of defense forces, Ca”?gestions are considered [5-7]:

out in accordance with the principles an - stages and models of the life cycle of IS:
standards adopted by NATO member states. The  _p.qic and auxiliary processes of the life
corresponding task of the Plan is the developmeg.|c.

and introduction of a system of standards an " IS Life Cycle Standards.

guidelines for the management of the life cycle of

. o However, the peculiarity of the development
information infrastructure systems.

of a technical regulation on the management of the
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life cycle of IS in the military department havingobtained, the methods and means that are
not been identified. necessary for the performance of the work, the role
The purpose of the article is a and responsibility of the participants, etc. are
comparative analysis of world and domestidetermined.
experience in managing the life cycle of IS. Full JVvC IS includes: planning, analysis,
Presentation of the main material.Life design, implementation, implementation and
Cycle (LC) of the information system (IS)operation.
throughout the existence of the system from the ~ Many leading corporations (institutions)
beginning of development to the end of its usg the world are engaged in the development of
[3]. o _IP, JCS systems, software.
The process of designing an IP describes  Rational Softwaréas proposed LC IS to
:E’)% divided into four stages. The boundaries of
of stages (stages) of execution of works. (g,.(é\\ch.stage. are Qetermlned by the momentg of
For each stage, the composition anfjme in which it is necessary to make certain

sequence of the work performed, the resul@ecisions (Table 1).

in the form of JSS IP, presenting it as a seque

Table 1
Ne | STAGETITLE STAGE CONTENT
The scope of application of IS is determined arellibundary conditions are determined |by
I | Initial Stage the identification of all external objects and ftiopal capabilities of IS, to determine the
nature of the interaction of IS with external oltgeat a high level.
I Stage An analysis of the architecture of the IS is beampducted, the possibilities of the IP are
clarification described taking into account the interrelationshiptween its separate components.
111 Design stage | The finished IS is being developed, ready for tfant the user.
Stage of
IV | transmission of | Developed IS are transmitted to users.
IS into operation

The ISO12207 standaid the basic NATO the LC of the IS software from the
standard for the processes of the LC IS and tconceptualization of ideas to the completion of the
software (SW) is oriented on various types of S\LC. The standard describes the 5 main processes of
and IS projects, where the SW is part of. TFLC of the IP and software (Table 2).
standard defines the strategy and general order in
the creation and operation of the SW; it covers

Table 2

Ne TITLE OF THE
PROCESS

I | The acquisition process

CONTENT OF THE PROCESS

Identifies the actions of a consumer who purchasesAS (IS), software
product, or software service.

Determines the actions of the manufacturer (supptleat supplies the use
with an IS, a software product, or a software sErvi

=

IT | Delivery process

T The development Determines the actions of the developer, which kbgae the principle of
process building an IS and a software product
The process of Det_ermines the activities (_Jf the operator—opera_twhi_ch prc_>vides the
v maintenance of the system in the process of itsatipe in the interests df

functioning USers

Determines the actions of the support personndtiwprovide support for th
V | The process of escort | operation of the IS, a software product, whichhis imanagement of softwafe
product modifications, support for its current sgaand functional suitability.

\1%

The Rational Unified ProcegRUP) offers  not stop, then the received product continues to
an iterative development model that includes fourdevelop and again will pass the same phases. The
phases: start, research, design andessence of RUP’s work is to create and maintain
implementation. UML-based models (Unified Modeling Language

Each phase can be broken into stages a language of graphical description when
(iterations), resulting in a version for internal o developing software, modeling, system design,
external use. The passage through the four maimnd displaying organizational structures).
phases is a development cycle, each cycle The Microsoft Solution FrameworViSF)
completed by the generation of the systemis similar to RUP, and also includes four phases:
version. If after that the work on the project doesanalysis, design, development, and stabilization.
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It is an iterative, involves the use of object- When creating the AS (1S), software, when
oriented modeling. MSF is more focused on state organizations in Ukraine act as customers,
developing business applications than RUP. GOST are used: series XXX, 34XXX andP/]
Extreme Programming (XP). Extreme 50-34.698-90 [8-10].

programming (the newest among the considered The basis of the national regulatory
methodologies) was formed in 1996. At the coreframework in the field of documenting software
of the teamwork methodology, effective is a set of standards for the Unified
communication between the customer and theDocumentation System (UDS). The UDS
executor throughout the entire IP developmentstandards (GOST 19.XXX) are of a
project. The development is carried out usingrecommendatory nature. Including, this applies to

successively modified prototypes. all other software standards (GOST 384X,
At the NATO level, the main normative International Standard ISO/IEC, etc.). The main
documents on JS IS are as follows: and most part of the ESPD system were

- doctrinal document NATO Policy for developed in the 70's and 80's many of the
Systems Life Cycle Management (C-M- (2005) provisions are obsolete, lost their relevance and
0108); need to be reviewed. It can be argued that most of

- doctrinal document Allied Joint Doctrine the UDS standards are obsolete. Among the main
for Communication and Information Systems shortcomings of the UDS include:

(AJP-6) (for communication and information - orientation to a single, “cascading” model
systems); of the LP software;
- STANAG 4728 System Life Cycle -lack of clear recommendations for
Management; documenting the quality characteristics of
- AAP-48 NATO System Life Cycle software;
Processes (LC processes); - absence of system communication with

- AAP-20 NATO Program Management other existing domestic systems of standards for
Framework (NATO Life Cycle Model) (NATO LC and documentation of products;
Program Management Structure); -lack of recommendations on the
- STANREC 4755 Reference Documents composition, content and formatting of promising
on Life Cycle Costs (reference documents for thedocuments on software, consistent with the

cost of JC); recommendations of international standards.
- STANAG 4728 is actually a “cover” for Highly developed countries, in particular
three documents: Japan, the United States, Canada, Australia,
ISO/IEC  15288-2008: System and Germany and other countries are pushing for their
software engineering - System life cycle technology through standardization and technical

Processes (system and software engineering); regulation, mostly active in the International
AAP-20 Edition C Program Management Organization for Standardization (ISO), the
Framework (NATO System Life Cycle Model) International Electro technical Commission (IEC)
(software development system); and the International Union Telecommunication
AAP-48 Edition B for the NATO System (ITU).
Life Cycle Processes (specifies the effect of the In our country, the UDS directives are
provisions of ISO / IEC 15288-2008 for NATO). implemented through the TR. They have the
NATO has long been dealing with LC status of normative legal acts of executive power,
issues for obvious reasons. The Alliance is athe requirements of which are required by the
collective organization where each participantLaw of Ukraine “On Standardization” [11]. This
provides certain resources that need to interacts different from the standards that have been
effectively and often in real time. The resourcesgranted the status of regulatory documents. The
and IS of the Allies are developing independentlyprovisions of the latter are of a recommendatory
and in their own programs, which requires anature. TR as normative legal acts are interagency
certain level of IS interaction. and registered by the Ministry of Justice of
In Ukraine, ISO/IEC 12207, 15288, 15289 Ukraine.
and some others adopted in the latest/up-to-date The distinguishing signs of the Technical
versions by the method of verification, without Regulation and the Standard for products are
translation. That is, we have and can use the basigiven in Table 3
standards for ZHC IPs.
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Table 3
Regulatory aspects Comianbna
Document Status Nature of use [ Tg the document
To products poib
as a whole
1. List of products
and processes.
2. ldentification Requirements for
Technical . rules. product and process  Providing
. Legal act Required . .
regulations 3. Requirements. safety security
4. Rules and forms$  characteristics
of conformity
assessment.
Requirements for
Standard Standardization Voluntary Technical all technical Ensuring
document requirements (consumer) Competitiveness
characteristics
Thus, a two-tier structure of normative At present, technical regulations are

and regulatory documents is created: approved by the Ministry of Justice of Ukraine and

technical regulation Containing mandator pUb“Shed in the Official Journal of Ukraine. The
requirements, and standards containirState Enterprise “Ukrainian Research and Training

. .. Center for Standardization, Certification and

;/r(\)(lutg?r:%i:at)lrrrgzuzlia?t?or::les harmonized WItQuality’j on beh_alf of the State Cons_L_Jmer Standard
According to the L:aw of Ukraine “On of Ukraine pubhshes the TR. In addltlon, the Or_der
ratification of the Partnership and CooperatioOf the S_tate Commlttge of Ukrame for Technical
A t bet Ukraine and the Europe Regulation and Technical F_’ollcy dated 14.12.2010
greement between P€No 567 approved a working program for the

Communities and their member states” [12] it 'development of technical regulations for the period
planned to develop on the basis of the reIevaUIO to 2020

European directives and implement more th¢ Procedures for the development and

100 TR. As of the beginning of 2017, more tha : - : :
adoption of technical regulations are explained by
50 TR were approved. Some of them Welihe  relevant laws  and methodological

adopted by the resolutions of the Cabinet « : ; ) .
Ministers of Ukraine, the rest by the orders Orlecommendatlons, which are given in Table 4

State Consumer Standard.
Table 4

No TITLE OF THE DOCUMENT
1. | The Law of Ukraine “On Standards, Technical Regofest and Conformity Assessment Procedures’, as
amended on October 16, 20825463-VI

Law of Ukraine “On Confirmation of Conformity”, @snended on October 2, 20§25312-VI
3. | Rules for drafting acts of the Cabinet of MinistefsUkraine, approved by the Government Decree of
September 6, 2008 870
4. | Regulations of the Cabinet of Ministers of Ukrairsmproved by the Resolution of the Cabinet| of
Ministers of Ukraine dated July 18, 2007.

5. | Guidance on the implementation of directives basedhe "New Approach" and “Global Approac
guidelines (European Communities, 2000)

In accordance with the tables in Table 4 In carrying out the task of the Minister of
documents, the State Committee of Ukraine obefense of Ukraine regarding the development of a
Technical Regulation and Consumer Policyechnical regulation on the management of the life
formulates the Guidelines for the elaboration ofycle of information systems (IS) at the Ministry o
draft technical regulations adopted by the Cabin&tefense of Ukraine, it is appropriate to take into
of Ministers of Ukraine (hereinafter referred to asccount global experience in managing the life
the Recommendations). These Recommendationycle of IP and the state of information
contain general advice on the structure, contemtanagement processes in the Armed Forces of
and design of technical regulations, the order &fkraine. The most knowledge-intensive task is to
their development and approval, as well as th@epare the text of the draft TR (Phase Il of the
content of implementation measures. Accordindraft TR). In [13] sets out the main requirements
to the Recommendations one can submit far the text of the TR, which are presented
procedure for the development of the Technicgraphically for the convenience of the perceptisn a
Regulations as shown in Fig. 1. shown in Fig. 2.

N

J-.
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DEVELOPMENT OF TECHNICAL REGULATIONS

| GROUNDS FOR DEVELOPMENTR |

- Availability in Work Program Developmefi;
- by decision of state authorities;
- in case of immediate (urgent) development

FORMATION OF THE WORKING GROUFI

The specialists of the relevant central executdybas well as representatives of:

implementing organizations, should be includethnical committees on standardization of produegulated b
TP; State Consumer Standard of Ukraingher interested central executive bodies and d@gtons; leadin
manufacturers of products or their affiliates.

DEVELOPMENT OF THE PROJECTR

I. An analysis of the information on the presenceaifonal and European standards, which, i
case of confrontation, is evidence of conformitypodduction with the requirements of this TR.

|Il. Preparation of the text of the draft TF

n |IH. Publication of the draft TR |_ Term of consideratioR = 30 days from the date of promulgatign

L |IV. Develop comments, suggestions and comme}nts
|_

n Ministry of Economy of Ukraine; Ministry of Finanad Ukraine; State

Consumer Standard of Ukraine; other ministries, wilee products
l_ (services) are created and operated or monitotate Enterprise of
Ukraine;Ministry of Justice of Ukraine

|V. Approval of draft TR

VI. Preparation and submission of the final draft @fhe central executive
body in the field of technical regulation

PROPOSITION OF THHR PROJECT TO THE STATE OF UKRAINH

Draft resolution of the Cabinet of Ministerof Ukraine on approval of the technical regulagiand annexe
thereto, which are planned by the heads of intedestntral executive bodies.

Explanatory note.

Certificate of approval.

Minutes of coordination of proposals.

The decisionof the State Enterprise of Ukraine on the appro¥al draft regulatory act.

Conclusion of the Ministry of Justice on compliance with ttheft resolution of the Cabinet of Ministers
Ukraine on the approval of the technical regulatitmthe legislation of Ukraine.

Conclusionof the Ministry of Justice of Ukraine in relatitm conformity assessment.

Fig. 1

SET OF
DOCUMENTS

Over the past few years, the Ministry ofand integration into a single information
Defense of Ukraine has paid considerablenvironment.
attention to the automation of management Thus, the current trend in the IT field is the
processes. In this case, many IS are creatested to ensure the exchange of data between
which provide data and necessary analyticdifferent information systems. The rules of
calculations of individual processes ofinformation interaction should characterize the
management of administrative and economiesponsibilities of the interacting parties, thetdi
activities of the Armed Forces of Ukraine.and structure of the data transmitted and received
Information between systems is transmittethe schedules and frequency of the exchange, as
electronically to magnetic (optical) carriers. Fowell as other information that contributes to the
some reason, the developed systems do not hawglementation of the conditions for a qualitative
a planned interconnection, that is, each of theimformation exchange. Creating such a Regulation
works separately. Given the prospect, from thean be considered as an independent task or include
point of view of world experience, the use ofelevant requirements in the section “Basic Product
such systems raises questions about tHequirements” of the draft TR on the management
expediency of their future development andf the life cycle of information systems in the
improvement. The possible direction of the use dflinistry of Defense of Ukraine.
existing systems is their refinement (if necessary)
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STRUCTURE AND CONTENTS OF THE TECHNICAL REGULATIONS

Domestic and international normative acts on the basisto€éwTR is developed.

Determine the subjects who must comply with the requiremeftie TR.

The basic terms and definitionsare given, or reference is made to the relg
legislative and regulatory documents.
Terms Mandatory requirement that the introduction into circulation in Ukrairof product
(services) is allowed only subject to complianceghwthe TR in case of propg
installation, maintenance and use of products i&esy.

Actions that must necessarily be taken by the supplieprofducts in cases
violations of TR requirements.

The exact definitior of products (services) that are subject to TRvsmi
Requirements for: product safety are formulated; designs (as needed);
Basic requirements for composition of products and their constituent paitstallation and production

products (services) | |products; materials from which products are madsglification d the personnel wh
manufactures and serves products; product packagirayiuct labeling; operatior
documentation and relevant information accompanpioglucts, etc.

The modules (complexe) of unified procedures for assessing the confgrnoi
products (services) to Wwth the TR is distributed are selected. Modules (zewes
| must comply with the Directives or take into accotlne requirement of Articl&3 of the

Conformity assessmen

procedures Law of Ukraine “On Standards, Technical Regulatiamsl Eligibility Assessme

Procedures”.

The requirementsfor the composition of the technical documentafimnthe produg
(process, service), which must necessarily be fthen manufacturer (supplier), 4
formulated.

The declaration of compliance is presented.

Fig. 2. Structure and contents of the technical ragations

Conclusion In order to fulfill the task of 9.I'OCT 34.602-89 T3 na coznanue AC)
the Minister of Defense of Ukraine regarding thd0.Meroxuuni  Bkasisku ~ PJI  50-34.698-90
development of a technical regulation on the (TpeOoBanMs k conepiKanuio JOKYMEHTOB) .
management of the life cycle of informationll3akon Vkpaiuu = “llpo —cranpaprusauiio” sin
systems (IS) in the Ministry of Defense of 11,7'05'200]13' Ne 2‘_10?];"'_/55“9'(”130“3““ pecypc;'/_ N
Ukraine, it is advisable to carry out the relevant ERGIM JOCTYTY pJjizasonrada. gov.ual cgl

: bin/laws/main.cgi?nreg=2408-14. Haspa 3 expana.
research work, the result of which should be thg, 3,4 pra-l-HHg--Hpo gamq)imui}o Yrou pr

content of the TR MApTHEPCTBO 1 CHIBPOOITHUITBO MK YKpaiHOO 1
€BponelicbkuMu CriiBTOBapUCTBaMH Ta iX
LIST OF LITERATURE nepkaBamu-wieHamu” Bin 10.11.94p. No 237/94BP

. . [Enextponnuii pecypc]. — Pesxxum moctymy :
1.3AKOH YKPAIHU six 4.02.1998p. N 75/98BP http://zakon.rada.gov.ua/cgi-bin/laws/main.cgi?—

#IIpo  Konmemmiro  HarmionansHoi  mporpamu
inpopmaruzamii’.

2.3AKOH YKPAIHU Bix 13.09.200%. N 2684-IlI
»1Ipo HamionansHy nporpamy indopmaTu3zaitii’.

3.3AKOH YKPAIHU six 9.01.200p. N 537-V ,IIpo
OCHOBHI  3acaain  pO3BHUTKY  iHQoOpMauiHOTO
cycninberBa B Ykpaini Ha 2007-201%oxku”.

4. HAKA3 MO YKPATHU Ne80 sin 24.02.201f. ,ITpo
3aTBEPLKCHHS Konuermit iHpopmaruzawii
MiHictepcTBa 060poHH YKpaiHu'.

5. ACTY 3918-1999 (ISO/IEC 12207:1995)porecu
JKHUTTEBOTO LIUKITY IPOrPaMHOTO 3a0e3eyeHHs

6. HopmatuBHO-TIpaBoBi  akTh YKpainu. TexHiuHi
permamenTd : y ABOX Bum. Bum. 1,2 [/ ykman.:

Haszga 3 expana.

13.Posnopsymkenns JepkaBHOro KOMiTeTy YKpaiHu 3
MUTAaHb TEXHIYHOI'O PEryJioBaHHS Ta CHOXHBYOI
moaitukr Big 31.03.2008p. Ne 6P Pexomenmarii
1010 PO3POOJICHHS TPOEKTIB TEXHIYHUX PETIIaMEHTIB

€. Kosup, A. lypy0bypa. — K. :
HepxcmoxuscTangapt Ykpainu. 2004, — 174,
7. ABTOMAaTHU3UPOBAHHbIE uH(pOpMAaIMOHHbIE

TEXHOJIOTUH B 3KOHOMHUKe: yueOHuK / Tlon pex. mpoo.
I'. A. Turopenko. M. KOHU T U, 2005.
8.TOCT 34.601-90 Cranuu co3nanus AC)
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Puoupaiiio A. A., K.T.H., C.H.C,

Typeiiuyk A. M., K.T.H.;

IMpoxkonenko A. C.

Po3ymunii O. 1.

LleHTp BO€HHO-CTpaTEriyHMX IOoCHikeHb HamioHanesHOro yHiBepcuTeTy 00OpoHM YKpaiHu imeHi IBaHa
UepnsixoBebkoro, Kuis

Oco00,1uBOCTI PO3P00JIEHHS TEXHIYHOI0 pPerjiaMeHTy 100 YNPABJIHHA KUTTEBUM
IMKJIOM iH(pOpMaLiiHUX CHCTEM Y BOECHHOMY BiTIOMCTBi

Pe3tome. ¥V cratTi 3xiiicHeHO aHali3 cTaHy NMpo0JeM, CTOCOBHO PO3POOKH i BIPOBAKEHHS TEXHIYHHUX
peTIaMeHTiB s iHpOpMAaIiHHUX CUCTEM Ta cHOPMYITBOBaHI MPOITO3HUITIH 100 X BHPIIIICHHS.

Karouosi cioBa: texuiunuii pernmament (TP), permamenr, crangapt, iHdopmaiiiina texuosoris (IT),
mupektuBa €C, indopmaniiina cucrema (IC).

PriObIgaiiiio A. A., K.T.H., C.H.C.;
Typeiiuyk A. M., K.T.H.;
IMpoxonenko A. C.;

Po3ymusriii O.J1.

IleHTp BOEHHO-CTpATErHUECKUX HCCleoBaHul HarmoHampsHOTO YHHUBEpCHUTETa OOOPOHBI YKPaWHbl HMEHU
MBana Yepusxosckoro, Kues

OcobenHocTH pa3padOTKH TEXHHMYECKOI0 PerjiaMeHTa M0 YNPaBJIeHUI KU3HEHHbIM
IIUKJIOM I/IH(l)OpMaIlPlOHHbIX CHUCTEM B BOCHHOM B€IOMCTBE

Pe3rome. B craTse ocymiecTBiIeH aHAIH3 MPOOIEM, OTHOCHTENFHO Pa3pabOTKH U BHEAPEHUS TEXHUIECKUX
perIaMeHToB s HH(POPMAIIMOHHBIX CHCTEM H C(OPMYIHPOBAHBI MPEIIOKEHHIS [0 UX PEIICHHUIO.

KarwoueBble ciioBa: Texuunueckuii pernmament (TP), pernamenT, ctaHgapt, HH(GOPMAIMOHHAS TEXHOJIOTHS
(UT), mupexrusa EC, nadopmanuonnas cucrema (MC).
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Features of Contemporary Conceptual Architecture G& Military
Platform

Resume.The article reveals the features of GIS architecand its role for the Armed Forces of Ukraine.
The analysis of modern GIS architectures and tbaptation to military appointment in NATO is calesied. The
taxonomy approaches are presented to achieve anstit approach to the concept of NATO framework
architecture.

The article reveals the features of GIS architectaind its role for the Armed Forces of Ukraine. The
analysis of the preconditions for the transitioratsingle GIS platform and analysis of NATO apphezcto the
implementation of modern C4ISR-type architecturas been carried out. The necessity of using theitaoture
of enterprise in the implementation of GIS platfoisrdetermined. The conceptual features of the @&&orm
implementation strategy are presented and somenreeadations are given.

Keywords: framework architecture, enterprise architect@4/SR, evolution C4ISR.

Resume.The article reveals the features of GlSstrategic) with specific features of the basic
architecture and its role for the Armed Forces O(f:apabilities.

Ukraine. The analysis of modern GIS architecturat a NATO uses architectural approaches to the

their adaptation to military appointment in NATO is'mplementation of information systems. The term
considered. The taxonomy approaches are presemteci

. . E41SR" is defined as tharchitecture and concept

achieve a systematic approach to the concept ofQIAT . .
framework architecture. of the_ interaction of f[he components of the

The article reveals the features of GlsoPerational and operational-strategic level combat
architecture and its role for the Armed Forces dPPerational control systems. The features
Ukraine. The analysis of the preconditions for théncorporated in the architecture and concept C4ISR
transition to a single GIS platform and analysis ofmakes it possible to: automatically determine the
NATO approaches to the implementation of moderposition and movement of their units and enemy
C4ISR-type architectures has been carried out. Thﬂ)ops (automatically displayed on electronic
necessity of using the architecture of enterpmséne  maps); choose route of movement; give target cells
implementation of GIS platform is determined. Thq)f the means of shooting fire damage; inform their

conceptual ~features of the GIS  platform, ;s ahout the actions and locations of their
implementation strategy are presented and some

recommendations are given. neighbors and enemy. o .
Keywords: framework architecture, enterprise The role of the geographic information system
architecture, C4ISR, evolution C4ISR. (GIS) in the complex information system is importan

Formulation of the problem. In order to It is one of the other main. Implementation this @n

implement NATO standards in keeping with th&NATO (according to methodologies and standards)
interests of the Ministry of Defense of Ukrainedepends to uséhe GIS corebased on the GIS
and the priorities of the development of th&latform. Therefore, taking into account the best
Armed Forces of Ukraine, a decision was made factices, requirements and standards of NATO,
create an informational infrastructure of thdealization of the transition of the Armed Forcés o
Ministry of Defense of Ukraine. At the sameUkraine to C4ISR without a GIS platform is not
time, according to the second section of theossible.

Strategic Defense Bulletin [1], one of the tasks is From the point of view of the development
the creation of a Defense Forces automat&d information infrastructure [2, 3], the Armed
system C4ISR (Command, Control Forces of Ukraine need a unified (main) GIS
Communications, Computers, |nte||igenceplatform. To do this, it is necessary to determine
Surveillance and Reconnaissance) that medfie general views of GIS platform with its
NATO standards, doctrines and recommendatiogéchitecture. Therefore, the analysis of the GIS

at all levels management (tactical, operational aftiatform — architecture combining the basic
principles, concepts, rules, templates, interfaces,

standards, best practices for building the GIS
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platform in the IT infrastructure of NATO, andmovement in most ways is complicated, the decision
defining the features of the GIS platformon the availability of geospatial databases shbeld
conceptual architecture for the purpose afasy to maintain and geospatial data is readily
highlighting the ways of adaptation in theavailable and easily upgraded.
Ministry of Defense of Ukraine is relevant the Thus, servicemen who work in diverse
task. environments, often in dangerous conditions, need
The degree of development of the quick and easy access to accurate and up-to-date
problem. The work concern on conceptual taskgeographical information for (according to NATO
of the deployment of GIS solutions [4]. Theinformation resources): battle planning (operajions
sources [5, 6] show aspects of frameworkssessment of terrain, navigation, analyzing
architectures that using enterprise level tmtelligence, logistics management, etc.
construct the GIS architecture. The papers [7, 8]  Therefore, to ensure the effectiveness of GIS
highlight approaches to integrated military GlSunctionality at all levels, it is necessary toatesaGIS
models. The general principles of the frameworflatformto which users will be connected.
architecture adopted by NATO are presented in The GIS platformis a GIS platform that
[7, 8]. In the paper [3] the concept of enterprisitegrates maps, applications, data, and a speeifiof
architecture is revealed on the basis of thesers to help and support individual users,
analysis of modern world approaches to thmanagement bodies and headquarters at all levels to
design of framework architectures and a definedise awareness and speed of making informed
place of the information infrastructure inside thelecisions in the context of authorized GIS accesgju
Ministry of Defense of Ukraine. security policy. Note that the degree of infornyadihd
The purpose of the article isto determine speed is directly proportional to the extent of GIS
the features of the conceptual architecture of thustribution in the military sector.
military GIS platform that is based on an analysis However, to find, use, create geographic
of the leading approaches to the design of GIS information and to exchange maps or distribute
NATO. them (publishing electronic versions on the
Presenting main material According to [4] network), using any device (this may be: a
GIS is a system that: firstly, represents a compfex stationary computer, a laptop, a terminal station
interacting five components consisting of computdrom a web site, browser, mobile devices, etc.),
tools, software, geographic data, regulations amdgardless of place and time, are fairly standard
users; and secondly, functions as input, integratigprocedures, provided that the modern architecture
storage, processing, analysis, modeling araf the GIS platform is use@he architecture of the
visualization of geographic information. GIS platform is a methodology for planning,
Perspective scenario.To understand the developing and managing the GIS platform
importance of creating a full-featured GIS platformimplementation.
we give a perspective scenario in line with NATO's Prerequisites for NATO's transition to a new
approaches. GIS platform At the beginning, NATO needed a
We assume that the Armed Forces of Ukrainmodern information technology infrastructure (IT)
have Command, Control and Intelligence (C2Ipased on IT standards for the processing and mperat
information systems in geographically diversef geospatial information. The large number of
locations, which require identical data for operati disassociated and poorly integrated outdated sgstem
The G3 group (planning and operational group) ifor collecting, managing, analyzing and distribgtin
the General Staff of the Armed Forces of Ukraingeospatial information did not meet the needs ef th
located in Kyiv, requires data to maintain a map fdlliance, built by the makers of the capabilitiek o
the planning of the operation. The operationahost systems. EXxisting systems were not able to
command S3 (as designated by the NATO), the hepibcess the full amount of incoming data as thag we
of the Operations Department, operates in Odedsased on outdated technologies. They were often
and needs the same data to clarify the plan for tmeompatible with each other. Recognizing GIS as a
allocation of forces and means, as well as theafole fundamental technology, a new geospatial solution
command in the operation. At the same time, theas proposed that would provide:
commander of the brigade, located in the ATO zone, distribution of commercial software and
depends on the information to accomplish its taskechnical support to the order of the military
So, the G3, S3 and the Brigade commander requitepartment (commercial off-the-shelf, COTS);
the same databases, but different communication and  decentralized geospatial data management at
hardware solutions may be required for delivergach NATO headquarters with centralized quality
Since tasks are the most important priority for acontrol of the combined operational command of
operation, and time is an essential factor, afdATO;
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standardized tasks for the development ariehterprise Communications to implement NATO's
distribution of GIS; core geographic services (Core GIS NATO),
enhanced interface for functions for NATOenterprise-level geospatial data infrastructure and
services (FAS) to manage logistics and operatiorsgrvices.

information in a common operational picture (COP). ArcGIS, as the basis for a geographic solution
Corporate (enterprise) architectureln in NATO, is based on the following products:

previous publications [2, 3], attention was drawn - ArcGIS Desktop with extensions for high-

to the use of framework architectures operformance mapping workstations;

methodologies in the implementation of the - ArcGIS Server with spatial, 3D, and geo-

concepts of a single C4ISR type management areferenced extensions;

other hereditary architectures (DoDAF, NAF, - ArcGIS Workflow Manager for managing all

etc.). C4ISR is based on industry-standar@IS tasks, such as updating maps and queries for

methodological solutions such as Enterprisgpecial geospatial analytics products;

Architecture (EA) and a number of open - ArcGIS Engine and ArcGIS Web Mapping

architecture [3, 10]. EA is an instrument thaAPI for a set of tools for developers;

includes a methodology that includes planning, - Core Geo Viewer, an individual 2D GIS

development, and management  structufgrowser;

(architecture) at the enterprise level. The EA also - ArcGIS Explorer, the advanced browser for

consists of operating system, system view arD and 3D-GIS.

technical views or views typical of the framework The NATO Core GIS (Core GIS) is part of the

architectures (operation view OV, system vievinformation infrastructure [6] and provides cerimed

SV, technical view TV). As a result, the creatiorgeospatial services to NATO headquarters and

of an architecture compatible with the classicommand and control systems (C2). The relevant

C4ISR is a prerequisite and a tendency faervices and toolkits are deployed on each ofota |

NATO. networks in 18 NATO headquarters in 12 countries.
Together, architectural vision gives theThis means that all NATO staff have access to one

general program a structure that helps tsirategic geospatial information and geo-produatd,

dynamically manage and manage a portfolio dgherefore "fight on a single map".

solutions that includes the installation of NATO GIS servers meet the requirements of
geospatial information and services (installatioaccessibility through a number of standards), which
geospatial information and services). are the basis for promoting compatibility between

When applying any methodology ofNATO and Member States. Among them are the
framework architecture, the existing system iStandards of the International Organization for
often exposedchanges) to the existing system irStandardization (ISO) and Open Geospatial
order to bring it into conformity with the adoptedConsortium (OGC). The main GIS of NATO provides
goals (in terms of visions), taking into accourd than open structure with just the OGC web services,
results of technical forecasting and requiremenssich as Web Map Service (WMS), Web Coverage
of standards [11]. Services (WCS) and Web Feature Services, (WFS).

The ArcGIS software is the GIS Core The NATO GIS core uses the state-of-the-art
Studies confirm [4] that for many years the globatardware and software infrastructure to support GIS
leader in the development and distribution of Gl&chnology, including a multi-terabyte and ceraeali
software is the Environmental Systems Researstorage environment for snapshots and other géaspat
Institute (ESRI). Esri has created a powerfybroducts. The Oracle 11g database management
software  system called ArcGIS  Other system is technically responsible for storing gatiabp
manufacturers of GIS (with the correspondingnformation, such as vector geodata. All GIS platfo
GIS software) have a smaller distribution of GlServers in NATO are scalable and capable of
software: Intergraph Corp. MGE (Modular GlSsupporting a large and distributed user community.
Environment), GeoMedia GE Network Solution At present, NATO staff anywhere in the world
(General Electric Company), Smallworld GIScan access NATO geospatial data, add their missions
Bentley Systems Inc. (MicroStation), Mappingas layers of geospatial data and use powerful fools

Information Systems Corp. (Maplinfo processing geographic data.
Professional), Autodesk Inc. (AutoCAD), Conceptual featuresStrategy implementation
Autodesk Map, Autodesk Survey. program Providing a reliable geographic platform for

It is quite logical that the softwareworkflows in an organization should help reducestim
component ofthe GIS corefor NATO is the for decision making. Equipped with applicationg th
ArcGIS (Esri) software. Since 2006, NATO hasorresponding devices allow users to work more
been co-operating with Esri and Siemensfficiently, using GIS capabilities. Potentially, a
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modern GIS platform can meet specific sectoréthat were previously developed by the software
functional needs. This is achieved by using a rahgemanufacturer. An example would be the acquisitibn o
decisions regarding the GIS project implementatigsp-called "commercially-packaged” product solutiffis
strategy. Each of them is related to the costs ahdl (COTS) that are part of the right to use safewa
efforts for its implementation (Fig. 1). The follmg  Which then adapt to meet the needs of the orgamizait

are hierarchical recommendations for reducing suétf expense of further adjustments. Such impleringmta
effects. has a lower cost than the commissioning of cust@mem

The first recommendationis that when ©F Pre-ordered narrow functional directions. TheTSO
implementing a particular organization or institntithe  cOnfiguration approach provides a significant arbain
best configuration should be selected by maximizing®PPOMunities with the least effort and the lonastent

the use of the functions of existing software @pgibns €OSt

Jevelopment
(API, SDK)

Extension

(tampletes, vidjets)
Configuration
(Apps)

Fig. 1. GIS project implementation strategy

From the analysis of published best practicéd/eb APl and SDK type is difficult and most impottan
materials [12, 13], it is first necessary to setanp when creating a GIS platform. Developers should try
use additional software programs beyond the GiS make full use of the available components sich a
functionality that are designed to meet most of thidentity manager, webcards, geotools and web
project's needs with minimal effort. Organizationscenarios  (ldentity = Manager, Web  Maps,
must adopt the “first turning" philosophy to avoidseoprocessing tools, and Web Scenes) to minimize
unnecessary costs associated with developmaiityelopment and maintenance efforts.
maintenance and specialized training. In determining the best approach to ensuring

The second recommendatidh there is an high efficiency of the project, the impact of thest
increased functional requirement that can not laad effort of each range of decisions on the Gifepr
satisfied with the configuration provided by thémplementation strategy should be taken into adcoun
software manufacturer, organizations should appiy order to reduce project time to use non-standard
extensiondo existing applications using templatesustomized, expandable applications and templates.
and modular settings for software interface$he "first configuration" philosophy is believedttelp
(widgets). You should also apply extensions teeduce overall costs and allow developers to focus
existing templates and applications, using discreteore complex tasks.
template enhancements, or encapsulating new The conceptual architecture of the GIS
features in modules or widgets that are compatibpgatform Based on the requirements for the GIS
with existing applications and architecture. Foarchitecture of the enterprise level (EA), the GIS
example, several ArcGIS applications, such asatform should consist of three different compyitin
ArcGIS Web App Builder and Dashboardenvironments (Figure 2)productive expluatation,
Operations, provide modular templates or widgetaging (preparation and receipt of data or quality
controls that developers can use to save time amgsurance and testing), atelelopmentTogether they
effort. With these apps, developers should create nform a so-calledsolated environmeniThere are four
widgets to fit unique functional requirementgmain segments of each environment: Attachments,
(business needs), and then connect them to existtrgrtal, Infrastructure, External Systems and Sesvic
applications. [6]. In fig. 2 these segments are indicated.

The third recommendatiorDeveloping to The Applications sectiorincludes platform
provide functions that can not be achieved by dny components for the interactive interaction of most
the other approaches. Before deciding to go beyounsers, including software applications for the eser
the simple approach of configuring COTS, yoge.g., ArcGIS Pro, Collector for ArcGIS, and
should consider the total cost and effort assatiat®perations Dashboard for ArcGIS).
with both the extension and the software setup.  Applications are typically used in workflows
These are resources, initial development effortthat match one or more of the six madacation
current application administration, user andtrategy modelsThis is location provision, component
developer training, technical support, and more. Fticensing obligations, decision support, field ntiobi
example, the use of the development of the ArcGEhalytics and data management).
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For example, the Model of Location functional processes (business processes) to the
Enablemenexpands geospatial capabilities for eacplatform.
business unit by its intended purpose (through a  ThePortal section, as a platform component, is
website and simple applications) for analystglesigned to organize users and connect them tedela
executives, and field users to identify, use, eraatl content and capabilities based on their roles and
share maps. For example, an observer who capturesponsibilities within the platform. The portakasa
the effects of shelling in the field can, with thelp person's identity to deliver the desired contenth
of Collector for ArcGIS, perform tasks assigrted right user at the right time. In terms of the tygfe
Field Mobility Models A decision maker, using asoftware product, the portal can be implemented as
situational screen (or a dashboard operationakcal solution (for example, Portal for ArcGIS) or
dashboard), in order to monitor information prodidecloud-based solutiorffor example, ArcGIS Online).
by staff (such as observers) locally in real timélhe portal provides access control, content
follows the Decision Support ModeConsequently, management rules, and sharing model that allows use
software applications connect users and thdip share information across the organization.

< Solutions >

Location Constituent Decision Field Analytics Lolgg?:n

Enablement || Engagement Support Mobility Management

Applications
SDK, API

Essential Patterns of a Location Strategy

Users Groups Items Tags
(Content and Capabilities)
Enterprise Systems:
G iz Files Tools A i i
Maps Layers BI (SAP, Qlick View),
“Resource”,
“Personal”,
Microsoft Office
Load Balancing § etc.
© 2
Data Q 0
-_— () — — T _
g B 5_ Management 8 &2
O a (2]
o X E < L .. £ PV
f= 1N Analisis - 8 3
@ O (o 7]
= v >
1= Vi lizati o @
Isualization @© E Other Services:
o o Intelligence Sensors,
77777777T7h77717b7_r7 7777777 5 Video Recognizing
High Availability Sensors,
Outside Sensors
Wether
Traffic
o etc.
Publication Workload Separation
Strategy
Productive .
. Staging Development
expluatation

Fig. 2. Components of the conceptual architecturef the GIS platform

Component Infrastructure includes the capabilities. The ability to freely integrate getada
technical component, software, services arfdom other information systems is a key condition f
repositories of data that constittite core of the GIS the full functioning of the modern GIS platform.
platform It is believed that the most important Regarding the provision of basic conditions, in
functional tasks for this component related to therder to meet the requirements of the GIS platfiom
platform infrastructure are load balancing, higkadaperformance, security and accessibility, the falhgwv
availability, workload allocation to the systempasic tasks related to automation, integratiorhat t
development of a strategy for publishing mapsah reindustry level (MO of Ukraine), environment isodet;
time (online publication). high availability, efficiency and infrastructure

External systems and servicas components, adequacy, balancing of workload, development and
include other systems that provide GIS services compliance with the policy of publishing maps,
use these services for geospatial provision of th@roviding real-time, security (security policies),

86



INFORMATIZATION AND MANAGEMENT OF INFORMATIZATION OF THE AR MED FORCES PROJECTS

distribution of workload (use hard work background Isana Yepmsixoscekoro. - 2017. -Ne 1. - C. 78-84. -

tasks in non Working hOUI’S). 4. Munynin B. J[. OcHoBHI npuHIMOHN TeoiH(opMamiiHIX

Ensuring the implementation strate the CHCTEM: HaBYAIbHUI MOCIOHKK (poc. MoBot0) / Bomoaumup
g P ay, Jmutposuy [Hunymin. — Xapkis: XHAMI, 2010. — 33%.

main model of the location strategy, identifications, ~szlachta B.” Nato Architecture Framework. NATO
management, and prioritization of projects areOperational View. [Electronic Resource] / Bernardasita
directly proportional to the actions of senior / Noble Prog. — 2016. — Mode of access: httpiffna-

P i Coursematerial.com/index.php ?
management and the qualification level of spetsalls& Architecting the ArcGIS Platform: Best Pracsice

in the state o_f f[he organization. Attention is faeml [Enexcrpornuii pecype] /f Esti. — 2017. Pexc 1ocTymy 10
on staff (administrators, cartographers, prograramer pecypcy: https://www.esri.com/~/
users) and its internal interaction. media/Files/Pdfs/products/arcgis-platform/architegthe-
Conclusions. In this work, the features of _ arcgis-platform.pdf , ,
the GIS conceptual architecture of the militar .IlixBumieHHs iHTENIEKTyalbHOTO pIBHA 3aco0iB 0OpoOKu
P : . Yin)opMauii' B TeoiH(OpMaIifHUX CHCTEMax BiliCHKOBOTO
p|atf0fm were determined on the basis of anaIyS|SIpH3HaquHﬂ / O. AYopHokumwkHauii, B. A. CaByeHko, A.
of the leading approaches to the design of GIS inmr. Caniit, I. M. Buacenko. // Cyuwachi indopmaniiini
NATO through the clarification of the concepts, EGXHOHOFHYC(IWPI Geantexu Ta obopor. — 2010. Nel. ~C.
content and features of the GIS architecture. 4t e .

. . .Tapaco B. M. [IlpobnemMHi TNHUTaHHA CTBOPEHHS
was_ defined place_ _GIS n the_ framev_vork reorpadiynoi iHPOpMaLiHHOI CHCTEeMH B TaKTHYHIN JaHI
architecture for building NATO information ynpasninus siiicoxamu (cumamu) / B. M. Tapacos, O. A.
systems. Yopuokumxkuuit // Cyuacui iHdopmauiiiHi TexHomorii y

Further research should be devoted to c®epi6esnekn ta oGoponn. - 2012. -Ne 2. -C. 97-100.
buildi del of th O tb d ?hg' The DoDAF Architecture Framework Version 2.02
urlding a modei or the environment based on e[Electronic Resource] // Chief Information Officer SJ.

GIS platform. Department of Defense. — 2011. — Mode of access:
http://cionii.defense.gov/sites/ dodaf20/index.html
LIST OF LITERATURE 10. C4ISR Architecture Framework Version 2.0 [Elesic
Resource] // C4ISR Architecture Working Group U.S.
1.Tlpo pimenns Pagu nauionanbHoi Gesneku i 0Gopomu Department of Defense. — 1997. — Mode of access:
Yxpainn Bin 20 tpasus 2016 poxy “Ilpo Crpareriunuii http://www.afcea.org/education/ courses/archfwk®.pd
0bopoHHuiT OroeTeHb YKpainu” 11. GEOFidelis. SDSFIE Implementation Roles and
2.Tonoboponpko M. FO.  Teopernuni  migxom oo Responsibilities GuideFiexrponnuii pecypc] // The Spatial
BH3HAYCHHs  Micls  iHQopMaliiiHoi  iHppacTpyKTypH Data Standards for Facilities, Infrastructure, and
Minicrepcrsa 060poHH YKpaiHH y PO3yMiHHI PaMKOBHX Environment. — 2012. Pexum noctymy a0 pecypey:
apxitektyprux Metomonorii / M. 0. TonoGopomsko, https://www.sdsfieonline.org/Documents/
B. A. ®egnopienko, F0. A. Kipniunikos [ra in.] // 36ipuuk GEOFidelis%20SDSFIE%20Implementation%20Roles%20
HayKOBMX  IIpalb Lentpy  BO€HHO-CTpaTEriyHMX and%20Responsibilities%20Guide%20v1.4.pdf.
mocmimxens  HarionaneHoro  yHiBepcuteTy 060poHH 12 National Spatial Data Infrastructure Stratefgiamework
Ykpainu imeni Isana UYepmsaxoscekoro. — 2016. — [Enexrponnuii pecypc] // Federal Geographic Data
Ne 3(58). —C. 136-141. Committee. — 2016. —Pexum pocTymy g0 pecypcy:
3.Kipniunikos 0. A. Amnami3 paMKOBHX apXiTEeKTyp https://www.fgdc.gov/nsdi-plan/2017/nsdi-strategic-
mobynoBu iHpopmamiitHux cuctem HATO Ta Bu3HAueHHS framework-review-draft-v1.pdf.
ocobnuBocreit apxirekrypu CAISR [Enexrponnuii pecype] 13, GIS for Defense and Intelligendeifxrpornuii pecype] //
/ 1O0. A. KipmiunikoB, B. A. ®enopienko, O. B. Esri. — 2009. — Pexum jocTymy 10  pecypey:
Tonosuenxo, O. B. Anppomyk // 36ipHuk HayKOBHX Ipaub http://www.esri.com/library/brochures/pdfs/ gis-in-
Llentpy BOEHHO-CTPATEriYHUX JIOCITiKEHb defense.pdf.

HamionanpHoro yHiBepcutery o0opoHH YKpaiHH iMeHi

The article came to the release 06.07.2017

®enopienko B. A.;
T'o1oBuenko O. B.;

Bacroxno C. 1.

LleHTp BO€HHO-CTpaTEriyHMX IoCHikeHb HamioHansHOro yHiBepcuTeTy 00OpoHM YKpaiHu imeHi IBaHa
UepnsixoBebkoro, Kuis

OcobamuBocTi cyyacHoi koHnentyanbHoi apxitektypu I'IC niaargopmu BilicbKoBOro

NPU3HAYCHHSA

Pe3tome. Crartst poskpuBae ocobmuBocti 'IC apxitexktypu Ta ii ponb mns 30poiHnx Cun Yipainw.
[IpoBenenuit anamiz mepeaymoB mepexony Ha eawHy miatdpopmy I['IC Tta amanmiz miaxomie HATO momo
BIIPOBAUKCHHS CcydacHMX apxitektyp Tumy C4ISR. BusHnaueHa HEOOXIAHICTP BHKOPHUCTAHHS apXIiTCKTYPH
mignpueMctBa Tpu  BopoBamkenHi ['1C mmarpopmu. Haeneni KoHIenTyambHI OCOOTMBOCTI  CTpaTerii
BrpoBakeHHs ['IC mmardopmu Ta gaHi qeski peKOMeHIaIlii.

KarouoBi ciioBa: pamkoBa apxiTektypa, apxiTekrypa nianpuemctsa, I'IC mnatdopma, C4ISR.
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Evaluation of the quality of the substantiation ofthe multicriteria
decision for the operation (battle ) of a groupingf troops (forces)

Resume.In the article the approach to the assessmertteofjtiality of the justification for the operation
(battle) is considered, which is based on the detetion of the gain of the use of rational metlwiccombat
actions of troops (forces).

Key words: grouping, method of warfare, the degree of validitthe decision.

Pe3tome. Y cTarTi po3MISAHYTO MiAXiJ JO OLIHIOBAHHS AKOCTI OOIPYHTYBAaHHS pillleHHs Ha omepaltito (6iit),
SIKHHA 3aCHOBYETHCS Ha BH3HAUEHHI BUTpAIly Bil 3aCTOCYBaHHS paIliOHAILHOTO CHOCO0y OOHOBUX il
YIPYIIOBaHHS BIMCBHK (CHII).

Kuio4uoBi ciioBa: yrpyrnoBaHHS BiiCBK, CITOCIO OOMOBUX [iif, CTYIiHB OOTPYHTOBAHOCTI PillICHHS.

Rising of problem. Developing a solution designated organizational measures. However,
to an operation (battle) groups of troops (forceshere are no dependencies in this work that allow
is one of the main tasks of the control of troopshe MA to quantify the quality of the decision for
In today's conditions of armed struggle foan operation (battle). In the papers [2,3] we
making a decision significant influence is mad@ropose an approach to assessing the quality of
by the following factors: increasing thedecisions, based on an information analysis of the
dynamism of hostilities; use of new militarydecision making process. In this case, the
equipment and methods of conducting operatiorssessment of the quality of the decision is rediuce
(battles); lack of combat experience commanding an assessment of its validity. The process of
and commander. Generally, decisions omaking a decision is associated with a decrease in
operation (battle) is produced under conditions dhe level of uncertainty of the situation. The
uncertainty and contradictory situation, and thimcrease in the degree of validity of the decisgi®n
uncertainty of the time limit, which necessitateachieved by reducing the degree of uncertainty in
finding new means and methods of decisiorthe decisions made. To estimate the degree of
making by military authorities (MA) and elimination of uncertainty, the entropy measure of
assessment of their quality. Shenon is used. The application of this approach

During the preparation of the operatiorrequires the definition of the entropy of uncertgain
(battle) certainly compared several solutions, sa information, which is quite complex in practical
you need to assess in which languages in eatmms.
solution is qualitatively different from the other, A more appropriate approach is to assess the
which determines the success of the operati@xtent to which the validity of a decision on an
(battle). However, at preseMA little attention operation (battle) based on the results of the
paid to quality assessment solutions producedhalysis of winnings from the application of
during the preparation of the operation (battlearious variants (methods) of the combat
This situation is due to a greater extent lack afperations groups of troops (forces) is given in [4
methodological quality assessment provisions @t the same time, the gain from the use of an
the solutions that can be used in the practice alternative variant (mode) of combat operations is
MA. determined by one indicator of efficiency, which

Analysis of recent publications. The makes it impossible to assess the degree of
general approach to assessing the quality of tBabstantiation of the multicriteria solution to the
solution to the operation (battle) given in [lloperation (battle).
involves taking into account the time parameters The aim of the article is to develop
of its development, the information parametersnethodological provisions for assessing the quality
the parameters of the effectiveness of the selectefdthe substantiation of the multicriteria solution
methods of action and the effectiveness of the
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for the operation (battle) of the grouping of treop The projected results of the grouping of
(forces). troops (forces) of the purpose of the operation

Exposition of basic material. The basis of (battle) is determined by the indicators used lgy th

the formulation (adoption) of the decision on thfA when choosing an variant (method) of combat
operation (battle) is the design of hostilitiehe t operations. For evaluation of indicators usuallg us
main idea of the way of the grouping troopsnathematical models of combat operations,
(forces) of the battle task [5]. Under the mode dfettlement tasks, expert methods. Output data for
combat means the procedure and techniques disign of combat operations, calculations, expert
the use of forces and means for solving operatievaluation are formed on the basis of the
and battle tasks in the interests of achieving thevaluation of situation, which is characterized by
purpose of military action. Therefore, the qualitghe uncertainty of the parameters. It can be
of the solution is primarily determined by theassumed that the uncertainty of the parameters of
validity of the method of combat operations ofhe situation in a certain way is reflected in the
the grouping of forces (forces), which is accepteiddicators that characterize the use of the graupin

as the basis for its development. of troops (forces), and, consequently, in the desig
The justification of the decision is mainlyof operations (battle). This circumstance confirms
determined by: the validity of the assessment of the validity tod t

completeness and reliability of the datalecision making based on the analysis of indicators
used in determining the method of combatharacterizing the use of the grouping of troops
operations; (forces).

the quality of mathematical models and Application of the grouping of troops
settlement tasks used by théA to assess the (forces) is taken to characterize the indicators of
effectiveness of combat operations; the effectiveness of combat operations, time

the availability of time allocated for the parameters of the tasks, the amount of resources
decision making; spent during the operation (battle) or their value.

the individual features of the commandingrhese indicators, for example, include:
(commander) and officers of tivA. mathematical expectation of the relative loss

It is especially important to note theof the grouping of forces (forces) of the enemy
dependence of the quality of the justification of .,
the decision on the time allocated for itsI los
elaboration. With decreasing of this time, both mathematical expectation of the relative loss
timeliness and reasonableness of decision makiggthe grouping of our forces (forcegy If;fs;
diminish. The first is due to a decrease in the . i

o : . o average time for the task accomplishment by
probability of a task being accomplished within . . .
set time period, and the second is the decrease I§ 9grouping of troops (forces) in the operation
the number of variants (methods) of combdfatte)Qs;
actions that can be considered during the the average cost of resources spent on
Qevelopment of the dg_cision, as well as _th€onducting an operation (battl&cb.
incompleteness of obtaining data for the solution, o
in particular the results of design of combat These |_nd|cators are use_d by the to
operations. select_ a rational mod_e (variant) of combat

The assessment of the reasonableness %}eratlons by the grouping of troops (forces). In
the decisions should be based on Is case, methods of the theory of games [6-8],

arxonomy [9], analysis of hierarchies [10,11],

consideration of the specific laws of the process S
of their development, which express the mo fzzy sets [3,12], etc. can be used. The appliatio
' these methods allows several to eliminate the

significant relationship between various aspec tainty of the inf i d by tNEA i
of the preparation and conduct of armed struggl necertainty ot the information used by In
eveloping the design of the operation (battle).

Thus, there is an objective link between th Th f th thods all
methods used to prepare and make decisions and © USe O1 game MEoly MEthoas aiows us

the effectiveness of the implementation of the s determin(_e the freq_uency (p_robabilit)_/) of using
of combat missions [2]. Taking into account th ounter-parties to their strategies, that is, tlagsv

above-mentioned regularities allows linking th variants) of combat operations of the parties. For
%}?_ indicator for the formation of the matrix oeth

assessment of the reasonableness of the decisi . . . .
ame is taken ratio of mathematical expectations

making process to the predicted results  the relati f ¢ :
achieving the goal of the operation (battle), thdl! the relative costs of group troops (forces)ipart
A the operation (battle).

is, the target requirement, which is characterizé
by the desired result.
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Using methods of taxonomy, the advantagdetermine rating of methods (variants) of combat
of methods (variants) of combat actions isperations.
determined by comparing the indices The use of unclear technology needs
corresponding to the analyzed methods (variantspnstruction of functions of belonging of methods
with the indicators of the ideal method (variant){variants) of combat operations of our troojs;
which take maximum or minimum values

depending on their influence on the results ofPer ) .
combat operations. For comparison, th8ethod (variant) combat operations of troops of

expression is used the enemy/4/ (B )kJ (i=LN; j=1R, k=1E).
1
2 Everything must be builk [R functions of
Co = {Z(Zu —Z, )Z} (1); belor){gingg.]
o J_ _ Can be built the function of belonging by
I=LN, J=1R, _ pair comparisons of methods (variants) of combat
where Z; — the standardized value ¢f operations [3] with the use of scale of Saati [10]
indicator ofi method (variant) of combat and calculation of own vectors of corresponding
operations: matrices of the pair comparing to the further

Z - the standardized value of setting of norms of their components [12].

oj . .
- . . Importance (weight) of indexeg.. also can be
indicator of ideal method (variant) of combat P (weight) J

operations; appraised by a way them pair comparison. For the
Taxonomic indicator characterizing theuSe of criterion of Hurwitz [13] at the decision of

advantage of the method (variant) of combd@sk of choice of method (variant) of combat

operations is determined by the formula operations the sums of the self-weighted discrete
C values of functions of belonging are determined
—1_ 10 —
ﬂi =1 C_+28 (2) Dic _z:u(Bi)mj-(B)
(o] (6] J
— 1 ] The method (variant) of combat operations
where Co = ﬁZCiO ' is elected according to expression

1 T ma{amaxEDik +(1-a)minD |+ (4)

So :|:_Z(Cio _Co)2i| i K K
N5 . a - weigher coefficient, which takes into

Method of analysis of hierarchies alsgccount inclination of person, which accepts
allows deciding the task of choice of methodlecision to optimism or pessimism.
(variant) of combat operations of the grouping of ~ The use of that or other method from
troops (forces) by multi criterion reitynhuvannisconsidered depends on possibilities evaluations of
of possible methods (variants) which aréndexes, which characterize application of
analyzed. A task decides the way of hegrouping of troops (forces).
hierarchical decouple which contains : set of  Thus application of the transferred methods
alternatives (methods (variants)) of comballows choosing the rational method (variant) of
operations; main criterion of reitynhuvanniacombat operations of grouping of troops (forces)
(advantage of methods (variants) of combaafter the aggregate of indexes, which is basis of
operations); set of factors which influence omnaking of decision on operation (battle). The
rating (indexes); copulas are between alternativegstimation of degree of validity of decision can be
factors and criterion. In accordance with th&arried out by comparison of indexes which
hierarchical model of decision of task experts a@nswer the select method (to the variant) of combat
build the matrices of pair wise comparisonsperations, with the mean values of indexes of all
which the local are determined on the basis ofethods (variants) which are analysdfiA at
and then by their synthesis global priorities opreparation of operation (battle).

alternatives. The constituents of global priority The mean values of indicators are
determined after formulas:

< _1 N . of_l of_\—_l N .__1
I I%ns_ﬁzl I(Znss' MIOS_NZMIO ’Oco_ﬁzocigl Bcb_NZBcbi- (5)

It is necessary to mark that a methodforeseen that the values of indexes are up-diffused
(variant) combat operations, which is answereevenly.
by such values of indexes, is conditional. It is
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Differences between the values of indexes, e of* * *
which answer the select method (variant) O(fombat operations jo; , Mygs » T, » By, » and
them fold mean values:
AME =M Mg AV =Ml =M AT, =T) =T ABy, =By =By, (6)

It is obvious, that the brought difference tAl >0 AMY <0, AT, <0, Aﬁbb <0,

over of indexes can take on both positive an hich los b 'IOS g
negative values. which can be not always executed.

On physical maintenance a positive The degrees of validity of decision on

effect from the choice of method (variant) of"dexes are determined after formulas:
combat operations of grouping of troops (forces)
with the use of the considered methods is arrived

CAME o AMY AT, DB,
Ions T en = O_Igs T of > ’ OTCO - T ’ dng B B = (7)
losreq M lospos co sd cb

where )/ . is mathematical expectation of the  B.pserthe set cost of the expended resources
relative loss, which required to inflict to thelS On the conduct of operation (battle).
enemy in operation (battle); Coefficients Fen oot oT B,

0s ’ ’ co ’

los

M?I)spos_ mathematical ~expectation ofpayments determine on the indexes of select

possible relative losses of the troops in operatidRethod (variant) of combat operations in relation t
(battle); the set requirements to application of grouping of

T.,.« — the set time of implementation oftroops (forces). -
cos ) Common increase of degree of validity of
tasks is in an operation (battle); decision
— of of
0= 6I€:)r]s Q’-‘ﬁ)ns + O_Ios os + aTco D"Jrco + ﬁcb chb ; (8)
Of . . - - P . - )
whereof, afys, @ , wBCb_ coefficients (] =1 R). CoefficientsC, settle accounts after a
_ o ~ formula
of importance of corresponding indexes, their ro—1
sum equals unit. Cy=1-—-, ©)
Both positive and negative values of R

coefficients are put in expression (8). Positive wherer, — grade of index, given by expert.
when the values of indexes assist implementation  after down-scaling get
of requirements to application of grouping of

i Cj =
troops (forces) and vice versa. w, =1 - ijl =1, j=1R. (10)
For determination of coefficients of ZC“ ]
importance of indexes it is expedient to use the i
methods of expert evaluation, in particular If all four index differ (are on the different
method of ranging [14]. places of row), coefficientgjl take on a value

Under  ranging  establishment  ofg 4 0,3: 0,2; 0,1. At being on one place of a few
meaningfulness of indexes is understood on thggexes which do not differ, grade each of them
basis of their arrangement. A grade characterizge§ened middle arithmetic them new numbers.
the index place of index in the aggregate (to the  Finally after the condition of identical

group) of other indexes. A major index gets thgompetence of experts of value of coefficients of
first grade, and to the index which has the leaghportance of indexes evened

importance - last grade. Experts must dispose 1 -

indexes in the order of meaningfulness (to w, :—Za)jI , I =1L. (11)
importance) and ascribe to each of them numbers L5

of natural row (in our case 1,2,3,4). If after a competence experts differentiate

_I_:urth_er with _the use of linear dependence a W, :Zq []ojl : zh =1;1=1L, (12)
transition is carried out from grades to the [ [

coefficients C, , which represent the look df whereb — coefficient which takes into

expert ( =1 L) to the relative value of index account a competendeexpert.
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Analysis of the experience of the creation and opational use of
operational control systems

Resume The article analyzes the existing systems of atgaral management that are used in the leading
armies of the countries of the world, how to uspezience for building a national model of troop ttoh

Key words: C4ISR (Command, Control, Communications, Compténtelligence, Surveillance &
Reconnaissance), communication and informatioresyst management system.

Formulation of the problem. Considering Successful execution of tasks is based on a
the experience of conducting an antiterrorigignificantly shorter duration of the “detection-
operation on the territory of Donetsk andecognition-targeting-defeat” combat cycle
Lugansk regions, there is an urgent need tmmparing with the opponent, on more accurate
provide combat approaches that carry out thand complete information about the grouping of the
missions of a multifunctional information andopponent who opposes [1].
control system that integrates the functions of the  The vast majority of the scientists who have
command and control system (C2), weaponbgen working on this issue came to the conclusion
intelligence, electronic warfare, as well ago for the effective solving of combat tasks, is
communications, navigation, orientation andeeds to have new software products that would
recognition. During the ATO at the expense odllow to exchange of intelligence information and
volunteer organizations, which have been solvdd transfer commands in real time and to expand of
the missions of the battlefield control systenthe functional to more detailed analysis of the
partially. enemy, which will allow to get the advantage with

Considering the above, separate units usesing less numbers of personnel and equipment.
system data, but the interaction of these software  The purpose of the article is to consider
products among themselves is problematic. existing C2 systems of the armed forces of the

Therefore, the problem arises of analyzingeading countries to further stages implementation
existing management systems to create afi the program to creat of the information network
integration platform and C2 system that can bef the battlefield in the Armed Forces of Ukraine.
used in combat missions, considering the Presenting main material
interaction between different branches and types It is proposed a new architecture of the

of troops. mobile component of communication networks of
Basic research and publications the Armed Forces, it takes into account: the
analysis. experience  of development of tactical

Modern methods of conducting a networkecommunication systems of the world’s leading
centric warfare require the creation of Czountries, the modern requirements of the process
systems. of command and control and relevant requirements

The forces that are united by reliabldor tactical communication system; a modern level
networks will be able to exchange of informatiorof development of the wireless telecommunication
on a new level of quality. The exchange ofechnology of the civilian purpose.
information increases the quality of general In the United States, intensive work is being
awareness of the personnel on the battlefield. Asnducted to create a unified multifunctional
a result, general situational awareness allows itoformation and control system that integrates the
provide the necessary cooperation anflinctions of C2 weapons, intelligence, radio
synchronization, to increase the stability andlectron control, as well as communication,
speed of the transfer of commands, which in tunmavigation, orientation and recognition - C4ISR
allows to execute the combat missions morgCommand, Control, Communications, Computers,
effective. Intelligence , Surveillance & Reconnaissance). The

architecture of C4ISR is presented in Fig. 1.
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Fig. 1. Architecture C4ISR

In the armed forces of the Ileadingwith the simultaneous increasing the combat
countries, a phased implementation of the WIN-€&ffectiveness at the expense of the increasing
— Warfighter Information Network Tactical mobility, achieving an absolute advantage in
Program has already been proposed, whiéhformation providing and intelligence capabilities
provides the reorganization of the The table 1.1 shows the stages of
“computerized” divisions (Fig. 2.1). implementation of commercial technology and

The purpose of reorganization is to reducstandards in the tactical military communication
the combat and numerical strength of the divisiogystem within the framework WIN-T program [2].

S ate
Base

Direct Brozdcast Vlde(

\ﬁ/

Cranio-
HapHI
Mepex i
MO

Komepniiini
Mepexi

Wireless LAN

Fig. 1.2. Architecture WIN

This program reflects the essence of the First of all, it was planned: to replace the
construction of the promising communicatiorexisting equipment the MSE / TPN (Mobile
systems of the world’s developed countries. Subscriber Equipment / Tactical Packet Network)

There are stages of the implementation ain the commercial (IP routers, bridges, etc.); to
commercial technology and standards in thienplement commercial solutions of Wireless LAN
tacticalof military communication system. (WLAN), which will allow to carry out moving the
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subscribers within 3 miles; to provide PersondPv.6 protocol.
Communication Services (PCS); to start using

Table 1.
To 2013p. 2013p.

IP telephony Completely commercial basis.

Realization of technology = CDMA, New solutions of mobility and network

MANET management, multimedia and IP protocols

High level of secrecy

Autoconfiguration of the network

Group transmission (multicasting)

Until this time, it was expected to unite the « directed (MIMO) antennas;

heterogeneous  networks  JTIDS, EPLRS, « work in motion;
SINGARS, NTDR into a single - tactical Internet * modularity and open architecture;
Tl (Tactical Internet) (Fig.1.6.) Using TMG * low power consumption;
(Tactical Multinet Gateways) gateways and INC * maximum use of civilian technologies and
(Internet Controller) routers, which use TCP / Iprotocols.
protocols. In the future, the development of wireless

Possible direction of increasing tactical otechnologies should aim at the full decentralizatio
radio network indicators, in the conditions ofof the transmission network information in the
reduction of budget appropriation for defence, thiactical management chain by using fundamentally
implementation of modern technology andew technology [3], where the main element of the
standards of wireless communication of theystem will be a network node - a radio terminal
civilian purpose. This approach is fully conform(portable computer equipped with a radio modem)
to with the concept COTS (commercial off-thewith router functions .
shelf), which is widely used even in the armies of In this way, the issue of mobility, protection
the developed countries. of the integrity of the network from weapons of

One of the most promising technology is tanass destruction, and the minimum human
build a mobile subsystem of informationparticipation in the process of managing a modern
exchange that can be used in special-purpoikattle will be solved immediately. An analogue of
communication systems is |IEEE 802.1@his scheme is shown in Fig. 3.

(WIiMAX) technology, which provides high At present, the using of http services is a
bandwidth, interference immunity and support gpriority for a lot of the World's developed
modern quality assurance technologies abuntries. Based on the above civil protocols,
acceptable power settings and Radio coveragetomatic troop control systems were created.
area. In the armed forces of Denmark, the ACS

Requirements for promising radio devices:“SitaWare” [4] (Fig. 4) is used to transmit tactica

» High bandwidth of the radio channel (>charts, short geographic reviews, notes and

200Kb / ¢); notations. Collaboration of commanders and

* Multiband and multifunctional (FDMA / headquarters through e-mail, forums, chats, with
TDMA / CDMA) work; the possibility of transmission the military

» programmability of all types and modeamessages, the announcement about the transition to
of work; other stages of combat readiness.

* self-organization of the network (Plug- The data about changing the tactical
and-Play mode); situation is displayed on the monitors of the

* intelligence, decentralization andcommanders of the units, who in turn can issue
optimization of network resource managemendrders and prescriptions both voice and data and
functions (routing, load, topology, radiovideo messages transmission.
resources, security, etc.); At present, there are two similar C2 systems

» work on different networks (cellular, of the Armed Forces of Ukraine: ACS “Dnipro”
mobile) and with different kinds of traffic and ACS “Karpaty”, which are at the stage of
(language, data, video); improvement and refinement.

« availability of positioning system;
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Fig. 3. Version of the subsystem of communicatioma information exchange of mobile users of
the communication and information system TLW Jl isbased on the basis of the equipment of the
standard IEEE 802.16e-2005

Information Portal
Microsoft Office SharePoint

Command & Control E Documents & Collaboration
Systematic SitaWare Microsoft Office
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Integrated FAS Tools

Fig. 4. Interface of the Armed Forces of Denmark te ACS “SitaWare”

The Army Battle Command System'sinformation that circulates in the ACS, which leads
automated command system is fn example of tite synchronization of efforts during the battle

use of http-services in the US armed forcesctions. In the perspective of the development of
(Fig. 5). such systems is the proving of mobile nodes to

The using of these C2 system greatlgach soldier who is on the battlefield, the usihg o
increases the operative flexibility of thereceived information in all command levels in real

communication system, the unification oftime.
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Fig. 1.5. Interface of the US Army ACS

For this purpose, IP “Delta” was created twisualization of information, its storage, procesgsi
provide information interaction and and distribution.
interoperability between systems of different Conclusions. Existing civilian wireless
functional purposes, built on various software ancdommunication technologies should become the
hardware platforms with the use of a wide rangeasis for the establishment of mobile tactical gadi
of information technology and geoinformationnetworks. Application of the proposed architecture
platforms, including outdated, due to using af the mobile component:

single protocol of information exchange , which « will lead to the emergence of
was taken in NATO member countries. fundamentally new ways of fighting, change the
The main tasks of IP “Delta”: forms and methods of troop control, and will

Integration of various sources ofsignificantly increase the combat effectiveness of
information into a single information space of theéroops.
Armed Forces of Ukraine; « will significantly improve the basic
Processing (bringing to the establishedharacteristics of the communication system and
form) and issuance of information on automatedutomation (combat readiness, survivability,
workplaces (etc - AWP) of officials of military mobility, bandwidth, etc.).
agency (military units); The use of the Delta integration platform
Strategic communications of processes afill ensure the interaction of units that use
combined arms planning and managing them; different software products and communication
Providing access to a global informatiorsystems, which will reduce the time for decision
space of officials of military agency (military making and increase the operational efficiency of
units, troops); combat units.
Providing of cooperation with other
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Problematic issues in developing of the scenario$ military
(combat) actions in prevention of military conflicts

Resume.The article presents the results of the analysjgrablematic issues of determining the structure
and content of the scenario of the military conf(ihe planning scenario) in the interests of pnevg military
conflicts, implementing performance-oriented deéepknning exercises.

Keywords: conflict situation, military conflict, the scenarof military conflict, the planning scenario, the
scenario of military (combat) actions of groupirfgroops (forces).

Formulation of the problem. In the done to achieve the desired result in a military
process of forming and planning of defensconflict.
policy, if necessary, to work out situations At the same time, in accordance with the
depending on the situation and operationguidance documents governing the operation of the
indicators, use scenarios. Situation is a set military management bodies (MMB) during the
conditions and circumstances that creates definition of the design of the operation (combat
particular environment. In our case, an exampactions), several alternative ways of its conduet a
of a conflict situation is a military conflict. developed. Quantitative values of indicators for
Planning scenarios are not intended to pred comparing these variants (methods) of conducting
future situations and results. Rather, they ard usan operation (combat actions) can be obtained by
in the process of developing the organizationsimulation. Description of the conditions for
structure of the armed forces and defense pla assessing the effectiveness of alternative variants
for operational planning and substantiation of throf the operation (combat actions) is called a
requirements for capabilities. Capacity in thscenario of military (combat) actions, which
wide sense is defined as the ability to perforialready details how to use the grouping of troops
certain tasks. According to the results of previot(forces) [3]. That is, at present, different terane
studies the scenario approach is used to deal wused: the scenario of planning, the scenario of a
possible conflict situations that may arise or havmilitary conflict (or conflict situation) and the
already arisen as a result of the development scenario of military (combat) action. All of them
the military-political situation (MPS). are designed for different purposes, have different

At the stage of determining thestructure, content and purpose. The most difficult
requirements for future military forces fortask, in our opinion, is the development of militar
planning, a scenario is developed that is, in fact scenarios (combat actions). The complexity of
scenario of a military conflict as it relates to itheir development is conditioned by the necessary
situation in which troops (forces) can be usedetail of the source data for the quantitative and
Under the term scenario of a military conflict isqualitative assessment of the options (methods) for
understood a predictive description of thconducting the operation (combat actions) that
possible beginning, development, completion armake up its basis, determined for comparison.

consequences of armed struggle based on Analysis of recent research and
assessment of the nature of modern milita publications
conflicts and the geopolitical position of the stat An analysis of recent studies [3-6] showed

It does not specify details of the forms anthat they sufficiently fully reveal the order and
methods of conducting military (combat) actionssequence of scenario development for assessing the
For each scenario, the planners develop seveeffectiveness of possible variants of the use of
options (inventories) of the capabilities that artroops (forces) in the operation (combat actions).
planned for use. That is, the designation of As a disadvantage, in [4] it is determined thaythe
scenario is to find the answer to what should tdo not fully address the issue of taking into
account the possible change in the partial tasks of
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enemy troops in a military conflict, also does not It is known that scenarios for the
determined a mechanism for adjusting the orddevelopment of any situation give the specialists
and sequence of performing partial defense taswho develop them, the ability to determine trends
by the grouping of its troops (forces) during oin their development, the relationship between the
stage-by-stage simulation of combat operations operating factors and form a general idea of the
the opposing sides. consequences. Comparing and evaluating possible

To solve this problem, in [4] it is proposedoptions for developing a conflict situation,
to use the method of forecasting processes, badepending on the decision taken and factors that do
on the methodology of scenario analysis of sociinot depend on it, but influence its development (fo
economic systems. The essence of this methexample, actions of the opposing or third parties i
consists in the creation of a basic scenario of tthe  conflict)y and their = comprehensive
dynamics of the process, which is considered asconsideration, contribute to a rational decision on
consecutive choice of expert-valued intermediaits settlement ( localization, termination,
states (stages of operation). According to tkliquidation).
authors, the use of mathematical methods to There is no doubt that the scenario method
select the most appropriate (probableinvolves the creation of appropriate technologies
“microscripts” on each expert-defined phase c(algorithms) for their development, which provide
the operation (combat actions) will eliminate tha higher probability of developing a feasible
uncertainties and contradictions that may aris(effective) design and minimizing the expected
from the experts during their development. losses. Consequently, a capability-oriented

At the same time, such an approach is fullscenario of military (combat) action should take
justified when the troops (forces) of the opposininto account the most important factors that can
sides use classical forms and methods of militaaffect the development of a conflict situation [2].
action to achieve military-strategic goals, and The essence of the process of developing a
existing mathematical models can be used scenario for military (combat) action is to
assess the effectiveness of military optionestablish, on the basis of analysis of many factors
(forces), for example, a total combat modea logical sequence of events that may arise in a
(operation). Today, a military conflict can begirvery specific situation in order to identify
with peaceful anti-government actions and, zalternatives (variants) of its development and
recent events in the world show, end with a brutpartly possible consequences (in the form of losses
civil war and external interference by others, ncof groups of forces (troops) of sides, economic
necessarily neighbors, states or multinationipotential, parts of the territory, etc.).

forces without transforming themselves into an In fact, the factors that may affect the course
open armed confrontation between armed grouof a military conflict and its final outcome
of the parties to the conflict. determine its content. In turn, the disclosurehaf t

The purpose of the article isto identify content part in most cases is a complex task for
problematic issues for the development of thscript developers. First of all, this is due to thet
military (combat) action scenarios, clarificatioh othat it is very difficult to predict the mutual
the purpose, structure and content of the concejinfluence of the informational and psychological
of the military conflict scenario and the scenariconfrontation between the parties to the conflict,
of military (combat) actions. the influence of irregular groups, criminal gangs,

The urgency of the article is substantiateprivate military campaigns, foreign mercenary
by the fact that, on the one hand, the developmelegions, special services units, as well as militar
and analysis of possible scenarios of militarcontingents of international organizations and
(combat) actions, allows us to determine how ttcoalitions on resolving the conflict.
active phase of a military conflict will develop, Therefore, to develop a baseline scenario for
depending on the decisions taken, and to propcmilitary (combat) actions in the projected military
in the future several options for its solution tcconflict, the content of which is set out in [5, 6]
achieve the desired result. On the other hand, tshould be supplemented by additional elements.
scenario of military (combat) action allows timely Before switching to the structure and content
identification of the risks and dangers that maof the military (combat) scenario in the predicted
arise when adopting one or another variant of ttmilitary conflict it is expedient to clarify some
designation of the use of troops (forces) for thconcepts and terms. Today, during the study of
settlement (localization, neutralization) of emilitary conflicts, the terms “scenario of a miliya
military conflict conflict” and “scenario military (combat) actions”

Presentation of the main material. are widely used in the preparation and conduct of

command and staff exercises, military games.
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It is necessary to distinguish between thsuggested that the term “scenario of a military
terms “scenario of a military conflict” andconflict” be used as it covers all phases of the
“scenario of military (combat) actions”. Theconflict, and not only its active phase. In fig. 1
scenario of a military conflict can have severepresents different approaches to the structurbeof t
scenarios (options) for conducting militarymilitary conflict scenario. The top part of the
(combat) action. This conclusion can be drawfigure gives you the approach used to create a
from the analysis of the generally acceptescenario that is used during defense-based planning
definition of the term scenario of a militarybased on capabilities. In the bottom of the Fig. 1
conflict, which is given in [3]. To eliminate Structure of the scenario used for strategic and
confusion in terms of defensive planning, it icoperational level command-and-control exercises.

Scenario of the military conflict
(During defense planning)

4.Political and military goals to H

1. General description of the situation

achieved
2. Conditions in which there is a conflict pr 5. Conceptual approaches to the solutio|
a crisis situation the situation (operational concepts)
3.Political and military goals to | 6. Basic issues of troops (forces)

achieved

SCENARIO OF THE MILITARY CONFLICT
v v

- 1. Military-political situation

- 2. BoenHo-cTpareriuna 00CTaHOBKa

2.1.Determination  of the  possi
composition of the grouping of ene
troops and its combat capabilities

1.1.Analysis of possible causes ¢
objectives of the resolution of t
military conflict

political forces and their influence
the resolution of hostilities

and methods of conducting hostilities]
the enemy, the main directions of act
of his strike forces

1.3Assessment of the alignment
political forces and their influence
the resolution of hostilities

2.3.Assessment of the possibilities
using modern weapons

1 ]
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
. 1 . . .

| 1.2.Assessment of the alignment ! .2.2 Determination of possible forms
1

1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1

L Q. _____)
=

3. The scale of hostilities 4. The scale of hostilities |
and the nature of the armed struggle and the nature of the armed strugdl

ST mm—m——————m—m—————————— -

Fig.1 Comparison of approaches to the structure ghe scenario of military conflict

As can be seen from Fig. 1, for eacl(destabilizing the situation in the area of future
scenario of a military conflict, several scenariomilitary operations), methods of conducting
of military (combat) or other actions can beoperations (combat) actions within the defined

developed. forms applied ting groups of troops (parties) and
They differ among themselves by theothers.
composition of the groups of troops (forces) of In general, the format of the scenario of a

the opposing sides, which depends on tkmilitary conflict includes a brief description did
projected degree of participation of the armeevent, the political objectives pursued by the
forces of the parties in military conflict, the fas  military-political leadership of the state to resol

of military action that can be used by thethe conflict, the main tasks (missions) of the atme
opposing parties to achieve military-strategiforces and other components of the defense and
(operational) goals, time rates of preparation arsecurity sector, the conditions of the situatiod an
conduct military (combat) actions of the forces cthe basic requirements for the execution of tasks o
the parties, ways of solving armed aggressicmilitary formations. The ATO experience has
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shown that the non-fulfilment (delays infor the preparation and conduct of military
implementation) of individual tasks, as well a{combat) actions by force groups to achieve the
the lack of interaction between parts (divisionsobjectives of armed struggle in a particular
of certain components of the defense sector, cconflict. The basis of the scenario of military
significantly affect the overall situation in theaction is the military situation.
conflict zone. It is known [5] that a military situation is a
Situation in the scenario of military conflictset of factors and conditions in which the
is reflected as a set of factors and conditions preparation and conduct of military (combat)
which the preparation and conduct of militaryactions is carried out. According to [5, 6], theima
(combat) actions will be carried out. Thefactors and conditions in which the preparation and
situation, which is reflected in the plannincconduct of hostilities is carried out include: the
scenario, on a scale, is usually strategic, bueunccomposition, group and character of the actions of
certain conditions can be specified to ththe troops (forces) of the enemy; the status of its
operational level, and in some cases — to thtroops (forces), tasks set, material and technical
tactical level. security; position and actions of the neighbors;
The scenario of military (combat) actionscharacter of the area; climatic and meteorological
covers only part of the scenario of militaryconditions; time of the year and time of the day;
conflict, which deals directly with the terms of preparation for combat operations and
preparation, conduct and, in part, thexecution of combat missions.
consequences of the military use of force groups The military situation essentially forms the
in the form of operations, hostilities, battles anbasis of the scenario of military (combat) action,
other actions in a possible military conflict. which is developed in accordance with the scenario
It should be noted that the scenario cof the military conflict. Proceeding from the
military conflict may not always provide for waysrequirements of the guidelines, the priority task i
to settle it by conducting classical militarydeveloping the scenario of the military conflict is
(combat) operations. This is due to the fact thto predict the nature and extent of military
today the role of psychological, special and oth¢(combat) actions.
types of operations in armed conflicts and local After determining the nature and extent of
wars is substantially increasing. Military actionsmilitary (combat) actions, other elements of the
in the form of fighting, operations, fighting ingh scenario, the content of which is shown in Fig. 2
resolution of a military conflict are replaced by a It is important that the scenario of military
minority in the resolution of the military conflict (combat) actions should specify the probable forms
[6]. and methods of the use of the aggressor's forses, a
Therefore, it is not by accident that thewell as the possible sequence of implementation of
operational training of troops (forces), namelythese forms for the entire period of the conflict,
command and staff training (CST), war game«@and determine the appropriate forms and methods
training, as well as scientific researches on ttfor the use of the groups of their troops.
preparation and use of troops (forces) are The forms and methods of the use of troops
conducted against the backdrop of a certa(forces) and their degree of participation in
military situation that should be in line the na&turconflicts will be determined primarily by the
of probable conflicts, modern tendencies anpurpose of the conflict, the scale of military aos
basic principles of armed struggle. and the physical and geographical conditions of the
Thus, when developing the goals oarea in the area of the conflict, military-politica
conducting exercises, training, and war gamemilitary-strategic situation and the available
there is a need to take into account the results military capabilities of troops (forces).
the analysis of the reasons for the possit The possible scenarios of military
emergence of armed conflicts to which Ukrainconflicts, in which the possible involvement of the
may be involved, the probable military-politica Armed Forces of Ukraine is expediently developed
objectives of the parties in these conflicts, ali weby experts, it is expedient to build up into a &ng
as forecasting the nature and degree database of military conflicts scenarios with the
participation there of the Armed Forces cpossibility of their further investigation and
Ukraine. In our opinion, the results of such acorrection. For example, some publications suggest
analysis should, be reflected in the scenarios the inclusion of scripts in specialized information
military (combat) actions. retrieval systems, and the methods of compiling
That is, the scenario of military (combat scenarios using a computer are offered. Such
actions is an integral part of the curriculurrapproaches require more formalization of the
which specifies the nature, factors and conditioiscenarios of military conflict for their study atioe
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preparation of substantiated proposals fumilitary conflicts by the highest military-politita
decision-making at the stage of development leadership of the state.

The scenario of military (combat) actions

v v

The information for the opponent |‘ 1 Information for own troops (forces)

|1_ Probable purpose of military action |1. Composition of the grouping of troops (force51

|2- Probable tasks of troops (forces) 2. Alternative forms of grouping troops (force
that may be opposed to possible formg

grouping of enemy troops

|3. Composition of troops (forces)

|4' Location of troops (forces) 3.Ways of using the grouping of troops (forg

]

1

1

1

1

1

1

1

1

1

1

1

1

1

1
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1
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1| grouping troops (forces)
:
1
1
1
1
1
1
1
1
1
1
1
1
1
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1
1

5. Possible form of use of troops (forces)

4. The purpose of the operation (combat actig
in alternative forms

6. Probable order and methods of using
grouping of troops (forces)

5. The combat task of the grouping of trocs
the main tasks accomplished by thepgose o
conducting the operation (combat actions)

7. Terms of conduct of military actions

6. The main stages of the operation, the seque
and timing of their conduct

___:____________________________________I

Fig. 2. Structure and content of the military actims scenario (option)

The scenarios of military (combat) action:(forces) to achieve the purpose of military (combat
being developed for conducting military game<actions and methods that do not foresee the use of
command-staff exercises substantially contain timilitary force [2]. It fully confirms the experiercof
main elements of the combat (operationausing the troops (forces) of the Armed Forces of
environment and are the basis for the developmeUkraine and other military formations and law-
of those who study, the design for an operaticenforcement agencies of special purpose during the
(combat actions). In accordance with thanti-terrorist operation. In practice, some scergri
requirements of the guiding documents, the desi(their individual elements) can be implemented
is made taking into account (on the basis of) ttsimultaneously or sequentially.
results of the evaluation of the effectiveness of Conclusions
several variants (methods) of the use of troops 1. Availability of the scenarios of military
(forces). The purpose of the evaluation of th(combat) actions will allow to reasonably approach
effectiveness of the variants (methods) cothe definition of the subject of operational trami
conducting an operation (combat actions) durinactivities in the Armed Forces of Ukraine, to deyel
the development of the design is to determine ttplans for conducting military games, command and
appropriate method of the use of troops (forces), staff exercises, trainings on which military
well as to specify the combat composition of thmanagement bodies receive practical skills in the
grouping of troops (forces). preparation and conduct of operations (combat

It can be argued that the scenarios of militaractions), which correspond to modern tendencies of
(combat) actions being developed directly for tharmed struggle.
evaluation of effectiveness (simulation of the 2. The need to create military strategies,
operation (combat actions)) of the troops (forcemilitary training, and scientific research on the
for the purpose of developing the design of thspecific operational (operational-tactical) sitoati
operation (combat actions) differ significantly inwhich forms the basis of the military (combat)
content from the scenarios that are developescenario, makes it essential for the training a& th
during Defense planning their content and thtroops (forces) and the military authorities.
degree of detail of the output data depends on the 3. The main function of the scenario of
capabilities (peculiarities) of mathematical modelsmilitary (combat) action is to identify possiblesks
calculation tasks, and the methods by which ttand consequences of conducting military (combat)
evaluation of the effectiveness of the use of teoofactions in the course of the development of a anilit
(forces) is carried out and therefore proposedatb c conflict. A wide range of possible alternative aautis
them scenarios for modeling. of localization (neutralization, elimination) of litary

The realities of the use of troops (forces) irconflicts developed by military experts will allow
a military conflict are always more complex ancdetermining the most difficult situations which can
diverse, since they combine the use of troogarise during the conduct of military (combat) actio
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COIIEPIKAHUS CLICHAPHS BOCHHOTO KOH(MIMKTA (ClieHApHsI IUTAHUPOBAHMS) B MHTEPECAX MMPEIOTBPAILCHHUS BOCHHBIX
KOH(MITUKTOB, BBHITIOJIHEHUS MEPONIPHATHI 000POHHOTO TJIAHUPOBAHKS OPUEHTUPOBAHHOTO HAa CTIOCOOHOCTH.

KnaioueBble cioBa: KOH(IUKTHAs CHUTyalMs, BOCHHBIH KOH(IMKT, CLEHApUi BOEHHOTO KOH(]IMKTA,
CLICHApUil IIIAHUPOBAHUSI. CLCHAPHUIA BOCHHBIX (00CBBIX) NEHCTBHIA rPYyMIIMPOBOK BOUCK (CHII).
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Estimation of the operational efficiency of the arnllery
reconnaissance system in the interests of the enémfire
destruction by missile forces and artillery

Resume.The article is devoted to the substantiation ef plossibility of using the approaches of queuing
theory as an alternative to the method of normatisgmation of efficiency, which is used in assegsihe
operational efficiency of the artillery reconnaissa system in the interests of the enemy's firgraeson by
missile forces and artillery. Also in this articlhhe advantage of combining the channels for obtgirand
processing intelligence information in a singleteys is substantiated, and a methodology for assgdie
operational efficiency of the artillery reconnaissa system in the interests of the enemy's firéraetion by
rocket forces and artillery was developed.

Keywords: efficiency, the functioning of the artillery reammissance system, the enemy's fire destruction
by rocket forces and artillery, the system of massvice, the flow of applications, the intensity reteipt of
applications for obtaining intelligence data.

Formulation of the problem. In modern Proceeding from this, there is a need in such
conditions, fire damage becomes especially scientific-methodical apparatus, which would
important in defeating an enemy and attainingllow to eliminate such contradiction.
certain objectives of combat operations. Given The degree of development of the
the fact that in modern armed conflicts, the shaoblem. The analysis of recent researches and
of tasks with the use of weapons of magsublications on the above issues shows that at
destruction decreases, therefore the share of tagkesent, when assessing the efficiency of the
reliant on conventional means of fire damage #inctioning of the artillery intelligence system
significantly increasing. At the same time, thdhereinafter efficiency), it is assumed that it
effectiveness of the fire damage depends ondapends on the characteristics of the sources of
number of factors. One of these factors is thatelligence used for this purpose.
conditions in which hostilities are being Analyzing the experience of using mass
conducted. According to the military experts obervice theory techniques in various fields of
the leading countries of the world, ignoring thescience and practice, it is possible to deterniiee t
conditions for conducting military operations caradvantages of these methods before the method of
lead to a decrease in the military potential afiormative assessment of the operational efficiency
military formations by 20 ... 30. The rapid changef the functioning of the artillery intelligence
in the situation inherent in modern armedystem that is being used at the moment, which is
conflicts requires a reduction in the time tdhe ability to evaluate the efficiency in Each
prepare data for the enemy's fire damage siuation in accordance with the tasks that were
correspondingly, the time required for thecarried out, the ability to apply the efficiency
functioning of the artillery intelligence systems. indicator to the aggregate of intelligence tootsaa

At the same time, the process of "detectingystem of mass service.

- defeating" enemy objects with missile forces Taking into account the advantages of the
and artillery also implies a certain precision ofmethods of mass service theory and the features of
intelligence data. the functioning of the artillery intelligence syste

Thus, in increasing efficiency, there is dn the interests of fire damage by rocket troops an
contradiction between the need on the one handddillery, it is considered appropriate to consider
reduce the volume and duration of necessatlje application of methods of mass service theory
calculations, and on the other - increase thege developing a methodology for evaluating the
characteristics to maximize their accuracy. operational efficiency of the artillery intelligemc

system in the interests of fire damage by rocket
troops and
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Therefore the purpose of the articleis to  processing, so the mathematical expectation of the
justify the possibility of using mass service theornumber of applications in the queue, or in other
methods to evaluate the efficiency and to developords, the average queue length will be
a methodology for evaluating the operationadetermined as for a system with an unlimited flow
efficiency of an artillery intelligence system. of applications.

Presenting main material.In general, the Given the sensitivity of this method to the
functioning of the artillery intelligence system inessence of the operation of the artillery intetige
the interests of the enemy's fire damage by rockegstem in the interests of the enemy's fire damage
troops and artillery is considered as a madsy rocket troops and artillery, as well as simpici
service system consisting of the followingand visibility, it would be advisable to develop a
elements: the input stream of requests fanethodology for evaluating efficiency on the basis
intelligence data, the processing channels of it. For a more varied assessment of efficiency,
applications, the queues for applications foit is proposed to select a number of partial
intelligence waiting for service and Outflow ofindicators and, based on them, to determine a
requests for intelligence data. For further redeargeneralized indicator of the operational efficiency
it is assumed that there are n channels of the artillery intelligence system in the intdses
processing requests (intelligence tools) in thef rocket troops and atrtillery. It is known thatha
system, the flow of requests for intelligence dataf the indicators must have a clear and
is received on the processing channels oihderstandable physical meaning, be “critical" and
applications. It is believed that this is the siegtl convenient for computing and characterizing the
stationary Poisson flow with intensity It is also basic properties of the system. Taking into account
allowed that the service time of one applicatiothese requirements, the partial indicators are
by one reconnaissance device is distributed by ahosen: the time of the application in the system
exponential law with the parameter (Tn), the increase in efficiency through the

Considering the intensity of the servicdntegration into a single system)(
application, it is necessary to consider that the Of course, a set of partial indicators should
service channels (intelligence tools) used inharacterize the system as fully as possible. But
missile troops and artillery are the same type amdost likely to evaluate efficiency only in a set of
have the same capabilities as for the processingpartial indicators is impossible, since each of the
intelligence information. Proceeding from thispartial indicators characterizes only one property
the intensity of service on each of the channels dof the system. Therefore, it is necessary to dedine
does not change and is equal ito Thus, the generalized evaluation of efficiency. In this case,
system of artillery intelligence is a SMO typethe generalized indicator of the evaluation of the
M/M/N with a load. operational efficiency of the system is proposed to

In order to simplify calculations andaccept the probability of obtaining the necessary
increase understanding of physical sense, it iistelligence data to a given time (P (t)).
proposed that the main characteristic of the Conclusions.Thus, the use of a common
efficiency is to accept the full time of themethodology for assessing the operational
application's stay in the system, which takes intefficiency of an artillery intelligence system imet
account the waiting time in the queugland interests of the enemy's fire damage by rocket
the time of service (Fs). troops and artillery, based on the use of the naktho

At the same time, taking into account thef mass service theory, reduces the amount and
constant variation of the combat situation, it igluration of the required calculations when
assumed that the value of the waiting time famaximizing their accuracy, and unlike the existing
each application will be different, that is tomethodology, which Is based on the method of
simplify the calculations within the requirednormative assessment of efficiency, provides for
accuracy, it can be argued that n =1, j = 1 (that additional consideration of the following factors:
N =n). the possibility of assessing the functioning

The system of artillery intelligence can beof an artillery reconnaissance system of variable
characterized by the following features: th&omposition;

system consists of a limited number of channels, interconnection with the conditions of a
each channel can simultaneously process only oparticular operation (battle);
application, each new application sent, having all conducting evaluation of efficiency on

the channels occupied, is in the queue and is indifferent indicators;

until one of the channels is released . If an the possibility to provide recommendations
application enters the system when there is a fré@ each individual situation.

channel, it is immediately accepted for
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1—Kaq)ez[pa paKeTHUX BifichbK 1 apTuiepil KOMaHIHO-IITAGHOTO IHCTHTYTY 3aCTOCYBaHHS BiHCBK (CHII)
HauionansHoro yHiBepcuteTy 000ponn Ykpainu im. IBana UepnsixoBcbkoro, Kuis;
— HayxoBo-gocnigauii inctutyT [0710BHOTO YIIpaBiliHHS PO3BiAKKH MiHicTepcTBa o0oponn Ykpainu, Kuis
OuiHoBaHHS oNepaTHBHOCTI (PYHKIIOHYBAHHSI CHCTEMH apTHJIEPIHCHKOI PO3BiAKH

B iHTepecax BOrHEBOI0 ypa:KeHHsI IPOTHBHUKA PAKETHUMM BilicbKaMM i apTuiiepicio

Pe3tome. CraTTsi mpucBsSUYeHAa OOIPYHTYBAHHIO MOMKIIMBOCTI BHKOPUCTAHHS TMiAXOMiB TEOpii MacoBOTo
00CITyroByBaHHS, sIK aJbTEPHATHBU METOJy HOPMATUBHOTO OL[IHIOBAHHS OIIEPATUBHOCTI, SIKUil BUKOPUCTOBYETHCS
IIpH OIiHIOBaHHI OIEPaTHUBHOCTI ()YHKIIIOHYBaHHS CHUCTEMH apTHUJIEPIMCHKOiI PO3BIIKK B iHTEpecax BOTHEBOTO
YpaXe€HHSI TPOTHMBHUKA pPAaKEeTHHUMH Bilichkamu 1 aprtuiepieto. OOrpyHTOBaHa mepeBara 00'€JIHAHHS KaHaJiB
OTpUMaHHsI Ta 0OpOOKH po3BimyBaibHOI iHpOpMaIii B €IUHY CHCTEMY, Ta PO3poOJieHAa METOIUKA OIIHIOBAHHS
OIEPaTHBHOCTI (YHKIIOHYBaHHS CHCTEMH apTHJIEPIMChKOI pO3BIAKM B I1HTEpecax BOTHEBOIO Yypa)KCHHS
NIPOTUBHHMKA PAKETHUMH BilicbKaMU 1 apTHIIEpI€I0

KaiouoBi ciioBa: onepaTuBHICT, ()YHKIIOHYBaHHS CHCTEMH apTHIIEPIHCHKOI PO3BIIKH, BOTHEBE ypPaXKeHHS
NPOTUBHMKA pAaKETHUMH BIiiCbKaMM 1 apTUIIEpi€l0, CHUCTEMa MacoBOTO OOCIIyrOBYBaHHs, HOTIK 3asBOK,
IHTCHCUBHICTh HAIXO/DKCHHSI 3asBOK HA OTPUMAHHS PO3BiAyBalbHUX JaHUX.
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AxaMenko M. B.l;
InpsimoB A. A., 1.BO€H.H., C.H.C.

! _ Kadenpa pakeTHbIX BOMCK M apTHIUICPHH KOMAHIHO-IITAGHOrO MHCTHTYTA NPUMEHEHHS BOHCK (CHI)
HaumonansHoro yHuBepcurera 000ponsl Ykpaunsl iMeHu MiBana Uepusxosckoro, Kues

2_ Hay4Ho-mcciie1oBaTeIbCcKUil MHCTHTYT [ JIaBHOTO yrpaBlieHHs pa3Beqkd MUHHCTEPCTBA 0OOpPOHBI
VYkpaunsl, Kues

OueHnBaHue ONEPATHBHOCTH (PYHKUMOHMPOBAHUSA CHUCTEMbl AapPTHJ/LUIEPUHCKON
Pa3BeIKH B HHTepecax OTHEBOI0 MOPAaKeHWsl MPOTHBHMKA PAaKeTHbIMH BOWCKAMHM U

apTwiiepuen

Pe3tome. Ctathsi OCBsil[eHA 0OOCHOBAHHIO BO3MOXHOCTH HCIIOJIb30BaHMS MMOJXOJ0B TEOPHHA MACCOBOIO
00CITy)KHBaHHs KaK albTePHATHBBI METOAY HOPMATUBHOTO OLICHHMBAHUS OTMEPATHBHOCTH, KOTOPBIH HCIOJIb3YeTCs
NpU OLCHWBAHUU ONEPATUBHOCTH (YHKIMOHUPOBAHUS CHUCTEMbl ApPTHIUICPUHCKONW pa3BeAKH B HHTEpecax
OTHEBOTO TOpPaKeHHsI MPOTHBHUKA PAKETHBIMU BOMCKaMH U apTHiuiepuero. Tak ke B TaHHOW cTaThe 000CHOBAHO
MIPEUMYIIECTBO OOBEAMHEHHS KaHAJIOB TIOMY4YeHHUS M OO0pabOTKH pas3BelbIBaTENbHON HH(pOpPMAIMH B €IUHYIO
CcUCTEMY Ta pa3paboTaHa METOAMKA OLICHUBAHHS OMECPATUBHOCTH (DYHKIIMOHHPOBAHUS CHCTEMBI apTHILUICPUHCKON
pa3BeKK B MHTEPECAX OTHEBOTO MOPAKCHUS MPOTUBHUKA PAKCTHBIMU BOWCKAMU M apPTHUILICPHUCHO.

KiroueBble cJIoBa: ONMEepaTUBHOCTh, PYHKIIMOHUPOBAHHS CUCTEMbI apTHJUICPHICKON pa3BeJKH, OTHEBOTO
MOPAKCHUsI MPOTUBHUKA PAKETHRIMH BOWCKAMHM M apTWUICPUCIO, CHCTEMa MAacCOBOTO OOCITYXXHBaHUS, MOTOK
3asiBOK, HHTCHCUBHOCTH TIOCTYIUICHUS 3asIBOK HA MMOJIyYCHUsSI Pa3BEIbIBATCIBHBIX TaHHBIX.

2
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The forces and facilities action model of the StatBorder Guard
Service of Ukraine in the period of military and pditical situational
complication and threatening period

Resume.In the article, the tasks have been defined anddfees and facilities action model of the State
Border Guard Service of Ukraine in the period ofitariy and political situational complication anlkréatening
period has been developed, on the basis of the@emerating modes.

Keywords: State Border Guard Service, military and politis@liational complication, threatening period,
tasks, action model.

Problem statement.In modern historical Analysis of recent research and
realities the role of the State Border Guar@ublications in which the solution of this
Service of Ukraine (hereinafter SBGS) as aproblem has been initiated and on which the
important component of national securityauthors rely. The number of works is devoted to
increases significantly and forms the core of thithe use of force and means of the border
security and defence sectors (hereinafter SD8gpartment in the period of military and political
together with other military formations and publicsituational complication and threatening period.
authorities. They addressed the issues of the use of the Border

By the SDS military formations we meanGuards of Ukraine in the period of military and
the complex of military units and theirpolitical situational escalation, the preparation a
management bodies created under the Ukrainiaonduct of defensive operations during the initial
law. The complex of military units and theirperiod of the war, the local wars and armed
management bodies is staffed by militargonflicts in the XX century.
personnel and is intended to defend Ukraine’s At the same time, it should be noted that the
sovereignty, independence, national intereststudy of the forces and facilities model of the
territorial integrity in case of armed conflict orSBGS bodies in modern armed conflicts, “hybrid
threat of attack. wars”, has not yet been carried out, and a nhumber

The role, place and functions of SBGS irof actual and practically significant problems in
ensuring the security of state border (hereinafténis area requires the attention of the researchers
SB) were laid in 1991 with the adoption of theand needs further development.
laws of Ukraine “On the State Border”, “On the The necessity of studying this issue as an
Border Troops”, which are specified in thentegral part of the theory of operational art loé t
Constitution, the law of Ukraine “On the StateSBGS is caused by the significant changes in the
Border Service” and other legislation. Nowadaysjature and content of recent wars and local
the SBGS of Ukraine ensures the implementatiaonflicts (military confrontation in Chechnya, the
of certain functions to ensure the integrity of th&®ussian-Georgian conflict in 2008, the conduct of
SB and the protection of sovereign rights othe anti-terrorist operation (“hybrid war”), in the
Ukraine in its exclusive (maritime) economicEast Ukraine, etc.).
zone. The lack of researches on this aspect greatly

The annexation of the Autonomousreduces the effectiveness of the SBGS functioning
Republic of Crimea by Russian Federation (RF)p the conditions of military and political
terrorist activities of sabotage groups and radicaltuational aggravation and its fulfilling of tasts
separatists in the Eastern part of the count§B protection. This causes the necessity and
forced the determination of the new priorities iropicality of the article.
the development of the SBGS. Also specific The aim of researchis clarifying the tasks
activities, connected with capacity building, wereand developing of the forces and facilities model o
undertaken in management bodies. the State Border Guard Service of Ukraine in the

Moreover, each new armed (military)period of military and political situational
conflict forces to correct the bodies (division§) ocomplication and threatening period.
the military and law enforcement units of the Presentation of the main material of the
SDS and SBGS usage model. study. Ensuring the security of the SB is a
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complex and dynamic process, which includes therengthen the units, which are directly engaged in
involvement of a large number of different typeshe protection of the SB. Also they will be used
in terms of composition, purpose and capabilitidsoth to strengthen the protection of the SB and on
SDS forces and facilities. Analysis of legislativeareas of the SB, where armed incursions into the
and regulatory documents [4, 6, 8, 13-17, 22-25ferritory of Ukraine, armed conflicts (armed
scientific papers [18, 19], generalization of th@rovocations) are possible.
experience of Antiterrorist operations makes it Chiefs of the BD should transfer reinforcing
possible to determine the main typical tasksnits to the reinforcing mechanized company for
assigned to the Armed Forces Ukraine, thactions in the areas of military unit’'s respondipil
National Guard of Ukraine, the Security Servicéin the protection of the SB, with the aim of
of Ukraine and the SBGS for the purpose ddtrengthening the protection of the SB, conducting
ensuring the safety of SB and making #&order searches (operations) from the plans
description of forces and facilities model of thaletermined by the SBS’s military units.
SBGS and other military units of the SDS during In the further military and political
the specified periods. situational aggravation, chiefs of the BD, except

In the article, the term forces and facilitiegshe reinforcing units, should also transfer support
model of the SBGS of Ukraine is understood bunits in the quantity of the mechanized company,
us as the description of the process of operatiordring a threatening period, in the case of a tirec
and service activities, reflecting its purposethreat of armed (military) conflict, to stop armed
designed to study its properties, features @@ind other provocations on the SB, the fight against
functioning in interaction with internal andthe sabotage and reconnaissance force, other armed
external elements. Forces model reflects thgroups of the aggressor and AIFAG in order to
sequence and content of the stages of work, thasure the deployment of the troops on the SB.
set of procedures, capacities and capabilities,  Reinforcing (support) units will participate
which are involved, and the interaction oin:
participants in the investigated process. conducting search operations in areas of

The essence of the model is that with thpossible location of the sabotage and
military and political situational aggravation,reconnaissance force other armed formations of the
tasks of ensuring the security of the SB, iaggressor and AIFAG in order to detect, detain or
particular: security of the SB, the cessation alestroy them;
provocative actions on the SB, the fight against blocking (covering) areas of possible
the sabotage and reconnaissance force, othecation of the sabotage and reconnaissance force,
armed formations of the aggressor and anti-statéher armed units of the aggressor and AIFAG, as
illegally formed armed groups (hereinaftewell as areas of emergencies on the SB and on the
AIFAG) and others, within the boundary of aborder checkpoints (into and out control points);
controlled border area (hereinafter CBA) will be dismemberment and expulsion of large
carried out by the forces and means of the SBGfasses of the civilian population;
independently with the assistance of the termination of provocative actions against
strengthening units (reserves). bodies (subdivisions) of the SBGS;

The forces and means of the SBGS will destruction of small groups of the enemy
carry out the tasks, taking into account theho invaded the territory of Ukraine;
construction of the SB within the CBA, as well as ensuring the nomination and deployment of
at the border checkpoints through the SB. Theoops (forces) to protect the SB.
personnel of the border detachments (hereinafter  Operational groups (representatives) from
BD), the departments of the border service arttle relevant military units with the necessary
other units intended for direct protection of theneans of communication, protection and security
SB for other tasks in this period are not involvedwill be allocated to the management points of the

In this period, the security of the SB inBD and the dedicated reinforcement units (support
accordance with the situation is implemented, asuaits) for management and coordination.
rule, in an enhanced version of the determined Effective = combat strength of the
staffing level of peaceful time, the reserveseinforcements (support units), operational groups,
receive tasks and act to ensure a reduction of tthee order and their call signs, the routes of
level of danger. appointment, the points of meeting, the areas and

The combat reserves (operational borddgime of concentration, the task, the procedure of
command posts, border command posts of rapidmmunication and the terms of operational
mobility), will be taken from the bodies subordination will be determined by the SBGS
(divisions) of the SBGS and will be used tdeadership, in agreement with the relevant
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leadership of the SDS on the basis of cooperation  organize the research on the flight of the
plans, which were developed in peacetime. aircraft, make a diagram and description of the
At the same time, military formations ofviolation of the SB.
the SDS were determined in the interests of the = The comprehensive support of the
protection of the SB: reinforcement units, as well as the support uists,
activate visual and other types ofdirected by such SBS’s military formations from
surveillance of the place of service by thevhich they are allocated. Medical support of the
departments of the SBGS; reinforcement units (support units) during the
provide assistance to the forces and meapsriod of their being subordinated to the BD is
of the SBGS in maintaining the regime measuresirried out by the medical services of the BD. The

on the SB (in the CBA); medical services of the interacting military
exhibit temporary checkpoints on the reaformations will assist in the evacuation of
approaches to the SB; wounded and sick in the medical institutions and

take part in blocking (covering) areasother units, which are in their subordination, as
(boundaries), in search of, detaining (destroyingyell as will provide other necessary assistance.
the sabotage and reconnaissance force, other Taking into account, that the responsibility
armed formations of the aggressor and AIFAG; for the protection of the SB in peacetime (with the
take measures in strengthening thenilitary and political situational complication,
protection of the locations of deployment othreatening period) is entrusted to the SBGS,
military formations, important military objects planning, management and interaction,
and approaches to them. coordination of the activities of the SBS’s miligar
Border searching, that can develop into anits in the interests of protection of the SB,lwil
border operation, the specific features of whiche carried out by the appropriate command of the
are actions that do not have a pronounceésBGS.
character of armed struggle are carried out, when  Direct management of the protection of SB
detecting violators of the SB, the sabotage amtépartments’ actions reserves, units of
reconnaissance force, other armed formations inforcement (support units) will be implemented
the aggressor and AIFAG. by the chiefs of the BD in their lanes of
Appropriate management of the SBGS magesponsibility.
decide to carry out several operations, while they During this period, the management and
can be carried out simultaneously or consistentlgteraction between the forces and means of the
in cases of a mass breakthrough of violators &GS and SBS’s military units are organized by
the SB, the sabotage and reconnaissance fortiee staff governing body of these military units.
other armed formations of the aggressor arithe existing system of peacetime communication
AIFAG. is used for the organization of management and
With the transition to the enhancednteraction. Communication is organized with the
protection of the SB determined by the plans, these of radio and the leading means of
military units of the SBS carry out appropriateeommunication.
measures to strengthen the protection of the = Communication with the reinforcement units
locations of troops, important objects andsupport units), which are allocated from the plans
approaches to them, as well as to increase thletermined by the SBS’s military formations is
combat readiness of the reinforcement unitsrganized by the authorities of the SBGS, for
(support units). which, if necessary, communication officers from
During the operational-service activitiesthe BD with means of communication and
the forces and means of the SBGS take part in thecuments of the secret management of the troops
tasks of protecting the SB in the air space ase sent to the reinforcement (support) units.
auxiliary posts in the air defense system of the The officers from the relevant intelligence
state. Proceeding from this, when detecting @nits (divisions) should be directed the governing
violation of the SB in the airspace the SBGS’bodies of the SBGS in order to ensure that the
unit should: forces and means of intelligence are deployed.
immediately inform the nearest units and The headquarters of the interacting military
command posts of the air defense forces of thiermations, the commanders of the relevant units
Armed Forces of Ukraine; must prepare maps with coding established in the
provide air defense troops withadministrations of the SBGS for the management
communication channels for reporting inof the reinforcement units (support units) during
accordance with the developed scheme; the execution of tasks.
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Conclusions.So, the proposed model will 9. Kymmnipenko O. 1. [Iii 3'exnanb i yacTun Hanpsmy
increase the reasonableness and efficiency oflpukopronsux Bilichk Ykpaiu y CKIami BiiChK

2(60), 2017

decision-making on the use of forces and meangpuxpurrs.  [luceprauist  xama.  Bificbk.  Hayk.
of the SBGS, other military formations of the X“}geﬂ"’*”m’g”? A%By' -1997. - 236.
SBS and solve many issues related to ensurifig >apariox B. 1. Oxopona jepxasHoro xopaoy

. . . f UKOPAOHHHUM 3aroHoM B MOBaX 3aroCTpCHHs
their clear interaction in the performance of tasks PHKOPA . " Y -IP
COI1aJIbHO-IIOJIITHYHO1 00CTaHOBKH. I[I/IcepTaum KaHna.

We_ consider prospects  for further_ BilicbK. Hayk. XmenbHuIbkHH AIIBY. —1996. — 133
research in the development of a methodical .
instrument for developing of forces and facilitie 1. Toninko B. B. 3aBuacHa MiATOTOBKA 3 €IHAHD i
models of SBGS in the conditions of a specialuactun Biiicbk Hampsmy IIpHKOPIOHHHX BilChK
period when entering the martial law and plans ofVkpainn x pgism y mnepion piskoro 3arocTpeHHs

territorial defense.
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HamionaneHa akanmemis Jlep:xkaBHOI NMPHKOPAOHHOT ciy:x0Ou YKpaiHu imeHi Bormana XwmenpHHIBKOTO,
XMeIbHUIBKUH

Mopaeanb i cua i 3aco0iB /lep:kaBHOI NMPUKOPAOHHOI CJY:KO0M YKpaiHu B mepioa
YCKJIAJTHEHHS] BOCHHO-TIOJITHYHOI 00CTAHOBKY Ta 3arpo3/IMBHil nepioa

Pe3tome. Y crarTi Ha miACTaBi 3araJbHUX PEeXHUMIB (yHKUiOHYBaHHA [lepikaBHOT NPUKOPIOHHOT CIyOu
VYkpaiHu BH3HAYCHO 3aBIaHHsS Ta MOOYAOBAaHO MOJENb i chi 1 3aco0iB JlepaBHOI MPUKOPIOHHOI CITYKOH
VYkpainu B niepio1 yCKIaJHEHHS BOEHHO-TIOJTITHYHOT 0OCTAHOBKH Ta 3arpO3JIHUBHUH MEPioI.

KuarouoBi caoBa: JlepxaBHa TPUKOPIOHHA CIyk0a, YCKIAQIHEHHS BOEHHO-TIOJITUYHOI OOCTaHOBKH,
3arpo3JIMBUH TIEPi0J1, 3aBIaHHS, MOJACIH JiH.

IBamkoB 10. b, k.mea.H., J0LEeHT

HaumonansHass axazemust [ocynapcTBeHHONW mOrpaHM4HOW CciyxObl YKpauHel uMeHH bormana
XMEIbHULKOr0, XMEJIbHUIKUH

Mopaeanb pneiictBuid cul W cpeacTB l'ocyiapcTBeHHON NOTPaAHUYHON CIYKObI
YKpanHbl B nepuoJ OCJO0KHEHUS! BOCHHO-NMOJIUTHYECKOH O00CTAHOBKH M YIPOXKaeMblil
nepuos

Pe3tome. B craThe Ha OCHOBaHHHW OOIIMX PEKUMOB (PYHKIIMOHUPOBAHUS ["0CyIapCTBEHHOH MOTpaHUYHON
CIyObl YKpawHBI ONpeneeHbl 3a7add W TOCTPOEHa MOJENb ACHCTBHA CHI W CpeIncTB I ocynapcTBEHHOM
MTOTPAaHUYHOM CITy)KOBI YKpaWHbI B TIEPUOJ OCJIOKHEHHSI BOCHHO-TIOJIMTHYECKON OOCTAaHOBKH WM YIPO’KaeMbIi
MIEPHOI.

KnaioueBnie caoBa: ['ocynapcTBeHHass IOrpaHMYHAsi CiIy)k0a, OCJOXHEHHE BOEHHO-TIOJMTUYECKON
00CTaHOBKH, yTrpOKaeMBbIil IEPUOJ], 331241, MOJIENb TEHCTBHH.
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Analysis of experience of leading countries of theorld in relation
to forming and drawing on skilled reserve in the amed forces

Resume.In the article experience of armies of leading ddes of the world is generalized on creation of
skilled reserve and the analysis of world tenden@@ecarried out in relation to automation of prses of skilled
management.

Keywords: skilled reserve, completing of the armed forgesnciples of forming of the armed forces,
CASS of management by a personnel.

Formulation of the problem. Each state Formation of an effective Reserve for
is required to build a multi-level security systentandidates for promotion and ensuring its effective
that has political, economic, diplomatic andise by the personnel of the Armed Forces of
defense components. Although guns are not “thékraine requires the carrying out of certain stadie
last argument”, but sometimes only thehat can be submitted in the form of a structural-
availability of effective armed forces, it allowslogical scheme in Fig. 1.
diplomatic methods to be obtained. The actual article is devoted to highlighting

In the world there are different approachethe results of research in the first direction, am
to the formation of armed forces, but the moghe analysis of best practices in the formation and
effective, in terms of combat capability, rapiduse of personnel reserve.
deployment and strength, were, there are and Analysis of recent research and
remain armies structurally consisting of regulapublications. In open sources, a sufficient number
troops and reserves [1]. of works, for example [2], devoted to improving

The armed forces of any country andhe quality of military training of regular troopsid
Ukraine in particular, due to the presence of ahe reserve, as well as ways of staffing the armed
aggressive neighbor that not only has territoridbrces during periods of crisis and aggravation of
claims, but also embodies aggression, must fulfilhe political situation in the region. The pringgl

the tasks: of the formation of armed forces are considered:
- support of a qualified personnel army foprofessionally voluntary; milita and militia-
solving current tasks of defense; personnel; recruiting In addition, the territoraaid

- formation of a qualified reserve forextraterritorial ways of forming the armed forces
replenishment of the personnel army and rap@re considered.
increase in its composition during periods of Sources [3-5] highlight the peculiarities of

crisis; the formation of an effective Reserve in the legdin
- creation of a mobilization infrastructurecountries of the world.
in the event of conflicts. The purpose of the articleis to summarize

The contracted army of Ukraine is able taghe experience of the armies of the leading
solve only the first task. Two other tasks areountries of the world in creating a personnel
solved only at the expense of reservists who haveserve and analyze global trends in the automation
been in service and training for years of militarypf personnel management processes.
service. Thus, the Armed Forces of Ukraine Presenting main material. The result of the
require reorganization, not only in terms of théraining of the personnel reserve is the formatbn
composition of the arming and quality of militarya certain number of citizens, who have undergone a
training of regular troops, but also in terms opreparatory selection (assessment) and have the
staffing and reserve preparation. necessary capacity to perform their direct dutres i

the required post in due time.
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DIRECTIONS OF RESEARCH
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T

Strategy for the implementation of results

Fig. 1. Structural-logical scheme of researches

In other words, personnel reserves ardirectors and are ready to take certain positions
citizens of the state, which are planned fowithout any additional instructive measures.
appointment to the necessary posts. Such an A promising reserveis active military
inventory of nominees has a conditional structur@ersonnel with a high potential, but with the need
Personnel reserve (professional reserve) can foe additional training.
both internal and external. As for the internal The formation of anexternal reserveis
reserve, it consists of active servicemen and ¢arried out from the military-losing citizens ofeth
divided into operative and promising ones. state. In each state, certain categories of pdpuolat

The operational reserve is active are attracted to military duty.
servicemen who are able to replace superior  The above classification can be represented

in the form of a scheme presented in Fig. 2

PERSONAL RESERVE }—[
Internal reserve- servicemen serving the service

External Reserve State-losing citizens

Operational reserve active are
servicemen, who are able to occ

higher positions without addition

Pre-conscripts
| |appointment.

subject t

training activities. The conscripts are assigned
conscripts.
A promising reserve of active Military liens are in reserve for t

servicemen with a certain potent
who need additional training.

acquisition of Armed Forces in
special period.

Reservistsare serving in the milita
reserve for assembling the Arm
Forces in peacetime and a sp€
period.

Fig. 2

Analysis of the experience of the leading Professional Army. Today, fully
countries in the formation and use of personnptofessional armies have more than fifty states,
reserve, according to the classification, which iacluding such large countries as Japan, India,
shown in Fig. 2, it is convenient to holdPakistan, Canada, Australia, Nigeria and the
separately for the categories of external arRhilippines. Not all of them are protected from
internal personnel reserves. In addition, it igotential opponents by the oceans or territoryhef t
advisable to study the experience with automatidlies. Japan separates from the Russian Federation
of personnel reserve accounting and monitorirggstrip of water a few tens of kilometers wide.iénd
of career development of active servicemen. and Pakistan, which stably muting between
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themselves, have several thousand kilometerstbé termination of the initial contract, the terrh o
common land border. its validity can be extended.

The most powerful and numerous Unlike the US, practitioners call for a reserve
professional army is thdJnited States The of volunteers who have not previously been in
acquisition of armed forces is carried out on military service. Japan completes the reservesof it
voluntary basis. All candidates are subject tarmy only at the expense of persons, who have
testing in order to identify their general level oferved in regular troops. Service in reserve id pai
inclinations and abilities, the possibilities anih the form of monthly cash payments to the
feasibility of using their chosen specialty. As aeserve. Of the total number of servicemen who are
result of testing, candidates are assignedleased annually, about half are credited to the
according to the relevant military-accounteserve, and no other military training is carried
specialties. out. The retraining of reservists is carried out

After taking the oath, the recruits are sertduring the training fees. The Law on “Self-Defense
to the educational centers of the armed forces feorces” provides for the possibility of holding one
the initial training and training in the specialty. or two fees per year, with a total duration of not

The National Guard occupies an unusuahore than 20 days. In practice, the meeting was
place in the US armed forces. On the one handliihited to five days a year. Reservists who retired
is the state troops (its formation is created In drom the armed forces no more than a year ago
fifty states), which are subordinated to statduring the first year of their stay in the reseave
governors and used by them to support publane-day charges. The total strength of the reserve
order, disaster management and other tasks. @frthe Japanese “self-defense forces” is less %8an
the other hand, the National Guard is a militathousand people, including 46 thousand people in
reserve of the armed forces of the United Stateke armed forces, 1,1 thousand people of the Navy,
which unites in its composition a significant pard.8 thousand people of the Air Force.
of the military power of the land forces and the Thus, the size of the small and young age-
US Air Force (navy forces is not within theimit, the reserve of the Japanese army does not
National Guard). According to the concept oéxceed 20% of the number of regular troops with a
“united forces”, it is considered necessary tpopulation of about 130 million people.
prove the combat capability of the National The militia and personnel-militia armies
Guard to the level of regular troops in terms afre the direct opposite of purely professional
staffing, equipment of weapons and equipmerdarmies. For the militia army is characterized by th
and the quality of combat training. absence of personnel military formations and

The reserve of the American armedlmost completes substitution of command posts by
forces like regular troops, is completed on @fficers for whom military service is not the main
voluntary basis. All reservists are in cash. Theccupation. In pure form, a police force existsyonl
basis for payment is the contract concluded by tive Switzerland, where the male population aged 20
reservist with the Ministry of Defense. Privatéo 50 is considered to be a military person, sigtab
and sergeant warehouses of the reserve #&ve health reasons before military service. The
replenished at the expense of servicemen afmy is called by 91-92% of the male population
regular troops who are retired from the activenore than in any other country (perhaps, except
service and are obliged under the terms of thsrael).
contract to serve in the reserve, former Switzerland with a population of about 7
servicemen who have expressed a desire to semidlion, is capable of unblocking and deploying
in the reserve, as well as those who had n@&$50,000 armed and trained fighters at the defensive
previously served military service and werdines for 48 hours. Small arms, ammunition and
contracted. The officer's reserve consists aiforms are reserved by reservists at home.
former civil servants, graduates of civil service The staffing of the Swiss army has only
training courses at civilian universities, as vadl about 3,500 people. It includes only officers and
graduates of officer schools that recruit themon-commissioned officer's instructor training
students from reserve officers of the rank and fileenters. With regard to the units and connectidns o
officers. the Swiss Army, then command personnel of the

For service in the army afapan, persons divisions and higher are personnel. The rest are
of male and female aged 18 to 25 years ameade by the military. After passing at the age®f 2
accepted. The term of service under the primaygars of a recruiting school with duration of 119
contract in the ground forces for two years, in thdays, the soldiers are credited to the reserviaef t
Air Force and Navy, as well as for the technicdirst turn. In its composition, they are until they
specialties of the land forces for three yearseiAftreach 32 years of age. During this period, they are
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trained in 8 combat training units, consisting adnd "Hemvern" in the amount of about 200
parts and units that are being deployed fdohousand trained and armed soldiers.
educational purposes in military service states. Even more troops in relation to their own
Duration of each collection is 20 days (total 16population may be put forward by other countries
days). At the age of 43-50 years, the militarynis iadhering to the personnel and militia system of
the reserve of the third stage. During this periodtaffing of the armed forces. ThusYorway
his combat training is limited to two meetings (18population 4.2 million people.) With the strength
days). Thus, the ordinary staff calls for militaryf the regular army of 34 thousand is able, if
service with a total duration of 330 days. Untemecessary, to unblock the army for 24-72 hours in
officers serve 511 days, officers 906 days. 400 thousand people. (including 285 thousand
The main feature of theersonnel and reservists of the regular army and 85 thousand
militia armies is the peaceful maintenance ofmilitants of the local Guard), not counting 60
small personnel forces with short terms dhousand reservists of the second st&yeeden(a
compulsory military service, coupled with theyopulation of 6.4 million people, a regular army of
support of a high degree of mobilization readine$gl.5 thousand people) is capable of putting up 850
of numerous trained reserves. In addition, ihousand people for 2-3 days under the gun,
countries with personnel and police forces, imcluding 125 thousand volunteers from the
addition to the regular army and its reserves; it territorial guards. The latter are able to take the
usually created as an independent componentpafsitions assigned to them under the mobilization
the armed forces and purely militia formationglan within one hour.
which are usually completed on a voluntary basis. It should be noted that the number of
A typical example of personnel and militiacountries with personnel-militia armies continues
armies isDenmark Regular Danish armed forcedo grow. In particular, in the mid-19708ustria
make up about 31 thousand people, including 9dned the manpower and police recruitment
thousand recruits. The other contingent consisgtgstem. Do not consider the territorial militia
of personnel, including volunteers of the privatprinciple obsolete and the country with
and non-commissioned officers, who arprofessional armies. They use it successfully to
contracted. Decisive role is assigned to trainguepare reserves (for example, the National Guard
reserves. In the case of mobilization, the numbef the US Armed Forces).
of Danish armed forces, in comparison with the Personnel-recruited armies occupy an
period of peace, grows more than fourfold. Thatermediate position between professional and
main purpose of regular troops is to prepagersonnel-militia. Their unifying feature is theeus
reserves and ensure mobilization deployment. d&rfi the principle of military service with a relagily
training-mobilization  regiments training islong (more than one year) service life of conssript
conducted only by private staff. Training ofUnlike professional, recruitment and recruiting
junior commanders (non-commissioned officergrmies have more prepared reserves and a large
is carried out in schools and educational centdrtal number in relation to the number of
of the forces of the generations. Officers' tragnininhabitants of the country. In comparison with the
is being taught in Copenhagen, schools of reseqersonnel and militia armies, they contain peaceful
officers and part-time officer schools. regular recruits, but have less reserve. As a tiée,
The purely militant component of thetraining of their reservists differs from professab
Danish armed forces is the “hemvern” armednd personnel-militia armies with less intensitg an
voluntary organization, built on the territorialregularity.
principle. She is enrolled volunteers from 16 to For more than half of the NATO countries,
50 years old. Mostly, these are formeincluding Germany, France, Italy, Spain, Turkey,
servicemen, retired from the reserve for age and many other countries of the world, for
health, as well as persons released for any reasmample, the Russian Federation, Brazil, Argentina,
from urgent military service. The command stathdonesia, South Korea and Syria, there are more
of “hemvern” is completed at the expense of thban half of the personnel. Terms of compulsory
retired officers of the Danish army, as well as gervice in such armies from 12 months (ltaly,
the expense of graduates of their own commasgain) to 30-36 months (Egypt, South Korea) and
school. The personnel of “hemvern” learn, as three to four years (China).
rule, in time free from work. Thus, in the case of A typical recruiting army is the armed forces
mobilization, Denmark (a population of 5.1of Germany All German citizens of the sexes aged
million people) is capable of short-terml8 to 28 must undergo urgent military service. Its
deployments, including regular troops, reservelration is 15 months. More than half (55% of the
total number of regular army) is completed on a
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voluntary basis. All volunteers are divided into In 2013, a series of pilot exercises on the
two categories: contracted servicemen (contraateployment of remaining maintenance and repair
are for a term of 2 to 15 years) and personnghses of armaments and military equipment
(employees up to the statutory limit age). AftefRBAME), central equipment bases (CEB) and
the expiration of the contract, the servicemen whaxercises on the addition of personnel to permanent
signed him receive an initial allowance. Personnebmbat readiness units in both peacetime and
military after reaching the established age awmmmbat operations, using different principles @& th
entitled to a pension. registration of personnel and manning techniques.

Military lenders, those who served a validhe result was the decision to create a reserve
service, are credited to the reserve. All resesvistommand, which was not only controlled by the
are divided into several categories of readinesgijlitary commissariats, but also by RBAME and
according to which they can be called again in thke CEB. In the district training centers began
armed forces. Servicemen who have completeadperiments on the training of so-called reservists
an urgent service or contract service are creditadder the contract. They included new battalions of
to the permanent reseryan which they remain territorial defense created on the basis of the
assigned to their units within 12 months after theefense Plan of the Russian Federation, who
demobilization. During this time they can beerformed tasks for the protection and defense of
called to serve on the reserve by order of thmportant objects of the Armed Forces
Minister of Defense, that is, without announcingnfrastructure, as well as for the assistance & th
in the country of mobilization. At the end of thdight against irregular formations.
specified period reservists are transferred to the  Unlike the US armed forces, the Russian
reserve of the first turn, intended to complemesystem does not plan to divide the reservists and
the Bundeswehr to the states of wartime. Otheational guards, the reserve command itself will
reservists are credited to theserve of the seconddecide, the reserve will be fixed in the part of
stageand, so-called, thgeneral reserveThe last constant readiness or in one of the storage and
two categories of the reserve are intended to fikpair bases that are being deployed during wartime
the possible losses of troops in the course iof the military unit. The formation of these bodies
hostilities and for the possible formation obf military management has already been
additional units and connections. The training alompleted, and just the final test of their reasne
reservists is carried out through training sessiongas the study of “East-2014".
during mobilization exercises, as well as during It must be borne in mind that the system of
mobilization charges on anxiety. Duration ofmobilization deployment of the Armed Forces has
meetings 2-4 weeks, mobilization exercises up taditionally remained under the heading
12 days, mobilization charges for anxiety up to ‘Absolutely secret” and the specific results of the
days. verification until nothing is known. There is stilb

Russian Federationln 2013, in the media, legislative decision on the status of reservisideun
in particular [6], it was reported that the statfis the contract. At the same time, the system of
reservists of the Russian Armed Forces has meserve components in foreign armies of the world
been registered and this does not allow for normal the basis of the clearly stated status of the
mobilization planning. One of the stages of theeservist, his rights and obligations to the state,
beginning of the reform was the creation in eadhe basis of which are built up other components of
district of the military management bodieshe system. Russian military analysts assume that
responsible for the preparation of the militaryhe current Minister of Defense will bring to the
reserve. At the same time, one of the moshd of the reformation of the mobilization reserve
difficult problems of the Armed Forces of Russissystem and the Russian Army will receive a
according to analysts, is the support of theliable two-tier system of backup components.
number of troops in the conduct of hostilities. Certificate. In the armies of western countries,

In the Armed Forces of the RF there arte problem has long been solved by the creatioa of
such concepts as current and temporaHYO't_ie_r system o_f backup compom_ants. The firselas
incomplete (Cl and TI)Currentis the availability the filling of the incompleteness directly in thedps,

of posts that are not filled by servicemen (vacanfj"d the second - the deployment of additional anit
nits, if necessary.

but temporarywhen a serviceman who has bee* On July 17, 2016, President Putin signed

in office has left for a business trip, vacatioor, f Decree No 370 “On the Establishment of the

treatrr_\ent and _ha_s not performed his duties fo'MobiIizatiE)n of the Human Reserve of the Armed

ltgnge:;g‘r?ﬁ.gmh'.ss l(l)sfF%ands ?.epSOSI and must rett Forces of the Russian Federation” [3]. Thus, Russia
P ing i iclat duties. has made another step towards the creation of a
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fully professional army. Today, about 50% of th&lanagement (HCM) module that implements not
number is soldiers, serving under the contract 300ly automated personnel management but also It
thousand ordinary and sergeants and 2@0mbines talent management, staff development,
thousand officers. But this applies to theecruitment, payroll and many other solutions. The
"personnel" army, deployed and ready to engag®st well-known in the world, as well as the
in military operations at any moment. number of implementations in the enterprises,
The official strength of the Russian Armyinternational corporations and organizations of
in 2016 is officially about one million people [7].ERP systems with the HCM module, are SAP R /
Until recently in many parts there was a shortage Oracle and Microsoft Dynamics AX (Axapta).
of personnel up to 30%. At the beginning of Undoubtedly, Western developers have
2016, it was announced that for the first time thavested heavily in human and material resources
number of contractors exceeded the number ioto the creation of HCM-module data, as well as
soldiers for the prize: currently, in the Russiaaccumulated the experience of their
army are 300 thousand contract workers and 2ifplementation in hundreds and thousands of
thousand line-breakers. The country'foreign enterprises. At the same time, there are
mobilization system is currently unbalanced, buertain limitations for the distribution of these
the active reserve remains very significant andodules at Ukrainian enterprises (not taking into
amounts to about 2.5 million people. account such factors, when the owners of the
Turkey. The Turkish army is the secondenterprise are Western investors, and the
largest in NATO than the United States. Thenplemented system adopted as a corporate
Turkish army has more than half a million troopstandard). The main of these restrictions are:
and another 400,000 are in the immediate reserve. high price of implementation and support;
For military service in Turkey are called from 20 functional redundancy - data HCM-modules
years, service life can last up to 15 monthaclude unclaimed while in domestic institutions
(conscripts with higher education are twice dsinction;
likely). However, according to experts, insufficient speed of adaptation to
nevertheless, the majority of recruits are peoptnamically changing legislation;
from villages who do not have almost any in some cases, the lack of complete
education. As a result, with exemplary disciplinecalization of interfaces.
in parts, Turkish soldiers are practically unalole t Modern IAS, created at the enterprises of the
effectively use modern military equipment (laclpost-Soviet area, solve many tasks of personnel
of knowledge). At the same time: the core of thmanagement:
Turkish army is a high-quality officer corps and -“1C: Salary and personnel management
trained contractors. Most specialists serve B0” - the program of mass destination, which
aviation, special-purpose parts and marir@lows in a complex to automate the tasks of the
infantry. Also, in order to mobile in wartime, ainstitution related to the calculation of salarias
military trainee reserve of up to 900 thousanrstaff and the implementation of personnel policy;
people can be used. - Sail-Wages systemllows: to register in the
It should be noted that the armed forces afystem of questionnaires of employees, to create a
foreign countries are widely used automatestaff list of employees with the possibility of
personnel management systems. Among the lageating subordinate units, to introduce standard
variety of automated systems of foreigpersonnel orders with their automatic processing,
development, in which integrated functions, ietc;
terms of accounting and personnel management, -information system for  personnel
the most interesting in terms of information of th&=lagship” - a full-featured software product class
military department, there are systems that allodRP, designed to create information management
you to perform a wide range of personnedystems institutions;
management tasks, have modern technological -1AS “HR officer” - IAS personnel
solutions for the developed platforms, carry imanagement, allows you to optimize the processes
itself integrating properties with the databases of human resources management in large, medium-
other systems, have the necessary tools fared institutions that are dynamically developing,
constructing reporting forms and streamindescribes the organizational structure of the
external data. institution, as well as the maintenance of all
Automated systems with the abovepersonnel records by automated execution of
mentioned properties are typically Enterpriseperations of acceptance, transfer, dismissal
Resource Planning (ERP) systems built on eanployees, as well as the preparation and
modular basis and have a Human Capitaebgistration of orders, the formation of variousdi
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and accounting documents, payroll calculatioprocedure; taking into account professional-
etc .; important properties and business qualities of the

-IAS “Galaxy” focuses on institutions employees of the enterprise; taking into accouat th
with full-scale personnel records, includingieeds of modern staff training; planning of career
personal card, military records, etc., as well aevelopment of employees of the institution and
organizations with non-standard structures thdevelopment of compensation policy for personnel,
include freelancers, team members, and edc.
geographically diversified network of missions. Modern IAS, created on the post-Soviet

When choosing an informationspace, solves the tasks of personnel management of
management system for personnel, it is necessémng institution, taking into account world trendwla
to pay attention to the efficiency of the aredsuilt on a modular principle. But the development
needed to address the needs of a particutbbes not provide for their integration into
institution. Developers of domestic automatioautomated control systems of the processes of the
systems and implementing agencies specializiimgstitution of the higher level.
in Western software products, converge in the In the future, in order to improve the
fact that the choice of automation system depenel§iciency of HR decisions, it is advisable to d&vo
on the tasks that it is called to solve. It shdogd research into the effectiveness of using the Reserv
noted that universal solutions that fully meet thior candidates for promotion in the types of the
needs of institutions of different industries, sizeArmed Forces of Ukraine.
and management models do not exist.

1. In the armies of foreign states there are LIST OF LITERATURE
different ways _Of_ passing military service: on 4. Kax samuruts VYKkpanHy U KTO Takas HAalMOHAJbHas
permanent basis in the personnel; by contract angs,pquq? peKHM oCTYTY:
for a prize. The overwhelming majority of army http://blog.liga.net/user/snosach/article/1403%asp
officers of the countries under consideration ateB. Illnsikos. IlpuHuumsl  (GOpMHUPOBAHHS —APMHIL
on a regular basis military service (in frames).mupoBoi ombIT. OJeKTpoHHBIH pecypc. Pexum
Everything is encouraged by the long way ofaoctyna:
military service, redeployment of contracts, shlykov_principy_formirovaniya_armii_mirovoi_opyt.
which increases the professionalism of pdf .
servicemen, and reduces the cost of their training, *F:_ Kammun Tlopazox  npoxosiaenus - Bocuoi

2. In modern foreign armies, the system ofcnym&’I B sapybexunix rocynapersax - (CLIA,

- o . . BenukoOpuranus, ®pannust, ®PI' u ngp.). Pexum
military personnel certification is widely used. nocryma: http://zodorov.ru.

Certification is conducted annually (USA)4 B.u. Anzpees CpaBHUTEIBHBI aHAIU3 IIOATOTOBKU
Permanent titles are awarded only on the basis Qfunepos B apmusix 3apyGesxHbIX rocymapcrts u
a positive attestation (USA, Germany, etc.).Pecny6iuku  Benapych. Hayka u  BoeHHas
Widely used attestation at appointment. This6e3onacnocts Ne 1/2007 ctp. 58-63.
takes into account the opinion of seniop. Marseerko A. A. Tlo 3apy6exHbIM CTpaHaM 1
command, comrades, test results, public opiniorfPMuaM / 3apybexroe Boenroe obospene. - 2000. -
(including in the press) of the United States. Ne'l.=C. 26 - 39. . .
3. Foreign personnel management systerfig c3¢PB apMuH 10pa BEPHYTL B CTPOH. apmeiicuii
have Human Resources (HR) modules SAP R/ CCTHHK. pEAiM AoctyTa. http:/farmy-
o ews.ru/2014/10/rezerv-armii-pora-vernut-v-stroj.
and _Oracle Appllcgtlons. Both systems havg Boopyxens: ®  odemp  omackEL  Pex
classic functions in personnel management;cryny:https://versia.ru/armiya-turcii-i-

tabular accounting in the institution; recruitment vooruzhyonnye-sily-rf-sravnivaem-vozmozhnosti.
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IleHTp BOEHHO-CTpATETiYHUX IOCIiIPKeHb HarioHanpbHOTO YHiBepcHUTEeTy 000poHM Ykpainu iMeHi [BaHa
Yepusixosebkoro, Kuis

AHaJi3 MOCBiAy NpOBiIHMX KpaiH cBiTy moA0 ¢GopMyBaHHSI Ta BHKOPHCTAHHS
Ka/JpOBOro pe3epBy y 30pOMHMX CHJIAX

Pe3tome. B cTarTi y3araipbHEHO OCBiA apMili IPOBIAHUAX KpaiH CBITY MO0 CTBOPEHHS KaJIPOBOTO PE3EPBY
Ta 3/1iiCHEHO aHaJli3 CBITOBHMX TEHICHIIIH CTOCOBHO aBTOMAaTH3allii IPOLECiB KaJpOBOTO MEHEIKMEHTY .

KurouoBi ciioBa: kaJapoBuii pe3epB, KOMIUICKTYBaHHsI 30pOHUX CHII, MPUHUUNK (HOPMYBaHHS 30pOHHUX
CHJI, aBTOMATH30BaHI CHCTEMH YIPABIIHHS IEPCOHAIIOM.

PrIObImalii0 A. A., K.T.H., C.H.C.;

Typeiiuyk A. H., K.T.H.;

IIpokonenxo A. C.

LleHTp BOCHHO-CTPATErMYCCKUX HCCIIEeNOBaHUiT HalMoHAIEHOTO YHUBEPCUTETa OOOPOHBI YKPauHbl UIMECHU
WBana Yepusxosckoro, Kues

AHaJIM3 ombITa BeAyHIMX CTPaH MHpPa OTHOCHUTEJIbHO (opMHUpPOBaHHUSL H
HCI0JIb30BAHUSA KAJIPOBOIr0 pe3epBa B BOOPYKEHHBIX CHJIAX

Pe3tome. B crtatbe 0000IIEH ONBIT apMUi BEAYIIMX CTpaH MHpa IO CO3JAHUIO KaJpOBOTO pe3epBa U
OCYIIECTBJICH aHAIN3 MHPOBBIX TEHACHIINH OTHOCHTEIEHO aBTOMATH3AIMH IPOIIECCOB KaIPOBOTO MEHEHKMEHTA.

KiroueBble c10Ba: KagpoBHIH pe3epB, KOMIICKTOBAaHHE BOOPY)KEHHBIX CHJI, MPHHIUIB! (POPMHUPOBAHUSL
BOOPYKCHHBIX CHJI, aBTOMaTH3HPOBAHHBIE CHCTEMBI YIIPABICHHS IEPCOHAIIOM.
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The Use of Multi Criteria Analysis for Prioritizati on Choice

Resume The article make the examples of multi criterizalgsis which support making decision for
prioritization choice.
Keywords: multi criteria analysis; strategy of choice; a&ssaent of systems.

Formulation of the problem. The tasks of necessary to choose ath weapon system from
selecting the most appropriate option for mU”ip'%ystems (= l_N), to satisfyK strategies the most.
strategies have always appeared during planning — '
of the armed forces development. These tasks &achj-th strategy § =1,K) may be described by

solved based on a number of indicators thfjieriax, (I =1,L; ). The number of criterial()
comprehensively characterize strategy, versions !

or systems. Examples of the strategies includé®n be different for each strategy. It is important

the importance or value of weapons systems aHfipt the criteria fully describe the strategy. For
military equipment. a possibility of their example, the following criteria can be used for the

implementation; a possibility of maintenance, etStrategyvalue for the troops’fast positive impact
The solution may lie in choosing the mosP" combat effectiveness; the longevity of the

rational option described by the number ofYStem; investment; risks associated with
diverse criteria. A significant number Oflmplementanon; versatility; low maintenance cost,

indicators, which have different dimensions an8tc: The following criteria can be used for the
different impacts (weight) on the decision ar‘§trategyab|hty to implement’ cost; availability of
used. trained personnel; access to technology;

It is very important to develop approachegz\vailability of necessary partnerships, etc. For

that allow to solve of prioritization choice taskdnultiple criteria it is possible to identify their

by expert methods, which to a certain degree afgérdependence and reduce their number by a
subjective, require less time, but they are mof@atrix of cross-impact analysis (given in Table 2).

evident, flexible and allow adjusting assumptions Each criterion X;; is given an appropriate
during evaluation of choices. At the same timgNei
expert methods provide an opportunity to

incorporate the classic analytical methods intether analytical methods. The weight evaluates

their procedures. the importance ofy; criteria for j-th strategy.

Analysis of basic research and — . ,
publications. A large number of domestic and g =1, when it completely defines the strategy,

foreign studies are devoted to the multi-criterigg r =0, when it is not important for the

hoi f priority opti f projects, syst d .
choice ot priority oplons o projects, systems ar(;strategy. The sum of all weights has to be equal to

ghtr; in the range of (0...1) by experts or by

solutions. The basic principles of solvin

multicriteria problems are given in [1]. The work, . ’ .

reported in [2-4] is devoted to solving certain € lz_llrjl =1(j =1K).

problems of optimal choice in civilian branches. o _ _
Objectives of the articleare to offer multi- For j-th strategy we will define Py

criteria expert methods of solving the problem of _ _

the priority choice of systems in the military(! =1Lj), @ correspondence rating of theh

sphere by incorporating classical a”alyticaée/stem for criteriaX;, . The rating Py | is defined

methods; and to provide examples of practic% . .
application of these methods. y experts or by other analytical methods in the

Presenting main material Let's consider range (0...1). Rating afth system [ is 1 when
two methods of choosing the most appropriage system completely corresponds to the criteria
option for several strategies and for a number of _ _
indicators that characterize this option. Xy and Py is 0, when it doesn't. It should be

1. Multiple Criteria Analysis for preferred
choice based on several strategi&ippose it is

noted that the ratindd; of specificl-th criterion
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for all systems have to be defined by the same
method.

These data for eagkth strategy should be corresponds toj-th strategy. The system is
put in Table 1. considered as priority when it satisfies the

criteria forj-th strategy can be defined by formulasystems which fall in the range of 0,34 Eij <
0,66 might also be considered, the rest of the

The higherEij of i-th system is, the more it

Lj
E. = ropy, (I=LN;j = . , i >
U le D it P (I=1N:j =1K) systems/options are not considered as priorities.
Table 1
Systems, which are evaluated on 1st stragdh)
System 1 (i=1) System 2 (i=2) System N (i=N)
Criteria Weight Rating L Rating L
le (=1) r11(' =1 L) Pry |_| i=1r1| Py P |_| i=1r1| Pra
Criterion r.P,
r11 plll 1L lel r:I.lell
X1
Criterion r,p
r‘12 p112 121z leZ I’12 pN12
X2
Criterion r
r1L pllL i pllL leL r.1L leL
X
E1 = ENL =
OSrl|Sl 0< 1 1 O< pl]JS]' L
L = pl]] - L Z I—I r p 4
—_ — 1 MN
zizlrﬂ =1 [=1.L izl:jrﬂ Piy =1L i =

If the systems/options are evaluated by two In practice, the choice of preferred option, as
strategies, it is convenient to present resultien a rule, is carried out based on two strategies. In
Strategy Value Matrix format (Fig. 1). Priority case of more than two strategies, their evaluation
may be done sequentially in pairs. In this case, th
. comparison of evaluation is carried out on the
are located in the square A (0,67...0,67...1). 18¢ategy Value Matrix. Also for convenience of
the case of three strategies priority will be givegg|cyiation the following assumptions are made:

for systems for which evaIuatioEij are located
in the cube (0,67...0,67...0,67...1).

will be given to systems for which evaluati&“

«— STRATEGY 2
1 0,67 0,33
1 ° . Monitor in case
° Selective e value and ability
Priority p”%”ty increases
— A o D
o 0,67 . ° Monitor in case
@ S;e)lr?grt'ilt\;e 2 Selective 2 vaIL_Je and ability
é B priority INncreases
= C D
o Monitor in case Monitor in case
0.33 valge and ability valge and ability | Do not consider
’ increases increases
D D

weight I';; (I=1Lj) forj-th strategy are

iven in the range (0...30), provided somethin
g ge ( - ). P %J-th system for criteriaxj| , IS estimated in the

Lj
of a sum equal to 302 r; =30,j=

1=1

Fig. 1. Strategy Value Matrix

1K)

range of (0...10);
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the number of criteria for each system’s option "Drone*, based on unmanned

evaluation is no more than fivd (< 5), and the Systems; _ _ _
option "Helicopter”, built on a helicopter

number of strategies - tw&€ 2).
_ _ platform.

Under these assumptionds; of i-th The task is to select the best option
system evaluation for thieth strategy will be in Evaluation of these systems will be done for
the range (0...300). two strategies: ‘The value for the Army’ and
. P ‘Ability to implement’ in a defined time.

The systems with eyaluatlonElj |n. the To assess the strategy of ‘Value for the
range (300...200) for eachth strategy will be Army’ the following characteristics may be used:

prioritized. Systems/options which havg; in efficiency of deployment; secrecy; operating in all
eather; time of non-stop working; versatility;

the range (200...100), should also be taken m¥r(r\510bility; reliability; range and likelihood of oles
consideration, the rest of the systems can be
considered after additional studies, if necessaryeXposure' , .
L ' ' For evaluation of the strategy ‘Ability to
Example 1. A decision must be taken on , : o
. . ) Implement’ the following characteristics can be
the development of surveillance/intelligence . . L o e
. : . Used: cost; rapid implementation; availability of
system of the ground objects. Five options arg. . . oo .
tfained personnel; availability of technologies;

offered for consideration: oo X i e
. B . availability of necessary infrastructure; availapil
option "Sensors*, based on dispersed - ) o g
, of training system; availability of appropriate
ground sensors; lati
option "Network®, which is built on a regulations. -

o ' .y . . Some of these characteristics are
network linking together existing intelligence. o -
tools: mterdependen';, s_qch a&vallablllty of training

’o tion "Radar". based on the develo mentsystemand availability of trained personneWith
of as gcialized radalr b cross-impact analysis matrix (Table 2) we can
P ' determine the characteristics that describe acdepte
strategy more fully.
Table 2
> E - 3o |,o_|> chY
Strategy o g|¢ %% o2 = S |8 2 333
‘Value forthe | 563 S 05 2 x| 8 g |= 5 %%8_
Army’ = é— ” = g |F2z| 9 S =) = X538
Efficiency of X 0 0 0 0 0 + 0 0 +1
deployment
Secrecy 0 X 0 0 0 - 0 0 0 0
All-weather operating| 0 0 X 0 0 0 0 0 0 0
Time of non-stop 0 0 0 X 0 0 + 0 0 +1
working
Versatility 0 0 0 0 X 0 0 0 0 0
Range of Action 0 0 0 0 0 X 0 0 + +1
Uptime 0 0 0 0 0 0 X 0 + +1
Mobility 0 0 0 0 0 0 0 X 0 0
Likelihood of objects 0 0 + + 0 0 + 0 X +3
exposure

Legend+ positive effect ++ considerable positive effect;
- negative effect-- considerable positive effebtneutral effect

For evaluation of the strategy "Value forconstructed. It allows for selection of the follogi
the Army” we’'ll use the following five criteria: four characteristics: cost; rapid implementation;
efficiency of deployment; uptime; range ofavailability of trained personnel; availability

actions; the likelihood of exposure the objectdechnologies.
time of non-stop working. Evaluation of the systems on these two

For evaluation of the strategy "Ability to strategies is summarized in Table 3, 4.
Implement” a cross-impact analysis matrix is
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Table 3
Systems, evaluated on stratégyalue for the Army " (j=1)
“ Sensors “ Network” “ Radar” “ Drone” “ Helicopter”
X W | R 5 R 5 R 5 R 5 R | 5
- i N | Puy D P |p,, u MaPau | pyy D M3 P |p,y u o Pan | pgy u s PO,y
I=1.5
E 4 |10 40 8 32 8 32 7 28 5 20
T 5 8 40 6 30 7 35 5 25 3 15
D 7 8 56 4 28 10 70 7 49 10 70
H 5 2 10 7 35 7 35 6 30 5 25
P 9 7 63 9 81 10 90 9 81 10 90
30 E11:209 E21:206 E31:262 E41:213 E51:220
Note:

actual detection range to the regulatory one (45
km), in the case when the actual range extends to

the regulatory one -P; is 10. As for the

likelihood of exposurewhen the “real” likelihood

of exposurg(P,) is more regulatory onePf) then

] ) pi is 10; in case it is less than the regulatory one
All ratings P4 for all systemgi=1...5) of (P, < R) thenp; = In (1-Pr)/(1-Rn)*.0. In the

the strategy ‘Value for the Army’j£1), except physical sense it means reciprocal number of
two, are to be defined by experts. The ratings faystems that need to be applied to get the desired
the range (05) andthe likelihood of exposure likelihood of exposure.

the objects (g) will be determined analytically Under these assumptions the rating for the
using the following example. range(pis) and the likelihood of exposu(el;s)
Let's assume that the Customer defined thgy all systems will be: "Sensor* (36 km/45 km*10
range and likelihood of exposure for all systems g In(1-0,65)/In (1-0,8)*10=6, 5— 7);
to be no less than 45 km and 0,8 accordinglynetwork® (20km/45km *10 = 4,4 4; In
Systems that are being evaluated have the.g75) In (1-0,8)*10 =8,6 —9); “Radar
following ranges and likelihoods of objects;5okm/45km *10—10; In (1-0,8)/ In (1-
exposure: "Sensors” (36 km; 0,65); "Network“o,g)*lo =10); "DroneAV* (33km/45km*10 =0,7
(20 km; 0,75); "Radar” (52 km; 0,8); "Drone” (33 ,7: |n(1-0,75)/In(1-0,8)*10 —9); "Helicopter*
km; 0,75); "Helicopter“(50 km; 0,85). (50km / 45km—10; 10).
For this example, the compliance degree of  For the strategy of "ability to implement” we
rating [ to the stated characteristics will bewill put the data in Table 4.

determined as followslhe range- as the ratio of

W — weight] = 1.5); R — rating; E — efficiency of
deployment;T - time of non-stop working;

D -range;H — uptimes; P - likelihood of exposure
the objects

Table 4
Systems, evaluated on stratégibility to implement " (j=2)
“ Sensors “ NetworR “ Radar” “ Drone” “Helicopter
W | R 5 R 5 R 5 R 5 R |5
Xj 2 P12 ” F21 Pra Py H N1 Pra Pz ” M2 Puy Pax H T2 Paz Ps2 H F PS5y

I=1.4 - - - - -
C 10| 7 70 8 80 5 50 10 100 4 40
RI 9| 6 54 8 72 8 72 8 72 8 72
HK 517 35 8 40 7 35 9 45 7 35
AT 6 | 4 24 9 54 8 48 7 42 6 36
30 E12=183 E22=246 E32=205 E42=259 E52=183

Note: C — low cost;RI — rapid implementatiorATP- availability of trained personnel;
AT — availability technologiedlV — weight (| = 1..4)
Place the evaluation of the systems in twdecated in the square (300...200...200). However,
dimensional Strategy Value Matrix. we should not ignore the other options. Even
Conclusion: The priority have the systemsentative assessment we conducted indicates the
“Network*, "Radar* and "Drone*, which scored need for more research and, perhaps, we have to
more than 200 points for both strategies andesign a new system which combines the positive
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elements of the systems, which scored more than _ _ _
200 points. is also advisable to determlrﬂm , the rating of

It should be taken into account that the ) o ]
final result is affected by weights, determined the i-th system for criteri&j , by special
by experts. Therefore, the selection of experts fanalytical/numerical and practical
defining the weights requires special attention. It

«— " Ability to implement ”

300 200 100 (
300 | Radar °
) Network Hele
= o ® °
§ >, Drone
o £ 200 Sensor
S
= <
S 100
0

Figure 3. Comparison of the systems at the Strategyalue Matrix

2. Rational choice _on a number of _ M
characteristics in different scenarioSuppose it all ratings has to be equal 1, > r; =1. All

is necessary to seleckth system from N o _ A '
criteria x; are given appropriate weightk;,

(i=LN) which are used in differentM L,

scenarios/missions and are described by th® K :1.(] :lM) These  weights are
- - 1=1

criteria x; (=LM;I=1L;). The selected determined by importance of appropriate criteria

system has to satisfy all scenarios/missionfor the scenario. Within one scenario weights have

Number of criteriax; for the missions may be the same meaning for &l systems.
Let's define so-called ‘basic system’ for

different. -
comparison of all systems, evaluated for the
: ... —— _ selection.
Each j-th scenario/mission(=1M ) is Comparison of theth system with the basic

given an appropriate rating in the range of one onl-th criterion in thej-th scenario will be
(0...1) by the customer (or experts). The sum qfifferentiated by qualitative correspondence rating
pii, that can possess one of five values/options:

+2, when the system is "much better" than basi¢ one
+1, when the system is "better" than basic one;
pijl = 0, when the system i§ equal the basic one;
-1, when the system is worse than the basic one;
-2, when the system is much worse than basic one.

Evaluation of i-th systemE on all L; Below is an example for this method.
criterion in allM scenario can be defined by a Example 2 A decision has to be taken on
formula: procurement of a transport helicopter for the

M L L Armed Forces. There are three options for
E = r. k. D. (=1 N consideration: Mi-8MSB-B  (Ukraine), NH90

! JZ:: J; By i P (=1N). (Airbus Helicopter), AW-149 (Augusta Westland).

The helicopter is planned to be used in four roles:
For convenience and visualization alll*- transportation (65%; = 0,65); 2~ search and
comparative characteristics for egetn scenario rescue (15%f, = 0,15 ); 3 - medical evacuation

are put in Table 5. (15%,r3 = 0,15); &' - fire support (5%, = 0,05).
The best is &th system with the maximum
E score.
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Table 5
Systems which are comparéd: L
1-stscenario f=1), rating I'1
Criteria Weight of System 1 System N
I=1.1j criteria L . L
kj|,| =1.L Ra H Ky Pry P Ky Py
= =1
Criterion 1 k11 Equal to4” Much worse thati 4”
=D R, =0 0xk, =0 pN11:+2; +2ka1:2kN1
Criterion 2 k12 Much worse thad” Much worse thai 4”
(|:2) Fg.Zl = _2 ; (_ 2) klZ = _2k12 PNlZ = _2, (_ 2)k12 = _2 k12
Criterion L, le Better thand” Better than“ 4”
=Ly ' Py =+1 (+l)xk1L1 =ky, Ry, = +1 (+1)>< Ky, =Ky,
Evaluation of the L L LoL
systems in scenarib E,= Z ” Ky Piy Ew = Z l_l Ky Pu
=1 1= =1 1=1
2-stscenario(j=2), rating I'>
Evaluation of the L oL L L,
systems in scenarid E,= z l_l Ky Puo E, = Z Ky Py
=1 =1 =1 =1
N-st scenario(j=M), rating I,
Evaluation of the Ly Lw Ly Ly
systems in scenario — -
M E1|\/| - Z l_l kMI p1|v|| ENM - Z l_l kMI pNMI
=1 1=1 =1 1=1
Evaluation of the systems in al M M
scenario E z LE; z HEy
=L =L
Need to select the best helicopter. is recommended to analyse these helicopters by

The Mi-8MT helicopter we will use as “the multiple criteria such as "ability to implement“@n
basis” for comparison of all helicopters. Generdhbility to maintaine”.
characteristics of these helicopters are given in Conclusion The examples of practical

Table 6. application of the multi-criteria approach confirm
Results of the helicopter evaluations aréhe feasibility of the approach to solving a wide
summarized in Table 7. range of rational choice tasks by using peer review

As we can see from the results ofind analytical and experimental evaluation. The
calculations AW-149 and Mi-8MSB-B (as acombination of expert estimates and analytical
transport helicopters) get the best score mosttalculations is an advantage. It allows for creatio
because of their low cost, high practical ceilingf more options for the evaluation, for
(especially Mi-8MSB-B) and good capacity. NH-identification of their corresponding strengths and
90 loses because of its high cost. In our case tiveaknesses, and for defining of alternative
cost has quite high weight. For other buyers ttsolutions.
cost can be not so important, the weight of this It should also be noted that human factor
criterion will be lower and NH-90 would get aplays a significant role (both positive and negativ
better score. Contrastive analysis of alih making decisions, particularly in the military
helicopters in different roles/missions allowsain area. These methods can also assess such effects.
simple way, for defining their strengths andrhey are simple, clear and yield practical results
weaknesses. In order to make the final decisionlitth in the short term and in the long term.
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Table 6
Helicopter for
comparison Helicopters for selection
General Characteristics Mi-8MT(Mi-17) Mi-8MCh-B AW-149 NH90
Max. take off mass, kg 13000 12500 8600 10600
Crouse speed, km/h 240 240 287 280
Range, km 610 600 800 800
Practical ceiling, m 4500 8000 2700 6000
Capacity 24 max troops or 12 30 max troops or 12 18 max troops or; 2720 2500xe
wounded or 4000 kg | wounded or 4000 kg kg external load
external load external load
Cost, million $ 17 9 13 32
Main Armament Rocketpods, Rocket pods, | Rocketlauncher8l mmair- | Torpedoes, bombs;
machine-guns machine-guns | 3 e s | e e
missiles (NFH version), 2x
door gun

*) Characteristics of helicopters were chosen frorfedéint sources and are not official ones.

Taomums 7
ok | Goreralcharecienstes] k[ Foes | wiowcnn | awass | o
Cost 0,30 +2x0,3=0,6 +1x0,3=0,3 -2x0,3=-0,6
. Range 0,20 0%0,20=0 +2x0,20=0,4 +2x0,20=0,4
g 8 Cruise speed 0,10 0x0,1=0 +2x0,10=0,2 +2x0,1=0,2
s =) Practical Ceiling 0,10 +1x0,1=0,1 -2x0,10=-0,2 +1x0,1=0,1
% LL.' Capacity 0,15 0%0,15=0 -2x0,15=-0,3 -2x0,15=-0,3
S5 Armament 0,05 0%0,05=0 +1x0,05=0,05 +2x0,05=0,1
= Defence 0,10 0x0,1=0 +1x0,1=+0,1 +2x0,1=0,2
Es 2=10 0,7 0,55 0,1
0 Cost 0,25 +2x0,25=0,5 +1x0,25=0,25 -2x0,25=-0,5
— Range 0,25 0x0,25=0 +2x0,25=0,5 +2x0,25=0,5
2 ‘ﬁ) Cruise speed 0,10 0x0,1=0 +2x0,10=0,2 +2x0,1=0,2
:__\5 Ny Practical Ceiling 0,05 A +1x0,05=0,05 -2x0,05=-0,1 +1x0,05=+0,05
s ‘E Capacity 0,18 | = 0x0,18=0 -1x0,18=-0,18 | -1x0,18=-0,18
% 03’ Armament 0,05 OE 0x0,05=0 +1x0,05=0,05 +2x0,05=0,1
b Defence 0,12 E 0x0,12=0 +1x0,12=+0,12 +2x0,12=0,22
O
= E, =10 | @ 0,55 0,84 0,39
c Cost 0,20 8— +2x0,2=0,4 +1x0,20=0,2 -2x0,2=-0,4
-g Range 0,20 g 0x0,2=0 +2x0,2=0,4 +2x0,2=0,4
g ﬂ Cruise speed 0,15 8 0x0,15=0 +2x0,15=0,30 +2x0,15=0,15
S IO!n Practical Ceiling 0,0 o +1x0=0 -2x0=0 +1x0=0
o= Capacity 020 | » 0x0,2=0 -1x0,2=-0,2 -1x0,2=-0,2
.S (?? Armament 0,10 8 0x0,1=0 +1x0,1=0,1 +2x0,1=0,2
8 - Defence 0,15 0x0,15=0 +1x0,15=0,15 +2x0,15=0,3
= = ¥=1,0 0,40 0,95 0,45
Cost 0,15 +2x0,15=0,30 +1x0,15=0,15 -2x0,15=-0,30
=0 Range 0,20 0x0,20=0 +2%0,20=0,4 +2x0,20=0,4
s 2 Cruise speed 0,15 0x0,15=0 +2x0,15=0,30 +2x0,15=0,30
§ ? Practical Ceiling 0,0 +1*0=0 -2x0=0 -2x0=0
n < Capacity 0,10 0x0,1=0 0x0,1=0 0x0,1=0
Sy Armament 0,20 0x0,2=0 +1x0,2=0,2 +2x0,2=0,4
AL Defence 0,20 0x0,2=0 T1x0,2=402 | +2x0,2=404
E., =10 0,30 1,25 1,2
Evaluation of helicoptersE; 0,60 0,67 0,25

130



MILITARY-APPLIED QUESTIONS of ANALYSIS of SYSTEMS AND MATHEMA TICAL DESIGN

LIST OF LITERATURE 3. BararokpurepianbHui aHai3 e(heKTHBHOCTI

nopTdeniB HayKOBUX MPOEKTIB BUIIIOTO HABYAJIHLHOTO

1.T. Caarn. Ilpunstue pemenuii. Merox anammsa sakmany / I. €. Jlpay, I'. JI. €srymenko // YupasmiHHSA

uepapxuit. M., “Pano u cBssp”. 1993. PO3BHUTKOM cKiamuux cuctem. - 2015, -Bum. 22(1). -

2.3acTtocyBaHHS ~ METOJIB OaraTokpurepiaabHOT C. 33-41.

ONTHMi3alii s BUPIIICHHA 3aja4i PO3NOMITY 4. BararokpurepiaibHuil BHOIP  CHCTEM  3aXHCTY

BaroHiB mno BaHtaxHuM ¢pontam / 10. B. Yubicos, iHpopmauii 3a JONOMOTOK  HEYITKHX MAPHHX

10. C. Ilymera //30ipHMK HayKOBMX —IpaLb nopiBHsHb anprepHaTuB / O. B. IlImatko, €. B. Cuues

JIHINPONETPOBCEKOrO HALIOHAIBHOTO YHIBEPCUTETY [/l Cuctemu 06pobku iHdpopmanii. - 2011. -Bum. 3. -
3aIi3HUYHOTO TPAHCIOPTY IMeHi akamemika B. C. 161-164.

JlazapsHa. TpaHCIOPTHI CHCTEMH Ta TEXHOJIOTII
nepeseseHb. - 2014, Bun. 7. -C. 65-72.

The article came to the release 13.07.2017

Kopennosuu B. C., K.T.H., 101IeHT

LlenTp BO€HHO-CTpaTEriyHMX IocCHikeHb HamionanesHOro yHiBepcuTeTy 00OpoHM YKpaiHu imeHi IBaHa
UepnsixoBebkoro, Kuis

3acTocyBaHHs 0araTOKpUTEPiajLHOr0 aHAJI3Y 1Jisl NIPIOPUTETHOTO BUOOPY

Pe3tome. B cTaTTi HaBOIATHCS METOM 0AraTOKPHUTEPIAIBHOTO aHAi3y CUCTEM 3a JIEKUTbKOMa CTpaTerisaMu
JUTS THATPUMKH TPUAHSATTS PIillIEHHS 11010 BUOOPY HAHO1IBIIT MPUHHATHOTO BapiaHTYy.

Kuro4oBi ciioBa: 6araTokpuTepiallbHUHN aHali3, cTparerisi BUOOPY, OIliHKA CHCTEM.

Kopennosuu B. C., K.T.H., 101IeHT
IleHTp BOCHHO-CTPATETHYECKUX UCCIICAOBaHMi HalmoHaapHOTO YHHBEpCHTETa 00OPOHBI YKpauHbl uMeHHN MBaHa
Uepusixosckoro, Kues

IIpuMeHeHne MHOTOKPUTEPHAJIBLHOIO AHAJIN3A 1JIS IPUOPUTETHOI0 BbIOOpa

Pe3rome. B craThe mpuBeneHB METOIBI MHOTOKPHTEPHAIBHOTO aHAJIH3a 10 HECKOIBKHM CTPATETHsAM IS
MTOJIACPKKH IPUHATHS PEIICHHS 10 BEIOOpY HamboJee MpreMIeMOTo BapHaHTa.

KiroueBble cji0Ba: MHOTOKPUTEPHATIBHBIN aHAIN3, CTPATET sl BEIOOPA, OIICHKA CUCTEM.
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The pedagogical aspects of the psychological trang of servicemen
in modern conditions

Resume The article outlines proposals for improving thgychological training of servicemen of the
Armed Forces of Ukraine.

Keywords: moral and psychological condition, psychologieadd pedagogical preparation, method of
education.

Problem statement and analysis of war is conducted not only for territory, but foreth
recent research and publications An analysis favor of the population, for the minds of men the
of the professional activity of the officer's staffmethods of information-psychological warfare, the
shows that one of its main components is workportance of —moral-psychological factors  of
with people. No combat task will be performecfustaingbility of military personnel, determine the
without the required level of psychologicalincreasing —demands for psychological and
training of the personnel before the impact of theedagogical training of the officer corps that @itb
relevant psycho-traumatic factors. Modern highimely and relevant issues.

tech wars considerably increase the requirementgc, Analysis of recent researches and publications

for personnel, because the wins are not Weapoﬁ ows that the newest form of opposition, in caitra

. . 10'the confrontation of the bipolar devices have a
and people who mastered it at a high level, are . . ) .
vague, mixed, chaotic and multiple in nature. The

psychologically stable and prepared for action 'Bombination of military and non-military ways of

the extreme conc_jltlons of modern combat. Th' onducting a hybrid conflict that is used for naifig
requires an officer  of Soun_d psthologlca urposes and used as a weapon requires to improve
training, developed leadership qualities andsycho-pedagogical training of the Armed forces of
motives for professional activity. The extent tqkraine. In A. Zykov, S. Smirova, N. Copeland and
which the level of psychological training of thegthers noticed how difficult it is for a soldier,
officers is high is largely dependent on thespecially morally on the battlefield, where large-
success of the tasks set before the military. TReale use of tanks, aircraft and other weaponss Thi
ability of the state to protect its interests ipicture of the battle typical of the period of pasirs.
formed in peacetime, although, according ttodern armies must prepare for the conflicts of a
Russian military experts, peacetime does nbybrid character, so the moral-psychological
exist in principle, the war in various forms iscomponent of training soldiers and officers shdusgd
constantly, only the confrontation becomes morgiven much more attention, because even Napoleon
or less intense, the “hot war” changes the “colggid: “the Spiritual power refers to the physical a
war’, and psychological, informational, three to one”, as Suvorov sgid: “do Not hands, not
economic wars never stopped [1]. The unbridlef§et; not the human body wins and the soul which
development of means and methods of armégled and hands, and feet, and weapops-gnd_ﬁ the
struggle, especially in the conditions of the©ul of a warrior, big and mighty, doesn't givetan
Russian-Ukrainian hybrid war [2], the growingthe fear, and the man did not lose heart in the thar

role of the human factor in the use of miIitar)y'Ctory unquestionable, and therefore the need to

equipment and weanons. condition the carefefjucate and hardened warrior's heart, so that iatr
quip pons, Frightened of any danger and was always fearless”.

training of the personnel of the armed forces, The aim of the article is improvement of

require a more stable morale and pSyChOIOgICﬁgychological training of servicemen of the Armed
state. _ . _Forces of Ukraine experience antiterroristic ojerat
Radical changes in all spheres of our society,  presentation of the basic material Studying
the processes of modernization of the content apg experience of other countries it can be coredud
structure of the national and military educationygat at all times the problem of the formation loé t
reform of the Armed Forces of Ukraine in thewpirit of the warrior” was seen as the main tagk o

conditions of the antiterrorist operation, when th?ne military. The morale of the troops cannot bense
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or perceive by touch, but as you know, is the mosgihe struggle becomes protracted, the outcome it
powerful weapon, more powerful than a bomb, decides is moral and not physical force.
tank, or plane. High morale troops is a tool treat ¢ The above examples indicate that the morale of
turn defeat into victory. The army is not defeatethe troops is a matter of life or death. Each well-
until its soldiers are not imbued with theorganized army is interested in increasing thellefie
consciousness of defeat, because defeat is tt@mbat training in the provision of modern weapons,
conclusion of the mind, not physical condition. logistical advantage over the enemy. However,
In book “Why France fell” by André material advantage is not as important as the moral
Maurois writes: “Now we can say that the war wa&or the modern army more dangerous is its low
lost by France at the very moment when it hasorale than obsolete weapons.
begun.” Only the absolutization of the Maginot line The characteristic feature of the “hybrid”
which resulted in the transfer of all initiative toee  armed conflict is the increase in the achievemént o
enemy was already defeated, but an even greatlee objectives of the conflict, the specific weigtft
danger was hidden in other factors. The materiaiformation and psychological impact on the
support of the army was very low: it lacked moderpersonnel of troops (forces) in order to disorileim
weapons and equipment. The leadership of years an environment to reduce the ability to resiet,
studied public opinion instead of shaping it. Thus;all for disobedience to the commanders, and the
the question of the viability of the nation wasdesire to defect.

destroyed, not strengthened. So, among the personnel of the Armed Forces
The fall of France caused by the followingof Ukraine in comparison with the wars of other
reasons: periods during antiterroriste operations signifttan
- poor leadership; increased psychogenic loss [4].
- low morale; Thus, the results of the analysis of military
- lack of initiative; conflicts in XX — XXI centuries define the followgn
- indiscipline. regularity increase psychogenic losses of personnel
Ending with this question, take a look at some tipand reduce the level of resistance troops on Ipsses
that givesMauraois: which indicates an increase based on the fighting
To be stronglf a nation is willing to die for ability of the troops (forces) of psychological
their freedom, it will lose it. readiness of the personnel.
To act quickly.Ten thousand aircraft built in Time requirements showed that the unit
a timely manner is better than fifty thousandcommander is the main “source” improving moral
after the battle. and psychological state. Educational work connected
To control public opiniorand to shape it. with the conduct officer and is one of the most

To maintain a unified countryPolitical difficult. Following the example of the officer, gh
parties are passengers on Board one ship,sibldiers, thereby developing their vocational and
they'd drowned him, all will be lost. important qualities, forming and developing
To require managers to lead an honest lifeconfidence in their behavior. First, a personal
Vice, whatever it was, always is on the sidexample of the officer acts as a condition thaegiv

of the enemy. him the moral right to education of subordinatelse T
Unwavering faith in the ideaand the outline words of the chief they believe, in the event that
of life, for which to die. does not disagree with the case, supported by

Another example, in our opinion, a goodpractice, the ability of an officer with soldiers t
illustration of tips Maurois is “Winter war” betwee overcome the hardships of military service, high
Soviet Union and Finland. Successful defense girofessionalism. Second, the personal exampleeof th
the Finns, unlike the French, can be explained mfficer is the basis of his authority. The advaetg
the high morale, which is called “the spirit of theand disadvantages of the subordinate commander is
Winter war” which refers to single-mindedness anguidged by his deeds and actions. Based on the
willingness to sacrifice himself for the sake otbehavior of the chief, the soldiers formed aboetrth
defending the homeland. Studies support the facsd determine the attitude. Thirdly, the personal
that, in Finland before the Winter war, theexample of the officer is of considerable visililit
prevailing consensus according to the fact that the Comparison of results of estimation of
government needs to defend in case of aggressi@sychological readiness of the personnel in 2015-
“The spirit of the Winter war” was filled almostlal 2016 in the areas of antiterroristic operationdeiee
even the Communists [3]. Despite the heavy loss#fse increase of trust to the direct commanders
of the Finnish army due to the high moral andchiefs), improving the security of weapons, milta
psychological state was able to stop the enemy @guipment, clothing, food provision and improving
all directions. Analysis of events showed that whepsychological readiness to perform tasks.
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Basic principles:

- simulation of the external picture of the battle;
naturalization of combat conditions, inclusion of
elements of risk and danger;

psychological hardening;

- psychological confrontation;

safety of personnel actions;

formation of patriotism, negative attitudes
towards the enemy

Main tasks: [ Normative security ]
- formation of readiness for battle and war;

- formation of readiness to destroy the . .
enemy; Material and technical support
- development of resistance to stress of psychological technologies

factors of combat and military service.

Leadership training p
standard

training of sergeants, unit
commanders, psychological
officers

. The object
The subject ]

Commander Combat training Serviceman, military unit
(first of all Lo (small groups, rank-and-file
Sergeant), |nd|V|d.uaI staff, separate specialties)
instructor collective

Psychological
GENERAL standard ini
Standard training
STRESS

formation and improvement of
common psychological qualities

adaptation of the psyche to the
SPECIAL standard conditions of a specific combat task

Forms:

1) psychological education;

2) classes on combat training items;
3) psychotrains, receptions of
psychological self-regulation.

Methods:
1) simulation of the psychological
factors of the battle (practical);
2) training of methods of
emotional and volitional self-
regulation.

Fig. 1. System of psychology training

Psychological training in the Armed Forces One of the important indicators of the integral
of Ukraine is carried out in accordance with theuality of the psychological readiness and resigen
requirements of the order of the chief of the Gaherof a warrior to the effects of stress factors ofderm
staff-Chief of the Armed Forces of Ukraine datedvarfare is the level of psychological preparedrass
16.11.2012 No. 240 “About the introduction ofa soldier at the implementation of the regulatiand
psychological training in the educational proceks @pecial exercises. Based on this approach, a leliab
training of command bodies and troops (forces)onclusion about the psychological preparedness of
with all categories of military personnel: thepersonnel to activities in combat, in situations of
military authorities during the events of operaéibn danger can only be done on the evaluation of their
training (exercises, training). activities that made them in the simulation of

The system of psychological preparatiordifferent factors (Fig.2.).

(Fig. 1) should be based on the basic provisiomks an Assessment of initial level of psychological
achievements of pedagogy and psychology, aeadiness and resilience to combat operations
advanced experience of work of commanders at alecessary to prepare the source data. They, initurn
levels in the education of soldiers. Improving th@eeded to determine the dosage level of mental
teaching of psychological aspects of militaryworkload of the personnel in the process of tragnin
training, propose to start with a definition of thefor combat and humanitarian training.
hierarchy of psychological qualities of the offices The concept of psychological readiness and
an example to follow, the main among which aresustainability has many components. Sequential
organization, responsibility, perseverance, dignitydiagnosis is possible but very time-consuming and
and efficiency. Of course, the military would like feasible only a qualified psychologist with a high
see these traits in the officer that is subordinate level of training. However, the effectiveness o it
the see the officer more of a commander thaswvaluation is achieved by forming an expert group,
educator. However, officers believe that the rolevhich should have a basic psycho-pedagogical
models in their representation must combine yoyreparedness. In addition, we need to know not only
confidence, honesty, kindness, respect for peopliae individual level of psychological readiness and
ability to listen and to listen, punctuality, latge resilience, but the level of readiness of unitgl aris
characterizes him as a teacher rather than nat just the sum of individual performance.
commander. Thus, this contradiction is solved & thTherefore, to determine the initial level of
process of business and military activities and cgwsychological readiness and resilience as individua
serve as a pedagogical condition of psychologicéach soldier and unit, it is proposed to use an
indoctrination. integral indicator, which may serve as an indicator
properties that can be diagnosed, given the restilts
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the activities of military personnel, in theinfluence of psychological factors of battle onithe
performance of any of the standards of training arubyches.
combat activities in the context of modeling the

The intensity and duration of stress factorg — Physiologica factors

The level of combat activity to soldit Pain from the wounds

S o ) . Traumatic sounc— explosior
The significance of the fighting in which he paigited ) ) )
Vibration at firex

< The level of tension and the nature of the figr Unbearable sme >
Comrbat losses and their impact on milit personne Low/high temperatur
The duration of stay in the combat z Hunger, thire
\ Lack of slee, res )

Information and cognitive factors

\ 4

TARDY EXTREME
The suddenness SITUATIONS

Lack of experience

Unusual situation

Lack of information .
Psycho-emotional factors

Too much information

\The contradictory information Danger to life and health

Impossibility of contrc

Social factors Awareness of injut

Misunderstanding and rejection of the death family and frieds

objectives of combat operation Grief death comrad:
Increased responsibility for their actions and los

. loss property
Loss of social status

. . loss social status
< No contact with familyu

. . ) . ) The death of his comrades, attributed to hin
The impossibility of changing the conditions of existence ] )
Observing scenes of death and viole
Moral and ethical stress o .
Participatiorin violence, destruction of the ene
Change in moral and ethical values and ) )
relationships in the social environment Unethical personal behavior

\

\ Blow to honor and dignity
Fig. 2. Structure of factors, that influence the formation of psychological readines

During the psychological training of To assess the psychological readiness of

subordinate unit commanders, it is important tsoldiers during training and combat activities yaun
focus on mainstreaming the combat of motivesake indicators on the implementation of contrek&sa
explaining the purpose and need for the comin®]. The obtained results of each soldier indivitiua
hostilities. The more the fighting will be filledfa and the team as a whole are mapped in different
member of the personal sense of value to himsetfegrees of approximation to the conditions of the
the notion of the importance of their personal rolébattle over the psychological content. The necgssit
sense of justice of their actions, confidence inf comparison with the activity in normal conditgon
yourself and your comrades, the more stable hitue to the possibility of classification errors ttha
mind to the influence of various stress factorthef occur due to the lack of appropriate knowledge and
combat situation. It is important to remember thakills. Assignments are made specifically for each
while waiting for the fighting personnel must becontingent of military personnel (and the armed
constantly busy and the most informed. In théorces), taking account of the problems solved by
absence of useful activities and information ade them in a combat situation. Assignments must: meet
anxious thoughts, conversations, there are differethe requirements of the guidance documents and
rumors emerging fear of the unknown, there comgsogrammes of combat training.
a General decline of morale. Mental equilibrium, Conclusions. Studies show that almost 80% of
not only harms the health of people, reduces theainilitary personnel believe immediate commander as
combat capability, but often requires considerabl@n example (role model), seeing it as a military
time. professional with an active lifestyle, and military
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educator. Seeing different patterns of behavior '1.Cunssckas E. Ilcnxonmorus BoiHel B XX Beke —
others people have a serviceman there is a neec ucropuueckuii oneiT Poccun /[Enexrponnuii pecypc].
improve their own personal qualities, ¢ — Pexum JOCTYIIy:
psychological mechanism of action follow. Only http//fb2.booksgid.com/content59/eiena-senyavskaya-
actions and the actions of the officer, unlike hi Psihologiya-voyny-v-xx-veke/137.html
words, unable to give a clear understanding 2. CsiroBa .r16p1/1z[Ha BiliHa! YKpa:fHCLKI/Iﬁ ¢pont./
subordinates about the rules of conduct. Militar MOHOrpadis 3a pen. B.IL Topbynina. — K.: HIC,
personnel constantly observe how the officer kee 2017. - 4963; .
himself in the performance of daily office actiei, o SWM#W1 BOfiHa rnasavn Quuros. /[Enexrponmnit
how he dressed, how to apply and how to beha pzcyﬁ;]' _P/e”.(PIM JIOCTYTLY. httpl)//flnla_n?_.f|/rL/J/zh|zn—|—
with subordinates. Interest of subordinate cause 4OA§Tya?1itHvio Zrllg]o%ﬁae{;vollz;%J?cfr?tr::xlc_)'ilnc;\;ﬁomm
and the ratio of officers to their duties, how ¢aet ’

to diff i ts Th il | £ offi . COIlaJbHOT Ta MEIUKO-TICHXOJIOTIYHOT peadimiTamii
0 difterent events. e special value ot ofncsr 1 YYaCHUKIB aHTUTEPOPHUCTUUHOL orepartii. /

the |nS|§tenc¢, perseverance, perseveran MartepianuVl  MiDKBIZOMYOiI  HAYKOBO-IPAKTUYHOT
character integrity. xoupepenii 26 Tpasust 2016poky.

The main criterion of the correctness of ths Bijicrkosa nenarorika y mnpodeciitniit aisubHOCTI
action is the execution of the task, the preseswmati opinepa i cepxanra : HaBuanbHuit nociGHuk. Kuura 1.
of life and health of people, preservation O “3arageni ocHoBM memaroriku Ta  BilicbKOBa

weapons and valuables. mupaktuka” [ [O. B. Boiiko, JI. B. Kobepchkui,
B. M. KoxeBHIKOB, A. M. PomaunmuH,
LIST OF LITERATURE C. B. Ckpunuuk] — JIssis : ACB, 2012. — 454,

The article came to the release 04.07.2017

Xomuak P. B.:;
Boiiko B. O.° k.e.H., C.H.C.
1 MinicTepcTBo obopoHH YKpainu, Kuis;
— LleHTp BO€EHHO-CTpaTeriYHKUX NOCiimKeHb HanioHansHOTro yHiBepcuTeTy 000poHu YKpainu imeHi IBaHa
UepnsixoBebkoro, Kuis
IMegaroriyHi aceKTH MCUXOJIOTIYHOI MiATOTOBKM BiliCbKOBOC/IYK00BIIiB B CY4YaCHUX

yMoBax

Pe3srome. VY craTTi BHKIAJACHO TPOMO3UINI IMOMO YJOCKOHAJICHHS ICHUXOJIOTIYHOT MiATOTOBKU
BilicbKOBOCITY>k00B1iB 30poiiHNx Cuir YKpaiHu.

Ku04oBi ci1oBa: MOpaabHO-TICUXOJIOTIYHUH CTaH, TICUXOJIOTO-TIeIaroriYHa MirOTOBKAa, METO ] BUXOBaHHS.

Xomuak P. B.l;
Boiiko B. A2 K.JKOH.H., C.H.C.
1 MumnucrepcTBo 000poHb! YKpanHsl, Kues;

— Llentp BoeHHO-CTpaTernyeckux ucciaenoBaHuii HannoHanesHOTO yHHBEpcUTeTa 00OPOHBI YKpauHbl UMEHH VBaHa
Yepusixosckoro, Kues
Heuarornqecmle aCHeKTbhl INCHUXO0JIOTMYecKoi MNOATOTOBKM BOCHHOCTYXKAIMX B

COBPEMECHHBIX YCJIOBHUSAX

Pe3tome. B craThe W3IOKEHBI NPENJIOKEHUS IO COBEPIICHCTBOBAHMIO IICHXOJIOTHYECKON MOATOTOBKHU
BOeHHOCTyXamux BoopyxxeHHbIXx Cuil YKpauHsbI.

KiroueBble cjioBa: MOPaTbHO-TICHXOJIOTHIECKOE COCTOSHHE, IICHXOJIOTO-TIeJaroruueckasl IMOATOTOBKA,
METOJ] BOCTIUTaHHS.
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