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Some ways to develop the capabilities of the forcé®rces) for their
use in the hybrid war

Resume The article is devoted to the problem of the dmwment of capabilities of the forces of defense
and strategic direction for more effective countéiom to Russian aggression.
Keywords: capabilities, defense, security and defense, giratiefense, strategic military management.

Formulation of the problem. The defense A significant problem identified there, and
reform that is being implemented in Ukraine, athe goal of defense reform, is the development of
indicated in the Roadmap for Defense Reformgperational (combat, special) capabilities not only
aims to acquire and maintain the required level of the Armed Forces, but also of the forces of
combat readiness and ability to perform defensivdefense necessary for them to effectively
tasks for defense of the state (defenssounteract armed aggression and the defense of the
capabilities) for effective response to militarystate. The problem of implementing consolidated
threats. planning for the development of all components of

The main efforts of the Ministry of Defensethe defense forces, based on the ability to more
and the General Staff are focused on fulfilling theffectively apply them in conditions of hybrid
tasks and tasks of the Armed Forces of Ukraine Russian aggression, remains an important issue
the antiterrorist operation, balancing the strusturhere.
composition and number of military and military Analysis of recent research and
units, increasing the combat capability of theublications. The problem of transition to a new
troops (forces), providing them  withformat for countering aggression and development
comprehensive  support, and establishinfpr this necessary troops (forces) of defense
normative -legal basis for the further developmemapabilities for their effective use in conditioofs
of the Armed Forces. This is set out in the 201Bybrid aggression of the Russian Federation is a
White Paper. new one. In modern literature, including the

The main road signs here, besides the onpeofessional military, it is not sufficiently expld.
mentioned here, should be considered the Actidbeneral theoretical aspects of it are widely codere
Plan on the Implementation of the Defens a separate monograph edited by Academician
Reform in 2016-2020 (Road Map of Defens&/.P. Horbulina It is described in the recently
Reform), however, approved only by the Ministrypublished US textbook with the appropriate
of Defense of Ukraine, and not by the Presidemécommendations for troops and military
of Ukraine (hereinafter - Road Map); Annualpersonnel, which is closer to the troops on thésbas
National Program under the auspices of thef modern experience, including Ukrainian ones.
Ukraine-NATO Commission for 2017, as well as The above-mentioned problems are also
the Defense Planning Recommendations basediomestigated by specialists of the Ministry of
the capabilities of the Ministry of Defense ofDefense of Ukraine, as well as by the authors of
Ukraine and the Armed Forces of Ukrainethis article in the monograph and other specialists
approved by the Ministry of Defense of UkraindHowever, due to their considerable complexity,
on June 12, 2017 (hereinafter referred to as the tAey require more detailed study and discussion
Recommendations) and some others. and more advanced regulation.

The unresolved current problem here is the The purpose of the article is to find and
lack of a unified strategic leadership of thesubstantiate effective ways of solving the above
defense forces, the solution of which the@roblems in the security and defense sector of
Roadmap has identified as the first strategic goblkraine and to develop the capabilities of the
of defense reform in approaching NATOdefense forces more effectively, transfer them to a
principles and standards. new format of strategic guidance and counteract

the aggressor.
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Presentation of the main material. The Ukraine, rational use of this has available poténti
implementation of the above-mentionedcapabilities) and resources.
conceptual documents, as defined in the An analysis of the experience of NATO
Roadmap, is considered a key to achieving threember states shows that here the focus should be
expected result from the implementation of an the stages of determining the principles ofestat
defense reform regarding the establishment, policy or the needs of the capabilities of the ésrc
accordance with the principles and standardforces) and their distribution, as noted by the
adopted by NATO member states, of efficientexperts of the Ministry of Defense of Ukraine, and
mobile, equipped with modern weapons, militaryhe development of certain basic components of
and special equipment of the forces of defensetl®e components of capabilities that are in most of
model of 2020 that can guarantee the defensetbhe aforementioned above states are almost
the state and adequately and flexibly respond tdentical Fig. 1).
military threats to the national security of

(I:r;%r:tt)nlilnetirgscomponents USA Canada UK Australia | Bulgaria
Doctrine, concept + + + +
Command and control + + + +
Organization + + + 4

Collective training + + + + +
Interoperability + T
Infrastructure + + + 4 +
Information + +

Armament systems -+ + + +

Personnel + + + 4 +
Logistics 4 4t T T
Research +

Fig. 1. Components of operational capabilities ofrbops in foreign countries

Here, along with the doctrinal componentsCommanders of the Armed Forces, Airborne
due attention should be paid to the creation of orces and Military Intelligence. The JS
new format of the system of strategic guidance lpommander, through the Joint Operational
the defense forces, that is, strategic militarideadquarters (J@), must manage the grouping
management and a united system of strategitended to defend the state from the aggressor.
guidance by the forces of defense, that is, According to the experience of conducting
command and control. wars and military conflicts, including in the ATO,

Considering these componentdor the direct control of the defense forces it is
(components) of the capabilities of the forces axpedient to establish both the Chief of Staffhaf t
defense, especially strategic management @Gbmmander-in-Chief of the Armed Forces, as in
defense forces and strategic military managemetihe NATO member states where the basis of the
it is necessary first of all to delimit them. Ineth organization of military management is the Joint
legislation they are not specified and nostaff.
demarcated. But the object of strategic military The analysis of the nature of military threats
management, in our opinion, should be not onlgnd the latest methods of preparation and conduct
the Armed Forces (AP), but the defense forces aé hybrid wars, as well as the experience of
a whole. conducting military operations in the ATO,

One of the main conditions for theconfirm the need for the integration of
establishment of a defense system based ormanagement efforts of leadership in all areas of
NATO principles and standards, as evidenced lykraine's security and defense into a new system
the personal experience of one of the authors of strategic direction of the security and defense
this article, acquired in the respective postshin t sector of a new format in accordance with modern
troops, should be the reestablishment of the Joicwnditions and needs. This approach will be in line
Operational Command (JOC) as a managemenith NATO's basic principles for distributing and
and operational strategic force group, as well aelegating responsibility when formulating and
army corps as operational-tactical associationgnplementing decisions across the entire
And the Commander-in-Chief of the Armedadministration, from military-political leadership
Forces must lead the strategic military commano a separate unit.
with all defense forces. He should be directly The foreign experience of solving similar
subordinated to the Commander of the OS@roblems and the experience of conducting
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military operations in the ATO is confirmed by substantiation of strategic goals, goals and
the lack of readiness of the components of thmain directions and tasks in all spheres of the
security and defense sector of Ukraine, includingtate's operation to combat the hybrid aggresdion o
its strategic leadership and defense forces, tioe enemy;
adequately counteract Russian aggression. The the formation of comprehensive anti-
false oversight of the past threats of the war aggression programs at each stage of the
the part of the Russian Federation undermined theeparation and conduct of hybrid aggression of
necessity to create operational-strategic artle enemy;
mobile tactical armies in Ukraine, which became drafting of necessary legislative and other
the main argument for the organization of itmormative-legal acts on defense of the state and
defense on the territorial principle, that is, he t preparing them for submission to the Verkhovna
forces of the Brigades in the OperationaRada of Ukraine according to the established
Command (OC) procedure;

The basis for the formation of the above coordination and control of executive
capabilities of the troops (forces) should be thieodies, and in the special period of private
requirements for the preparation and applicatidousiness, in the field of national security and
of military command units, types / families ofdefense, etc.
troops (forces) and their comprehensive And in order to achieve the expected result
provision, as defined by relevant regulatorpf defense reform on the development of the
normative ¢loctrinal or conceptudl documents necessary operational capabilities of troops
(martial statutes, manuals, regulations, etc.), &®rces), it is also necessary to develop all their
well as the relevant NATO standardéllied constituent components. In particular, this recuire

Forces Standardsin particular: planning and joint training of forces (forces). To
general force requirement®\KS Vol. | - do this, the General Staff of the Armed Forces of
General force standargis Ukraine, in accordance with clauses 5.12 and 5.14
For Land ForcesAFS Vol. Il - Standards of the IA Recommendations, should develop a
for Land Force} "comprehensive document on the development of
for Air Forces AFS Vol. Il - Standards for capabilities of the Armed Forces", which will be
Air Forcey; approved by the Minister of Defense of Ukraine. It
For Naval ForcesAFS Vol. IV - Standards will also meet the requirements of the Concept of
for Maritime Forcey; Development of the Security and Defense Sector
for Joint HeadquartersAES Vol. V - Joint of Ukraine, which defines the Ministry of Defense
Headquartery of Ukraine as responsible for the components of

for Special Operations Force8RS Vol. X the security and defense sector of Ukraine for
- Standards for Special Operations ForceSuch planning, responding to threats and performing
recommendations are provided by the Ministry aheir assigned tasks. More detailed ways on the
Defense of Ukraine. content and structure of such an integrated
It is also permitted to apply the basicdocument are provided by the authors of this
standards defined by the Ministry of Defense, tharticle in a separate monograph.
Allied Joint Publications, Allied Publications, The mentioned comprehensive document in
Allied Tactical Publications, which areaccordance with clause 5.14 of the 10
appropriate for the implementation in Ukraine oRecommendations should be developed taking into
the same. account certain components, which are given there.
Taking into account the positive experienc@hey relate to the scope of tasks, forms, methods
of NATO member states, the main consolidatingnd scale of the use of the Armed Forces, the
base of the strategic direction of the security arghrameters of their promising organizational
defense sector of Ukraine, in our opinion, may bstructure; needs for its achievement and the
the National Security and Defense Council ofiecessary capabilities for all basic (component)
Ukraine, provided that the legislative functions oEomponents.
its functions and organizational structure are It seems that it is advisable to recommend
clarified. Its main functions in this area can be: these Recommendations to the Armed Forces not
assessment of the military-political,only to the Armed Forces but also to other
economic, informational, criminal and othercomponents of the Defense Forces. For this
situation and its impact on the security an@urpose, it is expedient for all the components of

defense of the state; the defense forces to develop and approve by the
definition of threats to national security inPresident of Ukraine the relevant Provision on the
all spheres of vital activity of the state; organization and implementation of strategic
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planning in the security and defense sector witffiorces) of the Armed Forces of Ukraine and other
the further development and approval of theomponents of the defense forces on the territory
Defense  Ministry on the Dbasis ofof the south-eastern regions of the state.
recommendations for the implementation of the 2. Priority for the use of defense forces
above-mentioned Regulations in the moderagainst the hybrid aggression of the RF remains the
conditions for all the components of the defenssomplex planning and development of the
forces. necessary capabilities.

Considerable attention should be paid to The direction of further research. To
the development of military education andolve the above problems, it is necessary to
science, the improvement of training programsnprove the current legislation of the security and
for the training of competent military specialistslefense sector, to define in it all the components
in all professional fields and the needs of troophe defense forces and their functions, the
(forces). It is worthwhile to wuse foreignprocedure for interaction and application in the
experience. In particular, the United Statesases provided by law, the order of planning and
recently issued a Recommendation Manual on tidevelopment of the necessary capabilities, all
Russian New Generation Warfare Handbookomponents to ensure more effective fulfill their
(Russian Asmic Warfare). It is intended taassigned tasks for the defense of the state frem th
increase American military awareness of Russiagéggressor.
tactics in the hybrid war against Ukraine and how
to oppose it. It provides good recommendations REFERENCES
for US battalions and brigade combat groups 0 rjuay piii mono snposamienns oSoporsoi pedopwi y
combat Russian methods of warfare, and it iS2016 - 2020poxax (Jlopoxus kapra 060poHHOT pedopmu):
noted that American soldiers should do the samesars. MO Ykpainu 15.08.16.
because as it is emphasized there: uonly fOO?SEina kaura — 2016.36poitai Cumn Ykpainu: K., 2017. 112
learn from_their mistakes. The wise man Iearr@cl;yCHaKI_ c., Terpero A. T, Slxosenko A. B.,
from the mistakes of others”. Pomantok I. M.  OGopoHHe TmaHyBaHHS Ha  OCHOBI
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OBuapenko C. M.

IleHTp BOEHHO-CTpaTETiYHUX IOCIHiPKeHb HarioHanpbHOTO YHiBepcHUTETy 000poHM YKpainu iMeHi [BaHa
Yepusixosebkoro, Kuis

Jesiki NUIAXH PO3BUTKY CHPOMOKHOCTeH Biiicbk (cmi1) musi iX 3acTocyBaHHSI 'y
riopuaHii BiiHi

Pe3tiome. CrarTs mpuUCBSAYEHA TMPOOIEMi PO3BUTKY CIPOMOXKHOCTEW CKIJIAMOBHX CHJI OOOpDOHHM Ta
CTPATETiYHOTO KEPIBHUIITBA HUMH TSI OiIbIIl €(heKTHBHOI TPOTHIT pOCIMCHKil arpecii.

Kuio4uoBi ciioBa: cripoMOXXHOCTI, ciii 000pOHH, CEKTOp Oe3rneku i 00OpOHH, CTpaTeTiuHe KEPiBHHUIITBO
craM# 00OPOHH, CTpaTeTivyHe BIHChKOBE yIPaBIiHHS.
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Osuapenko C. M.
L[eHTp BOCHHO-CTPATCIUYCCKUX I/ICCHCI[OBaHI/Iﬁ HaIII/IOHaJ'ILHOFO YHUBCPCUTECTA 060p0HLI YKpaI/IHI)I
nmenu MBana Yepusxosckoro, Kues
HexoTopble myTH pa3BHTHSI BO3MOXKHOCTel BoOiick (CHJI) JUIi MX NPUMEHEHHS B
ruOpUIHOM BoiiHe
Pe3tome. Crarhs mocBsmieHa mpodIeMe pPa3BUTHS BO3MOKHOCTEH COCTABIIAIOMIUX CHJI OOOPOHBI H
CTPaTEeruIecKoro pyKoBOACTBA HMH I () (HEKTHBHOTO MPOTUBOICHCTBUS POCCUHCKON arpecCum.
KiroueBble €J10Ba: BO3MOXHOCTH, CHJIBI OOOPOHBI, CEKTOpP OE30MACHOCTH W OOOPOHBI, CTPATETHIECKOE
yIpaBJIeHHE CHJIaMU O0OPOHBI, CTPATETHIECKOE BOSHHOE YIIPaBIICHUE.
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Analysis of the foundations of strategic leadershipf the Armed
Forces of Ukraine, other components of the defen$erces

Resume.The article analyzes the existing systemstifategic managementby the armed forces of
Ukraine and other components of the defense.
Keywords: strategic management, management system.

Formulation of the problem. The MM Denejkina, MM Lobka, S. M. Nechhayeva,
assessment of the state of military security cdrrieru V. Pundy, I. S. Romanchenko, I. S. Rusnak, F.
out within the framework of the comprehensivéd/. Saganyuk, S. V. Sveshnikov, V. M. Telelim, R.
review of the security and defense sector df Timoshenko, V. S. Frolov and other experts.
Ukraine revealed a number of problems in th€he authors of these works consider the general
strategic direction of the Armed Forces and othepproaches to the existing system of public
components of the Ukrainian Defense Forces: ttaglministration of the processes of formation and
lack of a united defense guard ship that would bmplementation of defense policy of Ukraine,
carried out in accordance with the principles anakveal the issues of geopolitical aspects of enguri
standards adopted by the members of NATO; thékraine's defense capability, provide the
lack of a clear division of responsibility for theconceptual foundations for ensuring the defense
formation and use of defense forces, whichapability of the state, point out the need to
negatively affects the ability of the stateconcentrate the main efforts of scientists and
leadership to effectively manage the defengwactitioners on the formation of the basics of
sector; low efficiency of the system oftransition to NATO standards , the creation of the
operational (combat) security, communicatiorappropriate regulatory framework, the introduction
intelligence; excessive volumes and nomef a new conceptual categorical apparatus,
relevance of the regulatory framework in the fieldletermining no list of basic military standards of
of defense; the lack of an automated logistiddATO, which should be taken into account. At
management system [1-3], and the organizatidhe same time, the imperfection of the legislative
of an interdepartmental grouping of troopdsramework, the lack of elaboration of the
(forces) and management [4]. Analysis ofmethodological principles in the field of national
existing scientific and methodologicalsecurity and defense of Ukraine predetermine the
approaches, ways and mechanisms for solvirapsence of general and systemic legal bases for the
these problems, improving the process dbrmation and development of the security and
strategic guidance of the Armed Forces alefense sector of Ukraine, does not ensure the
Ukraine, other components of the defense forcesaintenance of the capabilities of the forces of
in accordance with the principles and standards défense at the appropriate level, which would
NATO and its implementation, algorithm ofguarantee them high combat readiness and combat
interaction of its subjects, substantiation ofapability to repel armed aggression against
recommendations for its further development itukraine, allows ineffective use of state resources
modern security conditions and prospects, thalocated to maintain combat readiness including
development and improvement of the necessatlye combat capability of the forces (forces)
legislative framework for this remains an urgeninvolved in the anti-terrorist operation (ATO).
scientific problem that needs to be solved in the The purpose of the articleis to summarize
most perceptively. and analyze the problems of strategic direction of

Analysis of basic research and the Armed Forces of Ukraine and other military
publications. Problems related to the strategidormations.
direction of the Armed Forces of Ukraine, other Presenting main material. The system of
components of the defense forces in accordanstategic direction of the Armed Forces of Ukraine
with NATO principles and standards ards an integral part of the system of government
considered in publications by VP Bocharnikovleadership, as defined by the Constitution and a
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number of laws of Ukraine. In accordance witllevelopment of a military policy to ensure military
the Constitution of Ukraine, the President ofecurity and the repression of armed aggression
Ukraine is the head of state and "exercisemyainst Ukraine. The management of the reflection
leadership in the areas of national security aref armed aggression is a special type of
defense of the state" [5]. In this context, itwdo administrative activity that requires special
be emphasized that according to Art. 106 of tHenowledge, skills and experience and necessitates
Constitution of Ukraine “The President ofthe creation of a separate governing body under the
Ukraine can not transfer his powers to othdPresident of Ukraine with specific functions. To
persons or bodies.” This is an important provisiodate, such a body has determined the rate of VGK.
that explains why the President of Ukraine, as thEhe WGC rate forms as the highest collegial body
head of state, does not have a vice president afrthe military leadership of the state defense to
deputies, and such bodies as the National Secunisovide strategic guidance to the Armed Forces of
and Defense Council (NSDC) of Ukraine, théJkraine, other military formations and law
Stake of the Supreme Commander-in-Chiegnforcement agencies during a special period (in
(VGK), and others are only the coordinatiormodern conditions, it is possible to talk about the
bodies with him. The Constitution of Ukrainestrategic direction of the Armed Forces of Ukraine
gives the President the right to “decide on the usad other components of the defense forces) (Art.
of the Armed Forces of Ukraine in the event o8) [7]. According to the results of consideratin
armed aggression against Ukraine” (Article 1%ertain meetings of the Stakes of the VGC, the
Article 106) [5] as the Supreme Commander-inPresident of Ukraine-Supreme Commander-in-
Chief of the Armed Forces of Ukraine (ArticleChief of the Armed Forces of Ukraine makes the
17, Article 106). The development of theappropriate decision (in this case, no vote isriake
provisions of the Constitution of Ukraine in aThe decisions come into force in accordance with
number of laws of Ukraine defines other powerthe directives and orders of the Supreme
of the President of Ukraine regarding th&€ommander-in-Chief of the Armed Forces of
leadership of the Armed Forces of Ukraine, fokraine and are binding. Thus, the WGC Stage is
example, in the Law of Ukraine “On the Armedan important and necessary element of the state
Forces of Ukraine™ “The leadership of thecontrol system, the military leadership of the estat
Armed Forces of Ukraine within the limitsdefense during a special period, is intended to
provided by the Constitution of Ukraine isprovide strategic guidance to the Armed Forces of
exercised by the President of Ukraine as thHékraine, other military formations and law
Supreme Commander-in-Chief of the Armeenforcement agencies during a special period. The
Forces of Ukraine “(Article 7) [6]. In addition, in existing system of strategic guidance of the Armed
Art. 4 of the Law of Ukraine “On Defense ofForces of Ukraine and other components of the
Ukraine” states: “In the event of armeddefense forces in accordance with the current
aggression against Ukraine or the threat of degislation is given in Fig. 1. The Cabinet of
attack on Ukraine, the President of Ukraindinisters of Ukraine (CMU) is the supreme body
decides on ... the use of the Armed Forces of the system of executive power bodies (Article
Ukraine and other military formations established13), which "directs and coordinates the work of
in accordance with the laws of Ukraine ...” [7]ministries and other bodies of executive power"
Ukraine, as the Supreme Commander-in-Chief @¢Article 116). The Cabinet of Ministers of Ukraine
the Armed Forces of Ukraine, does not directlis responsible to the President of Ukraine and the
manage the operations (combat actions) a&ferkhovna Rada of Ukraine, who is controlled and
formed groups of forces (forces), and “makeaccountable to the Verkhovna Rada of Ukraine
decisions on ... the use of the Armed Forces wifithin the limits provided for by the Constitution
Ukraine and other military formations.” Thus,of Ukraine (Article 113) [5]. The President of
the post of the President of Ukraine and thBkraine, who at the same time is also the Head of
Supreme Commander-in-Chief of the Armedhe National Security and Defense Council of
Forces of Ukraine is intended to unite théJkraine, may influence the Prime Minister of
political and military leadership in the state et Ukraine by giving him the mandate as a member of
event of a war and direct the use of military forcthe National Security and Defense Council of
to achieve political goals in defending thdJkraine and the CMU, for which the decision of
national interests of the state. the National Security and Defense Council of

State defense by political, economicUkraine to ensure measures in the field of national
social, informational and other measures contaisgcurity and defense is mandatory for execution.
a military component, which involves the
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The Cabinet of Ministers of Ukraine is aability to fulfill the tasks specified in the
collegial body headed by the Prime Minister o€onstitution and laws of Ukraine.
Ukraine. The Minister of Defense of Ukraine is a The Verkhovna Rada of Ukraine is the
member of the CMU and is subject to the Primkegislative body in Ukraine and does not exercise
Minister of Ukraine, and not to the President ofeadership over the Armed Forces of Ukraine.
Ukraine, as defined in the Strategic Defensdowever, the Verkhovna Rada of Ukraine, within
Bulletin of Ukraine [4]. According to domestic the limits of powers defined by the Constitution of
legislation, the Minister of Defense of Ukraine idJkraine, legislates the issues of the sphere of
a member of the National Security and Defens#efense, respectively, and the activity of the
Council of Ukraine, the Military Cabinet of the Armed Forces of Ukraine, and also "approves the
National Security and Defense Council ofiecision of the President of Ukraine on the use of
Ukraine, other state bodies, but not as the Armed Forces of Ukraine in the event of armed
subordinate President of Ukraine, but as aggression against Ukraine" (Article 9, Article 85)
member of the Cabinet of Ministers of Ukraine[5]. In addition, the Verkhovna Rada of Ukraine is
At the same time, the Minister of Defense othe subject of civil control over the Military
Ukraine appoints the Verkhovna Rada of Ukrain®rganization and law enforcement agencies of the
on the proposal of the President of Ukraine. Iatate and, among other things, exercises
addition, the CMU is the subject of civilianparliamentary control over the Armed Forces of
control over the Military Organization and lawUkraine (Article 6) [8]. The National Security and
enforcement agencies of the state and carries @gfense Council of Ukraine is the coordinating
civilian control, among other things, over theébody for national security and defense under the
Armed Forces of Ukraine (Articles 5, 6) [8]. It isPresident of Ukraine. However, the National
worth noting such a feature that according t8ecurity and Defense Council of Ukraine does not
Clause 7 of Art. 116 of the Constitution ofhave authority (in particular with regard to the
Ukraine, the CMU “carries out measures tetrategic direction of the Armed Forces of
ensure ... public order, fight against crime”’Ukraine), and therefore its decisions come into
According to the Law of Ukraine "On the Cabineforce in accordance with the decrees of the
of Ministers of Ukraine" [9] and the RegulationPresident of Ukraine, which become obligatory for
on the Ministry of Internal Affairs of Ukraine executive authorities, including The Ministry of
[10], the Ministry of Internal Affairs of Ukrainesi Defense of Ukraine, and consequently the Armed
the central executive body whose activities areorces of Ukraine, which are under its jurisdiction
directed and coordinated by the Cabinet dh fact, with the help of the National Security and
Ministers of Ukraine. That is why the Minister ofDefense Council, the President of Ukraine, as the
Internal Affairs of Ukraine appoints thehead of state, implements the powers conferred on
Verkhovna Rada of Ukraine on the proposal diim by the Constitution of Ukraine on leadership
the Prime Minister of Ukraine. From here, ther@n the areas of national security and defense ef th
is a conflict over the activities of the Ministr§ o state. The military unit of the National Security
Internal  Affairs of Ukraine, which are and Defense Council of Ukraine is the working
subordinated to the National Guard of Ukraindyody of the National Security and Defense Council
the National Police of Ukraine, the State Bordesf Ukraine during a special period [12]. The
Guard Service of Ukraine, the State Service ohilitary office increases the significance, details
Ukraine for Emergencies, the State Migratiomnd specifies the powers of the National Security
Service of Ukraine, which are part of the securitgnd Defense Council of Ukraine on armed struggle
and defense sector of Ukraine. The Ministry ofh the absence of the WGC Pledge in the
Defense of Ukraine is the central executive bodsonditions of the ATO, as well as defines the
under the jurisdiction of the Armed Forces ofrocedure for the formation and functioning of
Ukraine. The Ministry of Defense of Ukraine“structures of the security and defense sector of
carries out military-political and administrativeUkraine”. His tasks and powers combine the tasks
management of the Armed Forces of Ukrainand powers of the National Security and Defense
(Articles 3, 10) [6]. The activities of the Minigtr Council of Ukraine and the WGC Pledge. The
of Defense of Ukraine are directed andnmilitary cabinet does not have authority, however,
coordinated by the Cabinet of Ministers obffers proposals to the National Security and
Ukraine. The main function of the ministry is toDefense Council of Ukraine, at its meetings, and
provide the needs of the Armed Forces of Ukrainmakes decisions on issues of its competence by
at the expense of state resources available to thgen voting by a majority of its members. The
Cabinet of Ministers in order to acquire them thdecisions taken, drawn up by the protocols, may be
sent for consideration to the central and local
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executive authorities, military managementhe conditions of the legal regime of the military
bodies, law enforcement agencies, military anstate (a special period). This greatly complicates
civiian administrations. Consequently, thehe research, study and analysis of the
Ukrainian NSDC Military Cabinet may exerciseeffectiveness of strategic guidance by the
certain powers indirectly through its members Ukrainian defense and security sector in practice;
the Minister of Defense of Ukraine and the ChiefAn analysis of the organization of the management
of the General Staff - Chief of the Armed Forcesf the forces of the forces during the ATO in the
of Ukraine. East of Ukraine shows the low efficiency of
The General Staff of the Armed Forces obperational commands. The real threats to Russia
Ukraine, the main military authority for planningfor full-scale aggression require consideration of
the defense of the state, the management of tte expediency of the restoration of army corps and
use of the Armed Forces of Ukraine, coordinatiothe formation of an operational-strategic group
and control over the implementation of tasks innder the leadership of the commander of the
the field of defense by the executive authoritiegombined forces in the territory of the south-
local self-government bodies, military formationgastern regions of Ukraine; the powers of the
established in accordance with the laws dflational Security and Defense Council of Ukraine,
Ukraine and law- defined by the Law of Ukraineas defined by the Constitution of Ukraine and the
"On the Defense of Ukraine", other laws olaw of Ukraine “On the National Security and
Ukraine and normative and legal acts of thBefense Council of Ukraine”, the presence in its
President of Ukraine, the Verkhovna Rada afomposition of the Military Cabinet determines the
Ukraine and the Cabinet of Ministers of Ukrainenecessity of conducting additional research on the
The General Staff of the Armed Forces ofeasibility of establishing the  Supreme
Ukraine during a special period is the workingcommander's Supplement for a special period; To
body of the Supreme Commander's Charggudy the methodological approaches and
(Article 11) [7]. Chief of the General Staff Theexperience of reforming the system of strategic
Chief of the Armed Forces of Ukraine exercisedirection of the security and defense sector of
direct military command of the Armed Forces obUkraine, one should take as an example the states
Ukraine (Article 8) [6]. As practice has shownthat are similar to Ukraine according to military
the existing system of strategic guidance of theaditions, level of economic development, military
Armed Forces of Ukraine functioned in peacetimpotential, role and place in geopolitical space and
and to a certain extent provided leadership of thexisting threats in the military sphere. Together,
Armed Forces of Ukraine and the preparation dhe listed problems and disadvantages of the
the state for defense. The strategic plan, the platrategic leadership of the Ukrainian Armed Forces
for the use of the Armed Forces of Ukraine, othesignificantly impede the effective work of the
military formations and law enforcementMinistry of Defense of Ukraine and the General
agencies, plans for mobilization, territorialStaff of the Armed Forces of Ukraine and other
defense, defense planning documentbodies of military command of the Armed Forces
development of the Armed Forces of Ukrainegf Ukraine in relation to the implementation of the
daily activities, etc. were worked out. At the samassigned functions and tasks for the management
time, as shown by the experience of Ukrainesf the troops (forces) of the Armed Forces of
Armed Forces participation in the ATO, the mostkraine. During the ATO, a number of
problematic in the management of the Armedeficiencies were identified in the regulatory
Forces of Ukraine is the combination of alocuments, some inaccuracies or inadequate
significant amount of functions and tasks of dailgoverage of the underlying issues. As a result,
activities and management of the use of thbere was a need to analyze the documents and
Armed Forces of Ukraine for the Armed Force$urther improve them, in particular regarding the
of Ukraine and other bodies of military commandiefinition of the Ukrainian Defense and Security
of the Armed Forces of Ukraine. In addition, thé-orces Defense Forces Authority, as well as the
study revealed a number of problematic issues inechanism for managing them. The Military
the organization of strategic direction of théDoctrine of Ukraine (paragraph 25) [2] provides a
defense forces of the security and defense sectoechanism for involving other components of the
of Ukraine, in particular: security and defense sector of Ukraine (SBA),
since the beginning of the militarynamely: the decision on the application
aggression of the Russian Federation agair@volvement) of the Armed Forces of Ukraine, the
Ukraine, the system of management of all spher&sate Service for Special Communications and
of the state, including defense forces, has nbiformation Protection of Ukraine, the State the
been transferred to the regime of functioning ispecial transport service, other military units
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formed in accordance with the laws of Ukrainedefense reform. The system of strategic leadership
special forces law enforcement agencies in the currently in the process of launch, so certain
event of external aggression, internal armegkoblems require further research. At the same
conflict or massive manifestations of terrorismtime, no methodological approaches have been
shall be adopted by the President of Ukraine iteveloped to improve the strategic direction of the
accordance with their powers; Armed Forces of Ukraine and other components of

the Joint Committee on Intelligence undethe defense forces. Consequently, the direction of
the President of Ukraine will ensure coordinatiofurther scientific research is expedient to detaami
of the activities of the intelligence agencies dfhe development of methodological approaches to
Ukraine in the relevant areas (paragraph 40mproving the strategic direction of the Armed
However, some other uncertainties arise from thHeorces of Ukraine and other components of the
other provisions of this doctrine: the material andefense forces.
technical basis of the management system of the
SBI of Ukraine will be the Main Situation Center
O_f rialne, the network of departmentall.YKaa ITpesunenta VYkpainm “IIpo pimenns Pamm
situational ~ centers, the resources of theyapionammoi Gesmexu i oboponn Ykpaimm Bix 6
Antiterrorist Center under the Security Service OpraBHH 2015 POKy “Hpo CTpaTeri}() HallOHAJIbHOL
Ukraine, the Main Control Center of the Service 6esnexkn VYxpainun” Bin 26.05.2015 Ne  287/2015
of the State Border Guard Service of Ukraine,[Enexkrtponnuii  pecypc]. — Pexum  pocrymy:
similar departments of other components of thewww.president.gov.uadocuments/19521.html.
sector security and defense, which will be-VYxas Ilpesunenra Vipainu “Ilpo piwmenns Paau
reformed in order to achieve a higher level of Hamionanbhoi Gesnexi i oGoponn VYxpaimm sin 2
interaction (paragraph 35); it is envisaged to®°Pecit 2015 poxy “Ilpo mosy pexaxuiio Boeurof

. . . . nmoxkrtpunn Ykpaimm”' Big 24.09.2015Ne 555/2015
expand the possibilities of the Main Situation [Enextponnmii  pecypc]. — Pexum  goctyny:

Center of Ukraine to ensure coordination andpy./www.president.gov.ua/ documents/5552015-
control over the activities of executive authostie 19443,

law enforcement bodies and military formations. vxas Ilpesunenra Yxpainu “Ilpo pimenns Pamu
in the field of national security and defense in nauionanshoi Gesnexkn i ob6oponn Ykpainu Bing 4
peacetime, in a special period, in conditions of6epesus 2016 poxy “Ilpo Kouuemmito po3BHTKY
martial law, state of emergency and in the eventcexropy 6esnexu i 06oporn Ykpainu” Bix 14.03.2016
of crisis situations, which threaten the national™e 92/2016 Enexrponnnii pecypc]. —  Pesxum
security of Ukraine (paragraph 39). The question0cTyny: www.president.gov.ua/documents/922016-
of the strategic direction of the SBU Defense L2852+ 4-Yxas Ilpesunenta Yipaiin *Ipo pimeris
. .. Panu HamioHanbHO1 Oe3meku i 000poHU YKpaiHu Bix
Force.s is added o_nly to t_he provision that theZOTpaBH;I 2016poxy “IIpo Crpareriunuii 000pOHHUH
material and technical basis of the managemeng,, c cu, Vipainn” sin 06.06.2016 No 240/2016
system of the security and defense sector Ofgpexrpommmit  pecypc]. — Pexum  moctymy:
Ukraine will be the Main Situational Center of www.president.gov.ualocuments/2402016-20137.
Ukraine and the network of departmentadt. Koncruryuis Ykpainu in 28 uepsus 1996poxy.
situational centers that are not managemehi3akon Ykpainu “Ilpo 36poiini Cunu Ykpainu” Bij
bodies, but only analytical structures to which 6rpyass 1991 Ne  1934-XIl  (3i  3minamn)
the functions of coordination and control are [Enextponmmii — pecype]. —  Pewum  noctymy:
assigned. One of the ways of solving these"g‘;";’l’)';aks‘,’gsé;:sa'?ﬁ‘éé“alogvgifyovs‘igpi?ﬁl;}z'Bm
problems (taklng |nto_ .a(.:count experience Irt?06.12.199].]\(9 1932-XIl @i 3minamu) [EnexrponHmit
world practice) is the division of functions of the pecype] — Pescin JI0CTYITY:
Ministry of Defense of Ukraine and the General y,y 7akon3.rada.gov.ua/laws/show/ 1932-13.
Staff of the Armed Forces of Ukraine, which will7 3ax0n Vipaian “Iipo nemoxparwummii umsinsmuii
ensure a significant increase in the level Ofkourpons max  Boemnooo  opramizamicro i
leadership of the Armed Forces of Ukraine. NPaBOOXOPOHHMMH  OpraHaMu  JepxkaBu’  Bij
Conclusions.Thus, the article analyzes the 19.06.2003\e 975-1V.
issues of strategic direction of the Armed Force% 3axon Yipaiun “Ilpo Kabiner Minictpis Vipainu”
of Ukraine, other components of the defenseBin27.02.2014Ne 794-VII. o
forces. To date, the establishment of a system %{E{‘I’;;?;K;HHZ;IQEP Ill\:f:;?epﬁ?comzﬁgggmHz‘ag;g:;
strategic guidance by the Armed Forces ofy... i .y i win2810.2015% 878.
Ukraine, other components of the defense forc % 3axon Vipaimm “TIno P . 6 .
) . L. . painu “IIpo Paxy HamionanbHOI Ge3nexu 1
in accordance with the principles and standards,gonous ypainu” // Binomocti Bepxosuoi Pamu
adopted in the NATO member states, has beeRypainu. — 1998. Ne 35. —cr. 237.
identified as the strategic goal No. 1 of the
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Analysis of NATO peacekeeping operations

Resume.This article examines military and political asgeof NATO participation in operations abroad.
The chronology of NATO's participation in interratal operations is defined and the practical aspéct
participation is presented, including the alreadmpleted missions and the ongoing ones.

Keywords: peacekeeping operations, military policy, seguarmed forces, UN, NATO, EU.

Formulation of the problem. The last The information base for writing the article
decade of the last century and the beginning of the materials of the Ministry of Defense of
the present are characterized by the prevalencelraine, NATO documentation on international
new threats to human security: military-politicabeacekeeping activities; information on the
conflicts, hybrid wars, terrorism, the proliferatio participation of the armed forces of NATO
of weapons of mass destruction, the spread wfember countries and partner countries in the PO;
drugs, the instability of individual states througlworks of domestic and foreign scientists, etc.
the existence of a crisis of state power, etc. The purpose of the article. Analyze and

One of the instrument for resolvingsystematize the formation of the concept of NATO
conflicts is the use of military force in the fowh peacekeeping activities and the experience of
peacekeeping operations (hereinafter PO), whidtolding the Alliance's Allies in the context of a
are in the stage of active development and isNATO reorientation of collective defense into
relatively new phenomenon in the worldcollective security.
community. The PO remains an effective political Presenting the main material.The primary
instrument for resolving military-political responsibility for the maintenance of international
conflicts, which provides a solution to a set opeace and security lies with the United Nations
tasks that can not be solved by any stateecurity Council (UN SC), which, in essence,
separately. plays a decisive role in strengthening security and

The purpose of the PO is to terminatetability in any region of the world. The UN SC
military conflicts; prevent their escalation;decides to cease fire, send groups and missions to
creating conditions conducive to the politicabn area of armed conflict or conduct peacekeeping
resolution of controversies and the elimination obperations by troop contributing countries under
the possibility of a recurrence of conflict;the auspices of the UN.
ensuring law and order in the conflict zone; There are no military units in the UN. This
carrying out humanitarian operations; thenakes it, in certain cases, appealed to some
restoration of conflicts of social and politicalcountries or international organizations such as th
systems. Participation in the PO becomes part Biropean Union (EU), the African Union (AU),
the military policy of states and internationathe North Atlantic Treaty Organization (NATO),
organizations and influences the formation oor individual countries or coalitions of countries
their military doctrines and the reform of thethat express their desire to perform certain
armed forces that meet modern requirements afuhctions peacekeeping or compassionate peace,
will be able to ensure the realization of nationatapable of implementing the Security Council’s
interests in the military sphere. decision.

The process of transformation of the armed The Alliance is a long-standing
forces that leads to the need for an analysisitergovernmental association formed on the basis
systematization and study of the experience of common ideological values. The common goal
NATO's PO in the face of new challenges andf alliance members is not so much the protection
threats that arise far beyond the Alliance's afea of their territories and sovereignty, but the
responsibility. protection of a certain type of political regimbet
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common principles of building society, lifestyle1994) and the appeals of the OSCE and the UN.
and ideological orientations. NATO's staff has been developed and adopted by:
Every year there is a steady tendency to MS 327 “NATO Military Planning for
strengthen NATO'’s role in resolving military- Peacekeeping Operations” [5];
political conflicts. The interest in resolving Comprehensive Document “NATO Doctrine
conflicts is because after the end of the Cold Wéor Peacekeeping Operations” [6].
and the collapse of the USSR, the need to contain  In April 1999, at the Washington Summit,
the Soviet military threat was no longeMNATO member states adopted a new Strategic
necessary. The functions of conflict resolutiofConcept, which identified security risks as
contributed to “maintaining the Bloc, updating it'multidirectional and difficult to predict” [7]. Té
and ensuring the stability of military-politicak goal of NATO remains unchanged - to protect the
between the European powers” [1, c.41]. freedom and security of all members of the
In 1990, NATO for the first time in its Alliance. However, the security approach in the
history at the Summit of Heads of State andlst century is fundamentally different from the
Government of the Alliance unveiled the Londomast; namely, the threats of the country are ddfine
Declaration on the Transformation of the Nortlas those that may emerge far beyond its borders
Atlantic Alliance. In November 1991 the Romarand on the basis of this decision to prevent
Declaration was published, which set out a newonflicts and crisis management outside the
Strategic Concept of the Alliance, whichAlliance's area of responsibility. That is, since
emphasized that the security of Allies remaineti999, NATO has moved to a new stage - from
the main task of the alliance, but in the newollective defense to collective security.

concept, it was combined with a specific The implementation of this strategy has been
commitment to work on improving anddemonstrated in NATO operations outside its
expanding pan-European security [2]. treaty area in operations in the territory of

The new Strategic Concept of the Alliancerugoslavia, as well as in the Gulf, Somalia, Haiti,
proclaimed the “flexibility” of the functions and Libya and Afghanistan.
included regional conflicts in the list of NATO’s Istanbul Summit in 2004 [8]
“challenges and risks” that replaced the formeanswered the question - how the Alliance will
“threat from the east” [3, p. 122]. ensure its stability through its active actions,
The doctrinal formulation of the readinessxamely:
of the Alliance to participate in peacekeeping building security relations with a growing
operations under the mandates of otheumber of partner countries: from the Balkans
organizations took place: through the Caucasus to Central Asia, across the
in June 1992, at a meeting in Oslo, th&lediterranean to the Arab world,;
NATO Council first formally declared the conducting military and other operations
Alliance’s willingness to participate in the OPMF(where  necessary) from  patrolling the
on the basis of the OSCE mandate [4, c.312-320})editerranean Sea area to peacekeeping operations
in December 1992, at a meeting irn the Balkans in Iraq and Afghanistan.
Brussels, the NATO Council reiterated the The formulated NATO peacekeeping
readiness of the alliance to take part in UNFPA iooncept has made it possible to gain a solid result
the event of a UN Secretary-General's address [@f, NATO's operations - successful PO, not only in
€.320-328]. Europe but also in Asia and Africa, indicating a
The immediate development of the doctrinsignificant expansion of the geographical scope of
of NATO PO has been linked to the developmemhissions outside the Alliance's area of
of the crisis in the former Yugoslavia (1992+esponsibility. The completed NATO PO and the
ongoing operations are listed in Table 1.

Table 1
NATO's involvement in peacekeeping and security opations
Period of holding Name of mission (operation), Purpose, the meaning of the operation
venue
Completed operations
From December Peacekeeping operation of thdhe main objective is to create safe conditions|for
1996 to December | Stabilization Force (SFOR) inthe civilian and political restoration of the Bikh
2004 Bosnia and Herzegovingparticular, the SFOR contingent was responsjble
(hereinafter BiH). for the containment and prevention of new
hostilities, the creation of favorable conditions
the further development of the peace process,|and
the provision of support to the civilian
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Period of holding

Name of mission (operation),
venue

Purpose, the meaning of the operation

and taking into account the available forces [9]

organizations involved in this process, selectively

March 23 - June 10,
1999

NATO CAF operation
Balkans, Serbia.

in the

Conducted in order to persuade the leadershi

president of Serbia and Montenegro,

of Kosovo [11, p.9].

Milosevic, to reject the policy of violence again
the Albanian population of the Serbian provin

p of

Serbia and Montenegro, in particular the former

S.
st
ce

From August 26,
2001 to March 31,
2003

In Macedonia, NATO's "EssentialThe North Atlantic Council
and

Harvest", “Amber Fox”

condemned t

ne

attacks of Albanian militants and adopted

February 26 - May 3
2003

From August 2 to
September 29, 2004

“Allied Harmony” peacekeepingg measures to support the government's actions| has
operations were carried out. put forward demands for constitutional reformg to
strengthen the participation of ethnic Albanians in
society and politics [10, p. 18-19].
In Turkey, the "Display Because of the situation surrounding Iraq and|the
Deterrence” operation wasactivation of Kurdish separatists in Turkey. The
conducted. leadership of Turkey appealed to NATO |[to
provide military aid to the country in connectipn
with the threat of Iraq's aggression and the usg of
the latest weapons of mass destruction [10, p. P1].
The North Atlantic Alliance took Were involved: aircraft DRLV E3-A "AWACS'
an active part in providing securifyin the mode of constant alternation in the air;
during the Olympic Games inbattalion of radiation, chemical and biologigal
Greece. protection;
Coast Guard units and boats participating in |the
NATO Active Counter-Terrorism Operation [n
the Mediterranean Sea;
police units and units of special services of the

European member countries of NATO [11, p.21].

From October 2005 | Humanitarian mission of Pakistar] In order to overe the consequences of an
to February 2006. earthquake in Kashmir. involved in military
transport aircraft C-17 and C-130 [10, p.20-21]

During the "Arab In Libya, an operation wasin order to take "all necessary measures'| to
Spring" from March | conducted: Stage 1, from 19 to Bprotect the civilian population of Libya and o
19, 2011 to October | March 2011 Operation Start of thentroduce a zone banned from flight [11, p.12].
31, 2011, with a Path. Stage 2 from March 31 to
duration of 222 days| October 31, 2011 operatign

"United Defender".

Ongoing operations

Since June 11,1999 NATO "Joint GuardianA KFOR military contingent totaling 46,000

peacekeeping operation began|itroops was put into Kosovo in order to appepse

Kosovo, Serbia.

Kosovo Liberation Army and the Serbi
Security Forces), the cessation of ar
confrontation and the creation of conditions
the start of a humanitarian operation [10, p.16]

the opposing sides (Albanian militants of the

n
ed
for

Since October 2001

The NATO “Active Endeav(
anti-terrorist operation is carrie
out in the Mediterranean Sea af
in the territorial waters of th
Mediterranean region.

rThe purpose of the operation is to strengthen
dcontrol of the Mediterranean Sea through

eascort of commercial and passenger ships, as
pas to inspect and detain suspicious vessel
prevent the illegal traffic of weapons, narcoti
people by international terrorist and crimin
groups [11, p.13].

the
the
well
5 to
CS,
al

Since August 2003

Operation for maintaining segu
in Afghanistan by the
(International Security Assistand
Force), in accordance

1386, 1413, 1444 and 1510.

ISAF United

riProviding the Transitional Government and
Nations  Assistance  Mission
eAfghanistan to operate in the capital of Kabul i

withsecure environment [11, p.13-14].
Security Council resolutions No.

he
n
N a

Since July 30, 2004

NATO Training Mission in Irag.

The mission was defined as a training and un

der
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Period of holding Name of mission (operation), Purpose, the meaning of the operation
venue

the political control of the North Atlantic Counc
which closely cooperates with the Iraqi
authorities. The security and defense of the
mission itself are partly multinational, partly
NATO [10, p.14].
Since September NATO Humanitarian Mission in With the request to mobilize Alliance resources to

2005 Sudan (AMIS). overcome the humanitarian catastrophe and |end
the violence in the Sudanese province of Daffur
[10, p.13].
Since 2003 In the city of Skopje, MacedonidyATO plays an important role in coordinating
NATO's governing body efforts to rebuild the destroyed infrastructure;
(headquarters) was deployed. coordinates the activities of the political and

military leadership of Macedonia in preparing the
country for joining NATO [10, p.17].
December 2004 In Bosnia and HerzegovinRrior to the Alliance's aspiration, the Alliance
NATO's governing body continued to provide assistance to the BiH on|the
(headquarters) was deployed. way to its formation, in particular through the
creation of civilian authorities and militany
command, defense reform and preparation |for
participation in the NATO Partnership for Pedce
program. The headquarters also performs
complementary tasks, in particular in the fight
against terrorism, assistance to the International
Tribunal for the Search and Detention of Perspns
Called for Crimes against the Peoples, exchange
of intelligence with the EU, etc. [10, p.16-17].
From September 17| Operation NATO "Ocean Shield" Based on previousT®Aanti-piracy operation
2009 (Allied Provider and Allied Protector) [11, p.14]
All operations (with the exception of thereorientation of collective defense has taken place
air operation in the former Yugoslavia in 1999pn collective security.
were conducted to ensure peace and stabilize the At present, NATO’s resources, both a
situation in the country, the Alliance’s partnemilitary-political bloc, and the resources of
countries, partners in the Partnership for Peaaegmber and partner countries within the Alliance's
provided widespread support to such operationsarea of responsibility and beyond, are the most
The analysis of the concept ofeffective instruments for overcoming the crisis at
peacekeeping activities of NATO and the Alliedhe global level. In cooperation with NATO, the
Security Alliance in crisis-prone regions makes tUN and the OSCE are objectively interested
possible to draw the following conclusions. because the North Atlantic Bloc is an organization
NATO is today an organization with athat has the forces ready and capable of conducting
prevailing concept of peacekeeping and is vemilitary operations on conflict prevention and
active in terms of operations in conflict regionstesolution. Owing to a  well-established
This activity also manifests itself in regionscommunication system, the experience of
beyond NATQO’s “zone of responsibility”, such asconducting military actions, spent in regular
North Africa and the Middle East (Pakistangxercises and maneuvers, an extensive system of
Afghanistan, Iran, Iraq, Libya, Sudan,nformation and logistics, NATO forces can
Mediterranean, off the coast of the Horn ofuickly navigate the situation and take measures to
Africa, and in Somalia and the Balkans). Therevent the conflict and prevent its escalation.
expansion of stability zones has become a Further research needs to be focused on
prerequisite for transatlantic security. Of coursestudying the security environment, the challenges
the collective defense of the alliance remains iend threats of the modern world of transforming
main task, however, the emergence of nethe armed forces of the Allies as an instrument of
challenges and threats that arise far beyond tttee implementation of the military policy of the
limits of the NATO area of responsibility cannotstate. It is needed to take into account during the
be beyond its control. In particular, terrorisie threforms in the Armed Forces of Ukraine in
proliferation of weapons of mass destruction ancbnditions of Russia's aggression against Ukraine
the problem of “rogue states” are challenges thahd the foreign policy of Ukraine for integration
cannot be overcome, based solely on thHato NATO.
“territorial” understanding of security. NATO's
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Indicators and criteria for evaluation of effectiveness of the
organization of interaction of border security subgcts

Resume.The State Border Guard Service of Ukraine cawigstasks on the protection and defense of the
state border. The study has substantiated theatwt for assessing the effectiveness of cooperatia the
objective function has been developed for solvimg problem of optimizing the choice of functionédraents to
perform the tasks on protection of the state border

Keywords: interaction, state border, criterion, indicatofigéncy.

The problem statement.The protection of violator, the mathematical expectation of the
the state border of Ukraine and ensuring itsumber of detained violators, etc. The cost
inviolability are carried out by all the subjects oindicators can be: the number of personnel per
the border security ensuring: the State Bordequare km; the cost of resources for the contral of
Guard Service, military formations, lawcertain border sector, etc. In this case, the timec
enforcement agencies that carry out various type$ increasing efficiency is the desire to maximize
of control during the state border crossing ahe specified ratio, that is, the task is to maxeni
participate in ensuring the state border regime, tlthe result, which falls on a unit of expenditurg. B
border regime and the regime at border crossimgalogy it is necessary to evaluate the effectisgene
points. In accordance with the law the activitiesf interaction according to both the effectiveness
coordination of the national security subjects imdicators and the cost indicators.
the border area is entrusted to the State Border The analysis of recent researches and
Guard Service of Ukraine. publications. A number of scientific works is

The process of interaction of the nationatlevoted to the research of the interaction
security ensuring subjects is a complex aneffectiveness evaluation, in particular the worls b
dynamic process, in which there are random andyrychenko I. O., Fakadei O. R., Oliferov M. V.,
determinate components as well as uncertaintytvyn M. M., Potomskyi Y. V., Chumak V. V.,
regarding the behavior of both the subjects dflykriukov V.Y., Neklonskyil. M. [1-7] and
interaction and the violators of the legislation olthers, in which the methods and techniques for
border issues. Under the interaction of forces wevaluating the interaction effectiveness are
will understand the coordinated as for the taskproposed. At the same time, the issue of a
directions, frontiers and time operational-serviceomprehensive evaluation of the interaction
(military) actions of different forces and meangffectiveness on a set of indicators remains open.
involved in the state border protection in order to The purposeof the article is to substantiate
achieve a common goal. the indicators and criteria for evaluating the

As it is known, the effectiveness of anyinteraction effectiveness.
system activities is defined as the ratio of the Presentation of the main research
result to the expenses. At the same time, variousaterial. The selection of indicators and criteria
guantitative and qualitative indicators can be usddr the interaction effectiveness was carried aut o
as a result as well as expenses. For example, thethodological, informational and algorithmic
result of the border crossing point operation caspproaches using simulation modeling, statistical
be: capacity, the duration of persons, vehicles amadalysis, experimental and research testing of
goods control. At the same time, the followingleveloped methods, techniques and mathematical
indicators can be used as expenses: the costdependencies.
implementing the technological control line; the The general methodology for solving the
number of man-hours spent on a certain contrptoblem of structural and functional analysis of
technology. On the “green sectors” of the bordetask distribution between the subjects of the borde
the effectiveness indicators may be the followingecurity ensuring (SBSE) is carried out in the
ones: the probability of detecting a bordefollowing sequence: construction of hierarchical
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structures of the SBSE; determination o&uthorities preparedness of thenit to ensure the
functions, forms and methods of the borderalization of the combat potential of the forces
security ensuring by the interaction subjects; afroops) during the joint fulfilment aftask.
evaluation of the functions connected with the In the research [6] the following efficiency
state border protection, which will be carried ouindicators of solving the problems of specific sk
in cooperation with the SBSE; the decompositiorational distribution between the subjects of
of functions, forms and methods of the bordenteraction have been proposed: the interaction
security ensuring and the formation of an array @ffectiveness; resource intensity, quantity of
specific tasks for the state border protectiompsources, which the target effect (labor, logsdtic
evaluation of the SBSE potential opportunities foenergy, information, financial, etc.) is reached by
performing specific tasks; calculation of theefficiency is defined as the time consuming
priority of the SBSE tasks; optimization of therequired for tasks fulfillment in cooperation and
SBSE choice for carrying out tasks on the stasutonomously; the quality of managerial influences
border protection, which are performed iron the interaction subjects; the continuity of
interaction. interaction maintenance during the operational task

The choice of tasks and elements ofulfilment; the potential of combat (service and
operative-service construction of the system afombat) capabilities of different forces units
state border protection is carried out taking intmvolved in the common tasks fulfillment.
account the following factors: organizational and For quantitative and qualitative evaluation of
legal; socio-political situation in the state andhi the interactions subjects’ possibilities as for the
separate region; shared task mode (peacetineemmon tasks fulfilment and the structural
emergency, state of emergency, special periooptimization of the executive elements in the form
military state); physical and geographicabf “executors-tasks” combinations and resource
conditions in the areas of joint performing ofsupport, it is proposed to apply the method of
tasks; the level of the situation complexity at thsetructural and functional analysis.
points of the permanent disposition of organs, As a target function, it is proposed to ensure
subdivisions and units; possibilities of interagtinthe maximum effectiveness of the actions of
structures (quantitative composition ofindividual elements of the state border protection
subdivisions, armaments, equipment, speciabnstruction through the involvement of forces and
means, active defense means, etc.); the levelmmtans of interaction subjects for the
the conflict escalation (internal, border, militgry accomplishment of common tasks:

the availability and level of the plans elaboration n

for coordinated use of forces and means; the AUi(nlij):|:1_l<_j(1_V\{j Py )}K| [Q v, (1)
availability and reliability of the communication = _

facilities functioning, information transmission, ~~ where K, — the effectiveness of control
hidden management of forces and means; tH¥luences;

organization degree of the information exchange o

between the subjects of coordination; the level of P = 1-e® _ipe probability thaj-task

subjects and the possibility of restoring spe unction) will be performed by thesubject for

(lost) resources; the level of preparedness of t ¢ available time,.

authorities, subordinated forces for the joint di :[I'he fi?]alyt'(t:al ?_epen?fenfe (1) for the
performing of tasks. Indicator of the interaction effectiveness increase

tfjuring the performance of thdunction (task) by

resource (material and technical) provision (r);i&

The authors [2; 4-6] proposed to evalua . i . ; )
the interaction effectiveness while performin ei- interaction subject considers the potential of

each i-task, taking into account the foIIowing.Ombat. (serwcg-combat) gapabllltles of the
indicators: interaction subjects, effectiveness of control

§ — the quality of the interaction influences, continuity, the efficiency of

e I . .~ _maintaining interaction, the amount and
organizationQ; — the continuity of the interaction . ) . .
. ) ) : ncertainty of the information comprehensively,
maintenance while performing the operationa

task: Y; — the efficiency of joint actions and through the simulation it gives the opportunity
L : to determine such a way (rational choice of the
coordination by different forcesW; - the : : , \ ;
. ) ...._pairs of the interaction subject-task (function)) o
potential of combat (service-combat) capabilitiey . - . -
A X ) . . e interaction organization, which maximizes the
of j-unit of different forces involved in the - i . .
efficiency of operational-service (service-combat)

operational task fulfilmentGag, — the degree of actions. Solving the inverse dependency problems
adaptability of thg-unit of different forces for the o 9 , Y yPp
(1) will allow you to find such time parameterse th

i-task fulfilment; Q. — is the degree of the
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potential of subjects and information signs, witltonnection between the taken decision and the
the help of which the effectiveness of theeceived result. In this case, the interaction
interaction organization will be achieved and ieffectiveness depends only on the chosen variant
will not be lower than the given one. and the deterministic factors that characterize the
The effectiveness and quality of commandgituation and conditions of operational-service
of interacting subjects during training andactivities. Decision-makingnder condition of risk
conducting operational and service (service and to choose one variant of interaction from the
combat) activities depends on the completenesariety of possible. In this case the value of the
timeliness and reliability of information. efficiency indicator depends on the chosen
When deciding on the interactioninteraction variant, the deterministic factors and
organization, there are three typical informationabndom factors with known distribution laws. In
situations [7-9]: decision-making under reliablehe case of decision-makingpnder uncertaintythe
and complete information; decision-making undeefficiency indicator depends, in addition to the
condition of risk; decision-making underchosen variant and the fixed parameters, also on
uncertainty. Decision-makingunder reliability random factors with unknown distribution laws or
and completeness of informati@characterized uncertain factors, for which only the variety of
by the presence of an unambiguous, determinispossible values is known.
Table 1
The Criteria for Making Decisions Concerning the Oganization of the Troops Interaction in Typical
Informational Situations
Criteria for making decisions

Informational situation Name of the : :
o Mathematical expression
criterion
The I_<nov_vn variant of 'ghe violations Maximum result U; =maxU
of legislation on border issues €S
A priori probabilities of actions _
variants of the violators of the Maxmum K
legislation on border issues adre Mathematical U’ = maXZU P(k)
known expectation of “oes
0 winnin B
P(k), k=1 K J
All actions variants of violators of the Maximum of the . 1 &
legislation on border issues dreaverage win criterion Uu,= max—ZU“
equally probable of Bernoulli-Laplace s Kia
Extrem_e pessimism U; =min minU
criterion €S kOK
Minimax risk U, =maxminminu,, -U, |
criterion (Savage) €S KOK VKK

There is no information available gnPessimism-optimism U;, =aminU,, +(@1-a)maXJ,,
the actions of the violators of the criterion (Hurwicz) KOK KOK
legislation on border issues of equal

U,, =maxminU,,,

probability Maximum (minimax) KK 88
criterion (Wald) U' =min maxJ
kK g&s %
Extreme optimism U’ = maxmaxJ
criterion 3 gs kK %

At the same time as the optimal method ofiolators of the legislation on border
the SBSE interaction, it is expedient, from the s( __) . .
formal point of view, to choose the one which>>1¢ K,k =1KJare given in table. 1 [5].

follows from the recommendations of a greater ~ Conclusions. During the decision-making

unlikely to fail. If different decision criteria SUch situations: the decision-making under reliable

recommend different ways of the spseand complete information; decision-making under
conditions of risk; decision-making under

|nteract|or(ss=1,8), an in-depth analysis of ,\corainty. For each of the above-mentioned
the obtained results and the use of the decisiopformation situations, the following decision
makers’ practical experience are necessary. TRfteria must be applied: the maximum result, the
criteria for making decisions concerning thgnaximum mathematical expectation of winning,
organization of the SBSE interaction in VainUBernouIli-LapIace maximum of the average win
information situations as for the actions ofriterion, the extreme pessimism criterion, Savage
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minimax risk criterion,

Hurwicz pessimism- 3. Hexnoncekuii I. M.

Mertonuka CTPYKTYpPHO-

optimism criterion, the maximum (minimax) ®$yHKuiOHaIEHOrO aHANi3y OpraHisauii B3aeMOAii Mix

criterion, the extreme optimism criterion.

The direction of further researchesis the
elaboration of the methodology for making
decisions concerning the interaction organization

in various information situations.
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Methodology of the border guard detachment headquders’ work
on the organization of mobile unit's deployment

Resume The proposals to the methodology of the bordetaatenent headquarters work on the
organization of the mobile unit’s deployment hawet outlined in the article. These proposals asedan the
analysis of the existing legal and regulatory frammek for organization and management of mobile aunit
operational and service activities and the workeeigmce of the border detachment headquarters.

Keywords: mobile unit, methodology, analysis of managenaemuments and experience.

Formulation of the problem. During the diversity of conditions under which the latter garr
years of the existence of mobile units of the Stataut their operational activities.
Border Guard Service, border guards gained The methodology of border detachment
considerable experience and at the same tirheadquarters’ work on organizing mobile unit's use
found in their work a number of issues that neeid operational and service activities is a set of
to be improved. So, at present, one of the mainethods, techniques, methods that enable
tasks is the reformation of special-purpose unitsachieving a certain goal. The methodology, on the
In the complex socio-economic andone hand, should be based on the scientific
military-political conditions of the present, whichprinciples of management, on the other hand, it
characterize the dynamic situation at the stashould take into account commanders’ knowledge
border, the problem of finding fundamentallyand experience.
new approaches to the organization and A method in the broad sense of the term, is
management of operational and service activitiemderstood as techniques by which action over
of mobile units, training of subordinate personnatontrolled objects for the purpose of practical
is actualized. accomplishing of tasks is manifested. The term
Analysis of recent research and "method" often means approach, way, action,
publications. The analysis of available materialsprocess, technique, procedure, rule, skill.
covering the experience of use of mobile units As methods may vary greatly, the main thing
and the guiding documents of the State Bordés the ability to determine the necessity and
Guard Service of Ukraine, which determine thexpediency of using the most rational one.
procedure for organizing their use in operational The proposed methodology is presented as a
and service activities, was conducted. sequence of interconnected stages, operations and
The purpose of the articleis to outline procedures.
the methodology of the work of the border guard The aim of the methodologyg to help the
unit aimed at organizing of mobile units' use&eommanders (management bodies) to achieve the
during operational and service activities on thpurpose of the operational and service activities o
basis of the analysis of the existing legal and mobile unit under any circumstances.
regulatory framework of organization and In the process of the methodology
management of operational and service activitiedaboration it was considered that it should meet
of mobile units and the experience of work of théhe requirements resulting from the conditions and
border units’ headquarters on their deploymerspecifics of the process of operational and service
organization. activities. Therefore, given the creative nature of
Presentation of the main material. this process, the following requirements are put
Operational and service activity of mobile units i$orward to the methodology:
a complex process that involves influence of both compliance with the laws of dialectical
objective and subjective factors. Whilethinking, the theory of cognition, logic, laws and
developing a methodology of border guard staffrinciples of management- a commander
headquarters’ work on planning of mobile unitsimanagement headquarters) should master the
use must take into account uncertainty anehethods of thinking, having the ability to
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investigate problems, to organize both owwrganizing their work, which provides an
intellectual activity and the work of the personnebpportunity to identify creative abilities in
involved in operational and service activities; choosing the best course of actions during
versatility and  flexibility - the operational and service activity;
characteristic of the methodology suitability for simplicity and clarity facilitate easy and
all conditions of the situation and scope ofuick mastering of the methodology by all
activities. The purpose of the methodology in thisommanders (management headquarters).
case is to enable the corresponding commander General outline of the methodologyhe
(management headquarters) with scientifiproposed methodology includes four main blocks,
methods of thinking and most rational ways ofvhich are given in Table. 1.

Table. 1
Number and stage name Stage core Main steps of the stage
. A set of measures to develc .
1st stage: : - awareness of the task;
" - solutions for the use c . .
Planning of - assessment of the situation;

mobile units; methods an
consistent actions to achie
a certain goal

operational and service
activities of a mobile

- decision making;
- solution detalization and its documentary design

unit" (drafting of planning documents)
- planning of mobile unit's service order in
ond stage: accordance with the decision taken;

Complex of measures for - setting tasks;

organizing the decision - organization (clarification) of co-operation;
implementation on the use of- organization (clarification) of control, includin
a mobile unit creation of a management structure;

"Organization of
operational and service
activities of the mobile

e - organization of comprehensive support;
- organization of personnel education
Activities of commander:
39 stage: (management headquartel - monitoring of the activities of a mobile unit;

that ensure correctness - comparison of the results achieved with thosé tha
decisions, compliance of had been planned;
mobile unit’s activities anc - detection of non-conformities and their corregtio

"Control of readiness
for operational

activities" NN
the ways of necessal (elimination)
corrective actions
- route march to the area of deployment;
- clarification of the issues of co-operation wilte
units operating in the area of mobile teams’
The activities of deployment;
4" stage: commanders (management organization of the mobile teams’ service in
"Practical work ona  headquarters) aimed ataccordance with the schedule, delivering the order
definite site" preparing the activities of a of state border guarding;

mobile unit for action afield - adjusting the schedule of service in accordance
with the situation changes and information
received,;
- route march to the area of permanent stationing

Methodology of the work of the solution for mobile unit's deployment, ways and
headquarters of the border guard detachment foperational sequence for achieving a certain goal.
organization of mobile unit deployment should During this stage, the results of the work of
include the following stages: officers of operational and investigation units are

planning of operational and serviceanalyzed in order to provide operational suppart fo
activities; future actions of mobile teams for receiving

organization of mobile unit's operationalinformation on the main areas of illegal activity
and service activities; and clarification of the areas of major efforts
control of readiness for operational andoncentration.
service activities; The main tasks assigned to the Section
practical work on a specific border sector. which organizes operational and service activities

Let us dwell on these steps in detail. are: determining of the main threats that are yikel

Planning of operational and serviceto be present in the area of responsibility;
activitiesis a set of measures for working out of aetermining the ability of a mobile unit to perform

operational and service tasks; determining the
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procedure for the use of a mobile unit in the statéetachment authorities, the process of ensuring
border protection, main methods of applicatioachievement of the goal by means of evaluation
and the most likely areas of action of forces angnd analysis of the results of subordinate units'
means; determining the main issues of cactivities, timely intervention and adjustment loé t
operation. tasks of operational and service activities.

When determining the application of a The main objective of command and control
mobile unit, the main forms and ways of actiornis to ensure the accurate and timely fulfilment of
are being reviewed to realize the decision of the requirements of the guidelines, resolutions and
commander of the appropriate level of commandrders regulating operational and service actiwitie
on its deployment both on the state border and ahd maintenance of subordinate units’ readiness for
the border crossing points. As a rule, operationakttions.
directions and the largest border crossing points  The main task of command and control is to
are selected. identify and eliminate deficiencies and errors of

The basis for determining the deploymenofficials. It is necessarily combined with the
procedure is the decision of the commandingrovision of assistance to subordinates in solving
officer, proposals of the HQ and of the mobiléhe tasks of operational and service activities,
unit’'s commander on the use of forces and meaimcreasing the professional level of personnel.
for border guarding. Monitoring and assistance to mobile units is

During organization of operational and organized and implemented by the commanders
service activities of a mobile unitcertain (heads) of all levels, management bodies, service
measures are carried out to ensure thmeanagement center shift as well as by the officials
implementation of the decision on the use af a border guard detachment within the limits of
mobile unit. their powers.

In particular, while organizing service Command and control effectiveness is
activities of a mobile unit, the headquarterachieved by systematic, purposeful, timely,
should determine: the number and composition cbmprehensive activities, depth, objectiveness and
mobile teams (patrols), sectors and areas effectiveness of inspections.
carrying out of special measures, number and  The following issues must be given thorough
composition of other patrols for accomplishinghecking: timely receiving of orders and directives
set tasks; places and time of service; necessdny a unit; conformity of the decisions taken by
vehicles, equipment and supporting meansubordinates to the concept of operational and
servicemen appointed to active duty and standlgrvice activities and to the tasks received;
reserve (to substitute main forces in case of thdéimeliness and quality of performance of activities
deployment in border protection); units and timaimed at preparation for carrying out of the tasks
to clarify co-operation procedures; place and timget for the units; organization of co-operation and
for checking the service of certain patrols. comprehensive support; readiness of the unit

The tasks and measures of bordenanagement system; organization and
guarding are given to the commanders of mobilenplementation of measures aimed at mobile units’
units personally by the chief of staff of bordereadiness for action.
guard detachment, or on his behalf, by deputies The ultimate objective of command and
and other officials who arrive to a unit in persongontrol is actual improvement of the state of affai
by technical means of communication or byn subordinate units, prompt elimination of
delivery of official documents by staff officers.identified shortcomings, prevention of violatiorfs o
For this purpose, the headquarters of the bordeurrent legislation and legal order, detection of
guard detachment issues an order statingresponsibility and the facts of lax discipline.
necessary situational data; information on In order to execute control measures, a chief
violators of border related legislation; direction®f mobile unit plans and performs inspections in
(areas) of main efforts concentration; procedungerson or on behalf of a senior commander,
and methods of performing tasks; mobile unit'ssssisted by deputies. The number of inspections by
tasks (tasks for a mobile team and separatiee head of a mobile unit is determined on theshasi
patrols); the system of command, control and caf forces and resources available and is aimed at
operation; the issues of all-round supporensuring an adequate level of unit's readiness for
reporting procedure; main preparation activitieaction.
for execution of tasks; time of readiness for Planning of such inspections consists in
performing tasks. determining the number of inspections per week,

Control of readiness for operational and(night and day checks of patrols); determining of
service activitieds the function of border guardthe main task of inspection and its conducting;

29



Research papers ctilamf the Center of military and strategic stisdag the 3(61), 2017
National Defence University of Ukraine named aftem Chernyahovsky
determining of places and time of patrolsmobile units’ deployment in operational and
checks; determining of inspecting persons. service activities, which allows us to proceed to
In the course of practical work on asubstantiation of the recommendations for mobile
specific border sector the following is performedunit service management.
clarification of the directions of main efforts
concentration; clarification of places of service
and patrolling routes; determining of camouflage REFERENCES
measures while performing tasks; clarification of
places of location and rest; clarification of the pHaxas Anminictpanii [lepxasroi npuxopronHoi
issues of co-operation with the units operating iNcayx6u VYxpainn iz 30.12.05 Ne 1039 ‘TIpo
the area of mobile teams deployment sarsepmxenns  TumuacoBoi  iHCTpyKuii  1po
(coordination of actions by tasks, border-lines sacrocysanns moGineHux migposzinis JlepxaBHoi
and time, identification of major co-operation and 1puKopaoutoi ciyx0u Ykpainn”, — Kuis : AJIIICY,

alert signals); clarification of the information 2005. o _
exchange procedure. 2.Hakaz Apminictpanii JlepaBHOi TPUKOPIOHHOT

In addition, the service of mobile teams is ©/Y?<0% Ypainu sin 236epesis 2010 poxy Ne 209
’ “TIIpo 3arBepmkeHHs [HCTpyKiii mpo opraxizariro Ta

organized in accordance with th_e sphedqle; thegﬂiﬁCHeHHﬂ mranyBanss B JlepiKanHiii NPHKOPIONHT
order for the state border protection is delivered; ;i vpainu” — Kuis : AJTICY, 2010.

the schedule of service is adjusted in accordang€oromcrkmii 0. B.  Meroamuni  pexomermanii

with the situation development and information wragam opranis (mizposainis) oxoponu 3 opramizawii

received; the march to the place of permanenipoGoru nix uac ycknanHeHHs o6craHoBKH. Kuis.

dislocation is performed. 2006.

In order to ensure abruptness, effectivenegsboiiosuii Cratyr Cyxonyraux Biiicek 30poitnnx Cuin
and camouflaging of mobile units’ activity a Vkpainu (dactuna II (6aTansiioH, pOTE.l)“. 3aTBepL[)E<eH0
limited number of officials is involved at the HaKasoM komanaysada CyxonyTHuX Bificbk 36pofitnx
stage of direct preparation for deployment. gfgcy’(pam” Bin 29.12.10Ne 574. —Kuis, — 2010 —
DiSturbing. actions O.f the b_order patmls. an%.AHaI-.IL'I'H O.B. [ocBin OolioBux [niii  OpraHis
border units are carried out in order to mislead i, osninis) Jlepwasnoi npukoproHHOT  CIyRGH
the enemy with regard to the place, time andyypainn nin wac nposenenns anturepopuctHuHOi
directions of units’ deployment for execution of onepauii: indopmauiiino-ananitmani  marepiamn. —
the state border protection tasks. Kuis : Anminictpauis JITICY, 2015. — 55%.

Conclusion Thus, the article determines6. Aransin O.B. Opraan (migposninu) JepxaBHoi
the methodology of the work of border mnpukopioHHOi ciy:x6n Ykpainn y cucremi 060poHH
detachment headquarters aimed at organizing ofOXOIjOHH) ACPABHOIO KOp/IOHY B yMOBaX Cy4acHOro
mobile units' use during operational and service30pofitioro K‘”f‘b{““y:_  inpopmaniiHo-aHaniTIH
activities based on the analysis of existing M2TePiam. —Kuis - Aninicrpauis JIICY, 2015. - 25
guideline papers and the experience of organizingc'
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Kpyros B. B., 1.10.H., npO(])ecopl;

Siuko O. M.

1 VYkpaiHChKUH COI03 IPOMHUCIIOBIIB 1 mianpuemiis, Kuis;

2_ HaujoHanbHa akazemis JlepkaBHOT MPUKOPAOHHOT clyx0u Ykpainu imeHi Borgana XMeabHHUIBKOTO,
XMeIbHUIBKUH

Metoauka podoru mTady NPUMKOPAOHHOIO 3arOHY 3 OpraHizanii BUKOPHCTAHHS

MOOLIBHOTO MiAPO3aiTY

Pe3tome. Y cTarTi, Ha OCHOBI IPOBEIEHOTO aHAJI3y iCHYIOUOi HOPMATHBHO-TIPABOBOI 0a3u TMIOZIO
opranizanii Ta yHpaBliHHS OINEPATHBHO-CIY>KOOBOIO MiIsUTBHICTIO MOOUIBHHUX TMiAPO3IUTB Ta JOCBITy poOOTH
mTabiB MPUKOPJOHHUX 3aroHiB, BUKJIAQJCHI MPOMO3UINI 10 METOAMKH poOOTH MTady MPUKOPIOHHOTO 3aroHy 3
opranizailii BAKOPUCTaHHS MOOUTLHOTO TiAPO3ILTY .

KurouoBi ciioBa: MOOUTBHMIN TiAPO3/Ii, METOIMKA, aHAITI3 KEPIBHUX JOKYMEHTIB Ta IOCBidY.
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= YKpauHCKU COI03 MPOMBIIIUICHHUKOB U TIpeAnpuHumMareneit, Kues;

2 _HanmoHanbHAs aKaIeMHs locymapcTBeHHON TMMOTpaHWUYHON CiIy’)kObl  YKpawHbl WMeHH bormana
XMEJIBbHULIKOTO, XMEIbHULIKUHN

Metoauka padoTsl IITa0a MOrPAHMYHOIO OTPSIAA 10 OPraHU3alUH HCIOJIb30BAHNS
MOOMJILHOIO TOApPAa3aeeHUust

Pe3tome. B craTthe, Ha OCHOBE MPOBEICHHOTO aHAIW3a CYMIECTBYIOIIEH HOPMATHBHO-TIPABOBOW 0a3bl IO
OpTaHM3aIlMA W YIPABICHHIO OIEPATUBHO-CITY)KEOHOH NeATETFHOCTH MOOWJIBHBIX ITOIpa3leNeHUil W ONBITa
paboThl MTAa00B MOTPAHUYHBIX OTPSAAOB, M3JIOKEHBI MPEIJIOKEHUS K METOIUKE padOThl ITada MOTPAHHYHOTO
OTpsiia IO OPTaHU3AIMH UCTIOIB30BaHUS MOOMIBHOTO MOIPa3/ICIICHUS.

KiroueBble cjioBa: MOOWIBHOE MOJIPA3ICIICHUE, MCTOANKA, aHATN3 PYKOBOASIIMX TOKYMEHTOB H OIIBITA.
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Structural Change Configuration of the System of Cmbating
Cross-Border Threats at the Borders of the Europearnion

Resume. The article focuses on measures to combat tradsbdhreats in the EU, in particular: the
establishment of the European Border Guard and tG8aard on the FRONTEX platform; the use of NATO
forces and assets in the police operation in thgeAa Sea; the mechanism of information interadiietaveen the
border agencies of the EU member states - EUROSWR;operations of international institutions ammed at
assisting the border services.

Keywords: cross-border crime, organization of illegal migraf system of combating cross-border threats,
European Border and Coast Guard, NATO.

Formulation of the problem. same time, international law-enforcement activity
Globalization is an objective phenomenon of tha the EU for a long time was characterized by
modern world. The globalization of cross-bordestagnancy, reactive way of responding to cross-
crime is a consequence of the globalization of dtlorder criminal threats, inconsistency of purpose
global relations, economic, financial andand means of implementing criminological policy
technological. It is obvious that thein each of the states, which reduced the ability of
internationalization of crime in the conditions ofsuch an intergovernmental union as the European
globalization primarily intensifies cross-bordertUnion to effectively counteract cross-border forms
crime, affecting both its quantitative indicatorsof crime.
and indicators that determine the level of its Analysis of recent research.Countering
social danger. This, in turn, makes it necessary tew cross-border threats in Europe is not a new
internationalize the system of counteraction tsubject of research for the criminologists and
cross-border crime, since it is impossible toepresentatives of related fields of science both i
control it at the level of individual states. Ateth Ukraine and abroad. The work of O. Shostka, for
same time, international law-enforcement activitgxample, is devoted to the theoretical and applied
in the EU for a long time was characterized bproblems of organized crime counteraction in
inertia, reactive way of responding to tran&uropean countries. A. Bilas conducted a
boundary criminal threats, inconsistency ofomparative legal study of law-enforcement
purpose and means of implementingctivity in the EU. The mechanism of legal
criminological policy in each of the states, whiclregulation of EU activity in the field of cross-
reduced the ability of such an intergovernmentddorder crimes countering was revealed in the work
union as the European Union to effectivehof A. Pavlenko. At the same time, in the studies of
counteract trans border forms of crime. Ukrainian authors, the problem of institutional

Formulation of the problem. development of cross-border threats counteraction
Globalization is an objective phenomenon of theystem is highlighted fragmentarily and without
modern world. Globalization of all economic,taking into account new factors (such as the
financial and technological international relationsnigration crisis in Europe).
results in corresponding globalization of cross- The publication of Sergio Carrera and
border crime. It is obvious that thelLeonhard den Hertog are of particular importance
internationalization of crime under the conditiongor our study as they analyzed the potential role i
of globalization primarily intensifies cross-bordercountering the cross-border threats of the newly
crime, affecting both its quantitative indicatorscreated Border Police and Coast Guard of the EU.
and the indicators that determine the level of its The purpose of the articleis to consider the
public threat. This, in turn, makes it necessary tynamic structural configuration of the institutadn
internationalize the system of counteraction teystem for countering cross-border threats at the
cross-border crime, since it is impossible texternal borders of the European Union.
control it at the level of individual states. Ateth
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Presentation of main material. The decision to use the forces and means of the NATO
leaders of the twenty-seven states of thalliance in a typical police operation in the Aegea
European Union in the Rome Declaration, signeflea (which is also a response to the migration
at the jubilee summit dedicated to the 60thkrisis) can be considered the second quite
anniversary of the Rome Treaties, identified fousignificant (if not revolutionary) event. According
areas for convergence of major efforts. Amontp the NATO Summit statement, "the massive flow
these four priorities the first place is given twf migrants brings problems and threats to
providing "secure Europe: the union where alhternational stability, security and prosperitg].|
citizens feel safe and can move freely; where thiewo of these facts confirm internationalization and
external borders are safeguarded, and tighobalization of efforts in addressing the global
migration policy is responsible, efficient andthreat of cross-border crime associated with the
sustainable, respecting international normgljegal smuggling of migrants. In our view,
where terrorism and organized crime are beingpsolute criminological significance in the context
combated [1-2]. A number of critical events inof counteracting cross-border crime should be
this sphere have brought up the problems that agzwen to such a mechanism of information
being addressed by the researchers [3]. Interaction between the border authorities of the
particular, it is pointed out that during theEU member states as the EUROSUR (European
"migration" crisis that occasionally exacerbate®order Surveillance System) which is a
in the EU since the Agency was established isupranational element of the common EU external
2004, the "decision" most often consisted imorder protection, focused on processing and
increasing its budget, without providing thesharing of information in order to respond in a
Agency with the appropriate operational meansmely manner to the risks associated with cross-
and competences to "master” such increasédrder crime, illegal migration and the death of
financing. For example, of the 775 border guardsigrants at sea.
requested for by Frontex during 2015, the Significant progress in changing the criminal
Agency received only 447 officers. But this is nosituation in the trans-border area is reached when
the only and not the major problem. Aghe system of countermeasures meets the global
underlined by S. Carrera and L. Den Hertog, theature of the threat. This can be demonstrated by
common European interests defended by Frontéxe example of the formation of an unprecedented
often do not correspond to narrow-mindedystem of international political, legal, diplonzati
interests of some states (not only of the countri@nd other (even military!) measures to counteract
that are at the frontline of protection againgsthe crime connected with illegal smuggling of
cross-border crime, such as Greece and ltaly). inigrants to the EU [7], which is given in Table. 1.
order to address this problem in 2015-2016, the It should be noted that FRONTEX acts not
EU's "Communication on European Border andnly on the basis of ad hoc changes in the sitnatio
Coast Guard, and Effective Governance at tiEhe Agency also practices forecasting of
External Borders of Europe" was adopted [4]. probabilistic ~ scenarios  that reflect the

The creation of the European Border andnplementation of border security policy and the
Coast Guard on the platform of FRONTEXdynamic change of cross-border threats. These
(which should be regarded as a response to thptions are also designed to reflect the possible
migration crisis) was a revolutionary and longonsequences of cross-border crime, which can
overdue event in the EU. The decision waserve as a basis for its prevention. In particldar,
adopted by the European Parliament in Jurd 2016, seven possible scenarios have been
2016. The powers of the newly created institutiodeveloped that include conditional depletion of the
were formalized by Regulation (EC) 2016/1624&U; passivity of the EU; controlled diversity ofeth
of the European Parliament and the Council &U policies; the policy of restrictions; ununiform
the EU of 14 September 2016 [5]. The newlfuro-integration; on the contrary, closer integnati
created Border organization officially started itsn security matters; and finally, open-door Eurdpe
service on October 6, 2016. Its first units weré, p. 56-57].
stationed on the border of Bulgaria and Turkey. As we see from these titles, these scenarios
The mandate of the new agency allows the borddiffer in approaches to prevention of cross-border
guards to participate in operations in thirccrime, in the options of institutional support of
countries, for example, in the North Africa. Itcross-border threats countering, etc. It should be
should be emphasized that this is the first securihoted that individual EU countries are
and law enforcement agency manned with owimplementing their own decisive steps towards
operational staff and subordinated to theombating cross-border threats, even if they, to
supranational bodies of the European Union. Treoame extent, contradict general approaches within
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the EU. To illustrate this thesis, we willinfrastructure facilities and disobedience to the
demonstrate the experience of Hungary. In 2016rders of the border authorities; failure to idgné
the country faced new cross-border challengdéarge part of migrants; a wide gap between the
related to migration, in particular: illegal andmigrants’ system of values and the one of the local
organized nature of migration; aggressiveness pbpulation; highly predictable link between many
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migrants, which was manifested in damagingiigrants and organized extremism.
activities involving the destruction of the border

Table 1

The system of counteraction measures targeting creorder crime at the external borders of the EU

EU partnership with
migrants’ transit
countries and their
countries of origin

Generalized .
e Subjects of
description of . - .
. counteraction Descnptlon or examples of counteraction measures
counteraction
measures
measures
EU-Turkey The agreement of March 7, 2016, which providesfooordinated

mechanism to counter illegal migration

7 African countries -
Tunisia, Mali, Senegal,
Niger, Ethiopia,
Nigeria, Libya

2 countries of the
Middle East - Jordan
and Lebanon

The principles of interaction with these countriesthe field of
migration will be based on principles similar toose selected
earlier in the development of the EU-Turkey agre@me

Main goal is to eliminate the functioning mecharssofi migrants’
smuggling and creation of a border guard secuyisgesn in these
countries. For example, the 1770-kilometer maritibwder of
Libya is guarded extremely ineffectively

Extending the powers of
the naval forces of the
countries involved in
countering cross-border
crime and spreading
them to the border areas
of the countries of
maximum criminal risk
(Libya).

Regional organizations
fighting against illegal
migrants’ smuggling
and trafficking in
human beings and UN
Member States

The Security Council extended the Resolution No. 284anhg

additional powers regarding the inspection of tessels near th
coasts of Libya on the high seas, if there ared@afit grounds to
believe that such vessels were used, are usedllobevused by
organized criminal groups for illegal smugglingmoigrants.

In the event of disasters at sea, EU rescue sergiall capture
drowning illegal immigrants directly near the caaef Libya and
shall take them to Italy for registration

1%}

Operations of
international
organizations to counter
trafficking in human
beings and illegal
migration

Interpol

"INFRA Hydra" (abbreviation which stands for Intational
Fugitive Round-up and Arrest)

Startup in June 2016. The operation is aimed atingathe
organizers of cross-border smuggling of people. &ef wanted
persons includes 180 smugglers from 31 countries

"Triton" - a joint operation of FRONTEX and Itali@order Guard
Service, Search and Rescue Service and Migrants'siRaiipn
and ldentification Service. The vessels and aircodf 25 EU
Member States are deployed in the joint operation.

FRONTEX

"Poseidon" - joint operation of FRONTEX and Greek dar
Guard and Police forces in the Aegean Sea

"Minerva", "Indalo" - joint operations of FRONTEX drSpanish
Border Guard Service in the Western Mediterranean

Naval operations

EU

EUNAFOR MED "Sofia". Startup on June 22, 2015, witte
mandate until 07/27/2017.

The purpose is to destroy the economic model oframig’
smugglers in the southern and central Mediterranean
Additional tasks: training of Libyan coast guardlassistance in
the high seas off the coast of Libya to implemédr® UN arms
embargo.

Powers: Identification and destruction of the vessgsed by,
migrants’ smugglers, facilitation of apprehensiord daransfer of|
the organizers of migrants’ smuggling to Italiarmngnal justice
agencies

NATO

7 NATO ships collect the information in the Aege8ra, and
exchange it with Turkish Coast Guard, Greek Coastrd@aad
FRONTEX. NATO ships do not send back migrants’ boats

Institutional development
of the system for

European border and

The main task of this newly established institutierto identify
weaknesses in the system of protection of the Bbreal borders
and to assist the countries concerned, which aldades the fight

Surveillance System

counteracting cross- coastguard against terrorism and organized crime. At the sdime, the
border threats specialists of the new agency (created on the FRONdI&tform)
should work in cooperation with the national borgervices.
Globalization of the The element of the common EU external border ptiotecwhich
European Border EUROSUR is based on the collection, processing and exchahggormation

for timely response to risks associated with ctosster crime,
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illegal migration and the death of migrants at fyameans of
satellites, aircraft and UAVs

To counteract this and other challenges, improvement of institutional interstate
Hungary took the following steps: interaction;

adjustment of legal regulation of migration change of the state border barrier level.
procedures; Let us consider these measures separately by

strengthening of engineering and technicalsummarizing them in the Table 2 [9].
means of state border protection;
Table 2.
Hungary's proposals for the EU and related organizional and managerial resolutions on
combating cross-border challenges at the state boed (based on the experience of Hungary in 2015-2016
according to Istvan Shamu)

No. | Implementation
startup

1 September 2015| Enable the EU's joint border forces to protectitbalers of Greece.

Refugees and economic migrants need to be sepanasde the Schengen borders.
The EU should define a list of safe countries &fugees.

All contributions need to be increased by 1% arddbsts reduced by 1%; these 3 billion
euros can be used for the crisis management.

Creation of privileged partnership with the courgnéthout which it is impossible to solve the
problem (especially Turkey).

Creation a worldwide quota for distribution of reé@s not only at the European level but
throughout the world.

2 April 2016 Borders: Schengen rules must be obderve

Identity: compulsory biometric identification atetlexternal borders.

Improvement of the procedure for granting asyluntsidie the EU.

Correction of common European asylum system.

Conclusion of the agreement on readmission andrréduthe country of origin and transit.
3 April 2016 Return: return to safe countries ohgiand origin.

Substantiation: different EU policies should engheeobjectives of migration policy.
Support: financial and other support for the tageintries.

Safe countries: a common European list of safé tountries.

Voluntariness: solving demographic and labor mapkeblems based on autonomous decisjon
of the Member States (voluntary admission).

Proposals, organizational and managerial resolutios

Conclusions Thus, we believe that4. A European Border and Coast Guard and effective
further research should be focused on Management of Europe’s external borders /
assessing the effectiveness of such element%traSbourg' _ COM(2015) 15122015 673 f inal

. L JEeKTpoHHUI  pecypc]. — Pexum  jgocrymy:
of the |n5t|tUt|0_na| system of cross-border hitp://europa.eulrapid/press-release_IP-15-
threats combating as European border an®&327_en.pdf.

coast guarding (protection), application of. Regulation (EU) 2016/1624 Of the European
forces and means of NATO. and the Parliament And of the Council of 14 September 2016

. . . . . [Enektponnuii  pecypc]. — Pexum  moctymy :
mechanism  of information interaction http://frontex.europa.eu/assets/Legal_basis/Europea

between the border authorities of the EU pgorder and_Coast Guard.pd.

Member States - EUROSUR. 6. 3asBJICHUE MO UTOTaM BCTPCYH Ha BBHICIIEM yYPOBHE B
BapmaBe 00HapomOBaHO TJIaBAMH TOCYAapCTB H
REFERENCES MPaBUTENILCTB,  YYaCTBYIOUIUMH B  3acelaHuu

CeBepoaTaHTHYECKOTO coBeTa B BapiiraBe 8—9 urons
2016p. [Enextponnuii pecypc]. — Pexum pocryna :
http://www.nato.int/cps/en/natohg/official_texts
133169.htm?selectedLocale=ru.

7. Filippov, Stanislav. Dynamics and Geographical
Distinctions of Crime connected with Migrants’
Moving to Europe on Different Routes / S. Filippbv

o NATO Science for Peace and Security Series — E:
/'C. 0. ®ininnos // Tlpaosa nepwasa. 2017. —Ne L, man and Societal Dynamics Addressing Security
25.-C.178 - 184. Risks at the Ukrainian Border Through Best Prastice

3. S. Carrera and L. Den Hertog A European Borderon Good Governance: Editors Red€k at al. — 2016.
and Coast Guard: What's in a Name? (March 8, Amsterdam: I0S Press. Volume 129. P. 21-27.
2016). CEPS Paper in Liberty and Security i8. Risk Analysis for 2016: Tlekcr]. Warsaw,
Europe. Available at FRONTEX. 2016 — 72 p.

SSRN: https://ssrn.com/abstract=2745230.
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CHCTEMH NPOTHIIT TPAaHCKOPAOHHIN 3JI0YMHHOCTI Ha
30BHIMIHIX KOpAOHAX €Bpocoro3y
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Crpeasounnkuii M. I1., 1.10.1., npodecop’;

®iginmo C. O. K.MCUXOJI.H., TOIEHT’

1 Hamionaneha akanemis Ciry:x0u 6e3neku Ykpainu, Kuis;

2—Haui0HanLHa akaneMis JlepaBHOI MPUKOPAOHHOT ciTy>kOM YKpainu imeHi bormana XMenpbHHUIIBKOTO,
XMeNbHULbKUN

3mina KoH@irypaunii cucreMu NMPOTHAII TPAHCKOPAOHHMM 3arpo3aM Ha KOPAOHAX
€Bpocoro3y

Pe3rome. OcHOBHa yBara B CTaTTi NPUIUIIETHCS 3aX0AaM MPOTHUAIIl TPaHCKOPAOHHMM 3arpo3am B €C,
30KpeMa: CTBOpeHHs1 €BpoIeichKol NIpUKOpAoHHOT 1 6eperoBoi oxoponu Ha mardopmi FRONTEX;3acTocyBanns
cun 1 3aco6iB HATO B cyTo nomineiicekiit onepauii B Ereiickkomy mMopi; MexaHi3M iHpOpMaIiiHOi B3aeMoaii Mix
MIPUKOPIOHHUMHU BiomcTBamu jaepxkaB-wieHiB €C - EUROSUR onepariii Mi>kHapOTHUX IHCTUTYIIIH, CIpSIMOBaHi
Ha CHPUSHHS IPUKOPAOHHUM CITy>KOaMm.

Kao4oBi c1oBa: TpaHCKOPIOHHA 3JI0YMHHICTB, OpraHizauis HejeraJbHOI Mirpaiii, cucrema npoTuuii
TPaHCKOPJIOHHUM 3arpo3am, €Bporeicbka MpUKopIoHHa i Oeperosa oxopona, HATO.

Crpensounxuii M. I1., 1.10.1., npogeccop’;

®uwmnnos C. O., K.NCHXOJ.H., TOIeHT>

1 HanmonanesHast akagemus CinyxObl 6e3omacHOCTH YKpaunsl, Kues;

2—HaHI/IOHaHBHa}I akamemusi ['ocymapCTBEHHOW TOTpPaHWYHOW cCIy>kObl YKpawHel uMeHH bormana
XMEJIBbHULIKOTO, XMEIbHULIKUHN

N3meHeHne KOHPUIypanMu CHCTeMbl TMPOTHBOAEHCTBUS TPAHCTPAHUYHBIM
yrposzam Ha rpanunax Espocorosa

Pe3rome. OCHOBHOE BHUMAaHHE B CTAaThE yIEJICHO MepaM MPOTHBOICUCTBUS TPAHCTPAHHYHBIM Yrpo3aM B
EC, B uyactHocTH: co3znmanuio EBponelickoll morpaHnyHoil n OeperoBoii oxpansl Ha mnardgopme FRONTEX;
npumenennto cwt u cpeactB HATO B cyrybo mommueiickoil onmepaumu B OreliCKOM MoOpeE; MEXaHU3MY
HH(POPMAIMOHHOTO B3aMMOJCHUCTBHS MY NMOIPaHHYHBIMU BeoMcTBaMu rocynapcte-wienoB EC — EUROSUR;
orepalyy MeXIYHAPOTHBIX HHCTUTYTOB, HATIPABJICHBIC HAa CONCHCTBUE MOTPAHUYHBIM CITyXK0aM.

KiaroueBble cJI0Ba: TpaHCTPaHWYHAS MPECTYMHOCTh, OPraHHW3alUs HEJICraJbHON MHIpAlUH, CUCTEMa
MIPOTHUBOICHCTBHS TPAHCTPAHUYHBIM yrpo3aM, EBponeiickas morpanndHas u oeperosast oxpana, HATO.
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Separate aspects of the implementation of the actikes of program-
targeted planning taking into account the cyclicadevelopment of
the technological structures

Resume The aspects of forecasting and study of the dégreze of the technical development of society on
the development of technology are examined. The laivdevelopment of weapons systems and dedicaagd of
interaction between the subjects of defense plandiring specification of the requirements to itstituent
parts, taking into account technologies of thestatechnological structures, have been definedll&igng issues
that affect the development of weapons and miliaguipment have been analyzed, and conceptual ofys
solution and implementation of these issues haea béffered.

Keywords: program-target planning, technologies of the lashnological structures, development of the
armament system.

Formulation of the problem. Due to the advances in various fields, economic and scientific
lack of uncertainty and fuzzy ranking of-technical progress.
priorities, during the vyears of Ukraine's In scientific studies, insufficient attention is
independence, a precondition for the loss gfaid to the impact of socio-economic factors on the
scientific and technical income. The reform ofievelopment of models for the development of a
the Armed Forces of Ukraine and thestrategy of military-industrial policy, based on
development of individual samples of armament®recasts of economic conditions.
and military equipment did not take place in On the example of the economies of different
accordance with the state's technical capabilitiesountries of the world, repeatedly and at different
The solution of this problem characterizes thgémes, the study of the cycles of certain histdrica
relevance of the article. processes, the cycles of which were named after the

Analysis of recent research and names of the scientists who discovered them,
publications.  Analyzing the historical namely: Kondratiev, Kuznets, Zhuglira, Kitschina.
retrospective as the sum of all progressiv€he interaction of these progressive changes in
changes in society, it is necessary to pay attentisociety, and, as a consequence, the development of
to: the sequence of phase transitions of the socaimaments and military equipment (hereinafter -
system, the development of technologies, th@VT), depend on the "uplifting” and "lowering"
formation of new teachings, the creation of a newaves of such cycles (Fig. 1) [4, 5].
worldview, the transition between socio- Cycles Kitchin - are short-term (commodity)
economic formations, scientific advances imycles with a characteristic period of 3-5 years
various fields, economic and scientific -technicahvented in the 1920s by English scientist Joseph
progress. In the last century, various scholaksitchin. Within this cycle, GDP fluctuations,
have discovered that the development of societyiolations and restoration of the balance of supply
economy, research, etc. obeys the laws andasd demand on the market occur (first-order
characterized by certain cyclicity [1, 2, 3]. equilibrium).

Presenting main material. Analyzing the Cycles of the Juggler are mid-term cycles
historical retrospective as the sum of alith a characteristic period of about 12 years
progressive changes in society, it is necessarynamed after the name of the French scientist,
pay attention to: the sequence of phase transitioBtement Jugljar. Their difference is fluctuations i
of the social system, the development dhe level of congestion of productive capacities of
technologies, the formation of new teachings, thenterprises, rising unemployment, lowering the
creation of a new worldview, the transitionmain active part of fixed capital and investing
between socio-economic formations, scientifi€second-order equilibrium).
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level
economic
activity

N <
2008 A\ 20?2.\/ 20'1“6\ / 2020\/ 20?4\ / 2028,

1- Kitsin cycle (4 years);

w_ 4 2- Zhuglyra's cycle (12 years);
3- Kuznets cycle (16-25 years);
4- Kondratiev cycle (40-60 vears).

Fig. 1. Relationship between the existing cycles &wes) of Kondratiev, Kuznets, Zhuglara, Kitsin.

The cycles of Kuznets are economic cycletechnological processes have been identified, the
with a characteristic period of 16-25 years. Thekey factors of which are: in the first - textile
were invented in 1930 by Ukrainians of originmachines; in the second - a steam engine; in the
the Nobel Prize winner Simon Kuznets, whdahird - the electric motor; in the fourth - theemal
linked them with demographic processes antbmbustion engine; in the fifth - microelectronic
corresponding changes in the volume ofomponents that have consistently changed each
construction (infrastructure cycles). other (Figure 2). The next sixth technological

A special place in the theory of cyclicity process comes from embryonic development in the
belongs to the Soviet scientist, Mykolaphase of growth with the following key factors:
Kondratiev, who distinguished the followingnanotechnology; biotechnology; alternative energy.
great cycles (the equilibrium of a long period)The escalation of international military-political
which extend for about 50 years and are based tamsions is associated with a change in
an empirical analysis of a large number ofechnological patterns (Napoleonic Wars, US Civil
economic indicators of different countries inWar, 1.2 World Wars, Cold War, the Wars in
periods of time, beginning with the end of theéAfghanistan, Yugoslavia, Iraq) [7, 8].

XVIII century (price indices , government debt Implementation of the driving factors of the
securities, nominal wages, indicators of foreigbth technological structure will enable the
trade turnover, mining of coal, gold, productionintensive growth of the economy through new
of lead, cast iron, etc.). technologies and innovations, namely:

The introduction into the theoreticalnanotechnologies; cell technology and genetic
circulation of the notion of technological formsengineering techniques; biotechnology based on
led to the emergence of scientific tools fothe achievements of molecular biology and genetic
analyzing and predicting the dependence ahgineering; artificial intelligence systems;
technical development of society on thealternative energy (hydrogen, wind energy, sun);
development of technologies. Changinghe global information network and integrated
technological processes is associated with unevkeigh-speed transport systems. The widespread
progressive movement of scientific andntroduction of a new technological structure is
technological progress. This is also essential foestrained by the low efficiency of the use of
the study of the laws of the development oproductive forces, which is associated with th&lac
weapons and equipment, including the predictioof readiness of means of labor and socio-economic
of changes in its development. As for thenvironment. However, the share of the use of
technological process, then it is characterized byconstituents created with the technology of the
set of productions having a single technical levalixth technological process, in the latest modéls o
and developing synchronously [6, 7]. technology, grows at a rate of 20-35 per cent per

At present, in the world of technical andyear [9].
economic development, life cycles of five
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The technical level of the armed forcegprogress in various fields, in Ukraine, the creatio
armament (hereinafter referred to as "the Armeaf weapons and equipment requires state regulation
Forces") of any country in the world depends oof the implementation and implementation of the
the technology of the existing or new technologylargest possible proportion of constituent elements
Proceeding from the already existing progressivereated  using the latest technological
world changes, the indicated phase transitions addvelopments.
the achievements of scientific and technological

SCHEME OF TECHNOLOGICAL CONSTRUCTION
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Fig. 2. The sequence of technological changes.

The intensity of the implementation of suchany planning and depend on the period of “"raising"
an implementation, in the opinion of the authorsyaves of the economic situation and the existing
may be accelerated when certain requirements aeehnological situation in the country.
put forward, both to specific components of the In Ukraine at the present stage, by the order of
defense sector (tasks of the Armed Forces) and ttee General Staff of the Armed Forces of Ukraine
their systems of armament. The weapon system iglated May 24, 2016, No. 213 "On Approval of the
balanced multi-level organizational and technicdhstruction on the Formation of Operational-
system, which is a set of functionally related an&trategic,  Operational-Tactical and  General
organizationally organized weapons (type of th®equirements for Arms of the Armed Forces of
Armed Forces or the Armed Forces in general) dfkraine”, the procedure for the formation of such
combat vehicles (systems, complexes and modelsrefjuirements was approved. Prior to the
weapons, special equipment and means of ensuriogmmissioning of this order, he was preceded by
their application) , intended to perform tasks ofOrganizational and Methodological
strategic, operational, operational-tactical an&ecommendations for the Formation of Operational-
tactical levels [10]. Armament systems can b8trategic, Operational-Tactical Requirements for
considered in different configurations depending oRrospective Patterns (Systems Complexes) of Arms",
the tasks facing the Armed Forces and thewhich were approved by the Chief of the General
constituents. Staff - Commander-in-Chief of the Armed Forces of

Proceeding from the above, one of thdJkraine on November 26, 2009. The anti-terrorist
problems of the development of the system ajperation in the east of Ukraine made the previous
armaments are the requirements to it, which shousgpproach change and confirmed the urgency of the
not be based on the principle of "development frofnssue of forming requirements for weapons, although
the achieved", in contrast to the implementatioa of this order is not entirely perfect at the pres¢ags.
greater share of technologies of the late#is an example, there is the State Defense Order
technological developments. The solution of thighereinafter - DOS) for 2016, the measures of which
problem in the development of weapons is thevere carried out by carrying out research and
formation of initial data in the course of long and development works (hereinafter - SCR) on the
medium-term planning of its developmentdevelopment and modernization of weapons and
Requirements to the system of armament and tAenmunition, in which 37% were without
requirements to its components (parks of ATV typesorresponding requirements  (operational and
and forces of troops) are necessary initial data ftactical). In order to improve the procedure for
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forming the requirements for weapons andf war material, which considers possible problems
apparatus in 2016, a number of meetings were heddd outlines the way out of their solution. The
at the level of the military management bodies argecond, program block, refers to the hierarchy of
structural subdivisions of the Ministry of Defersfe program documents and factors that influence their
Ukraine and the General Staff of the Armed Forcdsrmation. At the present stage, when developing
of Ukraine with the involvement of research(forming) programs (main areas) for the development
institutions. At these meetings, most of thef weapons and equipment, the requirements for
organizational issues were raised, as opposeckto fraramilitary equipment are used as input datd, dirs
issues of the order of formation of suchall, operational and tactical formed by species and
requirements. forces of forces, which in the near future will bav

Taking into account the aforementioned anthe name of the List ( catalog) capabilities of the
aspects of the programmatic planning of th®efense Forces (Plan-schedule of main measures for
development of weapons of mass destruction, theiraplementation of strategic planning of capacity
is an imperfection in the relationship between thdevelopment of the Ministry of Defense and Armed
development of weapons and the requirements féorces of Ukraine, approved by the Minister of
it, which should be put forward and necessary as tibefense of Ukraine on January 4, 2017). It is this
initial data when carrying out the appropriatgpackage of requirements (capabilities), in the iopin
planning of the development of weapons. of the authors of the article, is a prerequisitetfe

A package of requirements for the same typienplementation of programmed-targeted planning of
of weapons (parks) in a hierarchically structurethe development of weapons, with subsequent
order must always be fully formed, which willchanges to it.
greatly facilitate the state customer (the Ministfy The analysis of the presented structural
Defense of Ukraine) to ensure the implementatioscheme (Figure 3), the interaction and sequence of
of state programs for the development of weaponihe above mentioned and reduced factors in Fig. 1,
It is also necessary to periodically make changesin the area of program-target planning define an
them, along with the changes taking place in thetegrated approach to the process of equipping the
world, taking into account scientific andmodern Ukrainian military equipment in the future
technological progress and changes in the state A&fimed Forces taking into account existing

military danger of the state. technological processes and other cyclic laws of
The qualitative formulation of thesedevelopment of society.
requirements for the weapons fleets will improve Conclusion. It should be assumed that the

the development of the armaments system, from tippoposed measures of programmatic planning and
formation of the main areas of development ddspects set forth by the authors of the article, in
weapons and equipment to the long-termelation to the existing technological arrangements
perspective until the approval of the tactical taswill enable:

(hereinafter - TTZ), and the implementation of the to expand the dialogue between the Ministry

DSC will increase the effectiveness of the DO®f Defense of Ukraine and domestic enterprises of
measures implementation (Fig. 3). Havinghe defense industry with regard to the development
completed the entire package of requirements fof weapons and equipment, taking into account the
weapons (as an integral document) and periodicalheeds of the Armed Forces of Ukraine and other
making changes to it will allow projection of themilitary formations of the security and defense

capacity of the whole system of armament as sector;

whole and reduce the time spent on drafting of the shorten the time to create new types of

tactical and technical requirements (part of th&)I' T weapons;

in the case of decisions related to the discovéry o expand the nomenclature of domestic

the SCR, which is especially relevant for the state armaments that will be created for investment or
a special period. equity;

In fig. 3 schematically illustrates the enterprises of the defense industry of Ukraine,
relationship between the problematic issues of thdepending on the complexity of the necessary DKR,
development of weapons and equipment ard direct their activities, which will not be based
proposes ways to improve the process of forminglevelopment from the achieved” and will increase
the main areas of development of weapons aitide level of military-technical cooperation;
equipment for the long-term, with the further to create competition in the global arms
formation of state programs on the development ofarket through the introduction of a larger shafre o
weapons and equipment and their implementatiaonstituent elements created by technologies of the
within the framework of DOS, the development anthtest technological methods.
procurement of modern weapons. The scheme has Taking into account these regularities of
two blocks. The first, the conceptual blockdevelopment of society, economy, scientific redearc
addresses the aspects of the programmatic aeid. and all aspects of the programmatic and tedget
targeted planning of the development of a weapaievelopment of weapons of mass destruction will
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allow, at the stage of awareness and subsequéetter address the tasks of scientific substaotiati
stages of the development and equipping of thend the formation of initial data for the creatioh
I,_O\rmed Forces of Ukraine with modern weapons, taveapons and ammunition.

L aws of Ukraine, Decrees of the Cabinet of Ministers of Ukraine, Doctrine, Strategic Defense
Bulletins and other basic documents, on the basis of which progressive changesin society are
carried out, its development and scientific and technical acceleration
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Further research should be devoted to thefor identifying ways of equipping military units
improvement of existing methodological supporwvith weapons and military equipment in the long-
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Bigokyp M. O.%;

I'ynaso A. 1O., K.T.H., c.H.c}

Posymnnii O. 1. °

— lleHTpanbHMil HAYKOBO-AOCIITHUN IHCTUTYT 030pOEHHS Ta BiChKOBO1 TexHiku 30poitanx Cui Ykpainy,

Kuis,;

2—L[eHTp BOEHHO-CTPATEriyHMUX J0CiikeHb HarionansHoro yHiBepcuTeTy 000poHH YKpaiHu iMeHi IBaHa
UepusixoBebkoro, Kuis

OxkpeMi acnekTH BHMKOHAHHSI 3aXOJiB IPOrpaMHO-ULIBOBOIO IVIAHYBAHHSA 3

YPaXyBaHHSAM HUKJIYHOI0 PO3BUTKY TE€XHOJOTTYHUX YKJIAXIB

Pe3tome. Y cTaTTi po3TIsSHYTO acCIeKTH MPOTHO3YBAaHHS 1 aHAIII3Y PiBHSA TEXHIYHOTO PO3BUTKY CYCIIILCTBA
Ta 3aJEKHOCTI BiJl PO3BUTKY 0a30BHUX TEXHOJIOTiH. BHU3HAuYeHI 3aKOHOMIPHOCTI PO3BUTKY CHCTEMHU 030pPOEHHS
30pOMHMX CHJI Ta OKPEMi IUIAXU B3aEMOJIi Mik cy0' €ekTaMu OOOPOHHOTO TUTAHYBAHHS i 9ac BUCYHEHHS BHMOT
JI0 CKJIAZIOBHMX 3 BPaxXyBaHHIM TEXHOJOTIH OCTaHHIX TEXHOJIOTIYHUX YKJIaldiB. PO3MIIIHYTO TpoOiIeMH, Bil SKHX
3QJIE)KUTh PO3BUTOK 030pO€HHS Ta BIHCHKOBOI TEXHIKH, 3allPOMOHOBAHO KOHIIETITYalbHI IIJISXH BUPIMICHHS Ta
peaitizarii uX MUTaHb ITiJ] 9ac MPOrPaMHO-IIJTLOBOTO IIJIAHYBAHHS.

KarouoBi cioBa: mnporpamMHO-1IIbOBE IUIAHYBaHHS, TEXHOJIOTII OCTaHHIX TEXHOJOTIUYHHMX YKJIAJiB,
PO3BHUTOK CHCTEMH 030pPOEHHS.

Bunoxyp H. A. 7

I'ynajo A. 0., K.T.H. c.H.C*;

Posymnniii O. J1°

l—L[eHTpam,Hmﬁ HAYYHO-HCCJICIOBATEIILCKAN HHCTUTYT BOOPYKCHUS W BOCHHOW TEXHUKH BOOpPYKEHHBIX
Cun Yxpaunsl, Kues,;

2—I_[eHTp BOEHHO-CTPATETHUECKUX HCCIIeOBaHM HalnnoHAIRHOTO YHHUBEpPCUTETa OOOPOHBI Y KPaWHBI
nmenu MBana Yepusaxosckoro, Kues

OT1ae/ibHBIE ACHEKTHI BHINOJIHEHUSI MEPONPUATHII MPOrPaAMMHO-LI€JIEBOI0 IJIAHUPOBAHUS €
Y4€TOM HMKJINYECKOro pasBUTHA TEXHOJOTHYEeCKHUX YKJIA0B

Pe3ome. B cratbe PAaCcCMOTPEHBI ACIICKTblI IIPOTHO3UPOBAHUA W aHaJIM3a YPOBHS TCEXHHWYCCKOI'O pa3BUTHA
oOmiecTBa M 3aBUCHMOCTH OT pa3BUTHA 0a30BBIX TEXHOJOTHH. OmnpeeneHbl 3aKOHOMEPHOCTH PAa3BUTHS CHUCTEMBI
BOOPYKXCHHUA BOOpy)KéHHI)IX CHUJI U OTACJIbHBIC ITYyTHU BSaHMOHeﬁCTBHﬂ MEXAY Cy6’I>€KTaMI/I 060pOHHOFO IIJIaHUPOBAHUA
BO BpeMsl MPEIbsBICHHUS TPEOOBaHUH K €€ COCTABHBIM YacTAM C YY4ETOM TEXHOJIOTHH IMOCIEIHUX TEXHOJIOTHYECKUX
YKIIa0B. PaCCMOTpeHLI HpO6J’I€MLI, OT KOTOPBIX 3aBUCHUT Pa3BUTHUC BOOPYKCHHUA U BOCHHOH TEXHUKH, IPCIIO0KCHBI
KOHLIENITYaJIbHbIC IIyTU PEIICHUS U PEaIu3aldy 3TUX BOIPOCOB BO BPEMs IPOrPAMMHO-LIEIEBOI0 IIJIAHUPOBAHMSL.

KiaroueBble cj10BAa: IPOTPaMMHO-LICIICBOC IJIAHUPOBAHUE, TEXHOJIOTUHN ITOCICAHNUX TCXHOJIOIMYCCKUX YKJIAaJ0B,
pa3BUTHE CUCTEMBI BOOPYKEHHUS.
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A methodical approach to assessing technical pararnsgs of the
same type of military equipment in the course of gaacity-building
planning

Resume The article suggests the use of the developetiodital approach to the evaluation of technical
parameters of the same type of military equipmerhé course of planning based on the possibilftesnaking
informed decisions.

Keywords: methodical approach, estimation of technical pears, defense forces, strategic planning,
defense planning.

Problem  description. During the coefficients, determined among the most important
development of the bases for assessing tlf@ctors during the evaluation of combat potentfal o
capabilities of the defence forces and achievingyiation organizational formations is given. This
their required level for the joint tasks execution methodological approach to assessing a combat
the security and defence sector of Ukraine, fiotential implies that each factor acts
became necessary to choose an approach independently, and takes into account the averaged
solving a multicriteria task that would enable taimensional values of the relevant indicators with
choose the optimal military equipment from a minimum of target function.
plurality of the same type assets based on the In [3], an approach is given to the definition
results of their technical parameters evaluation fof the "actual capability”, "desired capabilitghd
decision-making during capability developmentevaluated capability” concepts and the idea
planning. suggested to merge them in a certain chain in order

An analysis of recent research to differentiate these concepts by quantitative and
publications on capability-based planning, qualitative indicators for the selection of
response and use of defence forces [1-9] showslicators, the development of scientific and
that researchers and professionals have mamethodical evaluation apparatus to evaluate the
points of view on how to make sound decisionsapabilities of the Armed Forces of Ukraine and
and to improve strategic planning in the domainther components of the defence forces,
of defence. The authors of the overwhelmingssessment and practical use of strategic planning
majority of the proposed methods rely on SWOTfor the development of capabilities of the defence
analysis, other expert methods that, to a certdiorces.
extent, enable them to solve their problems when  The authors [9] emphasise the need to apply
substantiating rational decisions, but depend appropriate methodological approaches in the
the influence of subjectivity, the level ofcapability-based planning to determine defence
competence and bias of experts. forces capability and effectiveness requirements

At the same time, the use of grade-basddr each scenario and possible situations.
expert assessments in practice, under the  The technical parameters of the same type of
condition of having certain data provided (themilitary equipment can be estimated on a scale of
actual technical characteristics of militaryrelations [10], which allows to measure the
equipment) when solving multicriteria tasks withproperties of objects in different measurement
respect to weapons and military equipmergystems of their characteristics.

(military assets) in strategic and defence planning It is also advisable to use the existing

based on capabilities of defence forces [6] createsethods of vector optimization to solve problems
a risk of making a decision based on theith the choice of alternatives among the elements
judgements of experts, who can change theif the Pareto set, the function of convolution, and
point of view depending on particular situationthe principle of fair compensation of the absolute
their situational awareness, and influence of oth&alues of the normalized partial criteria.

factors. Consequently, these and other results of the

In [7] the coefficient of realization of analysis require solving a partial scientific pexl
combat potential in the form of product ofof developing a methodological approach to
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assessing the capabilities of military assets @ tiplace among them is devoted to the methods of the
course of capability-based planning. most plausible and guaranteed result that apply
The aim of the article is to highlight the when the distribution rule is known. The results
methodological approach to assessing thabtained must be equal to the value at which the
technical parameters of same type militargample has the maximum probability of
equipment in the course of the capability-baseaccurrence.
planning to make informed decisions, which will The difference between one criterion
allow obtaining a more accurate and qualitativeptimization tasks from multicriteria tasks is that
result when evaluating and comparing thene has to choose the target functions and the
capabilities of military assets of similar types asxpected result in the first instance. For example,
compared to the requirements to execute the tagks evaluate the artillery reconnaissance forces
assigned; to elaborate the known approaches dffectiveness, one criterion can be applied, based
the solution of multicriteria tasks, introduce newon a generalized indicator that characterizes its
elements to them and supplement the Armddvel of effectiveness (capability). However, when
Forces development knowledge without changingpmparing and choosing the optimal means of
their substance. artillery intelligence for troops (forces), it is
The main body of the article. The necessary to apply target functions that prove the
development of strategic and defence plannimgptimality of the decision by several criteria.
systems in defence forces [1] for joint planning Taking into account these and other
and a clear division of tasks between them ioonsiderations during research and analysis of
crisis situations involves the introduction ofexisting methods of solving multicriteria problems
modern planning methods used by NAT(Fig. 1) a methodical approach to the evaluation of
member states to enhance their defendbe technical parameters of the same type of
capabilities. military equipment (assets) for assessing the
Assessing the capabilities of troops (forces)apabilities of troops (forces) has been developed.
and related military assets in the implementation In practice it is necessary to make the choice
of modern Capability Based Planning is amf the same type of military means for a
integral part of the process of planning forces inomparative assessment of their technical
the course of the defence review. Implementatiqmarameters during the assessment of the
of capacity development planning, as defined bgapabilities of troops (forces) in the course aith
the Strategic Defence Bulletin of Ukrainedevelopment planning.
(Operational Goal 2.3) [1], requires the use of In order to apply the methodological
appropriate methodology, methodology, methodapproach to the evaluation of the technical
methodologies and approaches to evaluatigparameters of the same type military equipment, a
when relevant decision-makers of the planningerson who makes informed decisions during the
bodies search for rational decisions aimed for trmomparative assessment of the capabilities of the
future. selected military means must take the following
As capability we will understand the steps:
standard or requirement/property to achieve the  to identify the necessary military equipment
desired result (main, basic, additional definitiof the same type for evaluation;

of requirement/property) [3] for the selected choose criteria of assessment (partial
military asset. The unified indicators);

requirements/properties  of the  technical to put the data in the table with the
parameters estimates, which are essentialparameters of the selected military assets;

criteria for evaluation (probability of exposure, carry out calculations;

intensity of intelligence, range of shooting analyse the results obtained.

service, accuracy of determination of coordinates, In this article, as an example for applying
etc.) are put forth to a military asset of théhe methodological approach, we will take into
defence forces. account the capabilities of artillery reconnaisganc

The technical parameters propertieforces (forces) that are the same type and are
(evaluation criteria) must meet a number oflivided depending on the means of sound
requirements [4]: invariability; independencejntelligence (AZK-5), radar (ARK-1, SNAR-10)
efficiency; sufficiency. Different methods areand optical (optoelectronic) (PRP-4, optoelectronic
used to evaluate technical parameters, the leadidgvices).
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Methods of solving multicriteria

problems
Pl N
. Lexicographic Narrowing to single
Interactive optimization ] criterion
pd \ v e \
Hierarchy | Effective sets” An act || Main criterion || Convolution | Goal
analysis programming

Additive Multiplicative | | Maximum rule |

Fig. 1 — Methods of solving multicriteria problems
Step 1Select the necessary militarycriteria of the same type of military equipmentttha
equipment of the same type (for example, five are  characterized by  dimensional and
xl,xz,__,xs) to evaluate their technical dimensionless values with the maximum and

chosen ability to evaluate and its characteristRarameters. _ _
features. The difference from other approaches is ~ Step 3Fill in the table with the technical
to eliminate restrictions on the number of nparameters of the selected military equipment
military assets X ) and the dimensionality of (Fig. 1) using the nominal values of the technical

: m characteristics of artillery reconnaissance forces.
their characteristics.

Step 2Select . ant luati Identify the benchmark of the selected
_ otepeoelect o important - evaluation o o ation  criteria g .E,,....E), taking into
criteria (for example five —-K;,K,,...,.Kg) that _ 1r=2000=5 e
h terize both . account the importance of the characteristics ef th
can characterize both maximunk{ - max), military equipment of the same type. The number

and minimum values of technical parameterg; jth standards g.) should equalK .. The
i n:

(Kp - m”_])' The number ofvth criteria (K ) _ difference from the other approaches is that the
may be different, but not less than three, whichaximum required dimensional and dimensionless
may lead to bias, and not more than ten, whiglyyes of technical parameters are applied both in
will overburden the evaluation. The differencene |ong run and in the light of foreign samples

from other approaches consists in the applicatiofajlaple for combat power comparisons of the
of different by number and nature evaluatmrpn"itary equipment in question.

Table 1
Technical parameters of the selected military equiment

The Forces artillery reconnaissance equipment and their
nominal characteristics/
Evaluation criteria standard Obtoelectrd Pa:/zrnjeeter
of the AZK-5 | ARK-1 |SNAR-10 PRP-4 PLo€
selected nic

Probability of 0,5 0,467 0,433 0,260 0,170 0,153 Max
exposure (average)
Intglllgence intensity 4.0 35 35 45 35 15 Max
(object/hr)
(Ff(?]:‘)ge of shooting support 20,0 16,0 24,0 10,0 6,0 8,5 Max
Coordinate 25,0 1250 | 60,0 250 | 450 375 Min
determination
Deployment time (min.) 5,0 90,0 6,0 5,0 5,( 6,0 Min

For example, the “intensity of intelligence”it is the minimum value among the military
criterion is characterized by the number oéquipment assessed (in the range of 25.0 to 125.0)
detected objects per hour (see. Table 1), the valard the desired accuracy for effective artillerg fi
of its standard is 4.0 objects/h, which in generabhile another value can be chosen depending on
meets the needs of the forces considering tliee tasks or characteristics of foreign equipments
technical parameters of the military equipmerdamples available for comparisons of the
selected for comparative evaluation (within th@arameter.
range of 1.5 to 4.5). Step 4Evaluate military equipment of the

The value of the “precision determinationsame type taking into account the values of their
coordinate” standard is selected as 25.0 m, sintechnical parameters.
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A matrix of the same type military the criteria-depended comparative evaluation
equipment technical parameters was created f@rable 2.).

Table 2
A matrix of the same type military equipment evaludion criteria-depended technical parameters
Xm X1 X 2 X3 Xa X5
Kn
K1 K11 K12 K13 K14 K15
K2 K21 K22 K23 K24 K25
K3 K31 K32 K33 K34 K35
K4 K41 K42 K43 K44 K45
K5 K51 K52 K53 K54 K55
Note n:fS, m:f5.
The coefficients of the technical parameters in the third method §, ) — by the average
of the military equipment K.,) by the 46 of the coefficients calculateB {m):
assessment criteria K(,) of each piece of S, =Enm (5)
m )
equipment (X,,) and selected standardEj() are o 1N
proposed to be calculated taking into account tyghere Enm = N 2 Em-: ©6)
Table 2 by the following rule: o n=l _ .
E. The peculiarity of the convolutions (3) — (6) isth
K,m=—- Whenk . — max, (1) they do not account for the criteria coefficient
Xm values, since their definition in practice is reedc
or K =ﬁ whenk_ . - min. (2) to formal pro_cedures_ or the use of expert
nmT e assessments in relation to specific military

! - ...__equipment. This approach is aimed at assessing the
The_ obtained cogfﬂuent values of the m'“tarymilitary equipment of the same type based on the
equipment technical parameters by the Chos%ﬂrpose of decision-making (for example,
criteria of evaluation K, ) are subject to a comparing the technical parameters of the selected
summary evaluation using the convolutiorequipment), without taking into account the crieri
function. The convolution method depends on theoefficient values, since the selection of evabrati
criteria  (indicators) and the purposes otriteria and their number depend on the evaluation
evaluation, but most often the additive an@bjectives and the nature of the tasks to be solved
multiplicative convolutions of the vector criterionin the future.

components are used [10]. Consequently, the convolution of the criteria
It is proposed to evaluate in total the receive@S,,, S, S;,) is based on the use of the

coefficients of the military equipment technicapyrinciple of fair compensation of the absolute
parameters §y, Sy 3m) Simultaneously by values of the normalized partial criteria, the

the three convolutions for comparative evaluatioRSSence of which is to find a compromise, in which
of the military equipment in question to find theh€ values of one of the coefficients are

optimal piece of equipment from a set of the sanf@mpensated by others, and a formal mathematical
type of equipment based on their technicdl®thod is used that gives a convenient look to the
parameters evaluation results: task . This does not take into account the

: - _ importance of partial criteria [10].
in the first method §y) — by the sum of A comparative evaluation of the military

the coefficients calculated: equipment of the same type technical parameters
S, = %K ; (3) using different methods of criteria convolution is
= carried out to find the optimal producﬂ‘()pt)

in the second method ;) — by the ,ccording to the dependancy

multiplicative convolutions: - -1P. m=
DN sp_maxispmiwhenp_lp,m_mopt. (7
Sm =[] Knm’ 4) The technical parameters evaluation results
n=1 for the selected military equipment according to

the dependancies (1) — (7) are put in Table 3.
Table 3
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Selected military equipment technical parameters eluation results

Evaluation criteria ( K..) Force artillery reconnaissance equipment Xm)
n X1 X2 X3 Xa Xs
K1 0,934 0,866 0,52 0,34 0,306
Kz 0,875 0,875 1,125 0,875 0,375
Ks 0,8 1,2 0,5 0,3 0,425
Ka 0,2 0,417 1,0 0,556 0,667
Ks 0,056 0,833 1,0 1,0 0,833
The total assessment of S 2,865 4,191 4,145 3,071 2,606
the coefficients obtained S, 0,007 0.316 0,293 0.05 0.027
(Sp) S 0,573 0,838 0,829 0,614 0,521

The difference from other approaches is in When majorantS, does not significantly

the summing up of the obtained values of thgifer from S, and S,, which indicates the
evaluation results in the Table 3 with taking into ifferences in the total :estimates of the obtained

consideration the Table 1 data, as well as o - . .
coefficients of the military equipment technical

making comparative  evaluation of the ¢ d di the ch thod of
effectiveness of same type military equipmen‘?arame ers gepending on the chosen method o

using various methods of criteria convolutioné:OnVOIUtlon (3) - (6).
(by total amount, multiplicative, or average As a result of the assessment, ARK3, §)

value). N _ __and SNAR-10 §3) are found to be the optimal
Note The same type military equipment taking

into account the values of their technical paranseteMe€ans Of_ artil_lery reconnaissance,  while
evaluation results (see Table 3), are calculated @ptoelectronic devicesS ;) and AZK-5 (S,) are
Microsoft Excel and allow analysing the resultsihe |east effective ones.

immidately after performing the relevent data irgput Also, during the analysis of the obtained

into the Table. 1. gvaluation results for the Force artillery

Step 5.Analyse the results obtained. The calculate - . ¢ ding t ; |
results of the Forces artillery reconnaissanch-connaissance equipment, according to a forma

equipment evaluation and their nominal characiesist Procedure, the coefficients values have additignall

are given in Table 3. been determined K,): k, =0333 K, =0,2;
When finding the optimal productn()pt) ks =0,067; k4 = 0,267; ks = 0133

from the set of dependencies of the same tymge evaluation results of the artillery intelligenc

(3) - (7), we can construct the majorant series f@guipment technical parameters coefficiens, ),

theie me>ans: 0G5>G5> taking into account the coefficients values of the
S=52> 53> 54> S, 8151 selected criteriak,), are given in Table 4.
$=92>93>54> 55> S0
$=5,>53>54> 35> 35

Table 4

The evaluation results of the artillery reconnaissace equipment technical parameters with taking into
consideration the coefficient values of the selederiteria

Evaluation criteria ( K., ) Co\;a;iuc(i;nt Force artillery reconnaissance equipment
X1 X2 X3 Xa Xs
K1 0,333 0,311 0,288 0,173 0,118 0,102
K2 0.2 0,175 | 0,175| 0,225| 0,17§ 0,075
Ks 0,067 0,054 | 0,08 0,034 0,02 0,028
Ka 0,267 0,053 | 0,111 0,267 | 0,14¢ 0,178
Ks 0,133 0,007 | 0,111 0,133| 0,13 0,111
Evaluation total (S) 1,0 06 | 0,766 | 0,832 | 0,59 0,494
The majority of these equipment has assessments for specific pieces of military
appeared as follows: equipment, the values obtained change the
S,=S53>5,>5,>S,>S;5 majority (S,). In this case, the majority of the first

Consequently, depending on the acceptgds) and third §;) methods of evaluation is the

coefficient values of the formal proceduresgme, and taking into account the coefficient
selected criteria or with the use of expert
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values of the selected criterig/), the offset is technical parameters of same type military
one position, that is acceptable. equipment in the course of capabilities-based

The majority (,) and (S,) are significantly planning is to find another approach to solving a

_ _ multicriteria military issue, which, unlike expert
different from () and (s;), since the offset o\ 51 ation. allows simultaneous use of dimensional

(S;;) is two positions that is consideredand dimensionless values, heterogeneous criteria
inadmissible.  Taking these and othefor evaluating the technical parameters of same

considerations into account, it is concluded thdype military equipment at the maximum of the
the first (S;) and third ©;) assessment methodstarget function, as well as simultaneously

. narrowing to a single criterion task by the three
are correct, while the second methog, ] and methods to find the optimal product from the

the use of the selected criteria coefficient valugfultiple same-type ones based on the evaluation of

(S,) may give an false estimate during theheir technical parameters.

evaluation that will affect the rationality of the In addition, the proposed methodological

decision. approach is universal (not specific to military
It is also possible to apply the values ofissets) and alternative to other approaches to

characteristics X, T K, for analysis comparing practical results, including the approach

(comparing) the results obtained and determinin%’t“ned in [6, Annex 4] that was supposed to

the contribution to improving the efficiency of the ciitate a ratlpln.al decision-making on defense
forces capabilities development, but the

m-product and assessing economic feasibility,f : £ thi hod Id b ified
although the scared financial resources availabfe cctiveness of this method could not be verifie
ue to the fact that it only accounted for the etge

for the military assets can significantly affeceth ™" ) : o .
ints given for selected evaluation criteria and i

combat power and ability to execute the missio ) .
assigned. took_ as example_dlfferent types of reconnaissance
In addition, the set of standards for selectefduiPment qsed In support of grognd artillery fire
criteria (E.) can be considered as the combaRUt possessing various basic technical parameters.
] Summary. The developed methodological
potential of the selected piece of equipment:éf thapproach to the evaluation of technical parameters
nominal value of the characteristics of similabf same type military equipment in the course of
enemy complexes is placed in the columgapabilities-based planning can be applied in
“Standard of selected criteria” according to th@ractice along with other approaches to compare
selected evaluation criteria (see Table 1), thentife results obtained and make a rational decision
is possible to compare their combat potentialsn the defence forces capabilities development; it
(see Table 3), to enable the Forces developmejtuld also be considered when developing the
and deployment planning. scientific and methodical apparatus in relation to
Consequently, when deciding on the choicthe assessment of the capabilities of the defence
of the optimal military equipment productforces, and used in the process of developing
assessed from a set of the same type militagglevant guidance documents on the sequence of
equipment, it is possible to use the developestganization and conduct of capabilities Forces
methodological approach for assessing th&saluation.
technical parameters of the same type military Further research prospect Taking into
equipment as an intermediate assessment sta@eount the results obtained the further research
during the defence forces capabilitiegprospect is the determination of the monitoring and
development planning. This will enable thesvaluation sequence of the defence forces
adoption of sound decisions on the maintenancgapabilities development results in a course of
modernization, creation or purchase of newtrategic or other planning in the Security and
capabilities and the deprivation of forces fronpefence sector of Ukraine.
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IleHTp BOEHHO-CTpaTETiYHUX IOCIHiPKeHb HarioHanbHOTO YHiBepcHUTeTy 000poHM YKpainu iMeHi [BaHa
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MeToanuyHuii miaXiA A0 OWIHIOBAHHSA TEXHIYHMX MapaMeTpiB OJHOTHIHUX

BiliCbKOBHX 32c00iB y X0/1i IVIAHYBAHHSI HA OCHOBI CIIPOMO’KHOCTE
Pestome. Y cTarTi 3ampONOHOBAHO BUKOPHUCTAHHS PO3POOIEHOr0 METOAUYHOIO MiAXOAYy [0 OLIHIOBAaHHSA
TEXHIYHMX MapaMeTpiB OJHOTUIHMX BIMCHKOBHMX 3aco0iB y XOAi IJIaHYBaHHS Ha OCHOBI CIIPOMOXHOCTEH Jyist

NPUIHATTS. OOIPYHTOBAHUX PillIEHb.

Karouosi cioBa: MeroquyHuil miaxij, OLIHIOBaHHS TEXHIYHUX IapaMeTpiB, CHJIM OOOPOHH, CTpaTeriyHe

IUTaHyBaHHA, 000POHHE TUTAHYBAHHS.

CypkoB O. A., K.BO€H.H.

IleHTp BOEHHO-CTpATErHUECKUX HCCle0oBaHul HarmoHampsHOTO YHHUBEpCHUTETa OOOPOHBI YKPaWHbI HMEHU

WBana Yepusxosckoro, Kues

MeToauuyecKui MoaXoa K OlleHKe TeXHHYeCKHUX mapaMeTpoB OAHOTHIMHBIX BOCHHBIX

CpPpeacCTB B X0/1¢ INIAaHUPOBAHUSA HA OCHOBE BO3MOKHOCTEM
Pestome. B cratbe mpemnoxkeHO HCIONb30BaHHE Pa3pabOTAHHOTO METOIMYECKOTO IOAXOAA K OIIEHKE
TEXHUYECKHUX MapaMeTPOB OJHOTHUIIHBIX BOCHHBIX CPEACTB B XOJ€ IUIAHUPOBAHUS Ha OCHOBE BO3MOXHOCTEH A

MPUHATHS] 000CHOBAHHBIX PEIICHUH.
KiroueBble cJioBa:

MeTOZ[I/I‘ICCKI/Iﬁ MnoaxoJ, OHeHKa TCEXHHUYCCKUX IapaMCETpoOB,

CUIIBI  00OPOHBHI,
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Formation of approaches to planning the capabilitis of troops
(forces), taking into account their resource provi®n

Resume.The article contains proposals for improving thanpling of the capabilities of troops (forces),
taking into account their resource support.
Keywords: need, logistics, financing, distribution.

Formulation of the problem. Changes in through of ATO and simultaneously to worry about
the nature of modern military conflicts, whichcreation at least of operative efficient reservet N
were aimed at destroying potential opponentpeaking already about a necessity to support him
with the strain of all available human andn the high degree of readiness if by chance an
material resources, gradually shift to theaggressor will pass from the hybrid form of
background. More recent are new scenarioaggression to the direct large-scale armed
changes in the range and content of tasks that #mecroachment. In such situation the large scale,
Armed Forces of Ukraine (hereinafter referred tontensive and maximally complete use of existing
as the AFU) is involved in, increase in the threawducational-material, and also its transformatimn t
declared by the President of Ukraine, the gradutide best world standards which would allow to
transition of the Ukrainian army to a professionaheave up bases quality of preparation of the
basis by the end of 2020, difficult economic antlkrainian army on a considerably higher level, —
military-technical conditions of developmentone of key questions. Consequently, a search of the
Armed Forces of Ukraine and low performancecientifically grounded ways of planning on the
indicators for implementing their developmenbasis of possibilities (POP) of troops (forces)
programs. This requires the formation of newaking into account their level of material well-
approaches to the planning of capabilities deing is an actual scientific and practical task.
troops (forces), taking into account their level of Theoretical principles of the defensive
security, since in recent years there has beerplanning on the basis of possibilities were
steady tendency in the world to increase thdeveloped the corporation of RAND yet in 1950th
material and technical needs of troops both iand practically inculcated Secretary of defense of
peacetime and in wartime [1-3]. the USA by Robert MacNamara in 1962 years. In

In a present situation on east of Ukrainesubsequent the system was substantially finished
when the Armed Forces of Ukraine to restrain theff and on this time used in the defensive planning
offensive of aggressor and in spite of anxiety adf leading countries of the world. At the same time
all society about providing of fighters of anti-the question of logistical support of troops on
terror operation (ATO), necessity of the Armedrinciples of logistic is devoting scientific
Forces of Ukraine in financial and material andesearches of foreign and Ukrainian research
technical resources satisfied not to a full degreeiorkers: M. Kristofer, D. Lambert, D. Koul, V.
Both a weapon and live ammunition and foodNikolaychuk, A. Sukhorukov, L. Frolov, N.
and clothing failing in troops. Clear that in thisChukhray et al. However, the questions of
business there are two major factors is time amuerfection of planning of possibilities of troops
quality of preparation of sufficient amount of(forces) taking into account their resource
army to the level of possibility to resist to theproviding and increase on this basis of strength of

troops of aggressor. the state security complex do not light up in
Thus it does not follow to forget that it will scientific literature.
be to decide one in two task a present ftc The purpose of the articleis determination

military-political management — to prepare partof the possible going near planning of possibditie
and subsections directly for the area of lead
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of troops (forces) taking into account theimecessities of specific conduct of the armed fight.
resource providing. In Report it was recommended to apply the process
Presentation of the main material. of POP for providing of prevailing of the
Historical experience testifies that the level ofncorporated necessities in the process of planning
dgfensive of po_ssibilities_of the state depends fhgd also for a grant the higher leaders of
military-economic potential of country. Defenséyepartment of defense of possibility of influente a
of the state is impossible without rationakyq, beginning of process of planning, but not an hi

ggg;g%lrSip%%r;ﬁ;t?g:‘t?% %Og":rfbrl]g ?g;’:'?:gﬁventual stages, when it already is uneffective.
Iery speciall ' A planning process on the basis of

not win war, but one rear can lose war’ [1] ossibilities of POP does not have universal
Model, that battle composition of army of the”

USA is almost 30%, and 60% personnel is 0Hetermination, but most practical workers will
services of providing’[Z]. accede to the following: “POP is planning in the

Modern local wars and armed conflictsconditions of vagueness for providing of the proper

require enormous financial and financial charge80ssiPilities which befit for the wide spectrum of
large human capitals, lead through of the speci3lcdern terms and calls, within the limits of

resource preparation which impossibl@conomic feasibilities of the state”. POP it is
satisfaction of their necessities is withoutaPProach of the systems, which is directed on an

Modern approaches in relation to planning ofXPosure and grant of recommendations in relation
possibilities of troops (forces) taking into accouni® MOSt ~ acceptable  after a criterion “cost
their resource providing, must operatively gefficiency” of variants of development of troops

information from automatic system of Iogistic,(forces) for satisfaction of priorities of national

infrastructure, and answer the standards G&fT€L-

classification and management material and  1h€ features of application of planning with
technical facilities which are accepted andhe use of method of POP within the framework of

inculcated in NATO. process of development of own military powers, in
Idea of introduction of planning method orPbedience to the standards of NATO, consist in that

the basis of possibilities consisted in that sajdie [ 6]: POP shows by itself a process whic.h is used
organizations no longer will know what country/n the process of development of army; POP is
association of countries or non-state soldiefySed for forming of future possibilities of army;
forming, can potentially present a future thredf OP iS the complex, successive, logical process of
safety. Some analysts assert that it means tfflgtermination of types qf possibilities, which need
POP replaced the planning system on the basist@#0Ps (forces) to have in the future; POP can not
threats that used in the cold war-time. HowevdPrecast everything, consequently for the procéss o
in actual fact POP replaced planning on the bagiévelopment of the of Ukrainian army it is still
of scenarios, which was used during 1990th (Irag€ded it will be to foresee ability quickly to cea
and North Korea, that characterized as basf! contingences (to carry out the grounded
regional conflicts, and later, as basic seats GPTrection of plans of achievement of certain
wars). Consequently, to overcome the problem gentual goals of development of the of Ukrainian
indefinite enemy, a defensive review offered aArmy).

idea, that can foresee the USA possibilities which ~ On the basis of possibilities in the process of
an opponent can apply. In this connection development of the Ukrainian army will allow to
model on the basis of possibilities will allow 296t the use of planning method compromise
country to be more concentrated on that, hohietween the level of threats and possible charfes o
“opponent can militate, but not who can be aH"_ne state budget. Essence of POP is presen_ted_on
opponent, or where war can happen”. Findl!c: 1. In other words, POP is a process which is
introduction in the system of the defensiveUPPorted the state system of planning within the
planning of planning method on the basis diramework of forming _of the programs and budget.
possibilities in soldiery establishments of thdl follows to adapt him to the circumstances of

USA took place in 2004 years after making of th&eparate countries — a template can look idenyicall
Operating statement public in relation tobut will be used variously, does not have a stathdar

researches of the incorporated defensiv_@,gorithm’ acceptable to all. The prime example of

possibilities. In this Report marked, that the ijelt is modern features of introduction from the next

of military powers (ground forces, naval forcesY®al of “elr_;mning method on the basis of
aircrafts and marines) had prevailed in thRossibilities™ in of the Ukrainian army. A method

existent process of planning on the basis (S@resees that planning on the basis of possilslitie
necessities and, as a rule, did not examine tfe Not based on a concrete opponent (that was

complete spectrum of decisions for satisfaction dfherently the defensive planning of the USA in the

51



Research papers ctilamf the Center of military and strategic stisdag the 3(61), 2017
National Defence University of Ukraine named aftem Chernyahovsky
cold war-time), and also not based on théor maintenance of them in an alerthess to
concrete scenario of credible conflict (planningmplementation of fixed on them combat or
on the basis of scenarios, which was the inheregeryday missions [4-7].
the defensive planning USA at once upo
termination of cold war). That during planning i |

Logistic support

is foreseen on the basis of possibilities, th: Logistical Technical
planning will be carried out on the basis of lift ¢ support support
general potential threats without attachment - | Material v
the concrete opponent or scenario. It is needed — Transport

. . Fuel
understand that POP is not planning on the ba — Engineering and airdrome __
of resources, that planning from a budget. PC — Airdrome - technical Clothing
must take into account resources with the purpo — Veterinarian . .

. . . o . Medical equipment
of choice of optimum list of possibilities, | Apartment operating Others recourses
accessible within the framework of the se | Commercial household
budget. L Finance
The essence of capability based planning Pic. 2. Components of logistical support

| Logistical support must get organized and

|U|timate goal || Pathways | | Means | carried out for the timely and complete providing
I I of subsections the necessary amount of fuels, food,

Necessary|| Tasks that Staff (level of material, medical property et al, materially -

final results must be training), armament ; ; ;
performed to|| (condition), control hardwires and to p.Iug the accgmulatlon of thfem in
achieve thesg| system, material the set norms, maintenance, timely preparation, to

results resources necessgry . .
0 carry out task the use on purpose and. qddltlon after a pgcessﬂy.
O " Standards of providing of the Ukrainian army

became antiquated and need update. An army is not
in a position effectively to manage the property, t
Table of contents of process of planning ofegister and control his motion. Practically all
development of the Ukrainian army on the basigrocesses are in a hand management, automation is
of possibilities consists of a few associat&inimum. _ o o
between itself steps: to the analysis of the  On the basis of possibilities taking into

strategic pointing and political strategy of théccount the resource providing in simplified will
state: working off the variant of situationdescribe automation of planning process so: will

. f licati f the Ukraini begin with that it is needed to attain and will raov
(scenarios of application of the Ukrainian army)i, “royerse direction to that it is necessary to

determination of tasks troops (to forces) is iyrchase. It will underline results (that it isaied)

accordance with the possible scenarios @ comparing to the actions (that it is done).
application; determination of requirements is t@etermination of volumes of possibilities, which
possibilities of troops (forces) on a certain pdyio are not enough for implementation of ambitious
determination of lacks of possibilities; search an@ska\S, shows by itself a difference between
ground of decisions in relation to optimumnecessans, but by present possibilities of army

Pic. 1.

The special role in the process of planningS = §—-S,, AS =0 at§, >S,. 1)
on the basis of possibilities is played by a preces An evaluaton and next planning can

them logistical support (pic.2). conducted after every constituent of all list of
Logistical support of the Ukrainian army ispossibilities in accordance with every situationaa
the complex of measures of military managemeniecessity), every scenario and after Ukrainian army
and special service all types of operations (battlsh the whole. Like will carry out the evaluation of
actions) and everyday vital functions of militarynecessary resources for the achievement of
powers, which are carried out with the purpose efecessary  possibilities. For realization — of
providing of troops (forces) a military techniquecorresponding evaluation will be used specialists
live ammunitions, military - by technical propertythe got is before given in relation to requirements
increase of efficiency and operating reliability oforces and facilities of the Ukrainian army andesth
military technique, its rapid renewal (to repair)soldiery forming. Farther will use iteration priptz
after damages, satisfaction of financial, transporér, as they say, principle of "nest-doll", idlesete
domestic and other necessities of troops (forces)ill be a base of these corresponding calculatiens
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tables — for every component possibility andubdivisions. During realization of general
resources separately. But a form of table armberations of forces of defensive the logistic goes
order of her filling will be remain unchanging.  out on other level. In an operation can participate
One of the most ponder able indexes duringepresentatives of power structures, each of thsit h
realization of the corporate strategic planninig it a separate budget. It is not simple assignatibias, t
possible to count the index of ability of countryis spent on maintenance, cash cover and others like
Z(T) to create and provide own of the Ukrainiathat, and money is exactly on realization of
army so that they during the period of plannihg operation. Therefore a certain problem is
or on his end (depending on maintenance of plargalization of mutual settlements.
were able to execute as possible anymore  The Army of the leading European countries
ambitious tasks with the certain level of readiness preparing, as it should be, at the points of
to their implementation permanent disposition or at the bases. In
W, (n=1,...,R —an amount of ambitious accordance with these needs organized logistics.
tasks of the Ukrainian army is during the periolVhen it comes to deciding on the use of divisions,
of planningT). W, it is a function from the index another system of security begins to work. For
of probability of origin of threaP,(T) on a set example, a unified operational command is being
task and scenario during the period of planningreated, to which parts of different types and sype
and from the index of degree of potential dangerof troops are subordinated. This body is planning a
weight of consequences from the practical origitransaction and its logistical support. For example
of dangerL(T). Id est: the budget of Operation Desert Storm was $ 3
Wn(T): f[Pn(T);Ln(T)]' 2) billion. The funds for its implementation were
In a general view index of ability of allocated separately, but not from the accounts of

country Z(T) in relation to providing of necessanjl€ maintenance of the parts that took part in it.
possibilities for implementation of ambitious N the Ukrainian army as yet there are not a
tasks removes in itself the index of level offlvision ~of concepts  “preparation” and
defensive capacity of country. application” of forces. For that, if this principl

Planning of possible ways of achievemerff€9an to work, as in the countries of NATO, it is
of end-point, evaluation of indexes of possibi@€cessary to change all system of logistic to the
influence decides iteratively, both in the direcP@tt@lion —and —company mcIusll\'/ea n faCth
raising and in reverse direction. Id east a sear{fpnagement organs in a present kind are not able
and choice of rational decision come true in tht® Work in the conditions of clear distribution.Fo
processes of planning from ambitions an xample, if to find out the general of businesses
planning on the basis of possibilities (sometime€oM the resource providing, a commander must
planning talk from resources). Development ofPPeal to the staff of Rear, Armament,
plans and programs, analysis of thenylanagement of the operative providing and yet to
peanisyemocti has a very important practicalMany different —structures. In - fact general
value. Influence of the resource providing on th@ganization, ~where —operatively collected and
choice of directions of development of of the oftnalyzed all information, in the Armed Forces it is
Ukrainian of army will limit the amount of NOt @s yet. Every public servant as though is

ambitious tasks that will depend upon of the di¢SPonsible for the area of work, but "general
Ukrainian of army and vice versa, at thejpicture nobo_dy can not recreate. Meantime for a
increase in volumes or the achievement of modfcision-making to any commander the exactly

rationality in actions to add the most actual tasigEneralized is needed given. For this reason in the

to the list of tasks that can be executed. The wa %rategic defensive bulletin (A decree of President
Ukraine is from 06.06.2016), the necessity of

of decision of any task to development also wi

depend on possible influences of economigreation of Main administration of logistic and

factors and will affect end-point. In fact by theCommand Qf Forces of logistic is expounded. Firgt
it J-4 on the NATO standards. She is

e tructure -
large problem of logistic not only of the ofS _ .
Ukrainian of army, but also in general forces ofe€ded for that, if any commander could decide

defensive there is that when an operation lasts, {C€SSary guestions in one place. Exactly in J-4 he

her all power departments are attracted, as a ruf@d!l P able to get all necessary information.
For the complete understanding of

Thus absent system of mutual settlements, trade- TR e
out by material facilities and others like thatr€quirements to possibilities and determination of

Such situation arises up because providing igsufficient possibilities, it is necessary consian
conducted in the terms of peace-time. Everip check up accordance of present organizational
constituent of forces of defensive gets on the lingtructure of troops (forces) to the certain scesari
only that orders case-insensitive compatiblthem possible application. Scenarios can and must
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be worked out on the basis of existent plans @fhen weapons or personnel is attracted after a few

realization of operations and plans of actions igroups.
emergencies, but they must not be limited to this. During determination of component
As a rule, they must go beyond the scopes of tip@ssibilities of the Ukrainian army, that is not
most reliable situation of application, and even tenough for implementation of ambitious tasks, the
include for itself the less reliable, but possibldirst step is limitation of list of ambitious tasks
(and maybe more risky) situations of applicatiomaking into account the requirements of current
of the army of Ukraine. Scenarios that does ndggislation, and also on the indexes of prognosis
give to possibility carefully to check accordanceconomic feasibilities of the state in relation to
of organizational structure of troops (forces) tgossibility of providing of the Ukrainian army in
the possible calls can not define where weajeneral. Determination of these indexes needs
points and problems are, and thus, can assistambiguous establishment on what index the pre-
creation of such organizational structure of troopasrranged (prognosis) charges will be determined on
(forces), that essentially not suitable fothe Ukrainian army. Definiteness with the index of
application in the wide spectrum of situations. financing of the Ukrainian army will give
Scenarios and situations will be used fopossibility to set the volumes of tasks that will
recognition and determinations of thosalepend upon them in a period of planning, and
possibilities that will be needed for application i form more adequate list of necessary possibilities
future conflicts. However at first must beof the Ukrainian army.
classified possibility of troops (forces) after Possibilities of the Ukrainian army in
groups. Classification of possibilities allowsrelation to implementation of the tasks fixed on
decomposing them on more simple parts. It ihem can be characterized by the relative indexes
necessary through the scale of problems that a§ willingness of certain composition of troops
investigated, because it more easily to work witfforces) to execute the put tasks and by relative
more subzero level of working out in detail, idsentinels and quality indexes of the possible this
east dividing possibilities into less groups. Th@b processing:
careful choice of distribution of possibilities on
groups the amount of cases can shorten also,

U rea ~ Orea
Z:f(WFRUA3):f(U |;T,):> ) i:—l'; 03:_0 |-. @)
need need

ne: U ;U 4 — real (provided) indexes of T eas T need - time of the job processing is real

quality of implementation of the put tasks (it carfprovided) and needed(calculation).
be different soldiery andnot a military, for . : .

. . . . The end-point of planning on some certain
example: level of possible losses it or opponent;

o .period on the previous stage of evaluation wilide
amount of the prepared subdivisions and quali . : .
. . . . I permanent dynamic move, but will change in
of their preparation, quality of providing

. . . cgrtain limits.
connection; amount of international measures an
studies and others like that);

*

N,...(T)-amountatT task

S(Nt;k(T))— index of composedandstructure (@)

Cy [5( N D —indexof priceconcretecomposed

Such system of indexes will characteriz&he previous evaluation of indexes (4) will allow
the list of tasks and scenarios that the statbles aforming the list of necessary possibilities of the
to provide after a previous evaluation taking inttkrainian army that they must purchase during a
account and limitation that is laid on by a currerperiod of planning for implementation of certain
legislation and economic feasibilities of the statdist of tasks.
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It can be considered a starting point fotime, the range of possibilities of the Ukrainian
planning of process of development of tharmy on a period of planning must be clearly
Ukrainian army during a period of planning orcertain and to answer resource possibilities of the
basis of possibilities. The perspective planningtate.
must not put itself in complete dependence on the By the next step of process evaluations of
presence of resources. Objective necessities ddmponent possibilities, that is not enough for
execution a constantly growing amount angmplementation of the Ukrainian army of already
volume of tasks can be a stimulant factor for thgartain  Ilist of ambitious tasks, there is
search of new ways of development of th
Ukrainian army, new technologles, new m‘f’lte”a}ndexes(S), but at the terms of taking into account
resources and others like that. Id est in the L . .
process of planning it is necessary to take in resource and .other Ilmltatlons, Wlth their
account those resource possibilities that the sttg°9ress trends during a period of planning:

can attain during period of planning. At the same

etermination of the analogical system of

N, (O)-amounatT task

task

()

limits SR
{ S(N,,(0))-iindexof composedndstructurg
of resoursge

Cy (S(ND —indexof priceconcreteomposed

These indexes expose the limits of théy the indexes of cost of creation of necessary
possible implementation programs and plans ambssibilities of the Ukrainian army.
are indexes that must be attained during a certain  Conclusion and direction of further
period of planning. On this stage the indexes @ésearches.Studies undertaken an in the article
having a special purpose efficiency of decisionallow to understand the basic features of planning
task are determined afteby a scenarioWj) but of development of the Ukrainian army on the basis
indexes of total cost of all types of resourcesf possibilities taking into account their resource
necessary for implementation put tasks are ptoviding. The next stage of development of the
certain levelCy;. system of the defensive planning in the nearest

Application of methods of analysis andprospect is passing to planning on the basis of
surplus of different variants of indexes ofpossibilities taking into account their resource
composition and structure of troops (forces) iproviding, that will allow executing a task in a
determine variants, that most economicallgynamics. Acquisition of certain possibilities and
effective and reasonable on an index thahem the resource providing will allow to take into
characterizes the amount of the got effect on urdccount all potential scenarios of development of

of the pre-arranged or spent resources: situation and determine a task in relation to the
defensive of the state, defense of sovereignty and
E. =W, -/C 6 territorial integrity. A strategic aim in relatior
] N/ INE acquisition of the Ukrainian army of certain

possibilities touches questions of increase of
where: E, .it is efficiency of preparation of the €fficiency —of preparation of troops (forces),
J integration in this process of standards of NATO,

Ukrainian army to the decision bfask afteij by gaking into account of experience of anti-terror
the  scenario,  certain  composition  Ofy,eration

troops(forces).
The index of W,

1]
necessary inde_xes of rga(_jin_ess of troops (force.l.s.)ﬂpiopI/ITeTH possiTKy 36poiinx Cun Vipainn 3
to implementation of a limit list of tasks, what of .y vpapmam  yuacri v riGpmamiii  siitsi 2015-
them must attain during @nanosoro period. In 2016 / Enexrponnmii  pecypc]. — Pexxum  1ocTymy:
future the process of evaluation of possibiliti€s 0 http//www.president.gov.ua/documents.

the Ukrainian army in relation to implementatior?. Vkpaina 2014-2015;Jonaroun BUKIMKY (aHATITHYHI
of ambitious tasks is taken to balancing betweerpuinku) / [Enexrponnuii pecype]. — Pexum noctymy:
economic indexes of providing of these http//www.razumkov.org.ua/upload/

possibilities (to the plan and the real after yearsPidsumky_2014_2016_A4_fnl.pdf.

indexes of financing of the Ukrainian army) an .Pociiiceka 36poitna arpecis nporu Yxpainu (2014-
2016) / Enextponnuii pecypc] — Pexxum moctymy:
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Analysis of the current regulatory framework in the field of
electronic identification and authentication of uses of existing and
prospective information systems

Resume The article analyzes the normative acts, starsdand procedures for electronic identification and
authentication of users of existing and prospedtif@mation systems.

Keywords: identification, authentication, regulatory framank, personal data, electronic digital signature,
electronic register, identifiers, identificationtda

Formulation of the problem. The scientists, in particular L. Adelman [4], A.
development of systems and tools for th&erezovsky [5], L. Bokov [7], A. Borovikov [9], L.
identification and authentication of users oFavadskaya [10], V. Zadiraka [5, 6], R. Smith [11],
existing and future information systems iPA. Fal [10], L. Shevchuk [5, 6], O. Yudin [8] and
Ukraine, while adhering to a high level ofothers, have been studying the problems of
electronic identification guarantees, provides w@lentification and authentication of information
wide opportunity to interact with servicesystems, evaluating the reliability of algorithms
providers at a new convenient and high level [1]and methods of data protection.

Our state has chosen the course of The purpose of the article isto analyze the
European integration, which demands bringing turrent legal and regulatory framework in the area
into a line with domestic normative actsof electronic identification and authentication of
standards and procedures. There is a need fousers of existing and perspective information
detailed analysis of the condition and trends afystems.
this sphere, both in Ukraine and in the countries Presenting main material. The basic legal
of the European Union. acts regulating the principles of the developmént o

The conducted analysis will help to solveschemes and mechanisms of electronic
the task of constructing normative and technicadlentification and authentication in Ukraine are:
basis in the field of electronic identification andCivil Code of Ukraine; Tax Code of Ukraine; Law
authentication of wusers of existing andf Ukraine “On Information”; Law of Ukraine “On
perspective information systems State Registration of Civil Status Acts”; Law of

In this aspect, the task will be to ensur&kraine “On Protection of Personal Data”; Law of
legal, organizational, conceptual andUkraine “On Access to Public Information”; Law
technological co-ordination (interoperability)of Ukraine “On Electronic Digital Signature”; Law
both at the national and international level. of Ukraine “On Information Protection in

In addition to positive results in thelnformation and Telecommunication Systems”;
political, economic, legal and scientific and.aw of Ukraine “On the United State Demographic
technical context from the introduction ofRegistry”; Law of Ukraine “On State Registration
modern means of electronic identification anaf Legal Entities and Individuals — Entrepreneurs”;
authentication in Ukraine, the mental attitude dRules for ensuring the protection of information in
the society towards such implementation shouidformation, telecommunication and information-
be taken into account, the reluctance to contaielecommunication systems, approved by the
additional means identifying a person, losingResolution of the Cabinet of Ministers of Ukraine
time and material resources. dated March 29, 2006 No 373.

Analysis of recent research and An important issue facing the developers of
publications. The main native and foreignthe electronic identification and authentication
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systems of information systems is thénterpreted. This concept and its contents areitkey
discrepancy between normative definitions, asonsidering issues of electronic identification and
well as approaches to the selection and adhereraghentication in information systems.
of the corresponding level of guarantees for the Even more confusing is the situation with the
authentication of users of information systems. description of the process of identification and
For example, it should be noted quiteauthentication of individuals as users of
different definitions of the term “identification” information systems, in cases where the action
in various regulations. It should be noted that thimkes place in automatic mode.
normative documents only partially differentiate Different from the terms *“individual” and
terms and procedures related to the identificatiditegal entity” used in the “non-numeric field” ik
of a person with the participation of third partieslefinition of “user information in the system”.
or with the use of information systems, that is, aAccording to the Law of Ukraine “On Protection of
automated way. Information in Information and
The definition of “person” in general, in Telecommunication Systems” is a individual or
accordance with the regulatory legal acts degal entity who, in accordance with the procedure
Ukraine, applies to both individuals and legaéstablished by law, has the right to access
entities. In accordance with the Civil Code ofnformation in the system. The Law of Ukraine
Ukraine, an individual is a person who is &On Electronic Digital Signature” defines the term
participant in civil relations, whereas a legafsigner” as a person who legally owns a private key
entity is an organization formed and registered iand imposes an electronic digital signature upen hi
accordance with the procedure established lwy her name or on behalf of the person she
law. represents when creating an electronic document.
In order to identify a person with the direct In addition, the Law of Ukraine “On
participation of other persons (mostly naturaElectronic Digital Signature” specifies: “electroni
persons who are officials) in the domestidigital signature - the type of electronic signatur
normative-legal documents, it is provided for th@btained from the cryptographic transformation of
identification of individuals or legal entities an the electronic data set, which is added to thioset
set of data that according to documents issued lgically combined with it, and allows to confirm
the authorized bodies, which makes it impossibli¢s integrity and identify the subscriber*
to doubt the person , which applied for certain Thus, the specified document describes the
legal actions. mechanism of identification of a separate category
The Law of Ukraine “On Notary” of users of automated (information) systems
stipulates that “the establishment of a person {subscribers). However, this applies only to the
carried out on the passport of a citizen of Ukraingituation where EDS (electronic digital signature)
or other documents that make it impossible tis used to confirm the integrity of electronic
arise any doubts regarding the person of tl@ocuments.
citizen who applied for the notarial act”. At the In other by-laws, the definition of the term
same time, the listed documents, according tidentification” within the “digital” field varies.
which identification of a person is possible or Rules for providing information security in
impossible. information, telecommunication and information
In different laws, the definition of and telecommunication systems. Approved by the
“identification of a person” is given with a Resolution of the Cabinet of Ministers of Ukraine
double interpretation, for example, the Law oflated March 29, 2006 No. 373, introduces the term
Ukraine “On Banks and Banking” explains this‘identification” as “the procedure for recognizing
process as the establishment of the owner on thiee user in the system, usually using a predefined
basis of the document, and in the Law of Ukraineame (identifier) or other a priori information afo
“On the Uniform State Demographic Registry” itit that is perceived by the system.”
is determined that this process is a check of the  Order of the Ministry of Economy of
provided data in file cabinets, databases, registddkraine “On Approval of the Procedure for the
[3]. Planning, Creation, Operation, Maintenance,
Separately, it is necessary to pay attentioBystematization of  Electronic  Information
to the term “personal data”, which is provided irResources of the Ministry of Economy of Ukraine
the Law of Ukraine “On Protection of Personahnd Access to them” dated 16.07.2010 No. 854
Data”, which specifies that it is a collection ofdefines “user identification” as "the procedure for
information about an individual that is identifiedassigning a user to a set of personal electronic
or can be identified. In this concept, theequisites (usually used by a couple of login
definition of “identification of a person” is
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passwords) or providing it with a specialnumber (identification document); unique entry
electronic key that is in its exclusive use. number in the Unified State Demographic Registry;
According to the Order of the Stateregistration number of the tax payer's account of
Nuclear Regulatory Committee “On Approval ofthe individual; civil status or social status.
the Rules for the Physical Protection of Nuclear However, there is a practice whereby
Installations and Nuclear Materials" ofcitizens of Ukraine can change the basic
04.08.2006 No 116 “Identification of a Person” isdentification data (for example: surname
the establishment of conformity of identification(marriage), hame, patronymic (adoption), date and
signs of a person entered in documents or phace of birth), concluding civil status acts.
database, the actual characteristics of the person Also, people can change their place of

himself. residence, and sometimes citizenship and gender.
Thus, it is necessary to streamline the Over time, every person changes face and
conceptual framework on electronicpersonal signature.

identification and authentication at the normative The data specified in the death certificate of
level. This is a prerequisite for building anan individual must be canceled in the event of the
electronic identification and authenticationappearance of a person.
infrastructure for users of existing and future The law stipulates that electronic (digitized)
information systems, ensuring its interoperabilitfingerprints are provided only with the consent of
at both the technical and semantic level anthe individual.
policy levels. It should be noted, that the series and
A unique issue is the uniqueness ohumbers of documents certifying the person, as
identification data (IDs), which make it possiblevell as their civil status or social status, ardyon
to identify an object (physical or legal personthe accounting data of these documents, and during
information system) among the presented set tife life of the person are not permanent and may be
objects. changed in accordance with the procedure for
The normative legal field of Ukraineissuing a duplicate or a complete replacement in
presents a wide set of identification data that isase losses.
used during the information exchange in The above identifying data is only valid at a
information systems. certain point in time for valid identification. lime
The main, most influential citizens ofarea of electronic identification and authenticatio
Ukraine, legislative acts are: the Civil Code osome identifiers (identification data) at any
Ukraine; Tax Code of Ukraine; The Law ofprocessing stage, for example, during user
Ukraine “On the United State Demographiaegistration in the information system, may be
Registry and documents confirming themistakenly entered. This complicates the
citizenship of Ukraine, certify the person or hiserification procedure.
special status”; Law of Ukraine “On State Thus, the identification data of individuals
Registration of Legal Entities and Individuals -should be unchanged, use the format optimal for
Entrepreneurs”; Law of Ukraine “On Stateautomatic processing, taking into account the
Registration of Civil Status Acts”; Law of calculation of the checksum. This will enable you
Ukraine “On Compulsory State Pensiorto prevent erroneous insertion, as well as ensure
Insurance”; Law of Ukraine “On the Statetheir automatic formation. Such identifiers that
Register of Voters”. meet these requirements should be recognized by
These legal acts define the list of data thdhe registration number of the individual tax pasyer
make it possible to distinguish betweeraccount and the unique entry number in the Single
individuals or legal entities among other entitieState Demographic Registry.
for business, legal and social interaction, the Today, in the regulatory legal field of
conclusion of diverse civil acts, and, in particula Ukraine there is a possibility of the individual's
the implementation of this or another activityefusal to receive the registration number of the
during the information interaction. payer's account in connection with his religious
Currently, the following list of basic beliefs. According to the State Fiscal Service of
identity data of individuals is defined byUkraine, about 200 thousand people refused to
legislative acts of Ukraine: surname; namegeceive an “identification number”. In this case
patronymic; citizenship; date and place of birthidentification is carried out according to the seri
date of death; sex; place of residence; electrordnd passport number of the citizen of Ukraine. The
(digitized)  sample  signature;  electronigproblem is the volatility of these data, as disedss
(digitized) face image of the person; electroniabove. It is also significant that the country does
(digitized) fingerprints; series and passport
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not have a system for collecting and processirgprder cooperation and integration of Ukraine into
data on valid, lost or invalid passports. the world electronic information space.
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—lleHTp BOEHHO-CTpATETIYHUX JOCTiIkeHb HamioHanpHOTO yHIBEpCUTETY 000poHH YKpaiHu iMeHi [BaHa
UepnsixoBebkoro, Kuis,;
—IHCTUTYT mep kaBHOTO BiHCHKOBOTO yIpaBiliHHsA HarioHaahbHOTO YHIBEpCUTETY 000pOHHM YKpaiHH iMeHi
IBana Yepusxoscrkoro, Kuis
AHaJIi3 cy4acHOI HOPMAaTHBHO-TIPABOBOI 0a3m y cdepi e1eKTPOHHOI ineHTHpIKaLIT Ta
aBTeHTHQiKalIl KOPUCTYBAYiB ICHYIOYHX Ta NePCHeKTUBHUX iHGopMaLiliHUX cucTeM
Pe3tlome. VY crTarTi TpoBeJeHO aHaNi3 HOPMATHBHHUX AaKTiB, CTaHAAPTIB Ta MPOILEIyp EJICKTPOHHOI
ineaTHdikaIii Ta aBTeHTH(DIKAIlIl KOPUCTYBadiB ICHYIOUHX Ta MEPCIEKTUBHUX 1HPOPMAI[IHHIUX CUCTEM.
KuarouoBi cjoBa: imeHTudikarmis, aBTeHTH]iKallig, HOPMATHBHO-TIpaBOBa 0a3a, MEPCOHANBHI JaHi,
SJICKTPOHHMI HU(PPOBUI MIJINC, EISKTPOHHUI peecTp, ineHTH]IKaTOpH, 1IeHTUdIKaLiHHI qaHi.
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1—I_IeHTp BOEHHO-CTPATETHUECKUX HCCIIeJoBaHMi HalnnoHAILHOTO YHHUBEpPCUTETa OOOPOHBI Y KPaWHBI
nmenu MBana Yepusaxosckoro, Kues;

Z—I/IHCTI/ITyT TOCYJapCTBEHHOTO BOCHHOTO ympaBieHHsS HanmoHanpHOTO yHHBEpcHTeTa OOOpPOHBI
VYxpauns! umenu MBana Yepuaxosckoro, Kues

AHaJM3 COBpPEeMEHHOW HOPMATHBHO-NMPABOBOW 0a3bl B cdepe IIEKTPOHHOM
H}:[BHTH(])HK&IIHI/I H ayTeHan)mcaunn noJn3oBarTesiel CYIIECTBYIOIIIUX U MEPCNEKTUBHbIX
UH(GOPMALMOHHBIX CHCTEM

Pe3tome. B craThe mpoBeneH aHalW3 HOPMATHUBHBIX AaKTOB, CTaHAAPTOB W NPOLEAYpP AJIEKTPOHHOU
WACHTUQHUKAINA W ayTeHTH(UKAIIMN II0JIb30BATENCH CYIIECTBYIOIIMX M IIEPCIEKTUBHBIX HH()OPMAIIOHHBIX
CHCTEM.

KaioueBble ciaoBa: wnpeHtHukauus, ayTeHTH(HKaAIMs, HOPMAaTUBHO-IIpaBoBasi 0a3a, INEepPCOHAIbHBIC
JIaHHBIC, 3JIEKTPOHHAs IM(POBas MOANUCH, AJIEKTPOHHBIM peecTp, WACHTU(PHUKATOPBI, HICHTH(HUKAIMOHHBIC
JTAaHHEIC.
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Analysis of existing methods cybernetic intelligere of information
and telecommunication networks

Resume This article describes the importance of natiosedurity in the cyberspace. It is justified the
urgency and the necessity of intelligence actisitie cyberspace of the enemy in this article. Itdédined the
stages, components and the methods of cybernétitigence in cyberspace and critical data is iifiet which
must be collected in the realization of intelligenactivities for providing the headquarterith information
gathered about the enemy.

Keywords: national security, cyberspace, cybernetic intehice, cybernetic impact, unauthorized access,
research of enemy, intelligence tools, informataowl telecommunication networks.

Formulation of the problem. Studying method when developing and introducing means of
the enemy in order to identify its capabilities andbtaining intelligence data of ITM, which will
intentions is one of the oldest forms ofincrease the efficiency of cybernetic intelligemce
information activity. With the advancement oftime constraints.
the formation of the information society, the Presenting main material Component of
nature of this activity has changed significantlycybernetic intelligence (Figure 1) is a computer
On the one hand, new means of extraction arnatelligence, in which the extraction of intelligemn
processing of information, including infois to obtain data and information circulating ire th
communications and information technologiesneans of electronic computing, local and global
appeared; on the other hand, the amount obmputer networks, including using unauthorized
information that needs to be processed to obta@itcess (NSD ) [2]. Cybernetic intelligence is
the necessary data about the enemy has sharptganized and conducted in the interests of solving
increased. In addition, the competition intensifietivo groups of tasks, namely, the provision of
sharply. It has become global in nature, hastelligence information from computer systems or
become more dynamic and less predictable. Information networks (IMs) and their processing
these conditions, new approaches to the use tbfough hardware and software (computer
cybernetic space methods and tools are needaueglligence), as well as extraction and
which enable them to plan offensive cybernetisystematization of data on potential sources of
operations in order to dominate the cyberneticyber threats (intelligence cybernetic threats) [1]
space over the enemy and to identify and prevenhe first group of tasks is solved by carrying aut
in advance the directional cybernetic impact onomplex of coordinated measures on unauthorized
critical information objects -telecommunicationaccess to the MI and computers of foreign state and
networks (TN). Therefore, increasing thegovernment organizations. The decision of the
effectiveness of intelligence in the cybernetisecond group of tasks (extraction of information
space of the enemy is an issue of relevance to thleout cybernetic threats) involves the use of
study. completely new sources, technologies and technical

Analysis of recent research and techniques, namely hardware-mathematical
publications. Despite the many studiesmodeling of cybernetic attacks.
conducted by M. S. Dahiya, Howard Chivers, and The main factor that influences the process
Monowar H. Bhuyan regarding the developmentf implementing cybernetic attacks is the means
of cybernetic intelligence methods, there is nand methods of intelligence in the cybernetic space
effective solution to this problem at our timethat make it possible to plan offensive cyber &idac
Therefore, they require additional and more into dominate the cyberspace over the enemy and to
depth study and analysis. pre-determine and prevent targeted cybernetic

The purpose of the articleis to analyze influences on critical- ITMs. The provision of
the advantages and disadvantages of the passm®rmation security is the confidentiality,
and active method of cybernetic intelligence cévailability and integrity of the information, orsat
the opponent's ITM and to determine the ways @f measures aimed at ensuring the security of
the complex use of the advantages of eadéhformation from the NSA. Influence on any of
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these components can be considered as agersonal computer, a network device, an IM or an
cybernetic attack. The object of an attack may heformation system.

‘ Exploration of the cybernetic space of the enemy ‘

/\

Intelligence of telecommunication Computer intelligence
systems

- extraction of information that is processed, stored and transmitted in the
information system;

- obtaining data and information about the characteristics (parameters) of
software, hardware and software and hardware complexes that operate in
the information system;

- obtaining data and information about methods, methods and mechanisms
of information protection;

- obtaining personal information about users of the information system;

- extraction of vulnerabilities of information management systems.

- interception of messages;

- listening to telephone conversations in
mobile and wired networks;

- definition of the geographical location of
the owners of mobile phones;

- decoding of encrypted messages.

Fig. 1. Components of cybernetic intelligence

A prerequisite for a successful cybernetican be used to build a model of the attacking
attack is the intelligence of the cybernetic spacg/stem and facilitate the future attempt to penetra
of the enemy, which is characterized by time anid to implement cybernetic effects. Exploration of
quality criteria for obtaining information, the cybernetic space of the enemy can be divided
characteristics of one or more remote computeisto the following stages (Fig. 2):
of the opponent's ITM. Obtaining information

. Hiding traces of
Reconnoitre Access support — 5
presence
Scan the network ¥ Getting Access Analytical report

Fig. 2. Stages of cybernetic intelligence

Each of the above stages of cybernetiopportunity to obtain the desired information about
intelligence has its own goal, which ultimatelythe enemy (Table 1), which in turn is a non-trivial
results in intelligence activities giving thetask [6].

Table 1
Getting intelligence information about the enemy
Gettmg « domain name (internal, external); * network protocols;
Network « topology of the network; * VPN points;
;  IP-addresses of systems; * ACLs;
Information e TCP and UDP running services;  IDS systems
Getting e User names,

* type of remote access tg
the system,;
e user passwords.

information | ¢ names of local groups;
about the * system banners;

system « architecture of the system;
Getting « fax and telephone
information « information about employees; number of the
about the * information from the management site;  organization;
management ¢ management heads; * Different secret
bodies « territorial management location; information is related to

the management body

The main methods for extracting data in thecanning technologies (scanning of the address
cybernetic space of the opponent are the netwoskace and ports using active and passive methods)
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and interception of network traffic using thea remote analysis method. It is implemented by
methods of NDD to the information circulating insending test queries to establish a connection and
the ITM, as well as the use of classical methodiefine a list of active services that provide regnot
of social engineering (psychological manipulatiomaintenance at any host. In the process of scanning
to induce a person to perform certain actions or ememy information objects, the scan helps to
disclose confidential information) [3]. determine the likely targets of attack [5]. The
Additionally, information from whois servers cannetwork scan is used in the previous step before
be used, and the information of the DNS servethe attack, and provides the opportunity to obtain
of the network can be viewed to detect recordbe necessary initial data about the likely objafct
defining the routes of the email (MX records)influence (a list of open ports and, accordingly, a
The use of NSA methods can not be carried olist of allegedly attacking applications on the
without preliminary research of the networkserver that are downloaded to the computer) [7].
which contains various software and hardware Early collection of information may be
communications, as well as information resourcaorrelated with hidden observation. Today, the
(objects of influence) of the enemy. following network scanning methods are used [4]

The process of examining one or moréFigure 3):

network hosts is called network scanning, it uses

Network scanning methods

-

D . . Ping-
Open scan Semi-open scan Hidden scan e
combinations
- TCP connect; - SYN flag; - FIN flag; - TCP echo;
- reverse-ident. - «HiMUily XoCm. - ACK flag; - UDP echo;
- NULL flag; - ICMP echo.
- XMAS.

Fig. 3. Network scanning methods

One of the most important means obbtaining information, it also has drawbacks. For
intelligence in the cybernetic space is the todls passive analysis, it is always necessary to integra
remote analysis and identification of the objectmto the segment of the investigated object of the
being studied by the enemy. However, despite timetwork to carry out the role of the sensor, thtoug
fact that a lot of attention has been paid to the&hich the network traffic circulating in this
issue of building intelligence tools, the key issusegment between the objects of the intelligence
remains - the effective use of cyber-securityill pass through and analyze (Figure 4). Or, as an
intelligence tools. Today, cyber space intelligenception, requires remote connection with the
methods are classified as active and passive, eacformation resource of the investigated object to
with its own advantages and disadvantages. Whganerate network traffic and its further analysis t
using the passive method of collectingdentify the remote object, which in turn loses the
intelligence information, contact with the objectelevance of latent remote analysis. A major
under study does not occur. Direct data extractiailrawback is the high probability of erroneous
does not generate traffic, does not register identification of the investigated object, which
connection to the host or server in the event logffects the quality indicators of the information
and also reduces the overall load on the netwodbtained during the conduct of reconnaissance
segment under investigation when scanningctivities.

Despite all the advantages of a passive method of
Request from the

client /-/v\ >
; Sensor )\
N\

pd
\-'\»-/ Answer from the server

Client Server

A

Fig. 4. Passive method of collecting intelligenceath
The method of active acquisition ofthe explored object of investigation using hidden
intelligence data consists in direct contact witlscanning methods, which makes it possible to be
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invisible when exercising influence on the enemincreases the accuracy of the intelligence
(Fig. 5). Also, in contrast to the passive dataformation and the effectiveness of the subsequent
extraction method with active extraction, thdormation of cybernetic influence on the basis of
probability of erroneous identification of thethe obtained intelligence data about the object of
remote object decreases the perception thagsearch.

S

Server (target of
intelligence)

Attacking

Client (Purpose of
Intelligence)

Fig. 5. Active method of obtaining intelligence dat

In turn, for the comparative analysis of methods for obtaining exploratory data of the
intelligence tools, you can apply the followingobject under investigation (TCP, UDP and hidden
criteria for software development [8]: scan of the remote object);

Scalability (the ability to add new time of execution of reconnaissance
resources, as well as the ability to manage raeasures (reduction of the use of time for
single distributed cybernetic intelligence system)pbtaining information);

openness (possibility of integration into the the quality of the intelligence obtained
system of additional developed components); (minimizing the erroneous identification of the

cross platform (the ability to transfer theobject).

application to a different platform of the family However, the analysis of research and
of operating systems Windows, MacOS Xpublications, as well as the experience of expigiti
Unix); cybernetic intelligence tools (Table 2), shows that

none of them fully meets the above criteria.

Table 2
Comparative analysis of cybernetic intelligence tde
Intelligence tools for cybernetic space

Strobe Tcp_scan Udp_scar Nmap Net¢at SuperScan e IpPEWUPS Fscan
- - - + - - - - -

Characteristics

Crossplatform

Openness - - - +

TCP scan + + - + + + + - +

UDP scan - - + + + - - + +
Hidden scan - - - +

Conclusions Based on the above able to obtain the wanted intelligence information
comparative characteristics, it can be concludexbout the enemy in the shortest possible time.
that the most favorable means of cybernetic Therefore, this determines the relevance of
intelligence is Nmap, which allows an adequatkurther research, which consists in the development
level of conducting reconnaissance activities tand implementation of a distributed cybernetic
investigate the enemy's remote object. intelligence system of the target object of the
At the same time, taking into account thenemy, which will make it possible to reduce the
advantages of this means of extractingse of time to perform intelligence information
intelligence data over others, it should be noteduring intelligence activities.
that under the time limitations this remote
identification tool of the investigated object istn REFERENCES
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HaykoBuii nenrp aucranuniiHoro HaBuanHsi HamioHaneHoro yHiBepcuteT o0OpoHHM YKpaiHu imeHi IBaHa
Yepusixosebkoro, Kuis

AHasmi3  icHyr4ux  MeToAiB  Ki0epHeTH4HOI  po3BiAkM  iHdopmaniiiHo-
TeJIeKOMYHIKANIHHUX Mepex

Pe3tome. V cTaTTi pO3TISHYTO NMUTAHHS BAKIUBOCTI 3a0e3MedYeHHs HAIliOHAJIBHOT OE3MeKH JepiKaBu Y
kibepHeTHUHOMY MpocTopi. OOIPYHTOBAHO aKTYaIbHICTh Ta HEOOXiMHICTh MPOBEIEHHS PO3BiAYBaTbLHUX 3aX0IB Y
KiOepHEeTHYHOMY TPOCTOpI NMPOTHBHHWKA. BH3HAUEHO eTand, CKIaJ0BI Ta METOAM KiOCPHETUYHOI PO3BIIKH Y
KiOepHEeTHYHOMY MPOCTOPI, & TAKOXK KPUTUYHI JaHi, SKi HEOOXiqHO MOOYTH Yy XOZi MPOBEACHHS PO3BiTyBaJIbHHUX
3axo0/iB U1 3a0e31IeueHHs] KOMaHJyBaHHs iH(opMaliero npo MpoTHBHHKA.

KaiouoBi cioBa: HaunionanbHa Oe3neka, KiOepHETHYHUI NPOCTIp, KiOepHETHYHA PO3BilKa, KiIOEpHETHYHUI
BIUIMB, HCCAHKIIOHOBAHWH  JOCTYI, JOCIIDKCHHS IPOTUBHUKA, 3aco0uW  poO3BigkH, iH(pOpMAIliHHO-
TEJICKOMYHIKaIIHHI Mepexi.
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Hayunslii neHTp AucTaHMOHHOrO o0yueHusi HaruonanbHoro yHuBepcutera 00OpPOHBI YKpauHbl MMEHHU
WBana Yepusxosckoro, Kues

AHaJM3 CylIeCTBYKOIIUX METOJ0B KHOepPHeTHYeCKOH pa3Beakd HMHGOPMALMOHHO-

TCJICKOMMYHUKAITHOHHBIX cereit

Pe3rome. B cratbe paccMOTpEH BONPOC BaXKHOCTH O0OCCIICUCHUST HAIMOHAIBHOM 0€30MacHOCTH roCyIapCTBa
B  kuOepHeTHyeckoM  mpocTtpaHcTBe. (OOOCHOBaHAa  aKTyaJbHOCTH W HCOOXOJUMOCTH  IPOBEICHHUS
pa3BeIbIBATCILHBIX MEPOIPHUATHI B KHOCPHETHYSCKOM MPOCTPAHCTBE MPOTHBHUKA. ONpEAETCHBI 3TaIlbl,
COCTaBIIAIONINE M METOABI KHOCPHETHIECKOH pa3BeIkd B KHOSPHETHIECKOM IPOCTPAHCTBE, & TAKIKE KPUTHUECKIE
JTaHHBIE, KOTOPbIe HEOOXOIUMO JOOBITh B XOJI€ IIPOBEACHUS Pa3BEIBIBATEIIFHBIX MEPOIPUATHHA A 00ecTieueHUs
KOMaHI0BaHUS HH(OPMAIHEH O IPOTHBHUKE.

KiroueBble ciioBa: HanpoHaJIbHAs 0€30MACHOCTh, KHOEPHETHYECKOE MPOCTPAHCTBO, KHOEpHETHUECKas
pa3Besika, KHOCPHETHUECKOE BIHSHHE, HECAHKIIMOHMPOBAHHBIA OCTYI, MCCICIOBAHMS NPOTHBHHUKA, CPEICTBA
pa3BeakH, MHPOPMAITHOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH.
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Formation of an effective reserve of candidates fgpromotion and
its use during the preparation and adoption of persnnel decisions

Resume The analysis of the personnel management praoegasding the formation and use of candidates'
reserve for promotion and career management ofamjlpersonnel was conducted. The proposals forawipg
the process of forming a reserve by a rating ppieddased on the application of IT technologiesgaoeinded.
Keywords: personnel reserve, recruitment of armed foragmnaated personnel management systems.

Formulation of the problem. The because the West continues to support. There is
political confrontation in the East of Ukraine,also a resource in Russia, which has adapted to
which arose in the spring of 2014, has grown intaew realities and finds opportunities in
a protracted armed conflict. The desire to resolveommunication with countries outside the West.
the conflict by force has turned into numeroudJkraine wants a sovereign road to the West, and
human victims on both sides. In order to put aRussia controls Ukraine. These are incompatible
end to further bloodshed and peace in the regiothings, so the war will last [2].
the parties to the conflict, with the participation In Ukraine, in a special periodix roundsof
of international mediators, went to conclude th@artial mobilization have already been carried out,
Minsk Agreements. which resulted in a massive recruitment of human

The Minsk agreementbave the general title of resources to the Armed Forces of Ukraine.
documents that provide for the ceasefire in the Thus, the question arises of the formation of
Donetsk and Luhansk regions, as well as a series gf mjjitary reserve, that is, a certain number of
measures of military, political, economic andgiti;ens who have undergone preparatory selection
humanitarian nature, aimed at peaceful settlemént ?assessment) and have the necessary capacity to

armed conflict in the territory of the oblasts. g . . .
The Minsk Agreements are not ideal anOoerform their direct duties in the required post

acceptable to all parties involved by theW|th|nItnhe0|orrde:rcr|IE[)§d 'trllTreéase transparency  and
document. It was a compromise between the : P y

desirable and the real. According to internationa’?ffICIenCy in the adoption of personnel decisions

experts, the conflict in the Donbas has gone introegardlng the appointment of - servicemen  to

a lingering phase positions it is expedient to use the rating pritecip

Experts close to the Kremlin consider the ubIiCQQSL)ISSISForrﬁ;tioLe%?n;n é?fztce:fil\r/zh Reggrqve
most likely scenario to freeze the conflict in th '

East of Ukraine for many years, or forever. Thi ?;e(;qr;dldsaget:)s :ﬁé per:)srgr?rtwlglnofaf[rr]]g :rrr\s(lejgrl]:gorg;s
is stated in the report of the Center for Politicaf e u ythe p . ;
Ukraine requires the carrying out of certain

Conjuncture. The experts of the center estimatec%{ . ; .
the probability of a "pessimistic scenario” to® udies that can be submitted in the form of a

. structural and logical scheme shown in Fig. 1.
freeze the conflict for many years for 50% [1]. N T
The conflict in the East of Ukraine will Sources [3-5] highlighted the peculiarities of

continue for a while. This opinion is expressed b?;e formation of the Military Reserve in - the

political experts on the portal “Word and deed”. adlng' cquntrles of the' world. In [6].’ a
%Znerallzatlon of the experience of the armies of
t

They note that the war ends when one of th e leading countries in the world regarding the

parties loses its resources to the war and, as reation of a personnel reserve and analysis of
result, accepts the terms of the other. Whil(g P , y
H)bal trends in the automation of personnel

resources are available on both sides, the war cg Y nagement orocesses has been carried out
not be stopped. Today Ukraine has a resourc@, 9 P '
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DIRECTIONS OF RESEARCHES

Analysis of best practic{|Analysis of the exting order o|Analysis —of the regulato
regarding the formation and usd |formation of Reserve candidal|framework on the procedure

personnel reserve of the arn||for promotion in the Armedorced|the formation and use of Rese
forces of Ukraine for candidates in the AFU

1L

Requirements of the personnel management bodies thie AFU

1L

WAYS OF IMPROVEMENT (DEVELOPMENT OF PROPOSALS)

Drafting of amendments Drafting of methodiall | Improvement of databa|
normative and legal docume|recommendations on the proced|Management of the Reserve
regulating the procedure for f\for determining the rating {(|c@ndidates.  Development

formation and use of Reserve (|servicemen of the AFU experimental modeling of AWR
candidates in the AFU and methods of its use

1l

Implementation strategy

Fig. 1. Structural-logical scheme of researches

Formation of the Reserve for candidatesormative legal acts (more than 20 documents), the
for promotion by the personnel of the Armedmain ones are given in Table 1

Forces of Ukraine is regulated by the relevant
Table 1

Ne Title of the document

Constitution of Ukraine

Law of Ukraine “On the Armed Forces of Ukraineited December 6, 1991, No. 19%4-

Law of Ukraine “On Military Duty and Military Seice” of 04.04.2006\e 35971V

Law of Ukraine of 21.10.1993 “On Mobilization Pegation and Mobilization”

Law of Ukraine dated March 25, 1992, No. 2233g@mended) “On Military Duty and Military Service”
Order of the Minister of Defense of Ukraine dakéarch 31, 2008 No. 129 “On Approval of the Program
for the Implementation of the Personnel Policy Gagtdn the Armed Forces of Ukraine” (as amended)
7 | Order of the Minister of Defense of Ukraine dakéay 20, 2009 No. 233 “On Approval of the Provisipn
on Typical Military Career Management Algorithm aPcbcedure for its Application”
8 | Order of the Minister of Defense of Ukraine dat€d10.2009\e 520 “On Approval of the Regulation gn
Committees of the Armed Forces of Ukraine for thée&tion of Candidates for Appointments to the Past
9 | Order of the Minister of Defense of Ukraine dafeshe 30, 1993 No. 140 “On the Introduction of the
Advisor on the Work of the Personnel Armed Fordethe Armed Forces of Ukraine”

OO (WIN[F

The rating principle when making approved by the Director of the Personnel Policy
personnel decisions means that each candidate Bpartment of the Ministry of Defense of Ukraine
the corresponding position is given a quantitativdated December 29.12.200@ 226/1/4545, were
and qualitative rating, on the basis of whicldeveloped for the implementation of the ranking
decisions are made. procedure in the process of selection and

The paper [7] proposes a staff recruitmenlacement of personnel and during consideration of
regulation, which includes the followingcandidates for training.
measures: determining the need for a job; The purpose of the articleis to highlight
initiation of the search and selection procesghe results of the analysis of the existing order o
determination of the main requirements for théormation of the Reserve of candidates for
candidate; choice of search methods (internpfomotion in the Armed Forces of Ukraine and the
and/or external); formation of a formation of proposals for improving the formation
resume/questionnaire database; primary selectiohthe Reserve on the rating principle of the ways
in the resume / questionnaire; interviewingof using IT technologies.
candidate evaluation; decision making; job offer. Presenting main material Personnel

Methodological recommendations on theeserves are citizens of the state, which are pldnn
procedure for determining the rating offor appointment to the necessary posts. Such a
servicemen of the Armed Forces of Ukraineseserve of nominees has a conditional structure.
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Personnel reserve (professional reserve) can be - persons liable for military service who are
both internal and external. As for the internain reserve for the acquisition of the Armed Forces
reserve, it consists of active servicemen and @ Ukraine and other military formations for a
divided into operational and perspective. special period, as well as for the performance of
The formation of an external reserve isvork for the defense of the state;
made up of the military-liable citizens of the - reservists of persons who serve in the
state. As for military service, citizens in Ukrainemilitary reserve of the Armed Forces of Ukraine,
are divided into the following categories: other military formations and intended for their
- pre-conscripts of persons who are subjeetssembling in peacetime and a special period.
to appointment to conscripts; The process of personnel management in
- conscripts of a person assigned toelation to the formation and use of Reserves for
conscripts; candidates for promotion and career management
- servicemen of persons who are in militaryf military personnel includes such processes (see
service; Table 2).
Table 2

HasBa nignpouecy

Accounting for all categories of the populationuiraine as regards military duty
Calculation of the needs of the Armed Forces ofdilie for a specified period
Selection of candidates for admission to higheicatian institutions
Selection of candidates for military service tramin universities
Planning for acquisition of the students and disiibn of graduates of higher military educational
institutions of the Armed Forces of Ukraine
Formation of a career template (career templalejning and maintenance of a personnel career with
6 | the use of a predetermined career management thigofor officer, sergeant, senior staff and rank of
personnel
7 | Support for personnel training and training proeess
Personnel marketing in the selection and placensérpersonnel based on multi-criteria search| of
candidates and vacancies
9 | Implementation of the rating selection in the psscef selection and placement of personnel
10 Preparation of information and analytical reportimg all indicators of personal and staff accounting

formation of statistical reports according to thenfis established by the guiding documents

o | w|Nk| 2

Currently, personnel records are in management system of the Armed Forces of
accordance with the established forms itkraine:

accordance with the guidance documents in the -on mobilization and personnel work

institutions  involved in the personnel(section I);

management processes: -on organizational and planning issues
- The Ministry of Defense and the Genera{sectionll);

Staff of the Armed Forces of Ukraine (I level); -on the analysis, forecast and
-types of the Armed Forces andmplementation of personnel policy of the Armed

operational command (Il level); Forces of Ukraine (Sectidii);
- association (Il level); -on the issues of staffing and staffing
- military units, military commissariats, (section 1V);

local self-government bodies, enterprises, -on the assignment of military ranks,

institutions, educational institutions (IV level).  awards and decorations of the Ministry of Defense
The calculation of the needs of the Armedf Ukraine (Section V);

Forces of Ukraindor a specified period is based -on the implementation of international
on the flow of urgent reports, which is regulateggrograms (section VI);
by the Directive of the Chief of the General Staff- - on information, accounting and statistics

Chief of the Armed Forces of Ukraine No. DHA-(section MI).

12 dated December 30, 2005. This information The algorithm for selecting recruitment
flow is classified by sections and it covers almostandidates for higher educatias shown in Fig. 2
all structural subdivisions of the personnel
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~ T DISTRICT, REGIONAL MILITARY COMMISSARIES
The presence of thos
wishing to study

Selection of candidatds

| Registration on the accourI]t
Yes

Registration of person
cases

Personal affairs

._____@__________
[— — = = U —
[ Coordination of the list HEI Challenging candidates |

of candidates for exams I

R I T T
Fig. 2

Similarly to this algorithm, the selection of specific career management algorithm for officers,
candidates for military service athigher sergeants, officers and senior staffers. For an
educational establishmenitsconducted. example in Fig. 3 shows the algorithm of actions of

The formation of a career schemeofficials of the personnel bodies on the
(planning template), planning and career supponnanagement of the career of officers.
of personnels expected to involve the use of a

Professional No No
suitability

| Exclusion from the Iist|5|

— o - - - ]

—— o — -y

Conclusion of a contract fof Definition of a career Defining the stages of the
military service —1 management algorithm [ analysis of the results g
the service activities

Career Development Plan

L Personal work with
servicemen

Yes No Personal work beforg

the expiration of
contract terms

The desire to chan
the direction of
activity

Suitability for
military service

Yes

The need for passing

Definition of the terms @ X
adaptation course,

passing adaptation
courses

Fig 3

Adjusting an Individual
Career Plan

|
Continuation of a contract or relegse
from military service

The starting point for career managementkraine uses the multilevel principle of manning
is: qualification requirements for persongFig. 4).
applying for a particular position; assessment and Level1 - Personnel Officers and
attestation  characteristics;  planning  an€ontractors.
replacement. This takes into account the Level 2 - An organized reserve of a person
gualification requirements for candidates. Worlkf a certain age who has experience in military
on the implementation of the “Career Officerservice.

Management” process is carried out in Level 3- Stock - is made up of persons who
accordance with the Law of Ukraine "Onhave left the previous levels by age, health or for
Military Duty and Military Service". other reasons. The task of ensuring the

The above analysis allows us to concludeeplenishment of troops in the event of a proticte
that the construction of the Armed Forces ofonflict or large-scale military action.
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COMPLEXING THE ARMED FORCES OF UKRAINE

Task Support for combat capability a
Personnel Officers as infrastructure readiness.

and Contractors = Military training of personnel.
Execution of current defense tasks.

- Qualification support.
] Organized Task — | Training on the possession of new weapons.

reservi Rapid deployment of the Armed Forceg
times of crisis.

Stock (generals, Task Ensuring the replenishment of troops in the
==> officers, soldiers) —=Tevent of a protracted conflict or widespré¢ad
military action.

Support for combatcapability an

|PiBeHb v | |PiBeHb 111 | |PiBeHb 11 ” PiBens 1 |

Task inf di
— Call in rastructyre readiness
= Execution of current defense tasks.
Fig. 4 Candidates to fill the levelsIII.

Level 4 - Senior military service prizes; combat capability of the Armed Forces and, in the
military service for a prize during mobilization,shortest time possible, multiplies their number to
for a special period; military service for officerthe required level of defense.
officers. The procedure for selecting candidates for

Such an organization allows a small regulaappointment to positions on a rating basis is shown
army and, with minimal cost, maintains a highn Fig. 5

ORDER OF SELECTION OF CANDIDATES TO
APPOINTMENT BY RATING PRINCIPAL

p— 1 . . ..
Requirements for candidates: Development of I_ndlcators of typlcgl positions
-the results of SHO ‘“excellent candidate lists for - military-account spemalty;
(“good”); i Wortty  Ent ™ appointmentto [ 'fslg:;:?_e category;
- recommendation  “Wor ntr " - ;
Reserve for Promotic” Y Y standard positions - the possibility of appointment of female

" il

Development of candidate lists for appointment to standard positions
officials of the personnel bodies
____ 3 Iy
B'Ogégf;'cal IMopsaok po6oTH 4jieHiB AtecrauiiiHoi
(Columns 2-6 Komicn
Boints for _4 —Study of candidates
additional factors > LIST OF —Definition of points by factors:
(columns 7, 10-2( CANDIDATES - experience of passing in/out
List) 1T office;
-5 - Experience m/s to a high
Mathematical Prepar_ation of the rati_ng list of position (columns 8, 9 List)
and software candidates for appointment Presenting Ball of the
i L —Candidate”
6 - lumn 21 of the List
Drafting a report on the results of the (column 21 of the List).
work of the commission

A brief quantitative and qualitative descriptiofithe

Proposals for identified shortcomings
Characteristics of the composition : level of
Fig. 5
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Analysis of the procedure for selecting Automated systems, which at present are
candidates for appointment to positions on Bnplemented in the work of the personnel of the
rating basis allows us to conclude that the maidinistry of Defense of Ukraine and the Armed
work is performed by the secretary of thd-orces of Ukraine, do not have the functional
relevant Attestation Commission (blocks 1, 2, 4possibilities for the formation of Reserve
6). This process can be improved by creating aandidates for promotion and its use in the
automated workplace (AWP) of the secretarypreparation and adoption of personnel decisions,
which will provide access to the necessarput can provide general information about a
databases (DBs), software for drawing up theerviceman or military equipment ' the results of
rating list of candidates for appointment andhe annual assessment of the military.
drawing up a report on the results of the work of Further studies should focus on the
the commissian development of special software for compiling the
The analysis and assessment of the IAfting list of candidates for appointment and
state created for the automation of the process#isawing up a report on the results of the work of
of accounting and personnel managemetiie Attestation Commission.
(UMS AEP) of the Armed Forces of Ukraine
provides an opportunity to reach the following

conclu5|on:_ ) . 1.CocTosiHHE W TEPCHEKTUBEI TOJTUTHYECKOTO
- existing IASs are narrow-profile, with theyperymuposarms  kondmuxra mexny Vipaunoii

exception of the IAS “Personnel” and subsystefecny6nukamu Jlonbacca (amanutiueckmii  noKmam).
“Personnel” of the Unified management systermvocksa, 1916 ro. Pexum JI0CTyTIa
of administrative and economic processes of thutp://cpkr.ru/sites/default/files/ pdf/minsk2_intedf
Armed Forces of Ukraine; 2. Ananutnueckuid mopran Cnoso u neno. Hlen
- the functiona”ty Of the deve|oped quBemeﬁ ron BOIHBI: Korjga 3aKOHYUTCA KOH(l)J'II/IKT Ha

systems is analyzed in relation to: maintenance gproacce. Pexnm  noctyna  https:/iru.slovoidilo.ua/

- _ ; ) : 017/11/01/mnenie/obshhestvo/shel-chetvertyj-god-
organizational-staff structure; HR; reporting an@ojny-kog da-zakonchitsya-konfliki-donbasse

data exchange; 3.AE. Kamuaua Ilopsgok  MPOXOXKICHHUS

-the most complete functionality of theBoeHHoﬁ ciryk0Obl B 3apy0ekHbIx rocyaapcrax (CIIIA,
IAS “Personnel” and the subsystem “Personneﬁemm(;pmamﬂ, ®panmus, OPT u ap.). Pexuw

of the UMS AEP of the Armed Forces ofyocryna: http://zodorov.ru.

Ukraine; 4.B.W. Angpees CpaBHUTENBHBIH  aHAIU3
-in the subsystem “Personnel” of themoarortopku oduuepor B apMmusx —3apyOeKHBIX

UMS AEP, the Armed Forces of Ukraine needsocynapcts u Pecniy6auku benapycs. Hayka u Boennas

to set up such sub processes: keeping recordsogforacsocts Ne 1/2007 ctp. 58-63.

organizational directives, submissions to the 5. Matseenxo A. A. Tlo sapybexHEIM cTpanaM 1

assignment of the next rank, support an musiM [ 3apybexxnoe BoeHHOE 0003penue. - 2000. -Ne

. .+C. 26 - 39.
management of processes for the preparation and ~ ¢ Pr6uaiino A. A. Anais 10cBiLy MPOBLIHUX

a!loc‘_"mon of draft orders, and a plan for}(pal'H CBiTY MO0 (GOpMYBaHHS Ta BHKOPUCTAHHS
dismissal. KagpoBOro  peseppy y  30poimux  cumax [
Conclusions. The improvement of the Typeituyk A. M., IIpoxomnenko O.C./ Kuiz LBCJ
management system of the Armed Forces &fyOV, 36ipauk HaykoBux mparp, Ne 2(60), 2017%.
Ukraine should be based on the application of 7. Pernament mo mnonbopy nepconana/ HR-iura
modern methods of management, thécoobmecTBO  KaApOBHKOB M CHELHMAIMCTOB IO
introduction of modern information technologiesynpasienmio  nepconanom),  30.06.2009.  Pexum
methods of operational analysis of informationocTyma: _ hitps://hrliga.com/index.php?module=
support of decision-making processes on tH¥Ofession& op=view&id=1098.
basis of an integrated information environment.
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LleHTp BO€HHO-CTpaTEriyHMX IOoCHikeHb HamioHanesHOro yHiBepcuTeTy 00OpoHM YKpaiHu imeHi IBaHa
UepnsixoBebkoro, Kuis

@®opMyBaHHSl Ji€BOr0 pe3epBy KAHAWAATIB Uil MPOCYBAHHS MO CJyxk0i Ta ioro
BHKOPHMCTAHHA MiJl Yac MiATOTOBKH i NPUHHATTA KaApPOBHUX pillleHb

Pe3rome. [IpoBeneHo aHai3 IpoIeCy YIpaBIiHHSI 0COOOBHM CKJIAIOM II0J0 (OPMYBaHHS i BUKOPUCTAHHS
Pe3epBy KaHAMIATIB AJIs1 POCYBAHHS MO CIYXKO1 Ta YIpaBIiHHS Kap €por0 BIHCHKOBOCITYKO00BIIiB. OOrpyHTOBaHI
NpOMO3MLIi 11010 YIOCKOHANEHHs mpouecy ¢GopMyBaHHs Pe3epBy 3a pEHTHHIOBUM MPHHIMIIOM HUISIXIB
3actocyBaHHs [T-TexHOOTIH.

KuarouoBi cjioBa: KajpoBUHl pe3epB, KOMIUICKTYBaHHS 30pOMHHMX CHJI, aBTOMAaTH30BaHI CHCTEMHU
YIPABIIiHHS TIEPCOHAJIOM.

PrIOBImaliio A. A., K.T.H., C.H.C.,

Typeiiuyk A. H., K.T.H.;

IIpoxomnenko A. C.;

Hepruaésa E. B., K.T.H., C.H.C.

IleHTp BOEHHO-CTpATErHUECKUX MCCleoBaHul HarmoHampsHOTro yHHUBEpCHUTETa OOOPOHBI YKPaWHbI HMEHU
MBana Yepusxosckoro, Kues

®opMupoBaHHue AeliCTBEHHOr0 pe3epBa KaHAUAATOB /sl NPOABUKEHHS IO CJIyxkOe
H €ro uCImoJb30BaHue BO BpeMs MMOATOTOBKHU U NMPUHATHA KaAPOBbIX peme}mﬁ

Pe3srome. [IpoBeneH aHamm3 mporecca yIpaBJICHUS JIMYHBIM COCTaBOM OTHOCHUTEIBHO (HOPMHUPOBAHUSA U
HCTIONB30BaHUs pe3epBa KaHAUIATOB Ui MPOJABIKCHHS MO CIy)XOe M YIpaBICHHUS Kapbepoil BOCHHOCITYKAIIHX.
O0OCHOBaHBI MPEUIOKEHHUSI 110 COBEPIICHCTBOBAHMIO TMpolecca (GopMUpOBaHHS pe3epBa IO PEHTUHTOBOMY
IpUHIUNY myTeM npuMeHeHus U T-TexHonorui.

KiroueBble cJIoBa: KaapoBBI pe3epB, KOMIUICKTOBAHHE BOOPYXKCHHBIX CHJI, aBTOMAaTHU3UPOBAHHEBIC
CHUCTEMBI YIPABICHUS [IEPCOHATIOM.
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Ways of data integration of defense resource managent
information systems

Resume.The article is devoted to the problem of determinpossible ways of data integration, which
arises during the implementation of projects fag ttevelopment and creation (modernization) of imftion
systems for the management of defense resourceiecBr are implemented as part of the creation ohified
defense resource management system, which regh&esrganization of data exchange, both between arev
existing (legacy) systems, to improve the effectass of defense planning and defense resource eraeat)

Keywords: information infrastructure, integration methodstal integration, integration bus, service-
oriented architecture.

Formulation of the problem. Creation of of the time of creation, degree of completeness,
an effective system of management of the Armaédchnologies used, scope of processes, amount of
Forces of Ukraine, as the basis of the system déployment and filling of data.
defense control of the state, is one of the prawit The state of the information infrastructure
of the defense reform of the state. The Strategimd provision of information needs of the
Defense Bulletin of Ukraine [1], conceptually,leadership of the Armed Forces of Ukraine does
outlined the main directions of the defens@ot meet the needs of the present. Integration of
reform. First of all, it is the introduction of information systems for the management of
effective defense planning and defense resourcésfense resources in separate directions is absent
management using modern Euro-Atlantior carried out fragmentarily, which leads to
approaches. The problem of fulfilling this task isluplication and insufficient reliability and
the fact that the current system of management odmpleteness of information on integrated
the Armed Forces of Ukraine is largely nomanagement of defense resources in general.
automated. Thus, in spite of the implemented software

One of the priority directions aimed atand hardware solutions, the separate information
improving the effectiveness of defense planningystems available in the Armed Forces of Ukraine
and defense resources management is tte not fully support the defense planning and
fulfilment of task 1.4.8 "Matrixes for defense management processes.
achievement of strategic goals and fulfillment of The purpose of the article isdetermining
the main objectives of defense reform" in relatiomways to integrate data of defense resources
to the creation of defense resource managemenanagement information systems to increase the
information systems (DRMIS). effectiveness of defense planning and management

An urgent problem, the solution of which isof defense resources.
the creation of DRMIS, is the need to provide the Presentation of the main material.
military management bodies with information andnsufficient effectiveness of defense planning,
analytical components (tools) to support decisiordefense resources management and poor
making in the field of management of defensmformation infrastructure is due to the following
resources in the areas of management: personmegsons:

organizational structure, defense planning, the lack of common methodological,
logistics, health care, purchases, estate, finanhnical and organizational principles and
and budget, administrative activities. approaches to the creation of information systems

The extent of the problem.Today, for and the implementation of information technology;
each of the directions of defense resources  organizational dispersal and functional
management, separate information systems hadisparity of existing information systems;
been created, but they are heterogeneous in terms
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the lack of a single platform with divided into a set of requests addressed to the
centralized access, storage, processing and ddasired local sources. In another, this process is
sharing services; similar to consolidation.

the lack of standards for data exchange Method of data disseminatias to transfer
between information systems to ensurdata from one system to another in an operational
interoperability; mode, depending on certain events. Updated data

insufficient branching of information andin the primary system can be transmitted to the end
telecommunication networks and fast dataystem synchronously or asynchronously.
transmission channels; Regardless of the type of synchronization, the

insufficient development of questions ofdistribution method guarantees the delivery of data
protection of information (information resources}o the destination system. As a rule, synchronous
and high cost of carrying out of measures odistribution supports two-way data exchange
creation of complex information security systemd)etween primary and end systems.

the lack of unified technical support for Service approachallows you to combine
information systems, training and customeinformation from multiple sources in a way to
support. provide it as a service. Services are separate

One of the ways to solve the problem is tgoftware components that provide a certain
improve the functional interaction of existing andunctionality through a series of requests for the
promising information management systems okquired information and other services. Typically,
defense resources based on data integratiservices are built on a limited number of requests
methods [2]. Integration of information systemdor information required by its functions.
of management of defense resources into a single  Depending on the architecture chosen,
system (DRMIS) will enable to form a singleseveral approaches can be applied to create a data
information space [3], in which structuredintegration system for data management systems
information is consolidated, operational access for defense resources [6]. Among them, there are
this information is provided for analysis andhree main approachesto creating an integrated
decision-making. system based on:

The task of data integration and the 1) use of a monolithic system of class ERP;
creation of a unified information management 2) methods of consolidation, federalization
system for defense resources arises from the fagtd dissemination of data;
that, firstly, the volume of data is rapidly 3) service-oriented architecture.
increasing, especially through the development of  The ERP systencan provide support for
new information systems, and secondlymanaging financial, material, human resources at
information systems are created by differerdll levels of management, providing relevant
developers who use various software platformaformation necessary for making operational and
and database management systems. Datimategic decisions. A key feature of modern ERP
integration is understood as providing a singlsystems is the use of techniques and integrated
unified interface for access to a certain set @nalytical tools for strategic management that
heterogeneous, independent data sources. Thpigvide management both at the level of structural
the information resources of the entire set afnits and the spread of management processes at
integrated sources are presented as a singfe strategic level.
source. A system providing such capabilities is The second approacts to consolidate the
called the data integration system [4]. data of existing information systems using a single

In its architecture, the data integratiorconcept of network interaction and access control
system is divided on the basis of data integratiarf resources. Its application will ensure the tfans
methods: consolidation, federalizationto the more modern information environment of
distribution, service approach [5]. the functions of legacy information systems with

When using the consolidation method, datthe further use of available data, as well as will
is collected from several primary systems andnable the introduction of new information systems
integrated into one common repository. This is based on a single technology. When applying this
one-way process that runs at a certain timgpproach, it is necessary to decide: what tool is
interval and leads to a certain delay in updatinigetter to choose, how will be further developed the
data. new system modules, which standards to follow in

When usingthe federalization method of the design and development.
data a single virtual information space is created The essence ofhe third approachis the
in which data is stored in different sourcesapplication of service-oriented architecture based
Receiving data is performed by request, which is
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on the technology of open systems, whichise of existing information systems, for the

provides: development and implementation of which a
unified data exchange between differensignificant financial resource has been spent;
information systems; possible diversification of developers.
simple customization of the interaction Possible disadvantages are: lower quality
with inherited systems; than industrial software; longer terms of
flexibility of information infrastructure development and implementation; the need to
(quick response to change); prepare users for each system separately; technical
reducing the cost of integration,support for each system separately; lack of user
maintenance and scaling. training and technical support for inherited

The basis for implementing this approachlsystems; dependence on developers; the risks of
is a set of standards that unifies the interaatibn the cessation of the existence of small developers.
all components of the information environment: The implementation of the second variant
input/output, interfaces and protocols for dataan complicate the process of creating DRMIS
transmission in networks, etc. based on a single ideology and design (technology)

Given these approaches, possible varianselutions, has higher implementation risks.
of data integration of data of defense resources The third variant— a combined approach
management systems and the creation of DRMi8 the creation of DRMIS based on the use of an
are as follows: industrial integration platform that implements the

The first variant — purchase of ready- principles of service-oriented architecture andrope
made ERP class management software faystem technology, to create new (for unauthorized
managing a company's foreign or domestidirectories of defense resources management), and
developer resources (which is used in partnés ensure compatibility (interoperability) with
countries of NATO or other ministries ofexisting information systems.

Ukraine) and creating DRMIS based on a single The third variant combines the advantages
software platform. of the first and second options, eliminates most of

The advantage of this approach areheir shortcomings, in particular, reduces the risk
ready-tested solutions, high-quality product; shodf failure of the system implementation according
implementation dates; the only technology, thto the second option.
only platform, the only developer; a wide range Implementation of the third variant will
of specialists in the implementation and suppognable the task of creating DRMIS based on a
of industrial software solutions in the labomunified ideology and design (technology) solutions
market; standardized user training and technicalith less financial, logistical and human resources
support at a high level from a developer with Conclusions. At the present stage of the
world-wide experience; further training of user®stablishment of a control system of the Armed
by their own trained specialists. Forces of Ukraine, the definition of a rational

As disadvantages it is necessary to notapproach to the integration data of existing and
high cost of the software product, adjustmentsiture information systems of defense resources
and technical support; the complexity ofmanagement is an urgent task. The approaches
developing and implementing a new system; fuppresented in this article can serve as the basis fo
dependence on the supplier. such integration into a single defense resource

The implementation of the first variantmanagement system DRMIS. The use of an
contributes to the timely implementation ofintegrated system, rather than a set of separate
DRMIS tasks, but may require significantsystems, will significantly increase the efficiency
financial resources to acquire licenses for thend reduce the costs associated with the
right to wuse the software solution, itsinformation provision of defense planning and
implementation and further support. defense management processes.

The second variant the development of The choice and justification of one of the
new software, separately for each functionakays of data integration of data management
management of defense resources, and the furtisgstems of defense resources is an actual topic of
development of DRMIS by integrating existingfurther research.
and newly created systems with the integration
bus and defined data exchange protocols.

The _mam afjvantag_es are. IOweril..l'lpo piwenns Panu HarioHansHOT Oe3neku i 000poHU
_compared V_V|th the first option, _the cost  Ofykpaimu Bix 20 Tpasns 2016poky “TIpo Crparerivmmii
implementation from the domestic developescoponnuii  Gronerens  Vkpainn”  [EnexrpoHHuii

(depending on the licensing policy); the furthepecypc]: yxas [supmano Ilpesumentom VYkpainu 06
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l—L[eHTp BOEHHO-CTPATEriyHMUX J0CiikeHb HarionansHoro yHiBepcuTeTy 000poHH YKpaiHu iMeHi IBaHa
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— Kuiscokuii Hanionansuuit yaiBepcutet iMeHi Tapaca IlleBuenka

Hlnsixu iHTerpauii gaHux iHdopMamiiiHUX CHCTEM YNPABJiHHA O00OPOHHUMM
pecypcamu

Pe3tome. CraTTiO MpUCBSYEHO MTPpoOIeMi BU3HAYCHHS MOXKJIMBUX LUISXIB IHTErpalii JaHMX, 110 BUHHKAE
npu peamizauil MpoekTiB 3 po3poOieHHs i cTBopeHHs (MozaepHisawil) iHGOpPMAaUidHUX CHCTEM YOpaBIiHHSI
00OpOHHUMH pecypcaMu. YHIKaJbHICTh MPOEKTIB, IX 0OMEKEHHS 10 BapTOCTi W 4acy MpPU3BENO JIO BiJCYTHOCTI
€IMHMX MIIXOMIB A0 iHTerpauii qanux. IIpoekTy peasni3yloThCcs B paMKax CTBOPEHHS €IMHOT CHCTEMH YIPaBIiHHS
00OpOHHUMH pecypcaMu, 10 MOTpedye opradizamii OOMiHY JaHMMH SIK MK HOBUMH, TaK 1 3 iCHYIOUMMH
(ycrmamkoBaHUMHM) CHCTEMaM U MIABMIIEHHS €(PEKTHBHOCTI OOOPOHHOIO IUIAHYBaHHS Ta YIPABJIIHHSI
000POHHUMU peCypcamH.

KurouoBi cioBa: iHpopmariiina iHQpacTpyKTypa, METOAM iHTErparii, iHTerpalis JaHuX, iHTerpaliiHa
[ITMHA, CEPBIC-OPIEHTOBHA apXiTEKTypa.

Kupnnunukos 10. A., K.T.H.;
Anapouryk O. B;
IHerpymen H. B.;
borukos A. C., k.¢.-M.H., J10UEHT
1 LlenTp BOGHHO-CTpaTErMYECKHX HccienoBaHui HarmumoHaneHOrO yHHBEpcHTETa OOOpPOHBI Y KpaWHBI
nMenu MBana Yepusaxosckoro, Kues;
— Kuesckuit Harmonanpnsiil yauepcutet umenu Tapaca [lleBuenko

IIyTu uHTEerpanuu AaHHBIX HH(OPMAIMOHHBIX CHCTEM yNpaBjeHUsI 000POHHBIMU

pecypcamMu

Pe3rome. Ctatbs mocBsiieHa IpoOieMe OnpeesicHHs BO3MOXKHBIX MyTEH MHTETPAaluU TAaHHBIX, KOTOpas
BO3HUKAET MPH peau3alliy MPOEKTOB MO pa3paboTke W Co3MaHui0 (MOAEPHHU3ANNH) WHPOPMAIIMOHHBIX CUCTEM
yropaBieHus: 000pOHHBIMH pecypcaMu. [IpoeKTsl peanu3yroTes B paMKax CO3AaHUS €AMHOM CHCTEMBI YIPABICHUS
00OpOHHBIMH pecypcaMd, dYTO TpeOyeT opraHm3almuu OOMEHa ITaHHBIMH, KaK MEXIy HOBBIMH, Tak H C
CYIIECTBYIONMMH (YHACIICIOBAHHBIMU) CHCTEMAaMH, JJIsI IOBBIIICHUSI 3P (HEKTUBHOCTH 000POHHOTO TUIAHHPOBAHHSI
1 yIIpaBJICHUS 0OOPOHHBIMH pECypCcaMH.

KuaroueBble ciaoBa: wHpOpManuoHHas HHOPACTPYKTypa, METOIBI WHTETPAINH, WHTETPAllUs NaHHBIX,
HWHTETPAIlHOHHAs [IIHA, CEPBUC-OPUCHTUPOBAHHAS apXUTEKTypa.
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Ways to increase the speed of electronic documenamagement on
the basis of standards for the exchange of informatn between
NATO headquarters

Resume.The article reveals the concept of information egament and its role for the Armed Forces of
Ukraine. The structure of information managemend &me order of interaction NATO Staffs on different
management level, as well as the use of tools lyatithms for the exchange of electronic documéraige been
analyzed.

Keywords: information management, marking and document ifleaon, metadata, document handling
system.

Formulation of the problem. The process experience, best practices, typical problems of
of document flow has a significant place in anynformation Management organization (further -
organization, especially in such governmenivl) and Information and Knowledge Management
structures as armed forces. As founder of tHéurther - IKM), that have been implemented and are
huge Rothschild banking dynasty, Nathastill developing into the headquarters of different
Rothschild, once said: "Who owns informationlevels of NATO's management.
he owns the world". Given the current conditions, The mission of information management in
and especially the conduct of the hybrid waNATO is to gain the information advantage that is
against our country, we can add some remar&chieved by creating favorable conditions for
namely the operativenes®f possession of the providing relevant officials of different layers tife
necessary information gives the decision makerrmanagement with necessary and reliable
great advantage. So finding ways to increase tiformation in any places, in the required format
operativeness of obtaining information is amnd at a specified time, preventing the enemy from
urgent problem. doing the same. This is achieved through qualiativ

Analysis of recent research and and detailed planning, carrying out certain
publications. First of all, the question of organizational measures, the use of high-quality
automating the exchange of information, whicltommunication channels for this equipment and
can serve as a different tasks from the togoftware. The process of parallelizing the bringing
management, providing statistical data oof information at all levels of the management
different areas of activity for its further anabal hierarchy enables to accelerate the receipt of
handling, the provision to the top echelon oinformation to the relevant officials, thereby
various forms of reporting, reports on the currerdccelerating the activity of their handling and
status, etc., is partly resolved. This can be seen obtaining the desired result.
the facts of the introduction of electronic The purpose of the article isto determine
document circulation in the state and in théhe ways of timely reporting of information to
Ministry of Defense of Ukraine in particular [1- officials in order to increase the operativeness of
4]. But the issue of the influence of theits handling, based on an analysis of modern
bureaucratic mechanism, which has been approaches adopted in leading NATO partner
descendant since the Soviet era, remaig®untries.
unresolved [5]. Presenting main material. Today, electronic

Taking into account the direction of thedocument management systems are being developed
development of the Armed Forces of Ukrainéo accelerate the process of communicating
which was determined by the president of Ukrainénformation between different levels of management
with the goal of future accession to the Nortlin any large organization. The main task of these
Atlantic Alliance [6], we will analyze the organizational and technical systems is to provide
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the process of creating, managing access and an efficiently organized document search

dissemination of electronic documents in compute&ngine that enables you to find a document with

networks, as well as ensuring control over the flominimal information about it;

of documents. developed reporting system for various
The volume of document flow consists ofstatuses and attributes of documents, which enables

incoming, outgoing and internal documents whicto control the movement of documents in the

are processed during one calendar year. processes of document flow and to make managerial
The main stagesf the document floware: decisions based on data from reports.

reception of incoming correspondence; handling Thus, the system of electronic document flow

and registration of documents; control over thehould ensure the operativeness of handling and

execution of documents; handling and sendingxchange of documents, and the timeliness of their

outgoing correspondence. transmission to a certain official who takes direct
The basigorinciples of electronic documentpart in handling the document and / or make
flow are: managerial decisions.
one-time document registration that allows However, according to the practice of using
you to uniquely identify the document in anyelectronic document flow in the structures of the
installation of this system; Ministry of Defense of Ukraine and the Armed

the possibility of parallel execution of Forces of Ukraine, handling of documents is carried
operations, which allows to shorten the time obut with considerable delay in time.
movement of documents and increase the Certain time limits are set for the handling of
operativeness of their execution; any document. It is necessary to take into account

the continuity of the document's movementhe fact that the time of document passage from the
which makes it possible to identify the persomustomer to the executor can range from one day to
responsible for the execution of the documemhore, depending on the location and the possibility
(task) at each time of the life of documenof using the document flow system. This greatly
(process); affects the remaining time of its handling and the

a single (or agreedly distributed) basis oanswer of the executor to the customer, which can
documentary information that makes it impossiblaot exceed the limits for execution. This process c

to duplicate documents; be represented by the following formula:
Tcom =Tert + Tprc +Ttr + Texc, Tcom< Ttot,
where Tcom — the common time which will be Total time Ttot includes a complete cycle of

spent from the moment of creation of thgrocesses that are executed with an appropriate
regulatory document by the customer, itslocument circulating in the electronic document
transfer to the executor and the return dfow system.
the hendled material to the customer 1. The head of a higher-level headquarters
again; (customer) assigns the task of working out a sjgecif
Tert — time spent on creating of regulatorytask to the head of a lower-level headquarters
document by the customer (electroni¢department, department or other organizational
and paper versions); structure), which is displayed in writing (paper
Tprc — the time spent on digitizing (scanningyersion).
the paper version of the document and 2. The administrator of document flow system
preparing all attributes for sending inreceives the document on the output, format itsca
accordance with the requirements foand identifies it on the system), and sends ihto t
electronic document flow in the addressee. In the absence of direct access by the
organization; executor from the list to the system, the docuneent
Ttr — the time required for the physicaltransmitted to the nearest access point to it, vhier
transmission of the document throughs copied to the magnetic media, or printed itsepap
communication channels, with theversion and delivered through the relevant services
possibility of transportation on magneticin this case, the time taken for its receptionha t
media (in case of the absence of directystem, the registration of the administrator a&f th
connection of the executor to the systerappropriate access point, as well as the process of
on the lower levels of management);  forming the source document for the performer.
Texc — time spent by the executor on working 3. After receiving the document by the

out the document; executor, there is a direct process of its workiag
Tlim — the time limit for executing the receivedUpon completion of this process, the executor
document is set by the customer. delivers the completed document to the system
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administrator, where the process of digitizatioexecutor to move from using the hard (paper)
(copying), registration and preparation for sendingersion of the document to the electronic version.
to the address of the customer takes place. Hence the problem of finding ways to reduce
4. Once transmitted by the system, théhe time for design, formatting and transporting th
document is registered again in the appropriattocument. Taking into account thEtbt determined
manner, printed out and communicated to they the customer as a constant to which total time

customer. Tcommust approach, it is necessary to minimize the
Practice shows that the time of executionalueTtr ta Tprc.
Texc can drastically decrease, dependindjone, To solve this problem we will analyze the

Ttr ta Ttot. The more time it takes to deliver to thenain  guidance documents on information
executer, the less he will have the time to worknanagement, adopted as standards for organizing
out, which greatly affects the quality of execution electronic document flow between headquarters of
The reasons for the delay may be the podNATO [7-11].
quality of the information exchange channels or The NATO Information Management model
the lack of branching of the network, as well a&s threpresents a lifecycle of information passing from
human factor, namely, the lack of staff knowledgeustomer to executor, with return after its hargllin
about the use of electronic document flow tooldp the customer. But this lifecycle is not an oadin
bureaucratic procedures, and the reluctance of thew of information, but is formed from a set of
stages, each of which is important, figure 1.

00\\ecti0n, Creation or Ge"e"aﬁo,,

Storage and Protection

Figure 1. NATO Information Management Lifecycle

The lifecycle of information covers thewhich will enable them to determine the order of

following stages: their storage and disposition, as well as incrdase
- planning (performed at all stages); speed of their search and handling. Metadata are
- collection, creating or generatingused as mandatory characteristics of documents,
information; namely the definition of its owner (organization,
- organizational; military or business units that accumulate, create
- retrieval, use, accessibility andand process documents) and the level of secrecy, as
transmission; well as optional (about 40) but desirable, such as
- storage and protection; taxonomy, performer, availability or limited use,
- disposition. date of creation, registration and deadline, elt. A

Planning is an important step in defining this is described in the relevant instruction AG\35
the purpose of information management that B\1032.
related to the processes and activities of NATO During the organizational phase, measures
and should relate to its missions, such as NATr the preparation of information are held to easu
operations, projects, programs, contracts and othitr availability, the possibility of qualitative hdling
related tasks, at all stages of lifecycle. Eacand further determination of its disposition. Taugh
element of the stages must be clearly elaboratedformation and use it, it should be organized in a
available descriptively and policy-backed. standardized way, making it easy to access and

At the stage ofcollection, creating or secure against unauthorized access. Work with
generating information the data is accumulatedinformation should be easy to request and receive
from various sources, both internal and externgthe principle of "drag"), as well as distributi¢the
such as the Ministry of Defense of the NATO'drop" principle).
member states. Subsequently, the marking of  Stage of retrieval, use, accessibility and
documents is carried out by assigning metadataansmissionrelated to the search and handling of
which in future will be used for their identificati, information. It consists in bringing accurate
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information to the right official at a specifiedn& resolved the issue of simultaneous handling of the
and in the required format in order to provide alectronic document by several performers.
reasoned decision or execution. This stage All documents that are created, transmitted
includes: optimizing the wuse, distribution,and handled in the system are stored not on ttaé loc
exchange and reuse of information by ensuring iBC of the official, but directly on the server sige
relevance, accuracy and reliability; presentatibn of the database, that is, to work with documents
information in an appropriate and accessiblased technology of thin clients. This gives you the
format; ensuring access and safe distributidiollowing benefits:

within the framework of the guidelines for security secure data storage in one place, eliminating
and information protection. the duplication of information;
The purpose of thetorage and protection automating file naming processes, document

phase is double. Saving provides support for activegistration, and accounting for versioning, with a
information that is used at least 2-3 times a montbomplete history of their changes saved;
and inactive, regardless of media and format, use of a single system of marking documents;
including documents in paper form, in appropriate facilitating the implementation of information
storage infrastructures (archives). Protection &ecurity measures by keeping it in a single
aimed at ensuring the confidentiality ofrepository and providing access to documents using
information, maintaining its integrity and electronic links;
availability throughout its lifecycle. This require effective use of the process of access
the implementation of mechanisms for protectiodistinction to information; centralized archiving o
and evaluation of their effectiveness. information and its destruction, in case of its
The last stagedisposition refers to the use inactive status, etc.
of valuation decisions taken at the planning stage, = Consider the algorithm for creating, handling
the transfer of information of a permanenand transmitting documents in the Electronic
significance to the NATO archives, or theDocument Management System (further - EDMS)
destruction of information that was only temporarysing Document Handling System (further - DHS),
and not needed anymore. which is implemented on the basis of Microsoft
In order to ensure the processes dbharePoint software.
information management, the headquarters of 1. The customer of the highdevel staff, for
different layers of the management creates relevaxample, NATO Headquarters in Brussels, creates a
departments and positions, which are assigned ttiecument in the DHS system to be deployed at the
necessary roles and responsibilities. The numberdhited Nations Headquarters in Naples. Using the
people involved in these units can range from origharePoint toolkit is made its marking, which
to five dozen, depending on the scale of the taskefines the owner of the information, secrecy, the
of information management and hierarchy oflate of creation and registration, the terms of
headquarters. Among such posts you can see: execution, to which topics the document relates to
IM Senior Officer — senior unit, usually the (taxonomy), the list of those who are appointed to
chief of staff or person is equivalent to this postvork out, which units are involved, etc. After sayi
who is responsible for all issues related to IMthis document, the metadata-based EDMS system
management of its state and direct IM planning; automatically names the file, assigns it a unique
Information Manager — persons whonumber and version of the document. After these
perform the tasks of purely informationsteps, the customer sends it to the appropriate
management, namely: support, security, archivingeadquarters.
training and coordination of IM; 2.The unit that provides information
IKM Head ta IKM Support Officer — chief management at the appropriate headquarters
and Officers on information and knowledgereceives a file that stores it in a set manneingak
management responsible for education, trainirigto account its degree of secrecy, and determines
and changes to the information management pléime responsible executor of this document on the
etc. basis of metadata. After that, an email is sertihé¢o
There are standard Microsoft tools for thexecuter's mail with a link to the document that is
exchange of information at NATO headquarterglready stored in the central EDMS repository.
namely SharePoint 2007 with some predefined 3. An executor begins to get acquainted with
settings, which are used in accordance with thbhe document without waiting for direct instructon
requirements of the directives and the informatioftom the head of the team to process the document.
management plan. By the end of 2018, they plan & the same time, the IM department is familiar
fully migrate to SharePoint 2013, as this versiowith the context of the document, after which it
generates an instruction for its handling and sénds
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to the appropriate addressee through the system. Thirdly, storing a document on a server, and
Since the recipient has, at the initial stage,iveck not on a local PC, and the scalability of the
a link to the relevant document, the time foelectronic document flow system to the
bureaucratic actions and delivery has bedmeadquarters of the lower levels of management, as
reduced, and the document has been partially well as the effective use of the policy of acceks o
fully handled. officials to electronic information with limited
4. The handled document is sent to thaccess, allows to significantly reduce the time
higher headquarters using the same algorithm. spent on transfer of information between the
Given the abilty of the system toheadquarters of various units of manageniémt
automatically add a version of the document in the Finally, the use of just the standard Microsoft
file name after each save, if necessary, it will b8harePoint software, rather than a separate, newly
worked out by another performer and he wildeveloped, will greatly reduce financial costs, athi
receive it in the latest revision. An executor catoday is also extremely relevant.
view the entire history of document changes by REFERENCES
saving all versions and may, if necessary, retorn t . :
any previous version. 1.Enextponne ypsimyBaHHS B VYKpaiHi: aHami3 Ta

If the information contained in the system pOeKXMEHHaHH' Pesymeratn  pocmippkemns |/
. .. L. . A. bapaHos, . b. Kumnses, M. C. JlemKoRa,
loses its activity, that is, it is not used at tdhsee | 1 \amokosa. 3a pen. Mamokosoil. T. — K.: 000
times a month, it is transferred to the archive, dTonirpad-Tlnioc», 2007. — 254

where the archive of the IM division, depending 0R.Tlpo  cxsanenns ~ Komneniii ~ cTBopeHHs — Ta
the type of document (paper or electronic), dyrkuionysanns ilpopMALIHHOT CHCTEMH ENEKTPOHHOT
registers it in a certain way and retains a certairP32€MOAil JACPKaBHUX  CNCKTPOHHHX  iHpOpMaLiiHuX
period. Upon the expiration of the period of Pecypeis [Enextponnuii -~ pecype:  posmopsuxenns

. . . . . BugaHo KabGinerom Minictpis Ykpainu 05 BepecHs
information storage, which is determined by the [2on poky  Ne634-p]. p_ I?eMM Hocliyny:

degree of its secrecy, the IM officer informs the nttp://zakon3.rada.gov.ua/laws/show/634-2¢12-
owner of the information about this fact, afteB.Ilpo sarsepmxenns mmany 3axomiB momo pearmisamii
which a decision is made to prolong the storage, oKouuemii CTBOPEHHSI Ta (yHKIioHyBaHHS
to reduce the stamp of secrecy of this documentidopmaniiitoi — cucremn  eneKTpoHHOT  B3aeMOZIT
and to prolong its storage or its destruction i th ZCPaBHMX  CICKTPOHHMX  iHdopmaniiinux  pecypcis
. ; . [EmexTpoHHHM#T  pecypc]:  pO3MOPS/KEHHS  [BUmaHO
eStak,)“Shed manner,_ In_ accordance  with theKa6iH€TOM MinictpiB Ykpainu 11 sumas 2013 poky
requirements of the directives NATO. Ne517p]. _ Peskum JocTyIy:
Conclusions Taking into account the http://zakon4.rada.gov.ua/laws/show/517-2¢13-
results of the analysis of the electronic documentIlpo  sarepmxenns  Konnenmii — inopmarusanii
flow system between the NATO headquarters, weMinicrepcrsa oGoporn Vkpainn [Enexrponmuii pecypc]:
can conclude that the process of setting up and@<? [suzano Minicrepcrsom obopomn Vipaimu 17
working out tasks using the electronic document®Pcit 2014 p. Ne6S0]. — Pexum  roctyny:

. http://www.mil.gov.ua/content/
management system can be made more effectiVgine/mMmoU650 2014.pdf

by reducing the tim&prc andTtr. 5. Vkpainceka  IlamepoBa  Apmis.  SIk  mparoe
This can be realized, firstly, by creating a noxymenroo6ir y 3CY i mo 3 uuM poGuTH.
document directly in the system of electronic [Enexrponnnii  pecypc].  —  Pexum  pocrymy:

which significantly reduceobr by automating 2Kraiinska_Paperova_ _

L . . Armija_Jak_pracuje dokumentoobig u— Hasea 3
the process of assigning a registration numbereraHy_
marklng_ on the basis of m_etadata, the need §Or1po pimenns Paan nauionansnoi Gesnexu i oGopoHu
spend time on the translation of the documentykpaiuu sin 6 tpasms 2015 poxy “IIpo Crpareriio
from the paper version into an electronic versionuauionansnoi — Oesnekn  Ykpainn”  [Enexkrponnuit
and maintains the automatic assignment of apecypc]: ykas [sunaro [pesunenrom Yipainu 26 rpashs

; ; ; 2015 p. Ne287/2015]. — Pexum  gocrymy:
version of the document, preserving the history Ofhttp://zakonB.rada.qov.ua/laws/show/287/2015

its changes. _ _ _ 7.C-M(2007)0118, NATO Information Management
Secondly, starting  with  Microsoft Policy, dated 11 December, 2008.

SharePoint 2013, there is the possibility o0f. c-M(2002)60, The Management of Non-Classified
parallel work and simultaneous editing of the NATO Information, dated 11 July, 2002.

same document by several executors frofh C-M(2002)49, NATO Security Policy, dated 17 June
different structures, if there is such a necessity 2002 (including Corrigenda).

. . . 0. C-M(2008)0113 (INV), Primary Directive on
which also reduces the handllng time of th Information Management, dated 27 November 2008.

documentTprc. 11. Bi-SC Directive 25-1, Information and Knowledge
Management (IKM), dated 15 September 2008.
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LleHTp BO€HHO-CTpaTEriyHMX IOoCHikeHb HamioHanesHOro yHiBepcuTeTy 00OpoHM YKpaiHu imeHi IBaHa
UepnsixoBebkoro, Kuis

HInsixu miABUIEHHS ONEPATUBHOCTI €JEKTPOHHOr0 JOKYMEHTO000Iiry Ha OCHOBi
CTaHAAPTIB opraxizauii o0Miny ingopmanicro mixk mradamu HATO

Pe3tome. CrarTst po3KkpuBae MOHATTS iHPOPMaUiIHHOrO MEHEIKMEHTY Ta Horo pousb Juist 30poitanx Cun
VYkpainu. [IpoaHanizoBaHo CTPYKTYpY iHPOPMAIIHHOTO MEHEHKMEHTY, MOpsIoK B3aemoii mtadbie HATO pisHux
JIAHOK YIIPaBJIiHHS, & TAKOK BUKOPUCTAHHS IHCTPYMEHTAPIIO Ta aJTOPUTMIB OOMIiHY €JIEKTPOHHUMH JOKYMEHTaMHU.

KurouoBi ciaoBa: iHdopmamiitHuii MEHEIHKMEHT, MapKyBaHHS Ta KiacuQikaiis TOKyMEHTIB, METaJaHi,
crucTemMa 0OpoOKH TOKYMEHTIB.

Kupmnunukos 10. A, K.T.H.;

Konaparenko FO. B.;

Pynenckaa I'. B.;

Bacroxno C. U.

IleHTp BOEHHO-CTpATErHUECKUX HCCle0oBaHnl HarmoHampsHOTOo YHHUBEpCHUTETa OOOPOHBI YKPaWHbl HMEHU
WBana Yepusixosckoro, Kues

IIyTn noBbIlIeHHS] ONMEPATHBHOCTH 3JICKTPOHHOIO JOKYMEHTO000pOTa HA OCHOBeE
CTAHAAPTOB OpraHu3anun ooMena uHdopmauueii mexay mradoamu HATO

Pe3rome. CtaThsi pacKphIBaeT MOHATHE MH(POPMAIMOHHOTO MEHEKMEHTa M €ro Poib i BoopyXeHHBIX
Cun Yxpaunsl. Ilpoananm3mpoBaHa CTPyKTypa HH(GOPMAIIMOHHOTO MEHEKMEHTA, MOPSAAOK B3aMMOJICHCTBHA
mTaboB HATO pa3nudHbIX YpOBHEHW YIpaBIIEHUs, a TaKKe HCIOJIb30BAaHUS WHCTPYMEHTAPHUS W aJITOPUTMOB
00MeHa AJIEKTPOHHBIMH JOKYMCHTAMU.

KiroueBble ciioBa: WHQOPMANMOHHBIA MEHEIDKMEHT, MapKUPOBKA W KJIACCU(PUKAIMS TOKYMCHTOB,
MeTaJlaHHEIC, CUcTeMa 00pabOTKU TOKYMECHTOB.
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Aspects of the practical implementation of the modeof the
information-analytical system for fixing firings for the Ukrainian
side of the JCCC

Resume.The article reveals the features of the praciitgllementation of the model of the information-
analytical system for fixing firings for duty sece, the activities of the headquarters and Ukraiilaservers of
the Ukrainian side of the Joint Centre for Conttrotl Coordination of issues of the cease-fire ardsthbilization
of the line of delineation of the parties, basedtiba implementation of GIS tools and database nemagt
systems.

Keywords: system of fixing of firing, GIS, DBMS.

Formulation of the problem. The Joint initially proposed. It will increase the level of
Centre for Control and Coordination of issues aiutomation and implement a mechanism for
the cease-fire and the stabilization of the line afpid visualization and analysis of the situation
delineation of the parties (JCCC) was created @t the database level to provide the information
the General Staff of the Ukrainian Armed Forces)eeds of the Ukrainian side of the JCCC.
according to the President of Ukraine's Order When creating the specified IAS it is
“About providing of monitoring and verification necessary to decide on its tasks, topology,
of the non-use cease firing regime”, performs tharchitecture and place in the structure of the
functions of ensuring interaction between thdCCC.
state bodies of Ukraine, the high level of The The degree of problem development.
Ukrainian Armed Forces and other militaryAccording to published materials on the OSCE site,
formations and law enforcement bodies ofou can see some examples of the use of materials
Ukraine, authorized representatives of othesbtained from the Geographic Information System
interested parties with the Special MonitorindGIS) [2]. The paper [3] is devoted to determine th
Mission to Ukraine (SMM) OSCE on definingrole of such a system in the IASF (from the point
priorities for monitoring the compliance with theof view of the presence of the GIS component),
non-use regime and its verification, harmonizingvhich would at the same time satisfy the
the issues of ensuring the safety of personnel aretjuirements of the Ukrainian Armed Forces and
equipment of the SMM OSCE, exchangindge consistent with NATO's concepts and standards.
information on violations of the non-use ofThe methodology of PhD Gorodnov [4] considered
weapons and preparing proposals for the urgetfite problems of HQs automation. However, the
response to such violations. Also, the JCC@ractical implementation of scientific
together with CMM are keys in creating adevelopments in these papers is devoted
mechanism for the development of forces anithsufficient attention.
means along the cease firing line [1]. The purpose of the article isto highlight

Thus, as a result of understanding théhe main aspects of the practical implementation of
essence of the activity and algorithms of théhe information analytical system for fixing of
JCCC’s HQ, efforts were made to rationalizdiring model for the Ukrainian side of the JCCC.
the collection of data for further analysis and Presenting main material. The task of
mapping on the electronic map. An analysis afreating the IASF model in the Ukrainian side of
the performance of functional duties by officershe Joint Centre for Control and Coordination of
of the JCCC has revealed a low level oissues of the cease-fire and the stabilizatiorhef t
automation, with a mainly manual method (foline of delineation of the parties (JCCC) was to
example, seldom with the help of computeincrease:
technology), functional processes of the HQ. - the effectiveness of the duty Ukrainian
The working model of the information- officers and military observers of observation
analytical system for fixing fires (IASF) wasteams;
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- the efficiency in collecting, transmitting To create the IASF model, the following
and displaying the violations of the cease-fire osteps were taken:
the electronic map of recorded facts; - formalization of data in the information

- the accuracy of the location of the objecenvironment, to minimize the occurrence of errors
on the map (including maintaining accuracyn the relational database management system
when converting from one coordinate system t(DBMS) due to the manual process;
another) due to a unified approach to the - automation of import-export data in GIS to
formation of an electronic map of the JCCC andover the current situation of the consequences of
cartographic documents for the JCCC in aiolations of the cease-fire on the map's display;

specified and approved in the Ukrainian Armed - integration of data exchange processes
Forces [5] GIS software (ArcGIS). within mobile GIS;

In order to formalize the passage of - integration of data exchange processes
information from observers to the HQ within thehrough GIS-collector applications;
JCCC, the current state of the information - automated formation of regulated
environment was taken into account. Théunregulated) reporting.
network component of this environment, for The developed IASF model includes a

transmitting data on the fact of shelling by theoftware package (software) and a special software.
illegal armed forces, was considered by the JCCtherefore, IASF can be divided into two parts:
as an open information that enables the use of ttedational database and GIS (it contains static and
Internet. mobile components).

The distribution of the nodes level of the Using a relational database allows you to:
information environment of the the Ukrainianformalize data; consolidation of information in a
side of the JCCC hierarchically contains thsingle data source; automation of the process of

following levels: confirmation of bombardment data by observers of
- Observation Posts; the JCCC; conducting a quick analysis (sections of
- Observation Teams; information) for a certain period of time; use of
- The Duty Section; information collected in the database for further

- The Information and Analytical Section. using in decision support systems of analytical
This hierarchy of nodes passingsystems by the higher command.
information about shelling from the illegal armed The static component of GIS (installation on
forces is the basis of the work of the centea PC or server) provides the ability to: displag th
Taking into account its features, the definition ofurrent situation on the map, its operational cleang
approaches to the visualization of firings on th@f necessary refined data, etc.); automated
electronic map was made with their subsequenisualization of violations of the cease-fire regim
rapid analysis. Manual mapping (one by one) pelue to the integration of the DBMS and analytical
day on an electronic map is a rather complicatesctions of the intensity of the shelling; the
process, especially in the event of a significargutomated formation of standardized cartographic
daily amount of shells. Hence, there was a neeldcuments proving the use of the illegal armed
for batch loading of bombardment data. Therforces prohibited by The Minsk agreements,
were no uniform changes in the formation ofchemes for carrying out reconstruction works on
daily reporting tables, there was poor datafrastructure objects and industry damaged by
structuring. The solution to this was to organizeerrorists.
the data at the database level with their The introduction of mobile GIS (installation
subsequent download to GIS. on mobile devices) will enable: the operational
In addition, a number of scientific, appliedcollection of information about shelling by
and organizational tasks were solved to create théficers-observers simultaneously from several
IASF model. They have directions with help of geographic information
- formalized of the processes of the JCCCollectors and consolidation of the collected
was executed for implementation in the softwarformation in a single data source through the use
complex; of cloud technologies; use libraries for symbols fo
- prepared geographic database; observing objects; operational change of the
- researched of problem issues focurrent situation on an electronic map and its
automation of collection, registration, storageexport to other devices of mobile and stationary
analysis and display cease-fire violations on th@lS; bind to the terrain with the help of a GPS
electronic map; receiver, laying traffic routes; photofixation with
- prepared of cartographic documents.  automatic determination of the consequences of the
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use of the illegal armed forces prohibited by th&Hurricane”, “Smerch” and tactical missile systems
Minsk arrangements. “Tochka-U"). Also, the boundaries and areas of
The order of the work of the next changesemoval of all types and modifications of tanks,
and the analytical group of the Ukrainian side ddrtillery cannons with a caliber up to 100 mm and
the JCCC is carried out through the use ahortars with a caliber of up to 120 mm (inclusive)
relational database. Using the Microsoft Accesat distances for the purpose of creating a safety
software model, an automated workplace (AWPR)one with a width of at least 30 km were imposed;
was developed for the next officer of thefor the Ukrainian Armed Forces’ withdrawal of this
Ukrainian side of the JCCC and AWP for officemveapon — from the actual line of collision; for the
of the information and analytical group. Thisllegal forces of ORDLO — from the cease fire line
DBMS was used in the layout as a system fan accordance with the Minsk memorandum dated
collecting initial data on shelling, processing and9.09.2014; there are areas of withdrawal of
exporting data to GIS with the possibility ofweapons in the Appendix.
automated preparation of established forms of The generated electronic map in ArcGIS
statistical and analytical reports on shelling. includes special layers with points, lines, and
The choice of GIS for the solution of thepolygon symbols with full attribute content,
rendering task was made taking into account themely: elements of the JCCC and the SMM
requirements of the military standard [5] and th©SCE; actual cease fire line; elements of the Minsk
coverage of the maximum functionality of theagreements in 2014 and 2015 (cease fire line;
JCCC. It was chosen ArcGIS software, whiclpoints of the area, which determine the passage of
became the core of the IASF model. There is thhis line, the distance of the withdrawal of weapon
desktop GIS, the GIS-collector on smart devicesn both sides of the collision line in the form of
the GIS-portal of JCCC organization, externadbuffer zones by type of weaponry); objects
local GIS in the package of geographidsettlements) where shelling was carried out (as
information programs’ blocks of the ArcGlSlocators for geocoding); boundaries and areas of
family. responsibility of observation teams; template eircl
The Desktop GIS Block (environment,buffer zones of distances of specimen damage to
locators, 3D model, media geolocation) includeartillery systems to verify information and prevent
ArcGIS (ESRI) ArcMap, ArcCatalog, ArcScene falsification; point objects with media content
GIS Collector on smart devices — Collector fo(photos, videos); rasters of relief heights, with
ArcGIS software, The Cloud Block for JCCCzones of visibility and mutual visibility for each
organization — ArcGIS Online and ArcGlSobservation post (OP) along the actual collision
Viewer software, The Block of External Localline; objects of repair and restoration works.
GIS — ArcGIS ArcExplorer software. In field conditions, the possibility of using
The portable GIS uses for uploadingGIS collector to collect evidence of violation bkt
images and exchanging geoinformation aseasefire was checked. In the model, it is
additional equipment. It includes the military GISmplemented on the Collector for ArcGIS (mobile
"MAPA" (ArmySOS) as the version for application with Android and iOS operating
stationary PCs and mobile military GIS "MAPA"systems). This solution operates on the basis of
as the version for mobile devices with théArcGIS Online's secure cloud resource. To do this,
operating system Android. a geographic database with a defined field strectur
It should be noted, that such documents agas prepared in the ArcMap desktop software for
the Minsk memorandum of 19.09.2014, théixing on our side the lines of the collision ofeth
Complex of measures on implementation of theonsequences of the bombardments (violations). A
Minsk agreements of 02.12.2015, the Appendimodel created with the geographic DB needed for
in the part concerning the withdrawal of tanks, asollection has prepared categorical characters to
well as artillery guns with a caliber up to 100 mndisplay violations by the types of enemy weapons
and mortars with a caliber up to 120 mm datedsed and the ability to fill the photographs. This
29.09.2015. So, it contains the main output datayer was hosted on the cartographic test portal of
for the JCCC electronic map, namely: the limitshe JCCC organization on the ArcGIS Online cloud
and the zone of cease-fire in certain districts oEsource. In this case, the resource review is
Donetsk and Luhansk Oblasts (ORDLO); th@ossible only if you enter a unique username and
withdrawal by parties of all heavy weapons gpassword of the user.
distances to form a safety zone of a width of at The observers fill violation’'s fact, the
least 50 km (for artillery systems with a calibér oconsequences of the bombardment (including the
100 mm and more), 70 km (for missile systemsgttached media content), is possible through the
140 km (for the jet firing systems "Tornado-S"jnstalled the Collector for ArcGIS application on
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the device (smartphone, tablet, laptop). In thisonstructing the TIN model and the heights of the
program, on a previously downloaded base mdpeights using the instrumentation of focal statsti
(image), you can set the firing point symbol and Consequently, the practical realization of the
fill out a form (previously prepared and publishedASF in the Ukrainian side of the JCCC was
using ArcMap) outside of the Internet, that is, tadlemonstrated in the execution of specific tasks
work offline. With the advent of a mobile devicesuch as:

observer in the area of the Internet and having - development of traffic routes for visiting
synchronized with the main server, thdeams of the Ukrainian side of the JCCC,;
(collected) objects of the facts of the attack - creation of layouts of schemes

become available at the workplace of thécartographic documents in pdf-format with a grid
headquarters staff of the Ukrainian side JCCC (ih a definite coordinate system) of repair and
connected to the Internet) in the ArcMapestoration works on the actual line of delimitatio
program, or through a browser in the Viewer of - creation of schemes with targets of fire
ArcGIS Online. with measurements of their mutual distance and

GIS component analysis is implemented imange of damage to the types of weapons prohibited
the approaches to visualization on the map durirxy the Minsk agreements;
reports and preparation of reporting analytical - creation of photo-sketches of the locations
materials. The use of a direct GIS-componermdf the joint venture the Ukrainian side of the JCCC
connection from a database allows not only to - creation of zones of visibility schemes for
visualize statistical data by categories in theach OP the Ukrainian side of the JCCC;
corresponding conditional marks, but also to - creation of working patterns of security
carry out analytical calculations, filling them Wit zones (demilitarized zones);
spatial content. Currently, the following features - drawing of probable sources of enemy fire
are implemented: to provide suggestions for the inspection of these

- construction of columnar graphs of theareas to the representatives of the OSCE's SMM.
frequency of use of weapons by type on the Conclusions. Consequently, the article
objects of the area,; describes the main aspects of the practical

- visualization with the proportionality of implementation of the model of the information-
the symbols of the frequency of firing on theanalytical system for fixing bombardments for the
objects of the area on our side, which was usétkrainian side of the JCCC. Using of the IASF
for fire; model will increase the effectiveness of the servic

- visualization by means of proportionalityof the regular changes of the Ukrainian side of the
of the symbols of the frequency of occurrence GfCCC and the officer-observers; the efficiency of
objects of the area on the side of the enemy, frooollecting, transmitting and displaying the
where the fire flew; violations of the cease-fire on the electronic rofp

- time-based analysis using to specify théhe recorded facts; accuracy (determination of
degree of damage by different types of weapom®ordinates, measurements of lengths and squares,
with the installed number of enemy munitions omrawing of objects on a map) and will introduce a
the objects of the area on our side; unified approach to the formation of an electronic

- conducting analysis of the time indicatorsnap of the JCCC and cartographic documents for
of cases fixed by the subsequent changes of ttie Ukrainian side of the JCCC.
JCCC regarding the sites of defeat and areas of Further research should be devoted to
firefighting heavy weapons, by playing thedetermining the effectiveness of the "To Be" model
chronological track of the situation with theof the Ukrainian side of the JCCC using the IASF,
ArcMap time tag tool; as compared to the existing "As Is" model.

- visualization of the frequency of attacks
by the illegal armed forces and comparison of

them in time; 1.Pamounoe pemenne TpEXcTOpOHHEH KOHTAKTHOM

- defini_tion of areas on the territory of the rpynmm o passexennn cun u cpencrs [Enexrponnuii
ORDLO of hidden use of armaments that shouldpecypc] // OSCE CMM of Ukraine. — 2016. Pesxim
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IleHTp BOEHHO-CTpaTETiYHUX IOCIiPKeHb HarioHanpbHOTO YHiBepcHUTEeTy 000poHM YKpainu iMeHi [BaHa
Yepusixoscbkoro, Kui

AcneKTH NPaKTH4YHOI peangizanili MakeTy iHQopManiiiHO-aHAJITHYHOI CHCTEMH
(dikcauii o0cTpiniB s Ykpaincbkoi croponu CLHHKK

Pe3tome. CtarTss po3KpuBaE OCOOJMBOCTI MpPaKTHYHOI peanizamii MakeTy iH(opMamiifHO-aHATITHIHOT
cucremu (ikcanii oOCTPiNIB I YEProBUX CIIYKO0, MiSUILHOCTI MTa0y Ta YKpaiHCHKHX criocTepiradiB Y KpaiHChKOT
ctopon CHiJILBHOTO HEHTPY 3 KOHTPOJIIO Ta KOOpAMHALIi NMUTaHb NPUIMHEHHS BOTHIO Ta crabimizamii miHil
PO3MEXKYBaHHS CTOPIH HA OCHOBI BUKOpUCTaHHs iHcTpyMeHTapito ['IC Ta cuctemu ynpaBiiHHs 6a3aMu JaHUX.

Kuarouosi ciioBa: cucremu ¢ikcanii oocrpinis, I'IC, CYB/I.

Tumomenko P. ., n.Boen.H., c.H.C.;

®enopuenko B. A
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IleHTp BOEHHO-CTpATErHUECKUX HCCleA0oBaHnl HarmoHamp,HOTro YHHUBEpCHUTETa OOOPOHBI YKPaWHbI HMEHU
NBana Yepusxosckoro, Kues

AcCHeKTbl TNPAKTHYECKOH peaju3anuu MakeTa HH(MOPMANUOHHO-AHAJTUTHYECKOM
cucTeMbl pukcanmuu odcTpesioB 1Ja Ykpannckoi croponsl CIIKK

Pe3tome. CraThsi packpbiBaeT OCOOCHHOCTH NPAKTHUECKOW pealli3allid Makera HH()OpMAaIMOHHO-
AHATUTHYECKON CHCTEMBbI (PUKCAITUU OOCTPEIOB JUISl NEXKYPHBIX CITYKO, JEATeIhbHOCTH INTada M YKPaWHCKUX
HaOmonareneid YKpawHCKOW CTOpoHBI COBMECTHOTO IIEHTpa TI0 KOHTPOJIO W KOOPIWHAIIMK BOIPOCOB
MIPEeKpaIIeHNs] OTHS W CTaOMIN3aIliK JTHHAN pa3rpaHHYCHHs] CTOPOH HAa OCHOBE HCIIONB30BAHHUS MHCTPYMEHTAPHS
I'C u cucremsl yrpaBieHus 0a3aMu JaHHBIX.

KiroueBblie ciioBa: cucremsl Gukcanuu oocrpernos, [UC, CYB/I.
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An analysis of the methodological apparatus for aamparative
evaluation of the combat power of the armed forcesf different
countries of the world and the direction of its futher development

Resume The article analyzes the modern methodologicglaeatus for comparative evaluation of the
combat power of the armed forces of different coaatof the world using factor analysis and detessithe
directions for its further development.

Keywords: comparative assessment, factor analysis, the rafititge armed forces, the combat power of the
armed forces.

Formulation of the problem. At the capabilities of the forces, the level of militarst,a
present stage of development of the Armedtc. The combat power of the Armed Forces
Forces of Ukraine, one of the priority tasks is tdirectly or indirectly depends on economic power,
increase their ability to reflect possiblepolitics, military doctrine of the state.
aggression.  However, this problem s From the analysis of the above definition, it
characteristic not only for Ukraine, but also fofollows that estimating the state's combat power is
other countries that are not part of any militarya rather difficult task due to the need to take int
political blocs. In fact, the armed forces of thesaccount a large number of factors.
countries should be prepared to reflect aggression At the same time taking into account a
from any possible direction. significant part of them, for example, the spiritua

The basis for decision-making, whichfactor, the level of military art, etc., is assdeth
should ensure the solution of this problemwith significant difficulties that are of a dual
should be based on the results of the analysis mdture. On the one hand, these factors are
as many factors as possible that determine the@alitative, that is, for their formal analysis,i#t
level of defense of the state. It is clear thasit necessary to introduce some additional scales to
important to undertake such an analysis, first @nsure that they can provide quantitative values. |
all, with regard to the ratio of the combat poweis impossible to obtain reliable data on most of
of possible counter-parties to certain threatenirntpese factors (for example, training, combat
directions, first of all, to their Armed Forces. Atreadiness and combat readiness, etc.) for different
the same time, the prolongation of such aoountries due to lack of relevant information in
analysis on a certain perspective will be a solidpen sources.
ground for both the substantiation of the required Proceeding from the fact that the most
composition of the Armed Forces of Ukraine andvailable for analysis are the characteristics of
for clarification of the content of other measuresconomic development of countries and the size of
aimed at improving the defense capability of outheir Armed Forces, the modern methodical
state. apparatus for comparative estimation of combat

Thus, the improvement of the methodicapower of the Armed Forces of different countries
apparatus for comparative estimation of combaif the world actually uses two approaches. The firs
power of the Armed Forces of different countriesf them compares the combat power of the Armed
of the world is an actual direction of research. Forces on the basis of analysis of their numbers (i

Analysis of recent research and terms of personnel and equipment with weapons
publications. As is known [1], the combat powersamples). In the second approach, taking into
of the Armed Forces is a component of thaccount the dependence of the military power of
combat power of the state, a set of material atde Armed Forces on the level of economic
spiritual factors that determine the state of thdevelopment of the country, the indicators, which
Armed Forces and their operational ability tare related to the country's economy and
perform combat missions. Combat powecharacterize it, are additionally taken into acd¢oun
depends on the numerical and qualitative An example of the first approach is the study
composition of the Armed Forces, theirof the Swiss multinational financial services
completeness and technical equipment, the levablding company [2], which compares the combat
of training, combat readiness and combagiower of the Armed Forces of the twenty countries
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of the world in six indicators: the number of The American Business Insider [3] compares
personnel, the number of tanks, planes, impattte world's armed forces using seven indicatoes: th
helicopters, aircraft carriers and submarines. Imumber of armed forces, the number of tanks,
this case, each of the indicators is given planes, nuclear warheads, aircraft carriers,
weighting factor: the personnel of 0.05; tanks submarines and the general military budget (see
0,10; airplanes - 0.20; shock helicopters - 0.15;able 1).
aircraft carriers - 0,25; submarines - 0,25.

Table 1
Rating of the armed fori:eiof different countries acording to Business Insidgr magazine (2014

o 2 é EE 9 2 58 &0 £ >% 2
= c So0g < c Lo S22 82§
s 3 So3gl O S St |25 E E8 =

O = EE o Z = < ©o S =90 €

] n

1 |USA 1430 8325 13683 7506 10 72 612500
2 |Russian Federation 766 15000 3082 8484 1 63 76600
3 [China 2285 9150 2788 250 1 69 126000
4 |India 1325 3569 1785 90 2 17 46000
5 |United Kingdom 205,33 407 908 225 1 11 53600
6 [France 228,656 423 1203 300 1 10 43000
7 |Germany 183 408 710 0 0 4 45000
8 [Turkey 410,5 3657 989 0 14 18185
9 [South Korea 640 2346 1393 0 14 33700
10 PJapan 247.746 767 1595 0 1 16 49100
11 |Israel 176,5 3870 680 140 0 14 15000
12 |italy 320 600 795 0 2 6 34000
13 |[Egypt 468.5 4767 1100 0 0 4 4400
14 |Brazil 328 489 748 0 1 5 33142
15 |Pakistan 617 3124 847 100 0 8 7000
16 |Canada 68,25 201 404 0 0 4 18000
17 [Taiwan 290 2005 775 0 0 4 10725
18 |Poland 120 1063 475 0 0 5 9360
19 |Indonesia 476 374 381 0 0 2 6900
20 |Australia 58 59 385 0 0 6 26100
21 |Ukraine 160 4112 400 0 0 1 4880
22 lran 545 2409 481 0 0 31 6300
23 |Vietnam 412 3200 413 0 0 1 3365
24  [Thailand 306 740 543 0 1 0 5390
25 [Saudi Arabia 233,5 1095 652 0 0 0 56725
26 [Syria 178 4950 473 0 0 0 1872
27 |Switzerland 135 200 175 0 0 0 4830
28 |Spain 123,3 415 531 0 1 3 11600
29 [Sweden 14 280 216 0 0 5 6215
30 [Czech Republic 21,06 123 109 0 0 0 2220
31 |Algeria 512 1050 404 0 0 6 10570
32 |Netherlands 47,66 0 160 0 0 4 9840
33 |Mexico 267,5 0 373 0 0 0 7000
34 |Belgium 33 52 166 0 0 0 5085
35 |North Korea 690 6600 943 10 0 78 7500

The most authoritative in the world isArmed Forces of the world, which is based on data
considered the rating of combat power of th&om open sources by Global Firepower [4].
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Comparison of combat power is carried out the number of people and available labor
by experts on a large number of indicators (Tablesources are taken into account; countries;
2), based on the following considerations: landlocked countries do not receive penalty
only conventional weapons are taken intpoints for lack of a fleet, but countries with aadin
account, but countries with nuclear weaponsumber of maritime weapons receive penalty

receive some additional points; points;

account is taken not so much of the number NATO member countries receive additional
of weapons as its variety and quality; points at the expense of resource sharing;

the military power is influenced by the the nature and features of the current
geographical characteristics of the country, itsilitary-political leadership of the country is not
infrastructure and natural resources; taken into account.

Table 2
List of indicators for determining the combat powerof the armed forces of different countries by
the method of Global Firepower

L_ Indicator Indicator
1 [Total rank of combat power 24 |Number of destroye
2 [Power index 25 Number of corvet
3 [Total population 26 |Number of submarin
4 |Available work force 27 |Number of coast patrol aircr
5 |Number of people fit for servi 28 |Number of destroye
6 [The number of people who annually reach the a 29 |Oil production
7 |Number of armed forc 30 |Oil consumption
8 |Mobilization reserve 31 |Reliable explored reserves of il
9 |Number of tank 32 [Total labor force
10 [The number of armored vehicles 33 Number of merchant fle
11 |Number of selpropelled artillery 34 |Number of main ports and termin
12 |Number of artillery systems arrang 35 |Coverage by road
13 |Number of missile syster 36 |Coverage by railways
14 [Total planes 37 [Number of operating airports
15 |Number of fighters / interceptc 38 |Military budget
16 [The number of strike aircraft with a constant win| 39 [External debt
17 |Number of transport plan 40 (Gold and currency reserves
18 |Number of training plan 41 |Parity of purchasing power
19 |Number of helicopte 42 Country area
20 |Number of strike helicopte 43 The length of the coastline
21 [The total number of naval forces 44 The length of the borders with other countries
22 |Number of aircraft carrie 45 Coverage by waterways
23 |Number of frigate

For each of the country's AF, a certairpower index.
score (coefficient) is assigned, and a rating table  The values of the indicators given in Table. 2
is created based on the analysis of the whole getcluding ratings), for 133 countries of the world
of points (coefficients). since 2011, are available at https://knoema.com/.

As a result of this comparison, the ArmedHowever, in different years, the list of countries
Forces of a certain country receive a power indeand the list of indicators for which there are
(Power index) that characterizes their militargorresponding numerical values are somewhat
power in comparison with the Armed Forces oflifferent.
other countries. This index is a decimal fraction In giving a general assessment of the
with four decimal places. It is believed that thenethodical apparatus for comparative evaluation of
ideal army has an index value of 0.0000. the military power of the Armed Forces of different

The rank of the Armed Forces in terms otountries of the world, it should be noted that, in
combat power is determined by the results of tHact, only the results of the comparative analysis
ordering of countries with the growth of theare available to the scientific community. The
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methodologies (methodical approaches) used &amd should not contradict existing views on the use
calculations are not provided in the formalizedf armed forces.

form, which prevents the evaluation of the The apparatus of factor analysis is
peculiarities of the comparison conducted ansufficiently detailed in the special literature,r fo
assesses its authenticity. example, [5, 6]. Additionally, according to [7],eh

However, to provide an indirectresults of the factor analysis are considered
characteristic of this methodical apparatus can laeceptable if the selected factors allow explaining
by analysis of the results obtained by him, whicht least 75% of the variability of the variableslan
will be the basis for determining the ways of it€onsideration. In this case, the factor is assediat
further development. with the variable if the factor load on it exce€ds

The purpose of the article is to highlightand the factor load, which is less than 0.43, aan b
the features of the existing methodical apparatesnsidered non-essential.
for comparative assessment of the combat power  The analysis of the results of using modern
of the armed forces of different countries, reviewnethodical apparatus for comparative estimation of
the results and identify directions for itscombat power of the Armed Forces of different
improvement. countries of the world will be made on two

Presenting main material The basis of examples.
the analysis of the results obtained using the  As the initial data for the first example, we
modern methodical apparatus for comparativese the data given in the Table. 1, which will
estimation of the military power of the Armedprovide the basis for assessing the methodological
Forces of different countries of the world, we willapproaches used in the Business Insider magazine.
use the factor analysis method, which allows Factor loads of the returned matrix of factors
revealing latent relations between the values obtained for the data given in Table. 1, are shown
the considered indicators. in Table. 3. In this case, the share of the explhin

In doing so, we will proceed from thevariance of the variables for the two selected
hypothesis that, regardless of the methodologictlctors is 0.7988, that is, it is sufficient for
approach used, the results obtained by theaibtaining substantiated conclusions.
should have a visual meaningful interpretation,

Table 3
Factor loads of the returned matrix of factors obtaned for the data of Example 1

_ DakTOpHI HABAHTAKEHHA Bifl
Indicator
factor 1 factor 2
Rating -0,36 0,50
The number of armed forces 0,00 -0,80
Number of tanks -0.92
0,00
Number of planes 0,91 0,00
Number of nuclear warheads 0,63 -0,54
Number of aircraft carriers 0,96 0,00
Number of submarines 0,00 -0,84
Total military budget 0,94 0,00

Analysis of the data given in Table. 3weak, because its value 0.36 is less than the
indicates that the first factor is related to thenaximum recommended for inclusion.
weapons samples, the acquisition and The second factor provides the greatest load
maintenance of which requires the largesin the number of tanks, submarines and the number
expenditures from the general military budgedf Armed Forces, that is, it may be associated with
and largely determines its size (the number dafther indicators. At the same time, the load from
aircraft and aircraft carriers). In fact, the firsthe second factor to the level of combat power is
factor can be associated with the air componeastfficient for the need for its inclusion, but its
of the Armed Forces. At the same time, the levehagnitude indicates the weak influence of these
of combat power, which is determined by theomponents of the Armed Forces on the
ranking of the army of a certain country in theassessment of their level of combat power.
priority series, with this factor is practically rye The connection of the number of nuclear
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warheads to each of the factors is total. insignificant, factor loadings from all factors,dan
The analysis showed that the assessmenttbe consequence of their cumulative effect would
combat power by the approach used in [3] is nte the corresponding values of the power index.
very dependent on the aviation component of thdowever, calculations showed quite different
Armed Forces, although it is common knowledgeesults.
that, in most cases, in the absence of aviation (or Thus, an analysis of the methodical
in the case of its insufficient number), the armedpparatus for comparative assessment of the
forces are unable to accomplish their tasks. Imilitary power of the Armed Forces of the world
addition, a weak link was found betweershows that it has a number of disadvantages.
assessing combat power and other indicators. 1. In order to compare the combat power of
The analysis shows that the approach usé¢lde Armed Forces of different countries,
in [3] for comparative estimation of combatresearchers use  different  methodological
power of the Armed Forces of different countriesapproaches and a different set of indicators that
does not allow to provide a clear explanation atharacterize combat power, which results in
the results of the ranking shown in Table. 1. incommensurability of the received levels of
The starting point for the second exampleilitary power and the fact that the armed forcks o
is the significance of the indicators forone country in different ratings of combat power
determining the power index of the Armedoccupy different places.
Forces of different countries in 2015 according to 2. Formalized description of the
Global Firepower (available at corresponding methodical apparatus is practically
https://knoema.comj). This will provide a basis absent. We only know that the comparison was
for evaluating the methodology used by Globatarried out with the help of experts, who, on the
Firepower. basis of analysis of the set of indicators under
The choice of data for 2015 is due to theonsideration, preferred the Armed Forces of a
fact that for him the values of all the indicatorgarticular country. This prevents a meaningful
shown in the table are available. 2 for 9@nalysis of the results.
countries, that is, a sufficient amount of statsiti 3. Comparison of combat power of the
material is provided for the formation of reliableArmed Forces of different countries is carried out
conclusions based on the results of the analysisregardless of their tasks. The armed forces of all
The factor loads of the returned matrix of countries are considered within the same group,
factors for these data are shown in Table 4 (factaithough it is clear that in order to obtain useful
loads larger than 0.95 rounded up to 1). In this information on possible directions and ways of
case, the share of the explained variance of the development of the Armed Forces of Ukraine it is
variables for the six selected factors is 0.87&t th expedient to divide the armies of the countries of
is, it is sufficient to obtain substantiated the world into homogeneous groups (clusters) on
conclusions. certain grounds, within which, and to compare their
Analysis of the data given in Table 4military power taking into account the factors by
indicates that the first factor can be associatedhich they have an advantage over the Armed
with the aviation component of the ArmedForces of Ukraine.
Forces, the second with the human resources 4. The effect on the military power of the
necessary for the acquisition of the army, th&rmed Forces of the weapons samples that they are
third with the defense of the territory, the fourtrequipped is carried out only in quantitative terms
with the protection of the coast, the fifth witheth without taking into account their real combat
results of rating the armies for combat power inapabilities.
the presence of weak ties, with the equipment of 5. During comparison, land-based air
the seaside by ports and terminals, the sixth wittefense assets are not included.
oil reserves. 6. It is quite difficult to explain the link
The principal result of the factor analysidbetween the indicators, which estimates the lefrel o
for Example 2 is that the ratings of armies itombat power of the Armed Forces, with the
terms of combat power differ in a separate factomdicators that were used as input data. In both
which in fact is not related to other indicatorsonsidered variants of the rating system of the
used for calculations. Armed Forces by power, the rating is actually
There is a paradoxical situation where thdetermined by a limited group of factors, which are
results of the assessment of combat power are moinsidered to be decisive in terms of combat
actually related to any of the indicators used gmower, is rather difficult. In the first case, tiésthe
input data. Logically, it would be expected thabhumber of personnel, tanks and submarines, and in
the power index would have some, albeithe other equipment seafront ports and terminals.
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Table 4
Factor loads of the returned matrix of factors obtaned for the data of Example 2
Number of Factor loads
indicator
from Tab. 2| factor 1 factor 2 factor 3 factor 4 factor 5 factor 6
1 0.00 0.00 0.00 0.00 -0.81 0.00
2 0.00 0.00 0.00 0.00 -0.80 0.00
3 0.00 0.94 0.00 0.00 0.00 0.00
4 0.00 1 0.00 0.00 0.00 0.00
5 0.00 1 0.00 0.00 0.00 0.00
6 0.00 0.92 0.00 0.00 0.00 0.00
7 0.00 0.72 0.00 0.00 0.00 0.00
8 0.00 0.00 0.43 -0.60 0.00 0.00
9 0.00 0.00 0.75 0.00 0.00 0.00
10 -0.76 0.00 0.53 0.00 0.00 0.00
11 0.00 0.00 0.89 0.00 0.00 0.00
12 0.00 0.58 0.47 -0.51 0.00 0.00
13 0.00 0.00 0.79 -0.45 0.00 0.00
14 -1 0.00 0.00 0.00 0.00 0.00
15 -0.83 0.00 0.00 0.00 0.00 0.00
16 -0.80 0.00 0.00 0.00 0.00 0.00
17 -1 0.00 0.00 0.00 0.00 0.00
18 -1 0.00 0.00 0.00 0.00 0.00
19 -1 0.00 0.00 0.00 0.00 0.00
20 -0.89 0.00 0.00 0.00 0.00 0.00
21 0.00 0.00 0.00 -0.66 0.00 0.00
22 -1 0.00 0.00 0.00 0.00 0.00
23 0.00 0.67 0.00 0.00 0.53 0.00
24 -0.81 0.00 0.00 0.00 0.00 0.00
25 0.00 0.00 0.86 0.00 0.00 0.00
26 -0.55 0.00 0.50 0.00 0.00 0.00
27 0.00 0.00 0.00 -0.84 0.00 0.00
28 0.00 0.00 0.61 0.00 0.52 0.00
29 -0.45 0.00 0.44 0.00 0.00 0.66
30 -0.86 0.00 0.00 0.00 0.00 0.00
31 0.00 0.00 0.00 0.00 0.00 0.87
32 0.00 1 0.00 0.00 0.00 0.00
33 0.00 0.48 0.00 0.00 0.46 0.00
34 -0.54 0.00 0.00 0.00 0.61 0.00
35 -0.80 0.54 0.00 0.00 0.00 0.00
36 -0.86 0.00 0.00 0.00 0.00 0.00
37 -0.93 0.00 0.00 0.00 0.00 0.00
38 -1 0.00 0.00 0.00 0.00 0.00
39 -0.86 0.00 0.00 0.00 0.00 0.00
40 0.00 0.78 0.00 0.00 0.00 0.00
41 -0.69 0.66 0.00 0.00 0.00 0.00
42 0.00 0.00 0.60 0.00 0.00 0.47
43 0.00 0.00 0.00 0.00 0.00 0.53
44 0.00 0.54 0.49 0.00 0.00 0.00
45 0.00 0.58 0.65 0.00 0.00 0.00
From the deficiencies identified, the Conclusions and perspectives of further

directions of further development of theresearch Thus, in the article, using the apparatus

methodical apparatus for the comparativef factor analysis, an analysis of the existing

estimation of the combat power of the Armednethodical apparatus was carried out to compare

Forces of different countries of the worldthe military power of the Armed Forces of

logically follow: different countries of the world. Specific examples
definition of the list of indicators, with the show problems related to the meaningful

use of which it is expedient to assess the comhaterpretation of the results it receives.

power of different armies; Further development of the conducted
improvement of the method of comparativeesearch is seen in the practical implementation of

estimation of the military power of the armedhe directions of development of the methodical

forces of different countries in order to eliminat@apparatus for comparative assessment of the

the identified shortcomings; military power of the Armed Forces of different
the use of clustering methods for thecountries of the world.

distribution of the armed forces of the world to

homogeneous groups (on some grounds), within REFERENCES

which it is advisable to compare their military; gooummit SHIEKTONEHIecKH# crosaps [Texcr]. -

power.
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Xomuak P. b.
MinictepcTBo 0o6opoHH YKpainu, Kuis
AHaNi3 MeTOAUYHOr0 anapary /i MOPiBHSUIBHOIO OWIHIOBAaHHA 00ii0BOI

MOTYTHOCTI 30pOMHMX CHJI PI3HUX KPAiH CBITY Ta HANIPAMY HOT0 MOAAJIBIIOT0 PO3BUTKY
Pe3tome. Y cTaTTi poBeEHO aHali3 Cy4acHOTO METOJUYHOTO arapary Jyisi TOPiBHJIBLHOTO OI[IHIOBAHHS
001OBOi MOTYTHOCTI 30pOMHHMX CHJI PI3HHX KpaiH CBITY 3 BHKOPHCTAHHAM (PAKTOPHOTO aHAII3y Ta BHU3HAYEHO
HAIpPSIMU HOTO MOAAJBLIOTO PO3BUTKY.
KirouoBi cioBa: TOpIBHAJBHE OIHIOBaHHS, (aKTOPHWUH aHami3, peHTHHT 30poWHHMX cwi, OoloBa
MOTYXHOCTI 30pOHHUX CHIL.

Xomuak P. b.

MunucrepcTBo 060poHs! YKpanHsl, Kues

AHaJIM3 METOAMYECKOr0 amnmapara sl CPABHUTEJbHOH OIEHKHM 00eBOM MOIIM
BOOPY KEHHBIX CHJI PA3HBIX CTPAH MHPa U HANIPABJICHUH €ro AajJbHelero pasBuTus

Pe3rome. B craThe npoBe/icH aHANIN3 COBPEMEHHOTO METOIMYECKOTO ammapara sl CPaBHUTEIBHOMN OICHKU
00CcBOW MOIIM BOOPYKCHHBIX CHII Pa3HBIX CTPAH MHpPA C UCIIOJB30BAaHHUEM (PAKTOPHOTO aHAIHM3a M OMPEICIICHBI
HaTpaBJICHUS €T0 JAHHEUIIETO Pa3BUTH.

KioueBble cJIOBa. CpaBHUTENbHASI OICHKA, (PAKTOPHBIM aHaNW3, PEHTHHT BOOPYKEHHBIX CHII, OoeBas
MOIIb BOOPY>KEHHBIX CHII.
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An experience of construction of ISTAR in ATO, peclarities of its
implementation and impediments on the way to incresing the
combat efficiency of forces

Resume.The article gives an example of the constructiod amegration of the ISTAR system in the
network centric model of forces command and coritraghe modern military conflict. The achieved rkslue to
the implementation of the system ISTAR shows thssiiaility of improving the efficiency of military nits by
means of applying of standard procedures develapdte armies of the leading countries of the wofltis
example is urgent in the context of the inevitat@nges in the approach to the command and ccanticblthe
necessity of increasing the comiefficiency of Ukrainian units in the current military aggriess

Keywords: intelligence cycle, decision making cycle, sensomstwork, shared information, situational
awareness, information requirements, commandeesiinSelf-Synchronization.

Problem statement.The transition from the network-centric (neutralized) which involved
outdated concepts of the troops control inetworking all the participants of the battlefield:
Ukraine to more modern and effective isources of information, command and control
happening in the time of withstanding thesections and combat units.
neighboring country military aggression and In the first years of independence the
therefore, on the one hand, the task of speedikltrainian  military sector overlooked the
up such a transition is available at the highesbmmunication revolution that had happened in the
state level, and on the other hand is vital focheaworld but now the country has all the means to
soldier in the antiterrorist operation (ATO) at théncrease combat effectiveness through the

tactical level. achievement of the info communicational
The management of processes should be advantage. Using the latest developed
up to date in the military sector of Ukraine as in  telecommunication and instrumental

the economy. At the same time, the transitioaquipment, UAVsS, new concepts of intelligence
from the planned (centralized) model of theollection, analysis and distribution, thousands of
economy to the market (free) economy occurrectical units on the FEBA (forward edge of the
throughout the progressive world due to theattle area) have being gaining the experience in
proven efficiency of the latter. In the plannedhe 4th generation warfare during more than 1000
economy the management of all processes wdays of the antiterterrorist operation.
carried out solely from a single center which led  With support of the leading countries of the
to the significant congestions in each link of thevorld Ukraine has the opportunity to implement up
management and eventually to the loss of the date concepts and develop modern doctrines in
ability to respond timely to internal failures andhe military sector taking into account both the
the impact of external factors and as axperience of its own units gained during the ATO
consequence to the inadequacy of the systemaénd the doctrines of the armies of NATO countries.
the reality. On the contrary, the market economy Analysis of the recent research and
exists on the principles of the interaction of eacpublications. One of the concepts of the network
market participant when the adjustment of theentric operations (NCO) is ISTAR (Intelligence,
processes in the system takes place on the basiswifveillance, target acquisition, and
self-regulation which allows to keep the systemeconnaissance) wich the House of Commons
adequate to the situation in any part of the systelefence Committeef the UK called “the heart of
without losing control. Each market participant iglexibility and effectiveness in operations,
a sensor whose status is taken into account in thexximizing efforts and concentrating the impact of
stock markets and regulates the system in tl¢her existing capabilities” in its Report in 2010.
network which A. Smith called the "invisible And in the same publicaticr“ISTAR will remain
hand of the market". a vital capability. It will be central to dominagin

In the 90s of the XX century the leadingthe battlespace for the foreseeable future” [1, 2.
countries of the world launched the transition Two years prior to the beginning of the
from the centralized command of the troops to Russian military aggression in Ukraine the ISTAR
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had bead described in a series of the publicatiohwlustrial Age warfare with its emphasis on mass
of the Ukrainian authors [3-5] where it wago Information Age warfare, which highlights the
emphasized on the critical need for itpower of networked distributed forces and shared
implementation in the command and control ofituational awareness... Within this wider context
the Ukrainian Army Forces [6, 7]. of military transformation, network-centric warfare
The network-centric concept and its(NCW) is one of the key concepts for thinking
components are constantly updated, their analysibout how we will operate in the future” [14].
are published in the Joint Publications and Fiel@onnecting all the units in a single network the
Manuals of NATO [8-14] as well as in theNCW concept focuses on increasing the
publications of the countries which had becomeffectiveness of the forces in the battlefield by
members of NATO lately [15-20]. achieving the information advantage and
The aim of the article is to show the concentration of the required amount of forces in
examples of the increasing combat efficiency dahe needed place at a specified time.
forces due to the systems that shorten the length The NCW concept is implemented in the
of links "battle space — commander" andSTAR system which is an intelligence facility that
"commander — battle space", to emphasize thetegrates intelligence, surveillance, target
necessity of generalizing the positive combacquisition, and reconnaissance for improving
experience of networking gained by the forces inommander's situational awareness and his ability
the combat operations at the tactical anth correctly and timely understand the meaning
operational levels, and the need of unificatioand conditions of any change in the battle space to
procedures and updating approaches to tmeake adequate decisions. The ISTAR includes
command and control of the troops. networked organizational and technical systems
Presentation of the main material. and is a well-organized, well-coordinated,
Development of telecommunication facilities atombined application of forces and intelligence in
the end of the XX century resulted in the onset @fccordance with established protocols and
the information era in the warfare. “Throughouprocedures. [7]. The structure of ISTAR combines
history, warfare has assumed the characteristifur primary modules: intelligence, surveillance,
of its age and the technology of its age. Today warget acquisition and reconnaissance (Fig. 1.)
see this trend continuing as we move from the

«ISTAR»

Intelligence

Surveillance Target Reconnaissance
acquisition
Fig. 1. The structure of ISTAR

Such structure of intelligence facilitiesconsidering METT-TC (Mission, Enemy, Terrain,
contributes to the continuous functioning of th&roops, Time, Civil Considerations) [10].
intelligence cycle: «Direction» — “Collection» — In ISTAR the modules “surveillance”,
«Processing” — «Analysis» — “Dissemination™target acquisition” and “reconnaissance” (STAR)
[11], and allows to produce situational awarenessrry out the processes “Collection” and
from the data collected from battle space artProcessing” of the intelligence cycle and the
available information by means of processingnodule Intelligence — “Analysis”, “Dissemination”
analysis and dissemination. Relationship of datand “Direction”.
information and situational awareness is shown The ISTAR steps are fully in line with the
on the figure 2. Situational awareness reflects dassical intelligence cycle but in addition they
progressive refinement of data and informatioinclude continuous interconnection of the system
and allows to understand and anticipate futumaodules by circulating information horizontally at
situations and it is exactly what is needed for theach step (Fig. 3).

MDMP  (military decision-making process)

97



Research papers ctilamf the Center of military and strategic stisdag the

3(61), 2017

National Defence University of Ukraine named aftem Chernyahovsky

Situational

awareness

Operatonal Data information

Environment

e E—

Collection Processing

Fig. 2. Relationship of data, information and
situational awareness

Analysis

Collection

1. Having no relevant data

2. Having data required Processing and disseminating

3, Having information Analysis and disseminating

4, Having situational awareness Disseminating

Fig. 3. The ISTAR steps

The ISTAR system as a whole is integrate
cycle "Observe"

"Orient" - "Decide" - "Act" (OODA) (Fig. 4) and
carries out the processes "Observe" and "Orien

into the decision-making

Cognitive
domain

Orient

Information
domain

Observe

Physical
domain

Fig. 4. The decision-making cycle

Like any management system command
and control of Army forces operates in thredvolved
domains: physical, information and cognitive.

t

The physical domain is the traditional
domain of warfare where a force is moved through
time and space. It spans environments where
military forces execute the range of military
operations and where the physical platforms and
communications networks that connect them
reside. Comparatively,the elements of this domain
are the easiest to measure and, consequently,
combat power has traditionally been measured in
the physical domain.

The information domain is the domain
where information is created, manipulated, and
shared. It is the domain that facilitates the
communication of information among warfighters.
This is the domain of sensors and the processes for
sharing and accessing sensor products as well as
“finished” intelligence. It is where command and
control of military forces is communicated and the
commander’s intent is conveyed.

The cognitive domain is the place where
perceptions, awareness, understanding, beliefs, and
values reside and where, as a result of
sensemaking, decisions are made. This is the
domain where many battles and wars are actually
won and lost. This is the domain where an
understanding of commander’'s intent, doctrine,
tactics, techniques, and procedures reside [14].

An experience of construction of ISTAR
in ATO. In 2017 under the massive use of the
enemy artillery systems in one of the area of
operation in ATO there have been decided to take
a counter-artillery measures. With equal initial
8pportunities in aspects of fortification, qualiby
arms and technical equipment, from the experience

‘of other wars, the outcomes have consistently been

decisive in favor of forces that are robustly
networked. When both sides have similar
networking capabilities, competition shifts to athe
attributes [14]. That's why the construction of the
counter-artillery measures were decided to set up
in accordance with the principles of ISTAR (Fig.
5):

1. “Collection” — was the task for three
modules of STAR in physical domain.

The module ‘'Surveillance" linked all
available sensors in a single information network
24/7: observation posts (OP), assets of electro-
optical measurement and signature intelligence
(EO MASINT), communications intelligence
(COMINT), electronic intelligence (ELINT).
“ISTAR is everyone’'s business — a pair of eyes is
an ISTAR asset” [21].

The module “Target acquisition”
facilities of radar MASINT,
intelligence(ACOUSTINT), radio
pulse intelligence

acoustical
frequency/electromagnetic
(RF/EMPINT).
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Fig. 5. Implementation of ISTAR into the command anctontrol model

The module “Reconnaissance” engagedpportunity to discuss it or use it together in
teams of fire support specialists (FSS) andollaboration, the information may be both shared
sections of unmanned aerial vehicle (UAV). and enriched. This enrichment occurs when they

The development of communicationsprocess the information in the context of other
allowed to equip each post and each team witklevant information from different sensors or
means of communication which made it possiblprior knowledge. The value of collaboration lies in
to transfer real-time data from the physical to ththis capacity to create higher knowledge and
information domain from each of the numerousinderstanding in order to organize more effective
posts in the area of operation. and efficient activities [22].

2.ISTAR is a system of systems. It There are five crucial dimensions for
consists of separate systems, units, headquartersasuring the quality of information available
and formations that become more effective angdithin  a command center: Completeness,
efficient by means of interfaces and centraCorrectness, Currency, Accuracy and Consistency.
coordination of their information and activities,These five attributes are independent. Information
without adversely affecting the responsibility oican be complete but incorrect, current but
the various levels. [18]. During "Processing" Sinconsistent, inaccurate but complete, and so forth
TA-R modules were strengthened with thg22, 23]. Insignificant data becomes important in
headquarters which converted collected data intmnjunction with concurrent data from other
the information and disseminated it in order tsensors; other data turns out to be false and
compare with data obtained by other modules inconfirmed by related sources. The interaction of
the physical domain. Key feature of theéSTAR modules in the physical and information
functioning of ISTAR is circulation of domains through the circulation of information (*
information between the system modules. Then Fig. 5) ensures the separation of adequate data
same events and facts are simultaneously fixed ipm non-compliant data, enables the real-time
several participants of the system by variouadjustment of the data collection, processing and
sensors. When, as on figure 6, the participants mdisseminating qualitatively enriched information
only fix the same event but also have afor analysis on next module I.
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Fig. 6. Fusion of the relevant data from differentmodules of STAR

3. The next step ISTAR — "Analysis" ofthese attributes describe a system that users can
qualitatively enriched information was carriedrust [22]. Situational awareness that meets &l th
out in the Fire direct center (FDC) [11]. In thenformation requirements is the end product of
networked information environment the newSTAR and is designed to facilitate and speed up
technologies of visualization of the battlespaceommand decision-making.
were applied foepy analysis of the information, The input data from the command level
which helped to obtain the fusion of availablavere Command Critical Information Requirements
data and information for the development ofCCIR) and Priority Intelligence Requirement
situational awareness [8], understanding an@IR) [20] . The data collection directing
prediction [26]. Studying the patterns of enemwdjustment was constantly carried out on the basis
behavior and direct link with the sensors in thef widespread information on the lower links of the
physical domain gave the opportunity to receivateraction of all module elements.
information about the enemy's activity almost The implementation of the above principles
simultaneously with its beginning and often evenf engagagement all the available sensors, sharing
anticipatorily based on the prediction of patternedf information and the enrichment of its quality,
actions. dissemination of situational awareness to all

4. The "Dissemination" of situational authorized members of the single network
awareness (** on Fig. 5) occurred horizontally ireventually resulted into conquaring information
the united network to increase the response speagperiority over the enemy. The commander
and the possibility of adjusting the control of theeceived on-line data about the preparation ot star
sensor in the phisycal domain as well asf the activity of a specific enemy artillery syste
vertically to the cognitive domain for theits location and even an image from UAVs or EO
command decision-making. Of course, wheMASINT which facilitated and speeded up making
disseminating the situational awareness theommander’s decisions.
requirements for the information assurance were  Peculiarities of implementation of ISTAR
respected: privacy, availability, integrity,in ATO. However, converting of the information
authenticity, and nonrepudiation. Taken togetheadvantage into combat efficiency turned out to be
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impossible without the implementation of the NCWheir actions to the changes in current operational
principles to the entire command and controénvironment, the commander had all the assets to
system. A weakness in one of these links of thguickly make an appropriate decision and disseminat
system weakens the chain as a whole. [2]. Despite— all this allowed to restore lost combat power

the qualitative product of the ISTAR the As it is shown in the fugure 5:

information in command and control system - observation posts reported about the
continued to flow in the vertical hierarchy: blackpreparation or the beginning of the enemy artillery
arrows in the figure 5 show the flow of informationsystems activity;

in the cycle of decision-making under the - reconnaissance teams and UAV sections
centralized command of the troops. The timéegan to spot the narrow location of battlefieldlgvh
passage of data from the physical domain throughe counter-artillery units were led to battle with
information and cognitive and again to the physicalnderstanding and situational awareness.
turned out to be too long. This and not networkinimultaneously the commander had to make a
the combat unit into the single network caused bottecision;

delayed start of actions and ineffectiveness of -the data from surveillance module were
actions due to the impossibility of respondingtte t verified and proved by the sensors of target
current changes in the battlespace. Long number aéquisition or reconnaissance modules;

control links caused jamming of control. - during seconds the situational awareness

In order to increase the combat effectivenessere disseminated in the net in form of coordinates
of the fire support units they were connected o th(X, Y) and image;

ISTAR network. With the access to shared - by the time the commander decision were
situational awareness (** on Fig. 5) and real-timenade and distributed to the physical domain all the
data from the physical domain (*** on Fig. 5) theunits of the physical domain already had had
fire units received the ability of self- situational awareness, were ready to execute the
synchronization in the battlespace. The basic ideaission and respond to changes in the battle space
of self-synchronization is to push decision-makingvithin the commander's intent. The speed of
authority down to the lowest level within thecommand was achieved through shortening links of
organization by relaxing the traditional hierarehic command and eliminating impediments to the
approach to command and control [24]. Sharingpformation flow;
situational awareness on-line to the subordinate -groups and posts of STAR modules
units allowed faster and more effective executibn @wonfirmed mission accomplishments or launched new
the combat task due to the shortening decisiorteration of intelligence and decision-making cgecle
making cycles OODA [25] and the ability to adjust - after mission achievement the photo-video
the task execution in responce to internal chaimgesdata and the sensor data (Fig. 6) were accumulated
the system and external factors of the battlespadhe module |, analyzed and disseminated for making
(Fig. 7.) corrections based on mandatory after action review.
Thus, the implementation of the counter-
With empowered self-synchronization artillery system built on the principles of ISTAR
during three months (Fig. 8) resulted in an inceeals
the losses of enemy's active artillery systems 10
times: from X items per month to 10X (Fig. 9).
What's significant is that the increase in the camb
efficiency of the fire support units occurred oalger
implementation of the principles of NCW by all the
units of the battlespace. (Fig. 10).

After suffering significant losses the enemy
lost its initiative and significantly reduced thseuof
artillery systems. The role of self-synchronization
improving the wunits’ combat efficiency was
acknowledged, however, it was mistakenly attributed
to the mere initiative in a lower level. The counte
artillery system was removed. Only sensors and
combat units in the physical domain with direcklin

Execution

With planned synchronization

Lost combat power

Time between them remained. Disappearance of the system
Fig. 7. Lost combat power under the centralized of systems caused another impediment to maintaining
command and control combat efficiency at the proper level: gigabytes of

data from the physical level slowed down the speed

Due to networking all the units into theof command, there was no enrichment in the quality
ISTAR, the situational awareness were shared, tl¢ information through its horizontal interchange (

sensors and fire support units were able to ajusn Fig. 5), the grounds for understanding and
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prediction were lost. Having no direct access # ttcombat efficiency decreased again to the previous
on-line situational awareness sensors and combatlicators (Fig. 9). The weakness of one link
units lost the ability to self-synchronization atheé weakened the chain as a whole.
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Fig. 8. The implementation of the counter-artillerysystem built on the principles of ISTAR
1%

—u—l- —l-———l.

10 %
Ot
Bx
i
G
X
4%
1K

ax

e l--------,----

o
month month month month month month month month month month month  month month month
Hu MeZ el Ned  HNeS  MgB  MNe?  NeB. Med MelD  Mell  Mel?  Meld  Mold

Fig. 9. Losses of enemy's active artillery systems
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Correlation between the implementation oimportant for unifying the procedures of intelligen
ISTAR in the counter-artillery system with theinto a single standard. The implementation of new
principles of NCW and the increase in the comb&approaches to the command and control of Ukrainian
efficiency of artillery units (Fig. 11) clearly troops is an urgent need on the way to increasiag t
demonstrates the need and the possibility combat efficiency during fighting against the enemy
transition to the modern concepts of the commarwich prevail in the accumulated power.
and controll of_the troops. LIST OF LITERATURE
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Mpo3zamac I. M.
B/4 3057 ,Mapiynoins
Hocein nmodynou cucremu ISTAR B ATO, 0co0MBOCTI BIPOBaKEHHsI TAa NEPENOHH Ha

HUISAXY 10 MiABHINEeHHsI 00ii0B0i e)eKTUBHOCTI BOrHeBHX MiAPO3aiTiB
Pe3tome. Y crarti HaBemeHo mnpukiax moOynoBu it inTerpauii cucremu ISTAR y MepexoleHTpUYHY MOJIelb
yIpaBIiHHS MiAPO3AiTaMH B CydacHOMY BilicbkoBoMy KoHGuikTi. Lleii m0oCBix € akTyalnbHHM y KOHTEKCTI HEBiZBOPOTHOCTI
3MiHM MHiIXOXIB 10 yMpaBiiHHS BificbkaMd 1 HEOOXigHOCTI MigBHILNEHHS 00#OBOI e(eKTHBHOCTI MiApPO3ZiIiB YKpaiHu B
MIPOTUCTOSTHHI BIHCBHKOBIH arpecii.
KonrodoBi cioBa: nuki po3BigKy, LUK NPHUHAHATTS PIMICHHS, CEHCOPH, Mepexa, MOIIMpeHa iHopMaris, cuTyamniiiHa
o06i3HaHiCTh, BUMOTH /10 iH(opMarii, Hamip KOMaHIUPa, CAMOCHHXPOHI3awisl.

po3anac U. H.
B/4 3057 ,Mapuy1oJb
OnpIT moctpoennst cucreMbl ISTAR B ATO, 0c00eHHOCTH BHepeHHs] M NPENATCTBHSA HA

NyTH NOBbIIIeHUsI 00eBOii 3()(PeKTHBHOCTH OTHeBBIX NMOAPa3IeJeHH I

Pe3tome. B crathe mpuBeneH HpUMEp MOCTPOCHUsI W HMHTerpaiuu cucreMbl ISTAR B ceTelEHTPUYECKYIO MOJIEIb
yIpaBJICHUs TOJPA3JCICHUIMH B COBPEMEHHOM BOGHHOM KOH(JIMKTE. DTOT ONIBIT SBIACTCS aKTyalbHbIM B KOHTEKCTE
HEM30©KHOrO HM3MEHEHMs IOJXO0Ja K YIPABJICHUIO BOWCKAMH M HEOOXOJMMOCTH MOBBILICHHs 0oeBoil 3ddexTrBHOCTH
nojpa3ieIeHu Y KpauHbl B IPOTUBOCTOSIHUM BOEHHOM arpeccuu.

KnroueBble c0Ba: IMKI pa3BeIKH, LMK HPHHSATHS PELICHHS, CEHCOPHI, CETh, PACIPOCTPAHEHHAs HH(OpMAIs,
CHUTYaIlOHHAs! OCBEIOMIIEHHOCTh, TpeOOBaHMUS K HH(POPMaLUK, HAMEPEHHE KOMaH [HPa, CAMOCHHXPOHHU3ALIVS.
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Classification and prospects of the development ed¢chnical means
of protection and protection of the border

Resume According to the results of the analysis, thera significant lack of technical means of border
protection that provide automatic detection of mgwvbbjects and guarantee the implementation gptimeiple of
continuity in time protection of the land bordeedrirements for monitoring of mobile objects oreexted
sections of the land border have been defined amirgrized.

Keywords: moving object, monitoring of the state bordendéborder, technical means of border guard,
technical means of border protection, radio moirigpcomplex.

Formulation of the problem. More than certain types within the current system of
two dozen names of the technical means afassification of technical surveillance means
protection (TMP) of the border were used in théTSM) of the border;
past in the border troops to identify offenders 3) reference of technical protection means
(OF). To date, such a list has decreasddPM) to the class of TSM of the border and the
somewhat, and mainly concerns thermal imagingeed for their allocation into a separate class of
and optoelectronic devices. Of course, a widechnical means;
range of means is not a criterion for ensuring an 4) the need for the uniqueness of designated
effective strengthening of border protection. names of certain types of technical means, their

Analysis of recent researches and standardization in various fields and ambiguity
publications. The publication [1] states that thewithin the conceptual apparatus on TSM of the
probability of unleashing large-scale wars is lovborder.
nowadays, at the same time the threat of initiating Concerning the first item the general
local wars and military conflicts with the use ofclassification model (structure of TSM of the
conventional means of armed struggle iborder) is not available nowadays. As such,
increasing. Under these circumstances, modeagcording to the guideline papers [2, 3] TSM of the
types of weapons and military equipmentborder are divided into radar and searchlight
including protection and surveillance means aheans, signalling, optical and optoelectronic ones.
the state border are of particular importance. Thwithin the above classes TSM are divided
fact has revealed the need for their classificatioaccording to the degree of their mobility, range of
defining and generalizing the requirements of th&urveillance, which is essentially only the topha#
equipment used along the lengthy sectors of thnéerarchy of the classification model of TSM
land border. variety.

The purpose of the article isto define and As for the second inconsistengcy for
summarize general requirements for thexample, there is no class of sub-surface location
monitoring means of moving objects along theneans of georadars type. However, such means are
lengthy sectors of the land border. successfully used in the SBGSU from 2014. 1t is

Presenting main material. Due to the obvious that, in case of the available adequate
comparison of the world market of technicatlassification of TSM, these means, which have
means that can be considered as potentlaen used for more than a decade in other spheres,
technical means for the state border protectiaould have been used much earlier in the SBGSU.
and surveillance (TMSBPS) with their adopted his would not allow evolving of such phenomena,
classifications in the State Border Guard Servide some cases, for example driving tunnels,
of Ukraine (SBGSU), thénconsistency between pipelines across the state border, into a relgtivel
the following aspects has been identified: new threat to national security, originated namely

1) the need for a logical and structuredn the border, but present in the military, sociald
presentation of the list of types of technicabconomic spheres. Similarly, it is logical to
means for surveillance and protection and inonsider the use of tactical unmanned aerial
actual fact unavailability of their generalvehicles (UAVS) in the border surveillance from
classification model; the point of view of TSM operation, but not as a

2) available types of technical means fokind of aviation vehicle. But they are distinguighe
surveillance and protection and unavailability ofolely by TSM carrier, and operation and its
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organization is in fact part of the engineering antéchnical means that strengthen the surveillance
technical support. This inconsistency maynd protection of the state border.
become more acute especially in case of UAVs Also the multi-purpose technical means for
use on call, according to the data of the initiadurveillance and protection of the border, which
detection of a law violator (LV) by the simultaneously provide both detection and
surveillance means. Therefore, small tacticaomplication of the movement of a LV are
UAVs can be considered as TSM class. allocated into a separate subclass.

Concerning thethird inconsistency for The experience of combat operations has
example, the previous use of IE-200, Gl-identified the need for the development of
electroshock means by the border guard troogsirveillance means which provide surveillance of
was implemented in a complex with TSM topositions, checkpoints. In fact, these are signalli
which they belong, however, the purpose of thsurveillance means of certain border sectors, but
electroshock means is the protection of ththe latter, due to the imperfection of their
border. Today, such means are rapidlglassification, and, accordingly, the lack of
developing, and they are mostly called as nomequirements for individual characteristics, do not
lethal instruments, and their class is expandingovide the necessary functions of these objects
more and more [4]. surveillance.

The reasons for the imperfection of Seismic and acoustic devices, georadars are
TMSBPS classification should be searched noelatively new technical observation means (TOM).
only in the rapid development of radio electronicdmong the abovementioned means, the seismic
within the security zone, but also in themeans are universal ones, because they provide
uncertainty of the conceptual structure ofletection and determination of the location of a
operational and economic activities of themoving object in the air, on the ground and
SBGSU regarding such functions as surveillanasnderground, making this class of TOM promising
and protection of the border. This uncertaintyo detect not only people and vehicles, but also to
aggravated with the launch of aggression in thdetermine the location of shooting weapons, to
southern and eastern parts of the country. determine the movement of objects in the soil, even

Let us note that surveillance is transformethough, only georadars are effectively used to
into protection when locally a LV begins to usaletect sub-surface communications nowadays.
force and weapons. One of the new dangers is UAV flyover, and

Regarding the technical aspect, in realitypbviously, a sensor for detecting such LV is
TSM detect a LV and TPM affect a LV advisably to be represented by radar and acoustic
physically, complicate the movement at the levefOM as part of signalling means for the
of engineering barriers. It was predicted thaturveillance of lengthy sectors of the border,
namely TPM of the border would take priority ofnamely, as part of multi-purpose signalling
their use in the future, without requiring to détecsystems.

a LV and his/her further detention, if the LV Such means as searchlights within the class
moves towards us and changes his/her intentioos lighting equipment will ultimately be displaced
due to the impact of border protection mean# the future due to the use of thermo vision digpl
That means that the process of bordeatevices.

surveillance  with mandatory  detection, Forward-looking approach for the protection
observation and detention of a LV can turn into af the border sectors is to use electric mines whic
process of the border protection with non-lethgdrovide non-lethal effect through step-up voltage.
effect and observation of the zone of influence. All of the above mentioned inconsistencies
At the same time, it is essential that there wéll brevealed the need to identify and summarize the
no expensive, complicated, highly sensitiveequirements for monitoring means of moving
technical means for the detection of a LV. objects (MOs) along the lengthy sectors of the land

Concerning thefourth inconsistengyfor border.
example, according to various state standards, the  General requirements for monitoring
signalling complexes belong to the means aheans of MOs along the land border of Ukraine.
perimeter surveillance, territorially distributed Intended purposeautomatic detection, range
radio engineering surveillance systems and TSketermination to a MO, direction of movement
of lengthy sectors of the border [5, 6]. Thereforgfrom us, to us), visual observation within thegan
it is logical to propose a designated name for thaf the main engineering structures, identificatién
entire spectrum of technical means that can laelLV.
used to strengthen the surveillance and protection  Equipment set radio electronic complex
of the border by TMSBPS [6], which include allwith linear and station parts. The linear part
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includes a sensor or sensors, night-vision video - false alarm-free running period - not less
cameras distributed along the border secttinan 1 hour; not responding to a MO signals
flanks, linked with a power feed and datanoving within a radius of 3-4 m.

transmission cable. The station part consists of  Operational requirementsupon automatic
operator's PC, input/output hardware and poweetection of a MO approaching the device, it
supply. In the future, the complex should includ@entifies a LV, and determines the sector of the
the means of non-lethal effect, engagement of &MO location. The device must not give away the
unmanned MO. observation position, should not react to the ngarb

Tactical characteristics and specifications:MO movement. The device is to be installed

- length of the border sector flank - not lesslirectly on the position, near the observer.
than 20 km; General requirements for MO monitoring

-number of flanks - 2; false alarm-freealong local land border sectors.
running period when servicing by one operator Intended purposeautomatic detection, range
and unavailability of video-thermal recognitiondetermination to MO, direction of movement (from
of a LV - not less than 720 hours; us, to us).

- false alarm-free running period when Equipment seta device with a linear part.
servicing by one operator and availability ofThe linear part includes a distributed sensitive
video-thermal recognition of a LV - not less tharelement (SE).

1 hour; Tactical characteristics and specifications:

- detected MOs - person, transport mean, - length of the protected sector - not less than
UAV, underground communications; 2 km;

- error of range determination - up to 10 m; - error of range determination - up to 10 m;

- height of the video camera installation - false alarm-free running period when
with constant video surveillance - 2-3 m; servicing by one operator and unavailability of

- range of UAV detection - up to 3 km; video-thermal recognition of a LV - not less than

- depth of underground communications20 hours;
detection - up to 10 m. - false alarm-free running period when

Operational requirementsthe linear part servicing by one operator and availability of video
is located along the left and right flanks of thehermal recognition of a LV - not less than 1 hour.
border sector on the fence, on the pillars or Operational requirementsSE of the linear
latently. The video cameras with a permanemart is located along the border sector eitherglon
observation area, with infrared illumination, arehe perimeter of the security installation or atog
installed on reinforced concrete pillars, at thé&ence. The range and direction of a MO s
height of 2-3 m. Border control unit equippeddetermined upon its automatic detection. The SE
with a station part is located in the centre of thehould be nearly invisible and ensure functioning
sector. The range and direction of a MO idoth on a closed and irregular terrain.
determined upon its automatic detection. Infrared General requirements for UAV monitoring
illumination is activated during hours of darknesalong the state border.
and the MO monitoring is carried out within the Intended purpose automatic detection,
line of engineering border structures. A LV iddentification, determination of range, altitude,
identified both on a closed and irregular terraircourse, flight speed.

Looking forward the above mentioned fact Equipment setlinear and station part. The
concerns both ground MOs, UAVs andinear part includes sensors (radar or other) linke
underground communications. A non-lethalith a power feed and data transmission cable. The
effect on people and the possible engagement sthtion part consists of operator's PC, input/autpu
UAVs is also carried out in case of appropriatbardware and power supply.

means availability. Tactical characteristics and specifications:
General requirements for MO monitoring - length of the border sector flank - not less
at the observation position. than 20 km;
Intended purpose automatic detection, - number of flanks - 2;
identification, determination of a MO location. - detected MOs - UAV with a wingspan of
Equipment setdevice (seismic or other). more than 2 m and ERS <0,1 m2;
Tactical characteristics and specifications: - altitude of target detection - up to 3 km;
- automatic detection of a MO at the range - error of target flight course determination -
of not less than 30 m; up to 15 deg.;
- identification of the sector of a MO - error of range determination - up to 30 m;

unambiguous location is not exceeding 45 deg.;
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HamionaneHa akanemis [epxaBHOT IPUKOPAOHHOT ciy0u Ykpainu iMmeHi bormana XMeapbHUAIBKOTO,
XMeIbHUIBKUH

Kaacudikaniss Ta nepcneKTHBH PO3BHUTKY TeXHIYHHX 3aC00iB OXOPOHM Ta 3aXHMCTY
KOPAOHY

Pe3rome: 3a pe3ynbTaTaMu aHalli3y BCTAaHOBIEHA CYTTE€BAa HEJOCTATHICTh TEXHIYHUX 3aC00IB OXOPOHH KOPIOHY,
sIK 320€31eYyI0Th aBTOMAaTHYHE BUSIBICHHS PYXOMHX 00’ €KTIB Ta rapaHTYIOTh peaji3allilo MPUHIMITY HENEPEPBHOCTI Y
4aci 0XOPOHU CYXOIIyTHOTO KOpIOHY. Bu3HaueHi Ta y3aranbHeHi BUMOIH 10 3aCO0IB MOHITOPUHIY PYXOMHX 00’ €KTiB Ha
HNPOTSDKHUX JITSHKAX CyXOMYTHOTO KOPJIOHY.

Knrodosi ciioBa: pyxoMuil 00’ €KT, MOHITOPUHT JEP>KaBHOI'O KOPAOHY, CYXOIyTHHH KOPJAOH, TEXHI4HI 3aco0u
OXOpOHH KOPJIOHY, TEXHIUHI 3aCO00U 3aXUCTY KOPJIOHY, PAJIOTEXHIYHUIT KOMIIEKC MOHITOPHUHTY.

Baowmii 10. A., k.T.H.;
Hommmyk B. B.

HaumonansHas akagemus ['ocynapcTBeHHON OrpaHMyHOI Ciry>k0bl Y KpauHsl uMeHu bornana
XMEIbHULKOr0, XMEJIbHUIKUH

Kaaccupukanuss M mnepcneKTHBBI Pa3BUTHS TEXHHYECKMX CPeICTB OXPaHbl H

3allIUThI rPAaHUIBI

Pesrome: [lo pesympraTaM aHamm3a yCTaHOBJICHA CYIIECTBEHHAs HEAOCTATOYHOCTh TEXHHMUYECKUX CPEICTB
OXpaHBl TPAaHUIB, KOTOpPHIE OOECHEYNBAIOT aBTOMATHYECKOE OOHApyKEHHE [BIKYIIUXCA OOBEKTOB W
TapaHTUPYIOT pealn3aIiio MPHUHINIIA HEMPEPHIBHOCTH BO BPEMEHH OXPAaHBI CyXOITyTHOH IpaHubl. OnpeeNieHb! 1
00001meHsl  TpeOOBaHUS K CPEACTBAM MOHUTOPHHTA TOJBIKHBIX OOBEKTOB Ha MPOTSHKEHHBIX ydacTKax
CYXOITyTHOM TpaHULIBI.

KiroueBble c10Ba: IBIDKYIIAICS 00BEKT, MOHUTOPHHT TOCYAapCTBEHHOW TPaHUIIBI, CyXOITyTHAs TPaHMIIA,
TEXHUYECKHE CPEICTBA OXPAaHbl TPAHUIIBI, TCXHUYECKHC CPEICTBA 3AIlUTHl TPAHUIBI, PATUOTCXHUYCCKUN
KOMILIEKC MOHUTOPHUHTA.
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The variant of ranking the military personnel on the basis of
taxonomic analysis

Resume Using the methods of taxonomic analysis, the g@dace for constructing the rating list of
candidates for appointment to a standard posi§gmésented.
Keywords: taxonomy, factor analysis, military officer rajirefficiency benchmark.

Formulation of the problem. The main Analysis of recent research and
requirements of the leadership of the state and fgblications. According to the Minister of Defense
Ministry of Defense of Ukraine for theof Ukraine, among the directions of reforming the
development of the modern Armed Forces &rmed Forces of Ukraine is the creation of a
Ukraine are the implementation of defensmodern system of personnel management: “We
reform. One of the priority directions of thehave already begun to do this, and there is alraady
reform is the creation of a modern personnetserve of contract officers who participated ia th
management system, namely, the establishm&®O zone, this reserve is two thousand people
of an effective military career managemenwhom we move to higher positions “[4]. In work
system, and a transparent and integrative systéfnDumenko [5] highlights the problems of
of selection, placement and appointment ataffing that faced human resources in 2014-2015
personnel [1]. during the transition to functioning in a special

Personnel decisions on the appointment p&riod. In the works of O. Banchuk-Petrosova [6],
servicemen to positions and relocation are ma@e Koval [7], and O. Ustimenko [8], questions of
on the basis of the Reserve for candidates fevaluation of efficiency and directions of
promotion. The reserve includes the servicemémprovement of the personnel management system
who, according to the results of the assessmeate also raised, one of which concerns the adoption
are recommended for promotion, as well as, of personnel decisions regarding appointment of
case of official necessity or absence dfervicemen to positions.
candidates, and servicemen who, according to the  The task of selecting the best candidate for a
results of the activity, are assessed with thmosition is a rather complicated process that shoul
overall assessment “good” [2]. Based on theke into account an effective method of selecting
recommendations of the attestation commissiorthg best soldier among many of the criteria that ar
the results of periodic evaluation and additionglut forward for candidates for a particular positio
factors, the rating of candidates for promotion is To solve this problem, methods of statistical
determined. Selection and rating of militaryrocessing, multidimensional comparative analysis
personnel is carried out with the purpose afnd others are used, among which methods of
qualitative staffing of positions of servicemen byluster and taxonomic analysis of estimation of
the most trained specialists capable of performimgdicators. The method of cluster analysis is
the tasks assigned to corresponding positions. [3japlemented in software (software) "Rating of the

In conditions of armed aggression on theandidate" [3]. The main objective solved by the
part of the Russian Federation, the creation of aluster analysis method is to partition a given
effective personnel reserve of the Armed Forcesmple of objects into groups called clusters [9].
of Ukraine is of particular importance.Each cluster has properties similar to the properti
Consequently, determining the ranking oinh the sample, but objects of different clusters ar
selected candidates is an urgent task of te@gnificantly different. In the classical sensee th
present. Since, while taking into account eluster analysis method does not provide an
considerable number of candidate characteristiistegral estimate for each research object, with
it is expedient to automate the specified processwhich it would be possible to rank these objects in

the list from the highest to the smallest. This

109



Research papers ctilamf the Center of military and strategic stisdag the 3(61), 2017
National Defence University of Ukraine named aftem Chernyahovsky
method allows you to select the highest, lowest or It is necessaryto form a rating list of
average values for the corresponding grougandidatesThe rating listis a list of all candidates
(clusters) [10]. with an indication of the rating point and rating
The application of taxonomic analysiplace of each.
enables to evaluate each object of research Using the taxonomic method involves
separately. Taxonomic analysis as well as clusietermining the taxonomic distance - the distance
has become widely used in many branches bétween the points of multidimensional space
science, it is used in archeology, anthropologyinvestigated objects - candidates for the posjtion
medicine, psychology, chemistry, biology, publid@he size of space is determined by the number of
administration, philology, marketing, sociologyfeatures (evaluation criteria). The calculated
and other disciplines [11]. The main advantage dfstances allow you to determine the position of
the method is the ability to eliminate subjectivityach object under study and make it possible to sor
in the evaluation of comparable objects. Usintpem by rating.
mathematical methods for ranking and weighing The solution of the tasks carried out by
signs, a taxonomic analysis provides asuccessive execution of certain operations.

opportunity with a high probability to determine Output data can be represented as a matrix of
the similarity and difference between objects afbservations:
comparison. . . . X X Xy Xy
The application of taxonomic analysis
methods for conducting research in the economic Xa Xppo e Xgj v KXo
sphere was reflected in the works of such P
scientists as V. Plyuta [10], O. Kozhushko [12], X = Xg  Xp e Xj e Xy | )
V. Vorobyov [13], Y. Yegupova [14], T. Nadtok
[15] and others. But the use of taxonomic analysis
methods in the analysis of personnel management Xig Xep oo Xy X,

processes in open source sources was not foun@vhere k-the number of servicemen of the n-
The purpose of the article Substantiation dimensional space, which is equal to the

of proposals for automation of the formation of number of matrix lines:

the ratings of military candidates for appointment n- number of evaluation criteria, which is

to a standard position, using taxonomic analy éﬁual to the number of columns of the matrix:

methods. ]
Presenting main material Principles of X; -the value of the evaluation criterion j,

taxonomy are used in many scientific fields dior the serviceman
knowledge, for the organization of objects of Signs in the matrix (1) describe the different
geography, geology, linguistics, ethnography armglalities of the evaluation criteria, have differen
the entire diversity of the organic world. assessment scales and can not be compared with

Certificate. Taxonomy (from other Greekeach other [16]. To standardize these indicators, i
ta&1g - order andopog - law) - the doctrine of the is necessary to bring matrix metrics to centered
principles of classification and systematization OchensmnIess vaIueZ
complex organizational entities that hierarchically

correlate with each other. X — X,
The task of forming a rating list of z; = : (2
candidates for appointment to a certain position g
can be submitted as follows: — 1 ) )
Output data where X, :Ez X; -the arithmetic mean value
- servicemen - candidates for a position can = —
be described by a plural of the sigry;

k

:(ml,m ,mg,...,mk), wherek - the number \/%Z(X -x ) - mean square deviation
of candidates for the post; i

- each candidate is assessed according to of the sign.
the methodological recommendations on the  As a result of the transformations, the matrix
procedure for determining the rating of the1) will look like:
servicemen of the Armed Forces of Ukraine [3]

according to the relevant criteria
W = (Wl,wz,w3,...,w ) wheren is the number

n

of criteria for assessments.
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Z, 2, ... Z, .. Z Then the sum of distances for each object is
' calculated, at which the value of each of the dbjec
Zn Ly e Ly e gy does not exceed the value of the critical
X =| oo 3) distancé), ={i,a| d,<é& i =:Lk}:
Zy Ly o Gy e Ty ©) i
a)l = Zdia (5)

Z, Z z z v

K Tk K kn Weights for servicemen are calculated

The next step in the analysis is to calculalgscording to the formulad = w /@, , where
the distance between each eleméft with the @, - the maximum value.

totality of all the characteristics of the matri) ( Criteria used as additional factors for ranking
that are being investigated. For this calculatiogbidiers may have a stimulating and disincentive
there are several methods: using the metric gffect. Criteria that have a stimulating effect,
Chebyshev, the Euclidean metric, or Humming'éharacterizing it at the best side form a plurality
distance method [17]. The article uses th?(

Euclidean distance, whereby the matrix (3) is s’
transformed into the form of a matr, whose get- K g
dimension:k x k

respectively, the destimulating effect of the

The next step is to calculate the distaksg
from each and every element of the matrix (3) to
dy 0 dy ... dy the point of the efficiency benchmdrk, taking
D=| = = oo | (4) into account weighting factor .

3 2
Co = Z(Z“ —zaj) (6)
d, d, d, .. O =
The efficiency benchmarlE, is determined

k
whered. = }/Z(Z -7 .)2 is the distance ©n the basis of stimulating and de-stimulating
“ negty o effects of each of the evaluation criteria [13]:

between thé and thea- row of the matrix (3). P, = (201, 20, v Zoj venLon) s
Npte_ that thea line for the ma_ltrix _(3) IS @ \where Z,. =maxZ,,, npusOK_;

set of indicators for another servicemanand )

thus, the matrix (4) shows how far the commonlyos = MiNZ, npusUK,.

standardized indicators among all the evaluation @ The taxonomic rating of each soldier

criteria are among each serviceman. That is, tfiategral score) is calculated as follows [10]:

distance from the serviceman in théne of the C

matrix (4) to each other serviceman will be in the R=1- %0 (@),

sense of tha column of the matrix, respectively, — ,

if i=a - the value of the indicator is zero. Where  C,=C,+20, is the taxonomy
Standardization of indicators is a necessappefficient;

taxonomic analysis procedure that has the same — k ) _

effect on all investigated objects. In the proaglss ~ Co = %Zcio - mathematical expectation of

standardization there is a leveling of dispersions, 1=1 .

and the mathematical expectation of all indicatofiStances to the efficiency benchmark;

is zero. Therefore, in order to get rid of the K —\2

leveling of data, it is necessary to set weight %o :\/%Z(Cio _CO) - mean square

coefficients of indicators. The procedure for = =

calculating weight coefficients begins with th&leviation.

rs?

definition ~of critical distances between The integral assessmerR synthetically

serviceman and the determination of theharacterizes the changes in the values of the
maxmin . military staff rating. This indicator can be

extremum: £ :i_Tdia the  maximum j erpreted as: the higher its value, the higher th

rating of theli military personnel. He also accepts:
- higher values with high rates of criteria-
stimulants and lower values of criteria-distimulant

among the minimum values of the distance,
thea column of the matrix (4).
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LleHTp BO€HHO-CTpaTEriyHMX IOoCHikeHb HamioHanesHOro yHiBepcuTeTy 00OpoHM YKpaiHu imeHi IBaHa
UepnsixoBebkoro, Kuis

Bapiant mo0yaoBH pedTHHrY BiliCbKOBOC/IY:KOOBIIB HA OCHOBI TaKCOHOMIYHOIO
aHaJdi3zy

Pe3tome. BukopucTOBYIOUM METOAM TAKCOHOMIYHOTO aHANi3y BHCBITJIICHO MOPSJIOK IOOYJI0BH

PEUTHHTOBOIO CIMCKY KaHAWAATIB [UIsl IPU3HAYCHHS Ha THIIOBY IOCAYy.
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Modeling the process of detecting invisible militay objects of the
terrain with the help of UAV

Resume:The article presents the results of visual modetihthe detection of invisible areas and military
objects from the point of observation of the seldahountainous terrain of the Republic of Azerbaijaing UAV
and Autodesk-3ds-max program.

Keywords: fighting, invisible area, program Autodesk-3ds-ma&iknulation, unmanned aerial vehicle
(UAV).

Formulation of the problem. For The use of UAVs, especially unmanned aerial
successful military operations one of the mostehicles, has been widely used in intelligence
important tasks is to detect invisible militaryobservations [6].
objects on the ground. To solve this problem, The purpose of the articleis to highlight
including the use of unmanned aerial vehiclethe results of visual modeling of the process of
(UAVsS). For high-quality intelligence tasks,detecting invisible areas and military objects from
rational intelligence routes must be identified téhe point of view of the selected mountainous area
prevent the destruction of an opponent's owof the Azerbaijan Republic using the UAV and the
UAV. Autodesk-3ds-max program.

Analysis of recent research and Presenting main material The purpose of
publications. Observation conditions are one oftudying the conditions of observation is to
the tactical outcomes that affect the organizatiatetermine the degree of visibility and invisibility
and conduct of combat operations, the use dfe area of hostilities from the selected obseovati
military equipment [1, 2]. These data argoint. Observation conditions facilitate or worsen
determined by the degree of visibility andntelligence, fire system organization and unit
distance of observation in the area, and alsnanagement. They are characterized by indicators
depends on the conditions of the relief. As af the distance of direct visibility from the chose
result of the correct organization of surveillanceheight in the corresponding area of the area, as
the information obtained enables us to fullyvell as the size and the limits of invisible areas.
evaluate the place of the operation and make the  Revealing of the invisible areas and targets
right decision. The more ground elevationgpn the terrain The goal of the investigation of
slopes, ravines, trees, shrubs and buildings, tbbservation condition in operation field is
worse the conditions of observation. Whemletermination the most advantageous observation
observing the mountains, it is necessary to choopeint on the terrain or invisibility level [5]. The
a place where you can see the passages, roaisservation condition helps reconnaissance,
valleys. Topographic maps are one of the sourcesganization of fire system and control of military
of information about topographical elements ofinits, or complicates theirs. It is characterizgd b
the terrain (their coordinates and their relativeptical visible distance from one of the heghts of
location, size, etc., quantitative and qualitativéargets sector (zone) and terrain, also by sizes of
characteristics). However, the maps do nanvisible areas and bondares.
display the elements of the combat order of the Visible and invisible areas are determined
enemy. The main source of information abouty creation of terrain heghts profile by next
unobserved objects on maps is aerial photos takerethod [6-8]. The observation point is shoosen on
during hostilities. These photographs cathe one of high place. From this point by along of
subsequently be used in high-precision weapoofservation direction in right and left sector
navigation systems, such as different types torders two straight lines are drafted. The sestor
correlation and navigation systems, to destragivided by straight lines in several direction and
invisible enemy targets [3]. Large obstaclesumber. It is more preferably to draft these lines
(forest, high hill, mountains, etc.) furtheralong on the tops of heghts or watershed lines.
complicate the problem and create the need f&eparate and enclosed profiles are drafted along of
using an unmanned aerial vehicle (UAV) [4,5]straight lines. In each prifle the determined
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invisibles area is shaded. The right and lefthown. HereA is a choosen observation point on
bondares of the shaded areas marked iterativahe mountain (or hill)B is an enemy target point.
on the profile line on the map. Considering terraiBetween A and B points along observation
relief, marked points are jointed by smooth linedirection straight line by use geoinformation
and invisible areas are shaded on the map. Thgstem (GIS) technology we draft terrain heghts
wide sector the many profilel's lines and if it isprofile As result, the visible (1) and invisibl2)(
necessary prolong until to ground. areas are determined. Analysing obtained

So, for given directions that to determinégnformation in staff observation poilk we can
visible and invisible areas the terrain profilee ardecision making that if enemy troops or war
used. technics are located in (2) areas then its will be

Let's explane it by chart in the fig. 1. Ininvisible. But if enemy forces are located in (1)
this figure a conditional mountainous terrain isreas then they will be visible from po#at

A

Fig. 1. The observation directions in mountainousetrrain.

If C or D or E points are choosen adheB [6,9]. But in such situation the risk of drone
observation points then invisible areas will b&estroy onB will be high. For safety drone use it
determine the same methods: by along on CBhould fly up theA side on such safety height that
DE or EB lines. Such observation points in onthe invisible areas on tH& side are revealed and,
region can be choosen on various peaks. Thatthe same time, drone cannot be destroy.
comandant make right decision he must take such  Let's, there are several peaks of mountain
observation point from that the sum of thédetween observation poit and target poinB
invisible areas is minimum. (see fig.2).

That invisibility level is minimum we can
use drone, that is, we can control a drone flight o

O

Xo X1 1 X2 C2
Fig. 2. Use of drone for minimum making of invisiblity level of the terrain.
Let's, JOC,F=a,, DOGF = a,,... JOGF of valley C, L is a distance from drone flight
= g; are the mountain slopes anglkisis a heght PointE to observation poinA:
of observation point of mountaiig,X;, s, X;are L D{h, X — XO} (1)
the coordinates of the mountain peaks (begining T
from observation point} is a height of the drone L =+/(% = X,)* —h? (2)
flight up the observation poin©C are the lines — (v _ _
draft from drone flight poin© height till bottom h = (Xi XO)qtgai| H) (3)
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By use of (1), (2) and (3) equations, withedit 3D graphics and animation of various
aim of invisible from pointA areas control we processes. By use Autodesk-3ds-max program we
can determine minimal safety flight height of theecieve an image which is very much alike real

drone and minimal safety flight distance: visibility. This program is much used in various
L - min areas and is the most effective among 3D
{ . programs.
h - min The results of visual modelling from one of

It should be note thak}, h, %, x,..xand  the choosen observation point in mountainous
tga values are deterined by GIS softwear for theregion of the Azerbaijan Republare represented
each specific case [6]. in figures 3-5.

The results of visual modellingor vizual The angle of vision of a digital camera of the
modeling of the revealing process of invisiblgjrone is 14% The chart of angle visibility of a

spaces and military objects we have usegone on top of ® mountain is presented in
Autodesk-3ds-max program 2016-Version [10]f

Autodesk-3ds-max program system has beel’g' 3
developed by Autodesk company and has goal to

Fig. 3. The chart of angle visibility of a drone ortop of the mountain.

The results of the drone flight modeling on thegheéh above the start point are presented in
fig. 4. The visible areas from observation poirg ararked by green color, and invisible ones arekethr
by dark color.

-t

Fig. 4. The drone flight modeling on the heighh bve the start i.

The results of the drone flight modelihg color, and invisible ones are marked by dark color.
away from and on the heiglt above the start We can see from figures 4 and 5, the higher
point are presented in fig. 5. The visible areaand farther a drone flight from observation poont t
from observation point are marked by greeenemy direction, the less invisible areas, and the
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less probability of hidden moving of the enemyraffic in real situation for specific terrain witim

battle trucks. of maximum survey of the terrain, minimization of
The preliminary modeling of a visualinvisible areas and reliable identification of the

monitoring during a drone reconnaissance fligrenemy hidden objects.

will help correct to determine the drone flight

Conclusion. So, in given paper, the results oproporomnnanos nuseiiHeix o6bextoB / “Hayku o
of visual modeling of the revealing process of 3emne”. 2012, (2). -C. 66-70.
invisible military objects from one of point of 6. M. B. [Terpos IIpakTiyecKui OTBIT MCTOJB30BAHUS
observation on the mountainous terrain of theBIUIA Swinglet Cam /[ ypuan “T'eompogu’.
Azerbaijan Republic by using a drone are72013’(2)"c' 42-44.

ted. Autodesk-3d has b . Hashimov E.G. BayramovA.A. Mathematical
preseried. AUIOCesk-Sds-max program has eer;lnodeling of the tactics operations and battle dynam

used for_modellng. . /I National security and military sciences. 2016,
It is shown that the higher and farther a yo|. 2, Ne1. - pp.13-25/

drone flight from observation point to enemyg. HashimovE.G., BayramovA.A.,  Xalilov B. M.

direction, the less invisible areas, and the lessTerrain orthophotoplanes making for military obgect

probability of hidden moving or concealment revealing // National security and military sciesice

from view of the enemy battle trucks and troops. 2016, vol. 2Ne4. - pp.14-20 . .

determine the drone flight traffic in real situatio ~ °f drones // National security and military sciesice
for specific terrain with aim of maximum survey 12016’ vol. 2)e3. - pp.11-16.

fthe t . inimizati f invisibl d 0. E. G. Hashimov, A. A. Bayramov, B. M. Khalilov
of the terrain, Minimization OF INVISIDIE aréas and rq 4y orthophotomap making and combat control.

rel@able identification of the enemy hidden Proceeding of Internatonal Conf. “Modern Call of
objects. Security and Defence”. I-st vol.19-20 May 2016, War
College after G. Rakovski, Sofia. 2017. - p. 68-71.
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BiiicbroBa Akaaemist 30poitHux Cun AzepOaiimkancbkoi Pecrryoniku, baky

Moge0BaHHS NMPOLECY BUSIBJIEHHSI HEBUIUMHUX BiliCbKOBHX 00' €KTIB MicIIeBOCTi 3a
nomnomororo BIIJIA

Pe3tome. Y craTTi mpeacTaBlieHO Pe3yNbTaTH Bi3yaJlbHOI'O MOJIEIIOBAHHS MPOLIECY BUSBICHHS HEBUIAUMHX
IIon] i BIWCHKOBHX O0O0'€KTIB 3 TOYKH CIIOCTEPEKCHHS OOpaHOi TipChKOi MicIeBOCTI A3zepOaixaHCchKOl
Pecny6Guiku, 3 Bukoprctanusm BITIA ta nporpamu Autodesk-3ds-max.

KarouosBi caoBa: 0oitoBi 1ii, HeBumuma ob6macts, mnporpama Autodesk-3ds-max,MonenoBanss,
Oe3MIOTHUH JiTaTbHUAHN anapar.
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Boennas Axanemus Boopyx€uusix Cun AzepOaitmkanckoit Peciyommku, baky

MogaeanpoBanue mnpomecca OOHApPy:KeHMSl HEBHIUMBIX BOCHHBIX O00BEKTOB
MeCTHOCTH ¢ moMoubio BITJIA

Pesome. B craThe NpeACTaBIEHBI PE3yJbTAThl BH3YyalbHOTO MOEIMPOBAHUA MPOLECCa OOHApyKEHHS
HEBUAWMBIX IUIOIAAEH W BOEHHBIX OOBEKTOB C TOYKM HAONIOAEHHS BBIOPAHHOW TOPHOM MECTHOCTH
Asepbaiimkanckoil PecriyOnuku ¢ ncrons3zoBanreM BIUIA u nporpammel Autodesk-3ds-max.

KawueBble caoBa: GoeBble JedcTBUS, HeBUauWMas obOnacth, mnporpamma Autodesk-3ds-max,
MOJIEIMPOBaHNE, OECITUIOTHBIN JIETATENBHBIN anmnapar.
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The system approach to the resolution of problem mcesses of the
auto-technical support of the Land Forces of the Amed Forces of
Ukraine

Resume Based on the system approach, ways of analyziligumy systems are identified with the aim of
identifying problematic issues and resolving thérhe choice of a rational way to improve the efingg of
functioning is illustrated by the example of anaatéchnical support system.

Keywords: system approach, automotive recovery procesfasency of the auto-technical support
system.

Formulation of the problem. The actions raises the increased requirements for the
constant readiness of the Armed Forces afystem of restoration, including the movable means
Ukraine (AFU), the complex application ofof restoration of automotive equipmemtowever,
various forces and means, their interaction durirthere are also problematic issues in this regasd, a
the implementation of measures to repdhe available mobile means of restoration in the
aggression, rapid response to a large extembops do not allow to cover all necessary repair
depend on the effective use of all types diund of JSC, which is connected with excessive
weapons and military equipment, includingnoto resource, partial inconsistency and
automotive, technical basis of combat capabilitimperfection of diagnostic and technological
of troops. A characteristic feature of conductingquipment of the existing forces and means of
modern combat operations is the massive use @facuation and repair, inconsistency of automobile
automotive equipment (AE) used as a vehicle fanventory stocks with regard to provision of an
the movement of weapons and militaryavailable motor-vehicle park, increase of the range
equipment and plays a major role in the delivergf material assets of the JSC and inconsistency of
of missiles and ammunition, transportationprganizational staffing current quality repair
transportation and evacuation of material anblodies.The bulk of rolling stock in the troops is a
technical means, fuel and lubricantsset of machines of the 1980s.
transportation of personal composition of troops Proceeding from the specified, the system of
(forces). In addition to this, automotiveautomotive supportinthe Armed Forces of Ukraine
equipment is used to perform non-specifineeds further development, and in some areas of
(specific), but not less important tasks. Amadical reformation. Considering the scientific and
analysis of the implementation of measures amethodological basis, it should be noted that the
automotive equipment (MAE) in the context ofATZ as a system is a set of automotive equipment;
the anti-terrorist operation (ATO) revealed dhe personnel of units and parts that operate this
number of problem issues regarding théchnique, the personnel who performs
restoration of automotive equipment that needs toaintenance, evacuation and repair of damaged
be addressed, since they significantly affect theachines, provides management of automotive
quality of AE. equipment.

The Land Forces of the Armed Forces of Analysis of recent research and
Ukraine are equipped with a variety ofpublications. An analysis of existing theoretical
automotive equipment, which is 70% morally andnodels describing the recovery process has shown
physically obsolete, has been in service for motbat mathematical models by which one can solve
than 25 years and needs to be upgraddéde problem of rational distribution of forces and
(upgraded). During the antiterrorist operation omeans of recovery take into account the average
the territory of Donetsk and Luhansk regions, percentage of units of stored mobility, which are
number of deficiencies were identified regardinglirectly involved in the conduct of battle and
the state of readiness of automotive equipmedetermined by the ratio of forces and efficiencg fi
and the system of auto-technical support for theombat potential) and the ability to restore the
restoration of AT. The intensive development o$ystem. However, in order to improve the
means and methods of conducting militarynathematical model, it is necessary to analyze the
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automotive equipment recovery system in morghich are determined by the type of combat
detail, since its effective application is one loé t operations, the characteristics of the theater af w
main factors in achieving success in battle. (TVD), the capabilities of their own troops and

Many research papers are devoted to ttenemy forces, the conditions of the area and other
analysis and construction of mathematicalhey can change during the conduct of hostilities.
models. In [1,2] the model of the system of The search for ways to improve the ATP
diagnostics, maintenance and repair of complesystem is based on the definition and
military technical systems and the model of theystematization of all factors that affect the
system of diagnosing and repairing anti-aircrafunctioning of the system; analysis of
missile systems as a closed mass service systanerconnections and assessment of their impact on
(CMO) is developed and examples othe parameters of the investigated processes. On
organization of the system of repair and repair dhe basis of the place of origin and action, the
anti-aircraft missile systems from application ofactors influencing the system of recovery of blood
the developed modekurther development of the pressure, can be divided into external and internal
diagnostic and repair model was carried out in Externally, factors that are outside the scope
[3], where the mathematical model of the repawf the research, have a significant impact onut, b
system (metrological service (MLOB)) is baseds a rule, are not subject to management. Such
on a weapon of war on the basis of the fuzzfactors can only be taken into account. Internal
rules of queuing requirements. The research &dctors that act within the object being investaght
the effectiveness of the Markov mathematicaletermine its state and are subjected to targeted
model of the repair system and the MLOB of thinfluence (management).
anti-personnel vehicle was carried out in [4], The analysis of the effectiveness of
where a two-level scheme of organization of theultifunctional systems for various purposes
repair system and MLOB of the militaryindicates that sometimes the achieved level is
equipment was developed. below the required (defined). In the event of a

In [5, 6] the mathematical model ofdiscrepancy between the necessary and achieved
verification (calibration) and repair of measuringystem effectiveness, there is a problem finding
equipment (FVT) in places of deployment ofways to improve it. One of the main ways to solve
military units and production facilities of this problem is to justify the rational composition
outbound metrological groups are described. Thand structure (forces and means) of the system.
guestion of the development of mathematical For this, the systemic view of the process
models of the operation of measuring equipmetiieing analyzed is developed (Fig. 1). Each process
(MF) for military use is well analyzed in [7]. that occurs on the system has an input and output.
With the help of the theory of random MarkovThe process takes place in a certain sequence with
processes, a mathematical model of the operatiknown constraints. If the output metrics do not
of a perspective model of a mobile laboratory afneet the required parameters, there is a problem of
military measuring equipment was constructedncreasing the efficiency (quality) of the procelss.
But in these works only some parts of the lifean be solved by changing the input characteristics
cycle of a model of a VT were consideredstructure and constraints of the analyzed system,
complex features were not taken into account, birtcluding the characteristics of its subsystems Th
the question is still not exhausted and needs to bkoice of solutions is in the field of charactecst
further elaborated. that are subject to goal-oriented change, that is,

The purpose of the article.On the main they are manageable.
system approach to determine the ways of The characteristics of the entrance in the
analysis of military systems in order to identifygeneral case will be: quantity, quality, value of
problem issues and solve them. “product”;

Presentation of the main research Characteristics of the structure - the quantity,
material. Auto maintenance is a complexquality and value of its elements for the procegsin
process, which includes several less complex sobraw materials;
processes implemented at all levels of the Characteristics of constraints - the mode of
structure of the forces (forces), which operate ooperation of a higher-level system, conditional
the basis of certain requirements, norms arekternal environment, as well as the principles and
guidelines. The complexity of automotive rules of functioning of the system being analyzed.
equipment is determined by the fact that this Output indicators are the number, quantity
process, as well as the military use of troopand value of "product', as well as various
(forces), takes place in different "situations"derivatives of these indicators (relative, average)
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The choice of a rational (optimal) solutionthe cost of raw materials and structures) the

is based on: optimal solution should be sought in coordinates:
- EXperts’ expert assessments; - efficiency-cos{when solving a quantitative
- data analysis of the functioning of analo%roblem)'

systems; . . o
- on passive or active (purposeful selection - quality-cost (when solving a qualitative

of experimental indicators); problem).

- observation of the functioning of the It is also possible to graphically display
analyzed system; several possible ways of moving the system from
- physical or mathematical modeling of itsthe efficiency level, to the required (set) levéh

functioning. (Fig. 2). The path Al will be optimal, which allows
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Fig. 2. Graphical representation of the choice of aational alternative to efficiency.
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Systemic methodology, as a researcher's The versatility of the system methodology
outlook, allows us to study processes and allows it to be used in the solution of military-
phenomena in their dialectical unity. Without ~ technical problems, in particular, the problems of
losing the integrity of the process, this increasing the effectiveness of the technical
methodology makes it possible to typify support of troops (forces), which in the futurelwil

structures, their elements, process characteristicbe conventionally called an organized automobile
and requirements to it. Due to this, it is possible aggregate or a military system.

to apply the standard methods of analysis to the The systemic image of the functioning of an
various systems by nature and the typical rules organized automobile aggregate is shown in Fig. 3
for choosing the best solutions, to consider in a (without controls).

unity a number of hierarchical processes and

systems.
[EQUIREME
LIMITATION 1
EFFICIENCY
Z1Zy . Zg (quality)
I E = Eo/Eg
Exit PROCESS
2025 o5 0sco: XM functioning of JSC Entranc'
\ 4
[ LIMITATION J [ ALTERNATIVES |
v
SROCESS [ STRUCTUREJ
SOFTWARE YiYa... Y
v 1 23465

[ STRUCTURE J, .......... I D .

[ LIMITATION ]

v
PROCESS OF MATERIAL-
TECHNICAL SUPPLY

Entrance

[ STRUCTURE ]

Fig. 3 System image of the functioning of an organéd automobile aggregate.

The ratio of the actual and the required  the general need, which results in an assessment of
effect determines the effectiveness of the systenthe degree of performance of the task.

even the degree of solution to the problem in In general, there are three ways to increase

guantitative sense. the efficiency (quality) of the system's operation:
In the part of situations, a qualitative task improving the input characteristics; improvement

(transportation of fuel and lubricants, of structure; normalization of restrictions (meanin

ammunition, etc.) can be put. In this case, the controlled characteristics).
number of transported materials is compared with
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These paths should be considered in Characteristics of the structuguantitative and
relation to application to individual processest Foqualitative characteristics of the technical means,
the main process of functioning of automotive  quantity and qualitative characteristics of
equipment they are: improving the characteristicpersonnelCharacteristics of restrictionare listed
of transportation; improvement of methods of  restrictions on the use of organized car aggregate,
evacuation of automotive equipment; increasing as well as the principles and methods of auto
the number of blood pressure or improving maintenance troops (forces).
quality. Indicators of the output of the process will be

Thefirst wayrelates to the efficiency of the the amount of automotive equipment returned in
auxiliary process of ensuring the functioning of line, the duration of repairs, labor costs and othe

the JSC. indicators and their derivatives. As shown in Bg.
Thesecond ways the tactics of the use of the stream of applications for serviced cars enters

repair bodies. the main and auxiliary structure of the automobile
Thethird wayis realized by means of aggregate. As a rule, quality requirements for car

improvement of the process of provision maintenance are set. If the actual performance is

(logistics of MTZ). lower than required, then there is a problés for
The process of providing (MTZ) is the higher system, there are three main ways of

appropriate to divide the processes of technical solving this: improving vehicle characteristics

and logistics. After analyzing the technical (input characteristics), improving the provisioning

support of the troops, the main objective of whiclstructure (hardware, personnel and organization),
is to support the combat capabilities of the troopghanging the constraints, namely, the principles

in terms of the availability of good weapons and and methods of technical provision of vehicles.
equipment. Similarly, ATZ considers automotive Each of these paths consists of a number of partial
equipment and assets that perform auxiliary solutions.

functions. Thus, we obtain a hierarchy of
The system in which this process is interconnected systems, and, accordingly, the
implemented consists of three typical problems of the effectiveness of their functioning.
components. At any level, the problem of efficiency has three
Themaincomponent carries out directions of solution, each of which consists of a
maintenance and repair of equipment. The number of ways. One of these ways is the problem
auxiliary carries out evacuation and of the effectiveness of the functioning of the lowe
transportation of objects, and provides the supplgystem.
of automobile property and spare parts. The variety of ways to address the

Thus, the system of auto maintenance of underlying problem in the context of resource
troops (forces) is described as a system of higheconstraints requires a sound choice of a rational
order, which is conventionally called an alternative. Naturally, the task can be performed
organized automobile aggregate (Fig. 3). In turn,informally, based on a logical analysis of the
each component of such a system can be similadyructure of problems and determining the

detailed in the system of lower order. importance of each of them by a group of experts.
Let's consider the characteristics of the ~ However, along with this approach, it is advisable
automatic support of troops (forces). In to provide a more objective solution because of a

accordance with Fig. 3 the input of the process mathematical description of the functioning of the

(system) is the flow of applications from the mairsystem.

and auxiliary components of the organized The article highlights the main provisions of

automotive aggregat&ntry characteristics the  the system approach to the analysis of military
guantity and qualitative characteristics of veticlesystems. This approach allows you to determine
requiring maintenance, their distribution in time the type of military system at any level and

and location. The number of machines entering establish their interconnections.

the system of auto-maintenance will depend on This makes it possible to structure the goals
their survivability, durability, reliability and ber and problems for each system. This s
properties. Thgualitative characteristicef the demonstrated by an example of a system of

machines entering the system - there is an automotive engineering.

opportunity to evacuation, repair ability Under the system means an organized set of
(restorability), the possibility of determining the material and technical products designed to
location of faulty equipment (quality that is perform a specific purpose. It operates under

realized in the course of technical intelligence), specified conditions on the basis of established
transportability (the possibility of evacuation).  principles and rules.
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[HCTUTYT OmepaTUBHOrO 3a0E3MEUYCHHs Ta JIOTICTHKH HallloHaJbHOTO YHIBEpCHTETY OOOpOHHM YKpaiHu
imeHi [Bana YepusixoBcbkoro, Kuis

CucreMHMH MiAXig 10 BperyJlOBaHHS MNPOOJEMHHUX MNPoOUeciB ABTOTEXHIYHOIO

3a0e3nevyenHs CyxonyTHux Bilicbk 30poitHux Cui Ykpainu

Pe3tome. Ha OCHOBHI CHMCTEMHOro MiAXOAY BHM3HAUYEHO NIISIXH aHaJli3y BIHCHKOBHUX CHCTEM 3 METOIO
BUSIBJICHHSI NPOOJIEMHHUX IMTaHb Ta iX BHUpimleHHs. Bubip panioHaJbHOro HuIAXy MHiABUILEHHS €()EKTHBHOCTI
(YHKI[IOHYBaHHS BUCBITJICHO Ha MPHKJIAJli CHCTEMH aBTOTEXHIYHOTO 3a0e3MeYeHHSI.

KarouoBi ciaoBa: cucteMHMH miAXiJ, NpOIECH BIJAHOBJICHHS aBTOMOOUIBHOT TEXHIKHM, €(QEKTUBHICTH
(YHKITIOHYBaHHSI CUCTEMH aBTOTEXHIYHOTO 3a0€3TeueHHSI.

Jdwoanos O.A.

WHCTUTYT omepaTUBHOTO OOECTieYeHHs] W JIOTUCTUKH HalroHaJIbHOTO YHHBEPCHUTETa OOOPOHBI Y KpanHBI
nmenu MBana Yepnsxosckoro, Kues

CucremMHbIit MOAX0 K YPeryJupoBaHHIO npo0JIeMHBIX NMPoIeccoB
aBTOTeXHHU4YecKoro oodecrneyeHuss CyxonyTHbIX Boiick Boopy:xeHHbIX Cuil Y KpauHbl

Pe3ome. Ha ocHOBe cmcTemMHOro nmoaxoma OHNPEACICHBI IMYTHW aHaJin3a BOCHHBIX CHUCTEM C LECJIBIO
BbISIBJICHUSA HpO6J’I€MHLIX BOIPOCOB U UX pa3pClICHUA. BLI60p PpalrOHAJILHOT'O ITYTHU IMOBBIIICHU S 3(1)(1)6KTI/IBHOCTI/I
(byHKHI/IOHI/IpOBaHI/ISI OCBCLICHBI HAa MTPUMEPE CUCTCMbI AaBTOTCXHUYCCKOT'O obecrieueHusl.

KiaoueBble cJI0BA. CHCTEMHBIN noaxoa, MmpoHeccol BOCCTAHOBJICHUS aBTOMOOMIILHOM TEXHHUKU,
3(1)(1)€KTI/IBHOCTL (l)yHKIII/IOHI/IpOBaHI/IH CHCTEMEBI aBTOTEXHHUYECKOI'0 00ECIICUEHHUS.
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National Power as a Factor of State Stability in Caditions of
Aggravation of International Conflict

Resume In the scientific work, certain geopolitical lawsthe development of states in the system of
international relations are revealed. The natigoaber is described as a factor of influence orstrstem of
foreign political (military-political) security athe state in the conditions of crisis phenomena.

Keywords: system of international relations; laws of ecorodevelopment; national power.

Statement of the problem The strategic comprehensively ensure the protection and
objective of Ukraine’s national policy is topromotion of vital needs of national development
protect state sovereignty and restore the teraitoriin conditions of international (first of all, cagilist)
integrity of our state in conditions of Russiarcompetition. The level of effectiveness of the
aggression. Therefore, the improvement aifational goals depends heavily on the indicator of
existing and working out of new forms andhe level of national power of the state [10].
methods of counteracting threats to the national = The system of international relations is a
interests of Ukraine, the preparation of effectiveertain kind of "rules of the game", the interaatio
mechanisms of protection against expansionibetween the main participants in international
strategies of more influential geopolitical actorselations. Such a system gets a special structure f
should become a priority of the activity of alleach geopolitical period. In particular, the cutren
subjects of ensuring the national security of thglobal economic crisis coincides with the
Ukrainian state. The given scientific issues werenresolved problem of the global political order of
studied by Ukrainian scientists such ashe world, which, after a bipolar device, has nett y
V. Gorbulin, G. Sitnik, M. Shevchenko, been able to transform into a unipolar or multipola
D. Molodcheko, V. Mandragel, V. Bogdanovichmodel. In general, historically, similar global
V. Smolyanyuk so-called. [2, 5, 7-9] Howevergeconomic crises have always coincided with the
scientific works on this topic in the context oéth crises of the geopolitical epochs (on the bordérs o
synthesis of all components of state formatioWestphalia, Vienna, Versailles, Potsdam,
and development of the country, which integratBialowieza, etc.) accompanied by protracted wars
form the national power, as well as carry ouand conflicts and led to a change in the geopalitic
systematic and integrated impact on the provisidralance of forces, as in the global , as well as at
of foreign security at present is not enough. regional levels [4, c.631].

The purpose of the article isthe study of At the world level, national interests and
certain patterns of development of the state aypals of each country can be as contradictory as
the world stage in the face of aggravation afiational interests and objectives of other states,
international conflict; the disclosure of thecompatible (coordinated) with other subjects of the
importance of the national power of the state isystem of international relations. It defines the
ensuring foreign policy and military-political relation between them, starting with their identity
security; definition of state-building, political, (community) and completing their "antagonistic"
economic, managerial, security, social andpposite.
humanitarian components of the country's It is believed that a harmonious (relatively
development, providing a sufficient level ofstable, stable) state of the international system i
national power in the evolution of crisispossible under the main conditions:

phenomena in the system of international - balancing national interests and goals of
relations. countries (egg the US, EU countries, etc.);
Presenting main material.  An - the existence of a corresponding systemic

international environment should be consideregeopolitical equilibrium between the states orrthei
as a system that is developing through thallied blocs.

interaction between the "opposites" of its In the event of the establishment of such
subsystems. These subsystems are the statedlotk entities, the Allies have balanced (coherent)
the world, each of which has its own nationahational interests and objectives, however, they (t
values, interests and goals. States try tm large extent) do not coincide with the national
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interests and goals of a bloc of geopoliticabetween highly developed countries and backward
opponents. The equilibrium of geopolitical forcestates in economic, technological, innovation,
is shaped by the ratio of the collective power ahilitary, military-technical, information-
geopolitical blocs. They balance each other ocommunicative, and political spheres. This
the principle of reciprocity (balance) of threatsnequality leads to a geo-economics split in the
(for example, the US and PRC, NATO andvorld for leaders and outsiders and contributes to
CSTO). The block variant is more extensive imn imbalance in the international system [1, 6].
the system of equilibrium of forces, since In addition, open access societies (USA,
equilibrium and stability in it depend on theCanada, Great Britain, Germany, France, ltaly,
power of the blocks. Each of the states tries thustralia, etc.) are characterized by a common
guarantee its security through participation in ongtrategic foreign policy and foreign economic goals
of the alliances, unions, coalitions [3, 7, 8]. that are connected with the integration proceskes o

At the same time, the lack of a geopoliticaglobalization in the political, economic, military,
balance of forces in the system of internationaecurity, humanitarian, social, informational
relations is also a factor for its development. Thepheres. In turn, most regional states are depénden
reason is that the dynamic stability of theon the geopolitical world centers (US, PRC, EU,
international system or process has a relatiRussia) system of international relations. Regional
character, as the geopolitical and geo-economistates are compelled to give way to their national
world (external environment) is changing. In thesovereignty of financial and economic expansion of
event of international crises (geopolitical or geothe leading countries of the world in order to easu
economic), the balance of interests of the statestional stability, security and development in the
becomes fragile, as new realities requiréace of global confrontation. This factor leads to
reformatting relations in connection with thethe geopolitical association of regional states
change of geopolitical or geo-economic "rules adiround the designated satellite countries, as agell
the game,” as well as changes in nationghe formation of a common foreign policy with
interests and goals of the Union countries. In thihem on the principle of a "united front" in
backdrop of these changes, each state tries defending collective interests in the international
provide superiority over other countries in ordearena. But, at the same time, the distribution of
to realize their own national interests and goalsocial (or planetary) benefits from such a foreign
At the same time, States are trying to take gflolicy approach is different and not always fair,
possible measures to prevent the possibility f@and also depends heavily on the ratio of the levels
other countries of the international system to gaiof national power of each member of the union [6].
such an advantage over them. Therefore, the  National power is a quantitative indicator of
system of international relations is predominantlthe forces and resources of the state that can be
an ideal type, a reference model of the balance @fed in relations with other subjects of internaio
forces, which makes it possible to prepare faelations; a set of material and spiritual captesi
overcoming possible crises or transition to a neexisting in the state that are used to achieve
sustainable development [1-2]. geopolitical, geo-economic or geostrategic

From the standpoint of a political and(military-political)  national goals. Modern
economic approach, the laws of economiscientific approaches based on the principles of
development have a significant influence on thpost-industrial worldview combine it as a

modern international system: combination of potentials (opportunities) of
- interdependence of growth of needs angolitical, economic, social, spiritual, military,sa
reduction of resources; well as factors, without which analysis of any

- growth of labor productivity due to confrontation is impossible for demographic,
technological progress of production methods. geographical, organizational, managerial and

Due to the effect of the first law, there is adthers. In general, the assessment of changeg in th
need for a constant expansion of markets for thmwer of the state is based on nine basic
sale of national goods and services and thmarameters: management; territory;  natural
establishment of control over planetary resourcelesources; people; economy; culture and religion;
This provokes international conflict. The secondcience and education; army (armed forces, internal
law encourages the scientific, technological andoops, etc.); foreign policy (geopolitical
innovative development of open access statesivironment) [5, 9].
(societies) (eg the US, EU), promotes their rapid Taking into account the above, an attempt
adaptation to the realities of a rapidly developinggas made to conduct a synthesis of all state-
economic market. At the same time, this lawbuilding, political, economic, managerial, security
affects the gradual growth gap in developmemtilitary, social and humanitarian components of
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the country's development, which integrally fornbalance of the international relations system; the
the national power. During the research, thability to impose its national will (first of allby
method of decomposition of the strata (levels) aheans of "soft power") on other states; the ability
the functioning of the "state-society-man" waso influence the functioning of the international
applied, which provides protection of their vitalcomponents of the global world (UN, IMF, TNCs,
needs. In the maintenance of research worhilitary-political blocs, intergovernmental unions,
components that integral form the national powdimancial and banking systems, information and
were classified as follows. communication networks, international political

At the spiritual and value level - themovements, etc.), as well as the formation of
spiritual values of the nation; -catholicity;ideological trends for the future development of
knowledge; historical experience; religion;mankind .
traditions, national culture. On the social and humanitarian level, the

At the national level - national values anchealth of the nation; demography; welfare;
interests; national ideology; self-identity of thesducation; educational activities; education, etc.
people (nation) and its consolidation around At the scientific and progressive level -
national values and interests; the maturity argtience; latest technology and innovation.
legitimacy of the national ruling elite; balance of At the informational level, information
global, national and corporate interests. communications, mass media, both in the middle of

At the strategic level, strategicthe state and internationally, are consolidated
management (strategic analysis, forecasting aadound the tasks of defending national interestis an
planning) in the areas of sustainablensuring national security.
development, defending national interests and At the financial and economic level,
ensuring national security; balance of creativeconomics, finance, resources; industrial and
and adaptive components in national stratedinancial-banking infrastructure both in the middle
regarding changes in the environment; the abilityf the state and in the international arena; thelle
of the authorities to integrate the processes of control over planetary resources and the sales
implementation of strategic thinking, inand distribution of goods and services [5, 9].
particular, regarding the organization, Conclusions
consolidation and coordination of strategic 1. The scientific work reveals the importance
management objects to achieve strategic goatsf; the factor of national power of the state for
strategic culture. ensuring national security. Investigated state-

At the political level, the coherence of thebuilding, political, economic, managerial, security
interests of all social groups; balance of theilitary, social and humanitarian components of
political  system; political culture  andthe country's development, which integrally form
consciousness in society; level of social justice. the national power.

At the state and managerial level, 2. It is believed that the improvement of the
organizational and managerial culture in théoreign-policy (military-political) security of
system of state and social relations; balance bkraine requires the introduction of
national goals and resources of the statepmplementary approaches to the development of
communicative links between government andational turmoil on the basis of qualitative stgate
civil society. management. The said complementary model

At the security level - the system ofshould represent a single integrated state-
national security and its security; security otesta management mechanism, whose subsystems are
and public administration; balance of politicalbrganically interconnected, complementary, united
and economic security; military power of theby a single strategic plan and functioning
country and its special services; Resistance #dgorithm. Its strategic mission should be aimed at
destructive influence of external and internalaising the level of national power of Ukraine
threats; the ability of the authorities tothrough the integral development of its above-
participative consolidation of the nation inmentioned components. In the context of the
solving the tasks of defending national interesfereign policy (military-political) security of our
and ensuring national security. state, the main tasks of such a state-management

At the international level, the nationalmechanism should be to increase the effectiveness
presence abroad (diplomatic, political, economi@f the process of ensuring the beneficial impact on
military, informational, humanitarian, cultural, Ukraine's international and military-political
ideological, scientific and technological, etc.danenvironment, promotion and protection of national
the level of dominance in the international arenmterests on the world stage; strategic stabilitgd a
in defending national interests while ensuring thienplementation of the strategy of containment of

127



Research papers ctilamf the Center of military and strategic stisdag the 3(61), 2017
National Defence University of Ukraine named aftem Chernyahovsky
external geopolitical (military-political) 2. Bopotrrok M. 0.:0co6muBOCTi  MiXKHAPOHUX
opponents; balance of the regional equilibrium ofor¢uixris nocroinomsproro nepiony// Hauionansauit
forces (or its changes in favor of Ukraine) iHCTUTYT HI“)O6HCM MDKHapOHOT 6e:-snei<1/1// CTa”l.‘TSI//
areas of key importance for ensuring nation&['¢<™PoHHuil — pecypc - oxypHan  “CrpareriuHa
security and sustainable development of our staf§opava’ = 4  sumyex 2009 p.  Pexum
3. Some features of the development of th}éomyny.http.//www.nusp.org.ua/defaultS.php

. . . . . 3.TopOynin B. I1.: Crpareriune naHyBaHHS:
system of international relations in the cond|t|on§HpimeHmI mpobieM  HAmOHATPHOT  Gesmex.

of geopolitical crises and their influence on th&fonorpadis / B.II Top6ynin A. B. Kaunncekuii. —
foreign policy security of the state are revealed. k.:HIC]], 2010. — 288&.

has been established that the steady growth of the 4. Kos6aciox IO. B.: Ennuknonesis aepskaBHOTo
level of national power of the state providegmpasmimms : y 8 1. / Ham akan. JepkaBHOTO
superiority over other countries and increases tiyapasmiuns npu Ilpesunentosi Ykpainu — K. : HAZLY,
level of efficiency of realization of its own 2011. T. 7 : Jlepapne ynpapuinns B ymoBax
national interests and goals. At the same tim&1o0anbHoi Ta eBponeiicekoi interpaii / — 2011. — 764
more powerful states try to take all possibl&

4 5. Momnouenko JI. P. EBkmigoBa BiacTaHb SK
measures to preserve this advantage over other o .
TCrpajibHUHU NOKaA3HUK MOT'YTHOCT1 ,uepmaBM/ CTaTrTsd —

. 1
_SUbJeCtS_ (opponents) _Of the system . 05{015 p./ HTYY “KuiBcbkuil moniTeXHiYHUN iHCTHTYT
international relations, including by takingiy;. I.Cukopcbkoro” / Pesxxum

comprehensive measures to weaken thejpcryny:http://is.ipt.kpi.ua/wp-

international opponents, primarily in geopolitical content/uploads/sites/4/2015/06/15.Molochenko.pdf
geo-economic, geostrategic (military-political) 6.Hopr /I. Hacuinue n coumanbHble MOPAIKH.
spheres. In turn, the strategy of “alliance” (tisat Konuenryanbubie — pamku — aai  HHTEpHpETaLMH
the practice of implementing the foreign policy of!HcbMEHHOH HCTOpHH  HenOBeueCcTBa /" mep. aurn.
the state in a single strategic plan with othef Y31auepa, M. Mapkosa, A. Packoa,
subjects of the system of international relationg)” P2c<0B0#-M. Msn. Huctutyra [aiinapa, 2011. -480
greatly increases the effectiveness of achieving - Cutink T T, Teomomitnunuii  apanis  Ta
strategic national goals. However, this is possiblg,, ..osysanns wapd. moci6. | aBr. Kom. -
only if the balance and consistency of nationat 11, Curuux, B. ®. Cmonsmiok, M. M. Illepuenxo ; 3a
interests and goals of all the union states aggr. pex. I'. I1. Curnuka. — K. : HAZY, 2014. -4. 1. —
balanced and coherent. At the same time, th&Oc.

distribution of social (or planetary) benefits fron 8. Curnuk I'. 1. Buus rnoGanizanii Ha BO€HHY
such a foreign policy approach is different ancdepy Ta mpuHIHIOBI 0COONMBOCTI CyJaCHHUX BOEHHHX
not always fair and essentially depends on tjxondmixris/crarrs/ Enextponnmii pecypc Axaaemis

ratio of the levels of national power of thetauionanbHoi Gesnexn / Pesxim
members of the Union bloc P nocrymy:http://nationalsecurity.org.ua/2016/07/06/vpliv-

globalizaci-na-voehnnu-sferu-ta-principovi-osoblivosti-
REFERENCES suchasnikh-voehnnikh-konfliktiv/
9. Curnuk I'. I1.: Hnaxu YAOCKOHAJICHHS
1.B3exunckuii 3. Bemmkas ImmaxmarHas OCKa, CHCTEMH  JEP)KaBHOTO  YIPABIIHHSA — 3a0€3NMeYCHHAM
rOCIIOACTBO AMEpPMKM M €ro reocTpaTermueckue  HaliOHaTbHOI Oesnekn Ykpainm : Hasy. moci6. : Y. 2 /

umnepatusbl)) kamra — 1997 1. / nepeson B.l. Abpamos, B. A. Manaparens Ta in. - K. : HALLY,
0. 10. Ypansckuit//nepensnar - M.. Mexaynap. 2012. - 44c.
OTHOIIEHWS, 1998. ISBN 5-7133-0967-3 10.1ep6a C. II. dinocodis: i gpygHUK/

http://hists.narod.ru/doc/new/knigi/Brzezinski_\kgj ~ O. A. 3armana - [5-e Bun.] - K.: Konnop, 2011-548&.
a_shachmatnaja_doska.pdf

The article came to the release 07.11.2017

XpanmauI'. C.

LlenTp Bo€HHO-CTpaTerivHUX AociikeHb HarionanpHoro yHiBepcuTeTy 000poHH YKpainu imeHi [Bana
UepnsixoBebkoro, Kuis

HaunioHajJibHAa MOTYTHICTh IK YMHHHMK CTIHKOCTI J1ep:KaBU B YMOBAaX 3aroCTPeHHs
MIKHapOAHOI KOH(IiKTHOCTI

Pe3tome. YV HaykoBiii mpami po3KpUTO OKPEMi reomoIiTHYHI 3aKOHOMIPHOCTI PO3BUTKY JI€PXkKaB y CHCTEMI
MDKHapOIHUX BigHOCHH. OXapaKTepu30BaHO HAIIOHAIBHY MOTYTHICTD SIK YHHHUK BIUTUBY HA CUCTEMY
30BHILIHBONOMITHYHOT (BOEHHO-TIOJIITHYHOT) OE3MEKH JEPKABH B YMOBAX KPU30BHX SIBUILL.

Kuro4oBi ciioBa: cucremMa Mi>KHApOIHHUX BiJTHOCHH; 3aKOHH €KOHOMIYHOTO PO3BUTKY; HAIliOHATbHA
MOTYTHICTb.
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XpanmauI'. C.

].[eHTp BOCHHO-CTPATCIUYCCKUX I/ICCHCI{OB&HI/Iﬁ HaHHOHaHLHOI‘O YHUBCPCUTECTA 060p0HLI YKpaI/IHLI HMCHU
WBana Yepusxosckoro, Kues

HanunonanbHasi MOIIb KaK (paKTOP YCTOMYMBOCTH IrOCYyAaPCTBA B YCJIOBHSIX
000CTpeHNsl MeKAYHAPOAHO! KOHPIUKTHOCTH

Pe3rome. B Hay‘lHOfI pa60Te PACKPBITBI OTACIBHBIC TCOMTOJIUTHICCKUEC 3aKOHOMCPHOCTHU PA3BUTUSL
rocyaapCTB B CUCTEMEC MCIKAYHAPOAHBIX OTHOIIICHHIA. OxapaKTepnsoBaHa HallMOHaJIbHasA MOIIb KaK (baKTOp
BJIUSIHUA HA CUCTEMY BHCIIHEIOJIMTUYECKOM (BOGHHO-HOHHTHQCCKOﬁ) 0e30IMacCHOCTH rocyaapcCTBa B yCJIIOBHUAX
KPU3UCHBIX SIBJICHHI.

KaroueBble ci1oBa: cucrema MCXIYHApPOOHBIX OTHOmCHHﬁ; 3aKOHbI 3 KOHOMHUYCCKOI'O pa3BUTHSI,
HallMOHAJIbHAs MOIIb.
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